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FNNMABA 1. YTPO3bl
KOMNbIOTEPHOMU
BE3OMNACHOCTM

B cBS3u co cTpemMuTenbHbIM pPasBUTUEM WMHAOPMALIMOHHBLIX TEXHOMOTUA N UX
NMPOHUKHOBEHMEM BO BCE Crepbl YeroBeYecKon AeATernlbHOCTM BO3POCNO KOMu-
YeCTBO MPECTYNMeHWN, HanpasfieHHbIX MPOTUB MHGOPMaLMOHHOW 6Ge3onacHo-
cTn.

BonbLuol nHTepec co CTOPOHbI kKMbep-npecTyNHUKOB Bbli3biBaeT AESATENbHOCTb
rocyAapCTBEHHbIX CTPYKTYp M KOMMepYeckux npeanpusatuii. Llenblo sBnsietcs
XvLweHne, pasrnaweHne KoHduaeHunanbHoOn MHdopMaLuun, NoapbIB AENOBON
penytauuu, HapyweHue paboTocnocobHOCTM U, Kak cneactsve, OOCTYNHOCTM
MH(OPMaLMOHHBIX PECYPCOB OpraHunsauuu. [JaHHble OeACTBUA HAaHOCHAT OrpoM-
HbI MOpanbHbIN 1 MaTepuanbHbIA yLepo.

OfHako pUCKYy MOABEPralTCs He TOMbKO KPYMHble KOMMaHUWM, HO U YacTHble
nonb3oBaTteny. C NOMOLLbIO pasnuyHbIX CPEACTB NPECTYMHUKM NOMyYatoT 4OCTyn
K nepcoHanbHbIM AaHHbIM — HOMepaMm GaHKOBCKUX CYETOB, KPEAMTHbIX KapT,
naponsiM, BbIBOASAT CUCTEMY U3 CTPOSI UMM NOMyYatoT NOMHbIA AOCTYN K KOMMbiO-
Tepy. B panbHeiwem Takoi KOMMbIOTEP MOXET MCMOMb30BaTbCS KaK YacTb 30M-
BU-ceT — CETU 3apaKeHHbIX KOMMbIOTEPOB, UCMONb3YHOLUMXCS 3M0YMbILLNEHHU-
Kamu Ons NpoBefeHUs aTak Ha CepBepbl, paccbinkv cnama, coopa KoHpuaeHUm-
anbHOM WHopMaLUMK, pacnpoCTPaHEHUs! HOBbIX BMPYCOB W TPOSIHCKUX MpO-
rpaMm.

CerogHsa BCeMM MpU3HaETCs, Y4TO MHopMaUMsA ABNSETCA LEHHbIM JOCTOSHMEM
W noanexuT sawmte. B 10 xe BpemMs nHdopmauus JomkHa bbiTb 4OCTYNHOW AN
onpefeneHHoro Kpyra nonb3oBaTtenien (Hanpumep, COTPYAHWKaM, KNMeHTaMm K
naptHepamMm npeanpuatus). Takum obpasom, BCTaeT BOMPOC O CO3[AaHUM KOM-
NNeKCHON cuctembl MHdOpMaunoHHon 6esonacHocTn. Takas cuctema [omxkHa
Yy4YnTbIBaTb BCE BO3MOXHbIE MCTOYHUKM Yrpo3 (Y4eroBeYeckuil, TEXHNYECKUA U
CTUXUIAHBIVA PaKTOPbl) M UCMONb30BaTh BECb KOMMITEKC 3aLUTHBIX Mep, Taknx Kak
usnyeckme, agMMHUCTPaTMBHBLIE U NMPOrPaMMHO-TEXHUYECKME CPEACTBa 3alum-
Thl.

1.1. ACTOUHMKM Yrpo3

B kayecTBe MCTOYHMKA Yrpo3 MH(OPMaLMOHHOW Ge30MacHOCTU MOXET BbICTY-
natb 4ernoBek NMbo rpynna nogei, a Takke Hekve, HesaBUCsLLME OT AesTenb-
HOCTM 4erioBeka, NposiBreHusl. Micxoas U3 3Toro, BCE UCTOYHUKU Yrpo3 MOXHO
pas3genuTb Ha TpU rpynnbl:
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e Yenoseuyecknn daktop. [laHHas rpynna yrpo3 cBsid3aHa C AENCTBUSMU
YernoBeka, MMeloLLEero CaHKLUMOHUPOBAHHbIA UMM HECaHKLMOHNPOBaHHbI
[O0CTYN K UHcpopMaumu. Yrposbl 3TOW rpynbl MOXHO pasfenvTb Ha:

e  BHEWHME, K HUM OTHOCATCA OEWCTBUA KMBEp-NMpecTynHUKOB,
XaKkepoB, WHTEPHET-MOLLUEHHWNKOB, He[OBPOCOBECTHLIX MapTHEe-
poB, KPUMUHAMNbHBIX CTPYKTYP.

e  BHYTPEHHME, K HUM OTHOCATCS OEVCTBMSA nepcoHana KoMnaHum,
a Takke nornb3oBaTenen AOMalHMX KOMMbTEPoB. [encTeus
OaHHbIX NoAeNn MOryT ObITb Kak YMbILLNEHHBIMU, TaK U Cnyyau-
HbIMW.

e TexHuueckun chakrop. OTa rpynna yrpo3 cBssaHa C TEXHUYECKMMM Npo-
6nemamm — u3NYECKoe U MoparnbHOE ycTapeBaHWe WCMOonb3ytoLerocs
obopyaoBaHuWs, HekayeCcTBEHHblEe MPOrpamMMHbIE U annapaTHble cpeacTea
obpaboTkn nHdopmaummn. Bece 310 NnpmBoaMT K OoTKady obopyaosBaHus u
3a4acTyto noTepu MHdopMaLum.

e CtuxunHbIn dakTop. IJTa rpynna yrpo3 BkNoyaeT B cebs npupogHbie
KaTaknmambl, CTUXUiHbIe 6eAcTBMA U npoyune opc-mMaxopHblie 06CcTosA-
TenbCTBa, He3aBUCSLUME OT AEeATENbHOCTU MI0AeNn.

Bce Tpu UcTo4HUKa yrpo3 HeobxoammMo 06s3aTenbHO yYuTbIBaTh Npy paspabot-
Ke CUCTEeMbl 3almTbl MHGOPMaLIMOHHON Be3onacHocTu. B faHHOM pykoBofcTse
Mbl OCTA@HOBUMCA TOJIbKO Ha OAHOM N3 HUX, HeNnocpeaCTBEHHO CBA3AaHHOM C Aed-
TenbHOCTbI0 KoMnaHun «Jlabopatopusa Kacnepckoro», — BHELIHUX yrpo3ax, CBS-
3aHHbIX C AESTENBHOCTHIO YENoBekKa.

1.2. PacnpocTtpaHeHue yrpos

Pa3BnTne COBPEMEHHbIX KOMMbIOTEPHBLIX TEXHOMOIM W CPEACTB CBSA3W AaeT
BO3MOXHOCTb 3/T0YMbILLNIEHHMKAM MCMOMb30BaTh PasfuyHble UCTOYHMKM pac-
npocTpaHeHust yrpo3. PaccMoTpum ux nogpobHee:

WUHTepHeT

mobanbHasa ceTb VNHTEpPHET yHUKanbHa TeM, YTO He ABMSETCA YbeW-TO
COBCTBEHHOCTBIO U HE MMEET TeppuTopranbHbIX rpaHnl. 3To BO MHOTOM
crnocobCcTByeT pa3BUTUIO MHOTOYUCIEHHBIX BEB-pecypcoB n obMeHy WH-
dopmaumeint. Ceryac ntobor YeNnoBeK MOXET NOMYyYUTb AOCTYN K AaHHbIM,
XPaHALWMMCS B UHTEPHETE, U co3aaTb CBON COOCTBEHHbIN BED-pecypc.

OpHako 3T e 0COOEeHHOCTM rnobanbHOM CeTu npenocTaBnAlT 3510-
YMbILWNEHHWUKaM BO3MOXHOCTb COBepLUEeHUA I'IpeCTyI'IJ'IeHVIVI B UHTEpHeTe,
3aTpyaHAaaA nx 06Hapy>|<eH|/|e 1 HaKa3aHue.

3MOoyMbILMEHHUKN pa3MelLaoT BUPYChbl U Apyrue BpPedoHOCHblE Mpo-
rpamMmbl Ha Beb-pecypcax, «MackmpyroT» UX noa nonesHoe un 6ecnnaTtHoe
nporpaMMHoe obecneyeHve. Kpome TOro, cCKpunTbl, aBTOMaTU4YeCKn 3a-
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nyckaemble MNpu OTKPbITUM HEKOTOPbIX BeO-CTpaHuL, MOryT BbINOMHATb
BPEAOHOCHbIE OEWCTBMSA Ha BalleM KOMMNbKTepe, BKMYas U3MEHeHue
CUCTEMHOrO peecTpa, Kpaxy NMUYHbIX OAaHHbIX 1 YCTAHOBKY BPEAOHOCHOMO
nporpamMMHOro obecrneveHus.

|/|CI'IOJ'Ib3yFI ceTeBble TEXHONIOMMN, 3NMoyMbILUITEHHUKU pearnn3yoT aTakn Ha
yOaneHHble YaCTHble KOMMbKTEPblI U CepBepbl KOMMNaHWUA. Pe3y1'IbTaTOM
TaKMX aTaK MOXeT ABNATbCA BblBeEeHWe pecypca 13 CTpod, nojyvyeHne
NONTHOIro AoCTyna K pecypcy, a, crneanoBaTtenbHO, K MHOPMALMK, XpaHsi-
LLlencs Ha HeEM, NCNOSb30BaHUe pecypca Kak 4actu 30Mbu-ceTu.

B cBsiau C NOsIBMNEHNEM KPeaUTHbIX KapT, 3MEKTPOHHLIX AEHEr U BO3MOX-
HOCTbIO MX WUCMOMb30BaHUA Yepe3 MHTEpHET (MHTepPHeT-MarasvHbl, ayk-
UMOHbI, MEepCoHanbHble  CTpaHuubl  GaHKOB WU T.A4.)  WHTEpPHeT-
MOLLEHHUYECTBO CTarno OgHUM U3 Hanboree pacnpPoCTPaHEHHbIX MPecTy-
NNeHu.

WUHTpaHeT

WHTpaHeT — 3TO BHYTPEHHsA ceTb, cheuuanbHo paspaboTaHHas ans
ynpasneHusi Hdopmaumen BHyTPU KOMMaHUM UK, Hanpumep, YacTHOM
,ElOMaLIJHeVI ceTn. MHTpaHeT ABndaeTcAa eAnHbIM NPOCTPaHCTBOM ANA Xpa-
HeHus, obMeHa 1 goctyna K MHpopmaummn Ans BCeX KOMMbIOTEPOB CETU.
MoaTomy, ecnun Kakon-nMbo M3 KOMMNBIOTEPOB CETU 3apaKeH, OCTarnbHble
KOMMbIOTEPbI MOABEPraTCs 3HAYUTENBbHOMY PUCKY 3apaxeHusi. Bo us-
6exaHne BO3HUKHOBEHWUSI TaKUX CUTyauuii HeobxoauMMO 3aluaTth He
TObKO NEPUMETP CETU, HO U KaXObIN OTAENbHbIA KOMMbIOTEP.

SHEKTPOHHaﬂ no4Tta

Hannyme noyToBbIX NPUMOXEHWI MPaKTUYECKN Ha KaXOoM KOMMbloTepe,
a Takke TO, YTO BPEOOHOCHbIE MPOrpamMmbl MOMHOCTLIO MCNOMb3YT CO-
OEepPXNMoe 3MNEKTPOHHbIX aApECHbIX KHUM AN BbISBNIEHUS HOBbIX XepTB,
obecneymBaeT GnaronpusTHblE YCNOBUS ANS pPacnpoCTpaHeHus Bpeao-
HOCHbIX nporpamm. [Nonb3oBaTenb 3apaXeHHOro KOMMnbkTepa, cam TOro
He MoJo3peBast, pacchinaeT 3apaXeHHble NMcbMa agpecaTaMm, KoTopble, B
CBOI ovepefb, OTNPaBASIOT HOBbIE 3apaxeHHble nucbma v T.4. Hepegku
cnyyan, Korga 3apaxeHHbln (hann-goKyMeHT Mo NpUYMHe HeJocMmoTpa
nonagaeT B CMUCKN PacCbIky KOMMePYeCcKon MHdopMauum kakon-nmbo
KpynHom koMnaHun. B aTom crniyvae ctpagatoT He NATb, @ COTHU UNn aaxe
TbiCAYM abOHEHTOB Takumx PacCbINOK, KOTOpble 3aTeM pasoLwnioT 3apa-
XeHHble hanrnbl AecAaTkam ThiCSY CBOMX abOHEHTOB.

MomMumo yrpo3bl NPOHWKHOBEHUSA BPEAOHOCHbLIX MPOrpamMm CyLeCTBYIOT
npobnema BHELLHEN HexenaTenbHOW MOo4YTbl PEKNaMHOro xapakTtepa
(cnama). He sBNssicb UCTOYHUKOM MPSMON Yrpo3bl, HexenaTenbHas Kop-
pEeCMNoHAEHUNSA yBENUYMBAET Harpy3ky Ha NoYTOBblE CEPBEPbl, CO34aeT
OONOSMHUTENbHbIA Tpaduk, 3acopseT NOYTOBLIN ALWMK NoNb3oBaTensi, Be-
OeT K notepe paboyero BpEMEHU U TEM CaMbiM HAHOCUT 3HAYUTENbHbIN
PNHaAHCOBbLIN YPOH.
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Takke BaXHO OTMETUTb, YTO 3MOYMbILLIMIEHHWKA CTanu UCMONb30BaTb TaK
Ha3blBaeMble Cramepckue TEXHOMOorMM MacCOBOro PacnpoCTPaHeHUst M
MeTodbl COLMAnbHOIO MHXMHUPUHIA, YTOBOLI 3aCTaBUTL NOMb3oBaTens oT-
KPbITb MUCLMO, MEPEeWT! MO CCbINIKE M3 MUCbMa Ha HEKUA WHTEepHeT-
pecypc 1 T.n. U3 atoro crneayet, 4TO BO3MOXHOCTM dunbTpauum crama
BakHbl HE TOJIbKO caMu Mo ceGe, HO U Ansi NPOTUBOAENCTBUS HEKOTOPLIM
HOBbIM BUAAM UHTEPHET-MOLLEHHUYECTBA (Hanpumep, ULLIKMHTY), a Takke
pacnpocTpaHeHuo BPeAOHOCHBIX NMPOorpamm.

CbeMHble HocuTenu Hdopmaumm

CwvemHble Hocutenn — gucketsl, CD/DVD-aunckn, dnelu-kapTbl — LLMPOKO
MCMNOMb3YTCHA ANA XpaHeHUs 1 nepeadn nHdopmaumm.

Mpu 3anycke channa, coagepxallero BpeOOHOCHBIN KoL, CO CbeMHOro Ho-
cuTena Bbl MOXeTe NoBpeaAnTb AaHHble, XpaHALlMeca Ha BalleM KOMMbHo-
Tepe, a Takke pacnpocTpaHuTb BUPYC Ha ApyrMe AUCKU KOMMNbloTepa unm
KOMMbIOTEPDLI CETU.

1.3. Buab! yrpos

B HacTosiLee Bpemsi CyLLeCcTBYeT OrPOMHOE KOSIMYECTBO Yrpo3, KOTOPbIM MOXET
noaBeprHyTbCA Baw komnbioTep. B gaHHoM pasgene mbl nogpobHee ocTaHo-
BMMCS Ha yrposax, 6rnokupyembix AHTMBMpPYycom Kacnepckoro:

YepBu (Worms)

[aHHas kaTeropusi Bp€AOHOCHBIX MPOrpamMm Afsi pacrnpoCcTpaHeHUst Uc-
nosib3yeT B OCHOBHOM YSI3BMMOCTW OMepauMoHHbIX cucTem. HassaHue
3TOro knacca Obio AaHO Mcxoads U3 CrocOGHOCTM 4yepBeit «nepenor-
3aTb» C KOMMbOTEpa Ha KOMMbIOTEP, WCMOSMb3Yysi CETU U 3NEKTPOHHYIO
nouty. Takke Gnarogaps 3TOMy MHOrvMe 4epBu 0GnagaloT AOCTaTOYHO
BbICOKOW CKOPOCTbIO pacnpoCTpaHeHus!.

UepBu NpoHVKaloT Ha KOMMbIOTEP, OCYLLECTBSIOT NMOUCK CETEBLIX agpe-
COB OpYrUX KOMMbIOTEPOB M PaCChINatoT Mo 3TUM afpecam CBOW KOMUW.
MomMMO ceTeBbIX aapeCcoB YaCTO UCMOSb3YOTCA AaHHblE aApPECHOW KHU-
M NMOYTOBbLIX KNEHTOB. MNpeacTaBMUTENM STOro Knacca BpeAoHOCHbIX NPo-
rpaMm mHorga cosgatoT pabouve hainbl Ha AWCKax CUCTEMbI, HO MOTyT
BoobLe He obpalaTbCA K pecypcaMm KOMMblOTepa (3a WCKMOYEeHMEM
onepaTuBHON NaMsATH).

Bupychl (Viruses)

Mporpammbl, KOTOpblE 3apaxatoT Apyrme nporpaMmmbl — 06aBNAT B HUX
CBOW koA, YTODObI NOMYyYUTb yNpaBneHne npu 3anycke 3apakeHHbIX dan-
nos. OTO NpocToe onpefeneHne aeT BO3MOXHOCTb BbIBUTb OCHOBHOE
OelncTBMe, BbINOMHAEMOE BUPYCOM — 3apaxeHue.
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TposiHckue nporpammsbl (Trojans)

Mporpammbl, KOTOpble BBLIMOMHAIT Ha MOPaXaemblX KOMMbIoTEpax He-
CaHKLMOHMPOBaHHbIE Nonb3oBaTeneM AencTBus, T.e. B 3aBUCUMOCTU OT
Kaknx-nmbo yCroBUIM YHUYTOXaIOT MHMOPMAaUMIO Ha Auckax, NpUBOAAT
CUCTEMY K «3aBMCaAHWIO», BOPYIOT KOHMMAEHUMAnNbHy KHpopmaLlmio
1 T.4. [aHHbI Knacc BpeAOHOCHBIX NPOrpamMM He SABfSETCH BMPYCOM B
TPaAULMOHHOM MOHUMaHWM 3TOr0 TepMuHa (T.e. He 3apaxaeT Apyrue
nporpaMMbl UNWN AaHHbIE); TPOSIHCKME MpPOrpaMMbl HE CMOCOGHBI camo-
CTOATENbHO NPOHMKATL HA KOMMNBIOTEPBI Y PACMPOCTPAHSIOTCS 3MOYMbILL-
NEeHHMKaMM noA BUOOM «NONe3HOro» nporpammHoro obecneyeHus. MNpu
3TOM Bpef, HaHOCUMbI UMK, MOXET BO MHOMO pa3 npeBbilwaTth NoTepu oT
TPagOULMOHHON BMPYCHON aTaku.

B nocnepHee Bpems Haubonee pacnpoCTpaHEHHbIMWM TUMamMu BPEOOHOCHBLIX
nporpaMM, NOPTALLMMK KOMMbIOTEPHbIE AaHHbIE, cTanu Yepeu. Oanee no pac-
NPOCTPaHEHHOCTW CreayoT BUPYChl U TPOsSIHCKME Mporpammbl. HekoTopble Bpe-
[OHOCHbIE NMporpaMMbl COBMELLLAIOT B cebe XapakTepucTuku ABYX UMK Aaxe Tpex
13 NepeyYmceHHbIX Bhllle KNaccoB.

Mporpammbi-peknamsbl (Adware)

MporpammHbIi koA, 6e3 Begoma MNonb3oBaTens BKIIOYEHHLIM B MPO-
rpammHoe obecneyeHve ¢ Lienbio AEeMOHCTPaLMK peknamHbix obbssre-
HUA. Kak npaBuno, nporpammbl-pekrniaMbl BCTPOEHbI B MPOrpaMMHoe
obecneyeHne, pacnpocTpaHstolleecs becnnatHo. Peknama pacnonara-
eTca B paboyem mHTepdence. 3a4acTyo AaHHbIE NporpaMmbl Takxe Co-
GupaloT 1 NepenpasnsalOT CBOEMY pa3paboTHMKy NepcoHanbHy UHAOpP-
Maumilo 0 nonb3oBaTterfie, M3MEeHSIOT pasnuyHblie napameTpbl Gpaysepa
(cTapToBble M NOMCKOBbIE CTpaHWLbl, YpoBHU 6GesonacHocTM M T.4.), a
TaKke COo34alT HEKOHTpONnupyemblln nonb3oBaTteneMm Tpaduk. Bece aTto
MOXeT MPMBECTM KaK K HapyLleHuo nonuTuku 6e3onacHocTw, Tak M K
npsiMbIM OMHAHCOBbLIM NOTEPSAM.

MporpaMmbI-WNMOoHLI (Spyware)

MporpammHoe obecneveHne, nosBonstoLlee COﬁVIpaTb cBegeHnst 06 oT-
AenbHO B3ATOM nosib3oBaTtene unn opraHusauumm 6e3 ux segoma. O Ha-
N4 nporpamMmm-LnMOHOB Ha CBOEM KOMMbKOTEPE Bbl MOXeETe U He O0-
ragpiBatbcs. Kak npasuno, uenbo nporpamMmm-LLNUOHOB ABNAETCA:

. oTCnexusaHve AeNCTBUA NOMb30BaTENA Ha KOMMbLIOTEPE;

e cbop MHOpMaUMM O COAEPXKaHWM XKECTKOro AWCKa; B 3TOM
crnyyaeT valle BCero pedb UAET O CKaHMPOBaHWM HEKOTOPbIX
KaTanoroB U CUCTEMHOrO peecTpa C LEeNbl COCTaBREHUsI Cnu-
cka NporpammHoOro obecneyeHusi, yCTaHOBMEHHOIO Ha KOMMbHO-
Tepe;

e cbop nHopMauumn o kadecTBe CBA3M, cnocobe NoaKOYEHWs,
CKOPOCTU MoZema U T.4.
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MoTeHumnanbHoO onacHble npunoxeHus (Riskware)

K noTeHuManbHO onacHbIM OTHOCATCS NMPUMOXEHUSA, KOTOPbIE HE UMEIT
BPEOOHOCHbIX (DYHKLUA, HO MOTyT ABNATLCS YacTbio cpefbl pa3paboTku
BPEAOHOCHOrO MPOrpaMMHOro OBecneyvYeHnss UM UCnosnb3oBaThCs 310-
YMBbILSIEHHMKAMW B Ka4yecTBEe BCMOMOratesbHbIX KOMMOHEHTOB BpPEfo-
HOCHbIX nporpamm. K kaTeropum Takmx nporpamm OTHOCATCSI MPOrpaMmbl,
umerowme bpelwmn 1 owmnbkn, a Takke HEKOTopble YTUMUTBI yAaneHHoro
aAMVHUCTPUPOBaHWS, NPOrpaMMbl aBTOMATUYECKOro NepeKoYeHms pac-
knagku knasuatypbl, IRC-knueHTbl, FTP-cepBepbl, BCEBO3MOXHbIE YTU-
NUTbI 45151 OCTAHOBKM NPOLLECCOB UMW CKPbITUS X paboTbl.

Ewe ogHVM BMAOM BPEAOHOCHLIX NPOrpaMM, SBASIOWMMCSA NOrpaHUYHbIM ANS
Takmx nporpamm kak Adware, Spyware u Riskware, ABna0TCA nporpammel,
BCTpavBaloLLMecs B YCTAHOBMEHHbIV Ha KommMbloTepe Gpay3ep u nepeHanpas-
naowme Tpaduk. HasepHska Bbl BCTpeyanucb C NogobHbIMM NporpaMmamu,
ecnv npu 3anpoce 04HOro agpeca Beb-canTa OTKpbIBaICs COBCEM LPYron.

Mporpammbi-wyTkn (Jokes)

MporpammHoe obecneveHune, He NPUUMHSAIOLLEE KOMMbIOTEPY Kakoro-nnbo
npsiMoro Bpeaa, HO BbiBOASLLEE COOBLLEHNSs O TOM, YTO TaKoOW BPen yxe
npuymHeH nubo ByaeTt npuyMHeH npu Kaknx-nnbo ycnosusax. Takue npo-
rpammbl 4acTo npedynpexaalroT nonb3oBaTens O HeCyLeCTBYOLEN
ONacHOCTU, Hanpumep, BbIBOOAT CO0bLeHMs 0 hopmaTtupoBaHum gucka
(xoTa Hukakoro chopmaTMpOBaHUSI HA CaMOM [efne He NpomcxoawuT), 06-
HapyXvBaloT BUPYCbl B He3apaXeHHbIX hannax u 1.4.

PytkuTbl (Rootkit)

YTunuThbl, ucnonb3yemble A COKPbITUS BPEAOHOCHOW akTUBHOCTM. OHM
MacKMpyoT BpeOOHOCHbIE Mporpammbl, 4Tobbl n3bexatb nx obHapyxe-
HWSI aHTUBMPYCHBIMK NporpaMMamn. PyTkuTbl MognduumpyoT onepaum-
OHHYI0 CUCTEMY Ha KOMMbIOTEPE W 3aMEHATb OCHOBHblE ee (yHKUWMK,
4YTOGbI CKPbITb CBOE COOCTBEHHOE MPUCYTCTBME W OEWCTBUS, KOTOPble
npeanpuUHUMaeT 3MOoYMbILLMNEHHUK Ha 3apaXKeHHOM KOMMNbloTepe.

Mpoune onacHble NporpamMmbi

Mporpammebl, cospaHHble AnsA opraHmusaumm DoS-atak Ha yganeHHble
cepBepbl, B3floMa ApYyrnx KOMMbIOTEPOB, a Takke SABMSIOWMECS YaCTbio
cpeabl pa3paboTku BpeaOHOCHOro nporpaMmMHoro obecneyeHus. K takum
nporpaMmmMmam OTHOCATCS xakepckue ytunutel (Hack Tools), KOHCTpyKTOpbI
BMPYCOB, CKaHepbl YA3BMMOCTEW, nporpammbl Ans B3fioma naponewn,
npoyve BWAbl MporpaMm Ans  B3fOMa CeTeBblX PEeCypCcoB  unn
NPOHWKHOBEHUS B aTaKyeMyto CUCTEMY.

Xakepckue aTaku

Xakepckue aTakm — 3TO AENCTBUSA 3/TOYMbILWTEHHUKOB UM BPEOOHOCHbIX
nporpamm, HanpaefeHHble Ha 3axBaT MHMOOPMALMOHHBLIX AaHHbIX yoa-
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TNIEHHOro KOMMbOTEpa, BbIBEAEHUE CUCTEMbI M3 CTPOS UMW MNOMyveHue
MOSTHOrO KOHTPOIS Haj pecypcammn KoMrbloTepa.

HekoTopble BUAbI MHTEPHET-MOLUEHHUYECTBA

®uwmHr (Phishing) — Bua nHTepHeT-MOLLIEHHMYECTBA, 3aknioyaloLmincs
B PacCbIfike 3NEKTPOHHbBIX COOBLLEHMI C LEenblo Kpaxu KoHduaeHumanb-
HOM WHpopMaumK, Kak npasuno, (UHAHCOBOro xapaktepa. PULLKHI-
COOOLLIEHNA COCTaBNATCA TakuM obpa3om, YTobbl MakcHMarsnbHO MOXO-
OWTb Ha MHOPMAaLMOHHbIE NMUCbMa OT GaHKOBCKMX CTPYKTYP, KOMMaHWR
n3BeCTHbIX 6peHAoB. MNnucbma copepxaTt CCbINKy Ha 3aBedoMO NOXHbIN
canT, cneumansHO NOArOTOBIEHHbIN 3MI0YMbILLNEHHUKAMW U ABRSAOLWMIACA
KOMuen camta opraHu3auuu, OoT MMEeHM KOTOpPOW npuwno nucbmo. Ha
AaHHOM caliTe Monb30BaTenio npeanaraeTcs BBECTW, Hanpumep, HOMep
CBOEW KpeaWUTHOM KapTbl 1 APYryto KOHMAESHUMANbHY MHOPpMaLuio.

[o3BOH Ha nnaTtHble WHTEpPHeT-pecypCbl— BUO  UHTEpPHEeT-
MOLLEHHNYEeCTBA, CBA3AHHbIN C HECAHKLMOHNPOBAHHBLIM MCMNOMb30BaHNEM
nnaTHbIX MHTEPHET-PECYPCOB (Yalle Bcero 3To Beb-canTbl nopHorpadu-
YeCcKoro cogepxaHusl). YCTaHOBMEHHbIE 3M0yMbILLIEHHUKaM1 NporpaMmbl
(dialers) nHMLMKMPYIOT MOAEMHOE COeAMHEHUE C Ballero KoMnbiloTepa Ha
nnaTtHbIn HOMep. Yalle Bcero ucnonb3yemble HoMepa UMEIT OYeHb Bbl-
cokune Tapudbl, B pesynbTaTte Nonb3oBaTerb BbIHYXAEH onnaynsBaTtb Or-
POMHbIE TenedOoHHbIE cYeTa.

HaBsAsumBas peknama

HassAsumBas peknama — 370 BCN/bIBaKOLLME OKHA U peknamMHble 6aHHepsl,
oTKpbIBatoLmecs npu pabote ¢ Beb-canTamu. Kak npasuno, uHgopma-
umsa, copepxawasica B HuX, He OblBaeT mnonesHow. [emoHcTpaums
BCMbIBAKOLLMX OKOH M BaHHepoB OTBMeKaeT Nonb3oBaTens OT OCHOBHbIX
3afav, ysenvumsaeT obbem Tpaduka.

Cnam (Spam)

Cnam — 3TO aHOHUMHas MacCcoBasi pacchifika HexenaTernbHbIX MOYTOBbIX
cooblLueHun. Tak, cnamoM SBASIOTCA PacChifikM PeknaMHoro, nonuTude-
CKOro M arMTauMOHHOro Xapakrepa, NMcbMa, NpusbiBaloLime MOMOYb KO-
My-HUOYAb. OTAENbHYI0 KaTeropuio cnama COCTaBnsAloT NMcbMa C npea-
NOXeHNAMKU obHanNMuMTL GoMbLUyd CyMMY AEHEr Wnu BOBMeKawolue B
durHaHcoBblE NUpamMuibl, @ Takke NUCbMa, HanpaBfeHHbIe Ha Kpaxy na-
ponen 1 HOMepoB KPeAMTHbIX KapT, MMcbMa ¢ npocbbor nepecnaTb 3Ha-
KOMbIM (Hanpumep, nucbma cvacTbs) M T. N. Cnam CyLecTBEHHO yBenu-
YMBaeT HarpysKy Ha MOYTOBble CepBepbl U MOBbLILAET PUCK NOTEpPU WH-
dopmaumn, BaXXHOM s Nonb3oBaTensi.

OBGHapyxeHue 1 GIoKMpoBaHMe AaHHbIX BUOOB yrpo3 AHTMBUPYcoM Kacnepcko-
o OCYLLECTBISIETCS C MOMOLLbIO ABYX METOAOB:

® peakmueHbIl — MEeTO, OCHOBAHHbIN Ha NMOMCKE BPEeOOHOCHBIX OGBHEKTOB C
NMOMOLLLbIO MOCTOSIHHO OBHOBIsiEMbIX 6a3 npunoxeHus. [na peanusaumm
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JaHHOro mMetofa HeobxoaMmo XxOoTa Obl OAHO 3apaxeHue, 4Tobbl foba-
BWUTb CUrHaTypy yrpo3bl B 6a3bl 1 pacnpocTpaHutb obHoBneHne 6aas.

® [IPOaKMUBHbIU — METOA, B OTNINYME OT PEaKTMBHON 3aLUMUTbI, CTPOSILLMIACA
He Ha aHanuse koja obbekTa, a Ha aHanuse ero NoBedeHus B CUCTEME.
OTOT MeToA HaueneH Ha oBHapyXeHue HOBbIX Yrpo3, MHopMaLuum o Ko-
TOpbIX eLe HeT B H6a3ax.

MpumeHeHne obonx metopoB B AHTMBUpYce Kacnepckoro obGecneumBaeT KOM-
NEKCHYIO 3aLLMTY BaLLero KOMMnblTepPa OT U3BECTHBIX, @ TaKKe HOBbIX Yrpo3.

BHumaHwme!

Hanee no Tekcty PykoBoacTBa B kayecTBe 00603HAYeHNs1 BPEOAOHOCHbIX U onac-
HbIX NporpamMmm Mbl Oyaem UCNosfb30BaTb TEPMUH «BUPYC». AKLLEHT Ha KOHKPET-
Hbli BUA BPEeAOHOCHOW nporpammbl OyaeT genatbes TOMbKO B cryyae, Korga
3TO Heobxoammo.

1.4. Npu3aHaku 3apaxxeHus

Ectb pAaa NpuU3HakoB, CBMOETENbCTBYOLWLNX O 3apaXeHUn KoMnbroTepa. Ecnu BbI
3amMeyaeTe, YTO C KOMMNbKTEPOM NPOUCXOOAT «CTPpaHHbIE» BELlU, a UMEHHO:

e Ha 3KpaH BbIBOAATCS HENpegyCMOTPEHHblE CO0bLLeHNs, n3obpaxkeHus
nnbo BOCNPOU3BOAATCS HENPEAYCMOTPEHHLIE 3BYKOBbIE CUTHANbI;

e HEOXWOAHHO OTKpblBaeTcsl UM 3akpbiBaeTca notok CD/DVD-ROM-
YCTPOWCTBA;

e [POU3BOJIbHO, 6e3 Ballero y4yacTund, Ha BalwleM KOMNbTepe 3anyCckakoTcA
Kakme-nmoo nporpamMmbl;

e Ha 3KpaH BbIBOAATCS MPeaynpexaeHust o MnomnbITKke Kakow-nmbo us npo-
rpamm Ballero KOMnbioTepa BbIATU B MHTEPHET, XOTS Bbl HUKAK HE WHU-
LMmpoBanu Takoe ee NoBeAeHue, T, C GOMbLLON CTENEHbI0 BEPOSITHOCTMH,
MOXHO NPEAnoNOXWTb, YTO BaLl KOMMbIOTEP NOPaXeH BUPYCOM.

Kpome Toro, ecTb HEKOTOpPbIE XapakTepHble MPU3HAKN NOpaXKeHns BUPYyCOM 4e-
pes3 noyTy:

e [pPYy3bd UKW 3HAKOMbl€ TOBOPAT BaM O coo0LeHnax oT Bac, KOTOpbIE€ Bbl
He oTnpaBnAanu;

e B BalleM NOYTOBOM SILLMKE HaAXoAUTCHA OOnNbLLUOE KONMMYECTBO COOOLLIEHWNI
Ge3 obpaTHOro agpeca u 3aronoBka.

CnepyeT OTMETUTb, YTO He BCerga Takue NpPU3HaKku Bbi3blBAKOTCSA MPUCYTCTBUEM
BMpYCOB. MHorga oHM MoryT GbiTb CREACTBMEM ApYrvxX npuuuH. Hanpumep, B
cryyae C no4Tou 3apakeHHble COOBLLEHNs MOrYT paccbifiaTbCs ¢ BalmnM obpat-
HbIM apPecoM, HO He C Ballero KoMrbloTepa.
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EcTb Takke KOCBEHHbIe NPU3HaKM 3apaxeHna Ballero KomnbroTepa:

YacTble 3aBMCaHus U c6om B paboTe KOMMNbIOTEPE;

mMenrneHHasi paboTa KOMMbOTEepa Npu 3anycke Nporpamm;
HEeBO3MOXHOCTb 3arpysku onepawoHHON CUCTEMbI;

ncye3HoBeHWe halifioB U KaTarioroB Ui UCKaXKEHWE UX COAEPKUMOTO;

YyacToe obpalleHne K XeCTKOMY OAUCKY (4acTO MUraeT fiamnoyka Ha cuc-
TeMHOM Groke);

BeG-6pay3ep (Hanpumep, Microsoft Internet Explorer) «3aBucaeTt» unm
BefeT ceba HeoxmaaHHbIM obpa3oM (Hanpumep, OKHO NPOrpamMMbl He-
BO3MOXHO 3aKpbITh).

B 90% cny4yaeB Hanuyne KOCBEHHbIX CMMNTOMOB Bbi3BaHO cb6oem B annapaTtHOM
U1 NporpaMmmHomMm obecneveHun. HecMoTpsi Ha TO, YTO NOAOGHBIE CUMNTOMBI C
Marnol BEpPOSATHOCTbIO CBUMAETENbCTBYIOT O 3apaXKeHWU, Npu X NOsIBNIEHUN pe-
KOMeHZyeTCs NpOBECTU MOJIHYK MpOBEpKYy Ballero komnbtoTepa (cm. n. 5.3
Ha cTp. 55).

1.5. Yto penarb Npm HaAaNUuUuUM

NPUM3HAKOB 3apaXXeHun

Ecnu bl 3amemuriu, Ymo saw Komrbtomep «sedem cebs mnodo3pumeribHO»,

1.

He nanwukyiite! He nogoaBaTbCcA naHuKe — 30510TO€ MpaBunio, KoTopoe
MOXeT n3baBuTb Bac oT NnoTepun BaXKHbIX OAHHbIX.

OTKNtOUMTE KOMMNBIOTEP OT MHTEPHETa W NOKarnbHOW CETU, €CNn OH K
Hen ObIn NOOKIHYEH.

Ecnu cumnTom 3apaxkeHus cOCTOMT B TOM, YTO Bbl HE MOXeTe 3arpy-
3UTbCH C XXECTKOro gucka KomnbloTepa (KOMMnbloTep BblaaeT oLunbky,
Korga Bbl €ro BKM4YaeTe), NonpobyiTe 3arpy3nTbCsl B pexnmMe 3auThbl
oT cboeB unu c gucka aBapuiiHon 3arpysku Microsoft Windows, koTo-
pbii Bbl cO34aBanu npu ycTaHOBKE OnepaunuoHHON CUCTEMbl Ha KOMIMb-
loTep.

Mpexpe 4yem npeanpuHMMaTh Kakue-nnbo OEeNCTBUSi, COXpaHWUTE pe-
3ynbTaThl Bawew paboTbl Ha BHewHun Hocutenb (auckety, CD/DVD-
AnCK, priew-kapTy v np.).

YcraHoBuTe AHTVIBMpyC Kacnepckoro, ecnu Bbl 3TOro eLle He caenanu.

O6HoBuTe 6asbl U Moaynu NpunoxeHuss (cMm. n. 5.6 Ha ctp. 57). Ecnun
9TO BO3MOXHO, ANsi UX NOMYyYeHUs! BbIXOOWUTE B UHTEPHET HE CO CBOErO
KOMMblOTEPA, @ C He3apaXeHHOro KoMnbioTepa Apy3en, WHTepHeT-
Kadbe, ¢ paboThbl. Jlyywe BocnonbL3oBaTbCA APYrMM KOMMbIOTEPOM, MO-
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CKONbKY NPV MOAKIMIOYEHUN K UHTEPHETY C 3apaKeHHOro KoMnbloTepa
€CTb BEPOSATHOCTb OTMPAaBKM BUPYCOM BaXKHOW MHOPMaLUN 3N0YyMbILL-
NEeHHMKaM MM pacnpocTpaHeHus BMpyca No agpecamM Ballen agpec-
HOW KHUTN. IMEHHO NOSTOMY NPV MOAO3PEHMU HA 3apaKeHue nydlie
BCEro cpasy OTKIIYUTBLCA OT MHTepHeTa. Bbl Takke MOXeTe nonyuntb
o6HoBneHust 6a3 Ha guckeTe unu ancke y «fabopatopum Kacnepckoro»
Unn ee ANCTpPNOBLIOTOPOB M OOHOBUTL CBOU 6a3bl C 3TOr0 NCTOYHUKA.

7. YcTaHoBWTE peKkoMeHayeMbli akcnepTamu «JlabopaTtopum Kacnepcko-
ro» ypoBeHb 3aLLMThI.

8. BanyctuTe NnonHyo Nnposepky komnbtoTepa (cM. n. 5.3 Ha cTp. 55).

1.6. NMNpocdhmnakTuka sapaxeHmn

Hukakne camble HafiexHble U pasyMHble Mepbl He CMOryT O0GecrneunTb CTonpo-
LIEHTHYIO 3alMTy OT KOMMbIOTEPHBIX BUPYCOB U TPOSIHCKMUX NMPOrpamm, Ho, Bbipa-
6oTaB aAns cebs psa nNpaBuIl, Bbl CYLLECTBEHHO CHU3UTE BEPOSITHOCTb BUPYCHOM
aTaku 1 cTeneHb BO3MOXHOTO yLiepba.

OpfHVYM 13 OCHOBHBLIX MeToAoB 60pbbbI C BUpYycaMu ABMSAETCH, Kak U B Meguum-
He, CBOeBpeMeHHas rnpoguiakmuka. KomnbloTepHasi npodunakTmka CoCTOUT 13
HebonbLIOro KonuyecTsa npasun, cOBNoAeHNe KOTOPbIX 3HAYUTENbHO CHUXaeT
BEPOATHOCTb 3apaXKeHWs BUPYCOM U NOTEPU KaKNX-NIMGO AaHHbIX.

Hwxe nepeuncneHbl OCHOBHblE MpaBuna 6e30nacHOCTU, BbINOMHEHNE KOTOPbIX
NMo3BONMT BaM n3bexaTtb pucka BUPYCHbIX aTak.

MpaBuno Ne 1: 3awmMTUTE Ball KOMMbIOTEP C MOMOLLBID aHTUBUPYCHbBIX MPO-
rpamm u nporpamm 6esonacHorn paboTbl B MHTepHeTe. [ins aToro:

e besoTnaratensHo yCTaHoBUTE AHTVIBVIpyC Kacnepckoro.

e PerynspHo o6HoBnsnTe 6asbl, BXOASAWME B COCTaB MPUIIOXKEHMUS
(cm. n. 5.6 Ha cTp. 57). OBHOBNEHME MOXHO NMPOBOAUTL HECKOSBKO pa3s B
OEHb NPU BO3HUKHOBEHMMN BUPYCHbIX aMUMOEMUN — B TakMX cutyauusix 6a-
3bl MPUINOXEHNS Ha cepBepax 06HoBneHun «JlabopaTtopun Kacnepckoro»
06HOBNATCA HEMELEHHO.

e 3apavite pekomeHayemble akcneptamu «Jlabopatopum Kacnepckoro» na-
pameTpbl 3aLlMThl Ballero koMrbloTepa. 3almra HaumHaeT AencTBoOBaTh
cpa3y nocre BKIIIYEHNS KOMMNbIOTEPA W 3aTPYAHSET BMPYCaM MPOHUKHO-
BEHUWE Ha KOMMbIOTEP.

e 3apavite pekomeHayemble akcneptamu «Jlabopatopum Kacnepckoro» na-
pameTpbl A/ MOMHOW NPOBEPKU KOMMbIOTEPA W 3annaHupynTe ee Bbl-
MOJSIHEHWE He pexe OOHOro pasa B Hefernto.
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MpaBuno Ne 2: 6yane OCTOPOXHbI NPK 3annCn HOBbIX AaHHbIX HA KOMMNbIOTEP:

MpoBepsanTe Ha NPUCYTCTBME BUPYCOB BCE CbEMHbIE AWCKW (OMCKETHI,
CD/DVD-gucku, dnew-kapTel M nNp.) nepeg WX  WCNOSIb30BaHUEM
(cm. n. 5.5 Ha cTp. 57).

OcTopoxHO oGpalyaiTeck C NOYTOBLIMU COOBLLEHUAMU. He 3anyckaiTe
HVKakux hainos, NpULLEALWNX NO NOYTe, eCni Bbl HE YBEPEHbI, YTO OHM
OEeNCTBUTENLHO AO0MKHbI BbINV NPUATK K BaM, AaXe eCnu OHWU oTrnpasne-
Hbl BaLLIMMKW 3HAKOMbIMMU.

BHMMaTenNbHO OTHOCUTECH K MHGOpMaLuKM, MOMy4yaemoil U3 MHTepHeTa.
Ecnu ¢ kakoro-nn6o BeG-caiiTa BaM Nnpegnaraetcs YCTaHOBUTb HOBYHO
nporpamMmMy, obpatute BHUMaHWe Ha Hanuuune y Hee cepTudukaTa 6eso-
nacHoOCTW.

Ecnn Bbl konvpyeTe M3 MHTEpPHETa WIU FIoKanbHOW CETU UCTONMHAEMbIN
ain, obsa3aTenbHO NpoBepbTE €ro C MNOMOoLWb0  AHTMBMpYCa
Kacnepckoro.

BHyMaTenbHO OTHOCUTECH K Bbl60py noceuwjaemMmblx BaMU WHTEPHET-
pecypcoB. HeKOTOpre 13 canToB 3apaXeHbl onacHbIMU CKpMNT-BUpyCaMn
U NHTEPHEeT-4YepBAMU.

MpaBuno Ne 3: BHMMaTeNbHO OTHOCUTECH K MHGopMauuu oT «JlaGopaTopum

Kacnepckoro».

B 6onblmnHcTBE cnyvaes «Jlabopatopusa Kacnepckoro» coobwiaeTt o Ha-
yane HOBOW anngemMmnn 3a4osiro Ao 1oro, Kak oHa AOCTUrHET CBOEro nuka.
BepoaTHOCTb 3apaxeHusi B 3TOM Crny4vae elle HeBenuka, W, ckayaB o0b-
HOBMEHHble 6a3bl npunoXxeHua, Bbl CMOXeTe 3alUnTUTb cebs OoT HOBOro
BMpYyca 3abnaroBpemMeHHo.

MpaBuno Ne 4: ¢ Hedosepuem omHOCUMECH K BUPYCHbIM MUCMUGUKaUUsIM —

nporpamMmmMmam-LyTKam, nMuCbmMam 06 yrposax 3apaxeHud.

MpaBuno Ne 5: nons3ylimecs cepsucom Windows Update n perynspHo ycTa-

HaBnvBariTe 06HOBNEHNs onepaunoHHon cuctembl Microsoft Windows.

Mpaeuno Ne 6: nokynaiite AUCTPUBYTMBHbLIE KOMUM NPOrPaMMHOrO oGecneyeHns

y odhmumanbHbIX NpoAaBLOB.

MpaBuno Ne 7: orpaHnybTe Kpyr ntodeil, AoMNyLIeHHbIX K paboTe Ha BalleM KOM-

nbloTepe.

MpaBuno Ne 8: ymeHblUMTE PUCK HEMPUSATHBIX NOCNEACTBUA BO3MOXHOMO 3apa-
KeHus:

CBoeBpeMeHHO aenanTe pe3epBHOe KONMMpOoBaHue AaHHbIX. B criyyae no-
Tepu AaHHbIX cucTeMa [OCTaTOYHO BbICTPO MOXET BbiTb BOCCTaHOBNEHA
npy HanMuMM pe3epBHbIX KOMWIA. [UCTPUMOYTUBHbIE [OWCKW, [OUCKETHI,
dreLu-kapTbl U gpyrne HOCUTENMN C NPOrpamMMHbIM obecneyeHnem u LeH-
HoW MHcbopMaLmelt LOMKHbI XpaHUTLCA B HAAEXHOM MeCTe.
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e O6sA3aTenbHO co3JanTe OAWCK aBapuMMHOrO BoccTaHoBneHusa (cm. n. 15.4
Ha cTp. 185), c koToporo Npu Heo6XxoANMMOCTU MOXHO ByaeT 3arpy3nTbes,
MCMOMb3ys «4UCTYIO» OMNepaLUOHHYO CUCTEMY.

MpaBuno Ne 9: peesynspHo npocmampusalime CrucoK ycmaHOB/IeHHbIX Ha ea-
wem Komrbromepe rnpogpamm. Ons 3TOro Bbl MOXETe BOCMONb30BaTbCH
cepBucom YcrtaHoBKa / yaaneHue nporpamm B lMaHenu MHCTpPyMeHTOB
UNn NpocTo NPOCMOTPETb codepxumoe katanora Program Files, katanora
aBTo3arpysku. Takum obpas3om, Bbl MoOXeTe OOHapyXuTb NporpaMmHoe
obecneyeHune, kOTopoe GbINO YyCTAHOBMEHO Ha KOMMbioTep Ge3 Ballero Be-
[oMa, noka Bbl, HAaNpUMep, Nonb30BanMCb MHTEPHETOM MMM YCTaHaBMMBamnu
HeKoTOpyto nporpamMmy. HaBepHsika HEKOTOPbIE M3 HUX MOTYT OKa3aTbCH Mo-
TeHUManbHO onacHbIMU NporpamMmmamMu.



rNNMABA 2. AHTUBUPYC
KACNEPCKOIo 7.0

AHTMBMpYC Kacnepckoro 7.0 — 3TO HOBOE MOKOMEHWe peLleHuid Mo 3almuTe UH-
cdopmaumn.

OcHoBHoe oTnuyme AHTMBUpYca Kacnepckoro 7.0 OT CyLlecTBYOLMX NPOAYKTOB,
B TOM u4ucne u oT npogyktoB komnaHum 3A0 «JlabopaTtopusi Kacnepckoro», —
3TO KOMMMEKCHbIA NOAXOA K 3alimTe MHOPMaLMM Ha KOMMboTepe nonb3oBaTe-
ns.

2.1. Yto HoBOro B AHTMBMpYyCe
Kacnepckoro 7.0

AHTMBUpYC Kacnepckoro 7.0 — 3TO MpUHUMNMANbHO HOBLIA MOAXOA K 3awuTte
UHdopMauun. MmaBHOe B MPUIOXEHUUN — 3TO OObEAUHEHNE N 3aMeTHOe yryu-
LIeHne TeKyLmnx YHKLMOHAMbHbIX BO3MOXHOCTEW BCEX MPOAYKTOB KOMMaHUN B
OfHO KOMMMEKCHoe pelleHne sawuThl. [punoxeHne obecneynBaeT He TOMbKO
aHTUBMPYCHYIO 3aLLMTY, HO U 3aLLUMTY OT HEW3BECTHbIX Yrpo3.

Bornblue He HyXXHO yCTaHaBNMBaTb HECKONBbKO MPOAYKTOB Ha KOMMbIOTEP, YTOObI
obecneunTb cebe nonHoueHHyo 3awuTty. [JocTaToOMHO NPOCTO YCTAaHOBUTL AHTU-
Bupyc Kacnepckoro 7.0.

KomnnekcHas 3awmrta obecneymMBaeTcs Ha BCex kaHanax nocTynneHus u nepe-
aaun mHgopMaummn. 'mbkas HacTporka NbOro KOMMNOHEHTa MPUMOXKEHUS MO-
3BonseT rmbko agantmpoBaTtb AHTMBMPYC Kacnepckoro noa Hy»abl KOHKPETHOro
none3oBaTens. [pegycMoTpeHa Takke efuHas HACcTPOWKa BCEX KOMMOHEHTOB
3awmThl.

PaccmoTpum getanbHo HoBoBBeAeHUs AHTuBMpyca Kacnepckoro 7.0.
Hoeoe 6 3awjume

e Tenepb AHTUBMPYC Kacnepckoro 3almilaeT He TOMbKO OT YXKe N3BECTHbIX
BPEAOHOCHBIX MPOrpamMm, HO U OT TeX, YTO elle He U3BeCTHbl. Hanuune
KOMMOHEHTa NpOaKTMBHOW 3awuTbl (cM. [naesa 10 Ha cTp. 119) — ocHoB-
Hoe MnpeuMyLLecTBO MpunoxeHus. Ero pabota noctpoeHa Ha aHanuse
noBeAeHNs MPUNOXEHWNA, YCTAHOBMEHHbLIX Ha Ballem KOMMbloTepe, Ha
KOHTPONE U3MEHEHUIN CUCTEMHOro peectpa u 6opbbe Co CKPbITLIMU Yrpo-
3amu. B paboTte KOMMOHEHTa NCMONb3yeTCs 3BPUCTUYECKUA aHann3aTop,
nossonsaWwnMi obHapyxmBaTb pasnuyHble BuAbl BPEAOHOCHbLIX MNpo-
rpamm. [Npun 3TOM BegeTcs NCTOPUS BPEAOHOCHOW akTUBHOCTM, HA OCHOBE
KoTopon obecneynBaeTcst OTKaT AEVCTBUIA, COBEPLUEHHbIX BPEAOHOCHON
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nporpammMoi, W BOCCTAHOBIEHWE CUCTEMbl [0 COCTOSIHUSA, MNpeaLecT-
BYIOLLLEr0 BPEAOHOCHOMY BO3AENCTBHIO.

N3meHunacb TexHonorna sawmTtbl hannos Ha KOMMbOTepe rnonb3oBaTe-
ns: Tenepb Bbl MOXeTe CHWU3WUTb Harpy3Ky Ha LeHTpanbHbIA NpoLeccop u
[OVCKOBblE MOACWUCTEMbI U YBEMUYUTbL CKOPOCTb MPOBEPKM (hainnos. ITO
[OCTUraeTCs 3@ CUET UCMONb30BaHMs TexHonormil iChecker '™ n iSwift ™.
Takow pexum paboTbl MPUMNOXEHWUA WUCKMIOYaeT MOBTOPHYH NPOBEPKY
cdannos.

Mpouecc noucka BUPYCOB Tenepb NoAcTpavMBaeTcs nog Baly paboTy Ha
KoMnbloTepe. MpoBepka MOXET 3aHMMaTb AOCTAaTOYHOE KONMMYecTBO Bpe-
MEHM U PEeCcypCcoB CUCTEMbI, HO NOSb30BaTeNlb MOXET napansenbHO Bbl-
NOJHSATL CBOK paboTy. Ecnu BbiNoNHeHMe kakon-nubo onepaumm Tpedy-
€T pecypcoB CUCTEMbI, MOUCK BUPYcOB ByaeT NpuocTaHOBMEH 40 MOMEH-
Ta 3aBeplUeHUs 3Tol onepauun. 3aTeM nNpoBepka MPOLOSHKUTCA C TOro
MecTa, Ha KOTOPOM OCTaHOBWMach.

MpoBepka KpUTUYECKMX obnacTen KomnbioTepa, OOBHLEKTOB aBTO3anycka,
3apaXeHue KOTOPbIX MOXET MPMBECTU K CEpbe3HbIM MOCMNeACTBMAM, a
Takke obHapyXeHue PYTKATOB, CKPbIBAWOLMX B CUCTEME BpPEOOHOCHbIE
nporpamMMbl, NpeacTaBneHbl OTAeNbHbIMU 3adadamu. Bbl moxeTe Ha-
CTPOUTb aBTOMATMYECKUIA 3anMyCcK 3TWMX 3aJad Kaxabli pas npu crapTe
CUCTEMBDI.

3HaunTenbHo ynydueHa 3awuta ANEKTPOHHOM KOPPECNOHOEHUMN Ha
KOMMNbIOTEPE NOfb30BaTENSA OT BPEAOHOCHbIX Nporpamm. [punoxeHue
npoBepAeT Ha BUPYChbI NoYTOBbLIN TpadurKk Ha cnegyrwmx npoTokonax:

e IMAP, SMTP, POP3, He3aBMCUMMO OT WCMOMb3yeMOro Bamu
NMOYTOBOrO KINNEHTA;

e NNTP, HE3aBMCMMO OT NMOYTOBOTO KITMEHTA;

e  He3aBuUCMMO OT Tuna npoTtokona (B Tom yncne MAPI, HTTP) B
pamkax paboTbl NNarMHOB, BCTPOEHHBLIX B MOYTOBbLIE MPOrpam-
mbl Microsoft Office Outlook n The Bat!

B Takmx WMpoKo M3BeCTHbIX NOYTOBLIX KnneHTax kak Microsoft Office Out-
look, Microsoft Outlook Express (Windows Mail) u The Bat! BcTpoeHbl
crneupanbHble MOAYNN paclumMpeHus (NnarvHbl), NO3BONSOLWME HacTpau-
BaTb 3aMTY NOYTbl HENOCPEACTBEHHO B MOYTOBOM KITMEHTE.

PacwwmpeHa yHkumMa onoBeleHuss nonb3oBatens  (cm. n. 15.9.1
Ha cTp. 198) 0 BO3HUKHOBEHMU B paboTe MPUNOXEHUS OnpeaeneHHbIX
cobbiTuini. Bel camu moxeTe BbIGpaTb cnocob yBeAOMMNEeHMS ANst KaXO0ro
M3 TMNOB COOLITUMI: no4YTOBOE COOOLLEeHNe, 3BYKOBOE OMOBELLEHNE,
BCMIbIBaoLLee CoobLLeHNe, 3anmcCh B XXypHar COObITUIA.

Peann3oBaHa npoBepka Tpadmka, nepefaBaeMoro yepes 3aliuileHHoe
coeanHeHve no npotokony SSL.
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Jo6aBneHa TeXHONOrMa camo3aliuTbl MPUNOXEHWS, 3alMTbl OT yaaneH-
HOro HeCcaHKUMOHMPOBAHHOIO yNpaBrieHus cepBucoM AHTMBMPYCA, a Tak-
e 3awWwuTbl AOCTyna K napameTpaM MPUIoXeHUsT C MOMOLLbI Napons.
OT0 no3eonseT nsbexaTb OTKMOYEHMS 3aLUUTbl CO CTOPOHbLI BpeaoHOC-
HbIX MporpamMm, 3N10yMbILLUNIEHHUKOB UMK HeKBaJ'IVI(bVILI,VIpOBaHHbIX Nnonb-
3oBaTenen.

JoGaBneHa BO3MOXHOCTb CO34aHUs AUCKa aBapUMHOIO BOCCTAHOBMEHNS
cuctembl. C MOMOLLBIO 3TOMO AMCKA MOXHO NMPOBECTU NEpBOHAYanbHYo
3arpy3ky onepaluoHHON CUCTEMbI MOCMNe BUPYCHOW aTaku U BbINOMHUTb
NPOBEPKY KOMMbIOTEPA Ha HanMune BPeAOHOCHbIX OOHLEKTOB.

Jo6aBneH HoBocTHOW AreHT — Mofynb, NpefHas3Ha4YeHHbIN AN onepa-
TMBHOW JOCTaBKW HOBOCTeW OT «JlabopaTtopumn Kacnepckoro».

Hoeoe 8 uHmepelice npunoxeHusi

B HoBoM uHTepderice AHTUBMpPYca Kacnepckoro peannsoBaH nNpocTon u
yAO6HBIN JOCTYN K No6on dyHKUMK NpunoxeHus. Bel Takke MoxeTte me-
HSATb BHELUHWUIA BUZ MPUMNOXEHUS, UCMONb3Ys CBOW rpadonyeckme anemeH-
Thbl M LIBETOBYIO NanuTpy.

Mpu paboTe C NPUNOXEHWEM Bbl MoOyyaeTe MOJSIHY UH(OPMAaLMOHHYHO
noadepxky: AHTMBUpYC Kacnepckoro BbIBOAMT MHAOPMaLMOHHbIE CO0B-
WEHNA O COCTOSIHUM 3alUuThbl, BKMOYaeT noApobHylo cnpaeky. MacTep
6e30nacHOCTY, BKITOYEHHBIN B COCTaB MPUIIOKEHNS!, NO3BONSET NOMyYUTh
NOMHYI0 KapTUHY TEKYLLEEro COCTOSIHMS 3aLLMThl KOMMbOTepa U NepenTu K
HeMeZneHHOMY yCTpaHeHuo npoGem.

Hoeoe e obHoseHuUU npurioXxeHus

B paHHOM BepcuM MNpUNOXEHWs peanusoBaHa YCOBEpPLUEHCTBOBaHHAas
npoueaypa obOHOBMEHWA: B aBTOMaTUYecKoM pexume AHTuBUpPYC Kac-
NepCcKoro NpoBepsieT HanuuvMe naketa OOHOBMEHUN B UCTOYHUKE OOHOB-
nenus. MNpu obHapyXeHun CBEXNX OOHOBMEHMI MPUNOXEHNE CKaynBaeT
MX 1 yCTaHaBMMBaeT Ha KOMMNbOTEp.

C uctoyHnka OBHOBNEHU CKauMBalOTCA TOMbKO HeaocTalwlnue Bam 00-
HOBMEHUSA. ATO MNO3BOMSET CHU3UTbL 0OBEM CKauMBaemoro npu obHoBne-
Hun Tpadmka go 10 pas.

O6HoBneHue nponssoanTcs ¢ Hanbonee 3PPEeKTMBHOrO NCTOYHUKA.

Tenepb Bbl MOXeETe He UCMOMNb30BaTh NPOKCU-CEpBEP, eCNnii OGHOBIEHWE
NPUMOXEHNUS BbIMOMHAETCS U3 JOKaNbHOTO WMCTOYHMKA. OTO 3aMETHO
CHIKaeT 06beM Tpaduka, MPOXOASLLEro Yepes NPoKCcU-cepBep.

PeanusoBaHa BO3MOXHOCTb OTKaTa OOHOBMEHMIA, NO3BOMsOWas B CIy-
Yae, Hanpumep, NOBpeXaeHUs (painoB UM oWMBKM KONMMPOBaHWS, Bep-
HYTbCS K NpeablayLuei Bepcum 6a3 NpunoxeHus.
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e [loGaBneHa BO3MOXHOCTb UCMOMb30BaHUA cepBuca KONMpPoBaHUS OGHOB-
NeHniA B NokanbHbIA KaTanor Ans npefocTaBrneHns ocTyna K HUM Opy-
MMM KOMMbIOTEPaM CETU C LiENbo 9KOHOMUM UHTEPHET-TpadmKa.

2.2. Ha yem cTpomuTCAa 3awmTa
AnTnsupyca Kacnepckoro

BawwuTta AHTMBMpYca Kacnepckoro CTpouTCsl MCXOAS U3 UCTOYHMKOB Yrpo3s, TO
€CTb Ha KaXAblii UCTOYHWK NPeayCMOTPEH OTAENbHbIA KOMMOHEHT NMPUIIOXEHUS,
obecneymBaloLLMIn €ro KOHTPOMb U HeobXoAMMbIe MepPOonpusTAS No NpegoTBpa-
LLIeHWIO0 BPEAOHOCHOIO BO3AENCTBUSA 3TOFO UCTOYHUKA HA AaHHbIe Nonb3oBaTens.
Takoe NOCTPOeHWE CUCTEMbI 3aLUMThl NMO3BONSET MMOKO HacTpanBaTb MpUroxe-
HWe Nof HYXAbl KOHKPETHOrO NOSb30BaTeNs UMW NPEANPUATASA B LIEMOM.

AHTUBMPYC KacnepcKoro BKIOYaeT:

e KOMMOHEHTbI MOCTOSIHHOM 3awmTbl (CM. n. 2.2.1 Ha cTp. 24), obecneyu-
BalLLMe 3aluTy Ballero KOMMnblOTEpa Ha BCEX KaHamax MocTynneHus u
nepepayn MHOPMaLmmn B pexrmMe pearnbHOro BpeMeH!.

e 3apauu noucka BUpycoB (CM. Nn. 2.2.2 Ha CTp. 26), NOCPEACTBOM KOTOPbIX
BbIMOSHSAETCS NOUCK BUPYCOB B OTAENbHbIX dharnax, nankax, guckax unm
obnacTax, nMbo nonHas npoBepka KoMMbloTepa.

e O6HoBneHne (cMm.2.2.3 Ha cTp. 26), obecneunBaiollee akTyanbHOCTb
BHYTPEHHWNX MOAYNen NpunoxeHus, a Takke 6as, MCNonb3ylWwmxcs ong
novcka BpegoHOCHbIX MPOrpamMm.

e CepBuCHble yHKUMU (cM. N. 2.2.3 Ha cTp. 26), obecneynBawLine WH-
opmMaLMOHHYIO noaaepX Ky B paboTe C NpUNoOXeHWeM 1 no3songoLine
pacwmpuTb ee PYHKLUMOHANbHOCTb.

2.2.1. KOMNOHEeHTbl NOCTOAHHOM 3aLlUUTbI

3awumTa Bawero KOMMNbKOTEPA B peasibHOM BpeMeHU obecneynBaeTcs cnenyto-
UMMM KOMMNOHEHTaMW 3aLUnTbI:

®dannoBbiin AHTUBMpPYC

darinosas cuctema MOXET COAepXKaTb BMPYCbl M NpoYMe ornacHble npo-
rpammbl. BpegoHOCHbIE nporpammbl MOTyT roAamun XpaHuTbest B haino-
BOW CUCTEME KOMMbIOTEPA, NPOHUKHYB OAHaXdbl CO CbEMHOrO AMcka unm
M3 VHTEPHETa, U HUKaK He NposBnATb ceba. OgHako CTOUT TOMbKO OT-
KpbITb 3apaXXeHHbIN dann, BUPYC TYT e NposBuT cebs.

@alinosbiti AHMUBUPYC — KOMMOHEHT, KOHTPONMUPYOLWMIA (hannoByo cuc-
Temy komnbtoTepa. OH NpoBepsieT BCe OTKpbIBaeMble, 3arnyckaemble U
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coxpaHsiemble hannbl Ha Balem KOMMNbITEPE N BCEX NPUCOEeONHEHHbIX
aunckax. Kaxpoe obGpalleHue k danny nepexsaTbiBaeTCs NPUNOXeEHUeM,
1 dann NnpoBepsaeTca Ha NPUCYTCTBME U3BECTHLIX BMPYCOB. JansHenwwas
paboTa ¢ daninom BO3MOXHa TONbKO B TOM crny4vae, ecnu ¢hann He 3apa-
XeH nnu 6bin ycnewHo BbineyeH AHTMBMPYcoM. Ecnu xxe daiin no kakum-
nmMbo MpUYMHaM HEBO3MOXHO BblNeynTb, OH ByaeT yaaneH, npu aTom Ko-
nus cavina Gyaoet coxpaHeHa B pe3epBHOM XxpaHunuue (cm. n. 15.2
Ha cTp. 175) nnu nomelleHa Ha kapaHTWH (cM. n. 15.1 Ha cTp. 171).

MouToBbLIN AHTUBMPYC

OnekTpoHHas Mo4YTOBasi KOPPECMNOHAEHLMS LUMPOKO WCNOMb3yeTcs 3ro-
YMbILMEHHNKaMN ANs pacrnpocTpaHeHnsi BpeOoHOCHbIX nporpamm. OHa
ABNSETCS OOHWUM M3 OCHOBHbIX CPEACTB pacnpocTpaHeHus yepsen. [o-
3TOMY KpaWHe BaXHO KOHTPONMPOBaTh BCE MOYTOBbLIE COOBLLEHUS.

lMoymoebili AHMUBUPYC — KOMMOHEHT MPOBEPKN BCEX BXOAALUMX U UCXO-
OSLWMX MOYTOBbIX COOOLeHn Balwero komnbtoTepa. OH aHanusupyet
3NEKTPOHHbIE MUCbMa Ha NPUCYTCTBME BPELOHOCHbIX Nporpamm. MNncbmo
O6yneT JOCTYNHO agpecaTy TOMbKO B TOM CIy4vae, eCiivi OHO HE COOEPXUT
onacHbIX 0ObLEKTOB.

Be6-AHTUBMpPYC

OTKpbIBas B UHTEpHETE pa3nuyHble Beb-caliTbl, Bbl PUCKYETE 3apa3nTb
KOMMNblOTEP BMPyCamu, KOTopble ByayT yCTaHOBIEHbl HA HEro npu nomo-
LM CKPUMNTOB, COAEPXalMxXcs Ha BebO-CTpaHuuax, a Tawkke 3arpysuTb
onacHbIi 0O6EKT Ha CBOW KOMMbIOTEP.

Beb-AHmusupyc cneumnaneHo pa3paboTaH AN npefoTepalleHust nogob-
HbIX cuTyauuin. [laHHbI KOMMOHEHT nepexsaTbiBaeT U GroknpyeT BbINos-
HEeHWe CKpunTa, PacrnonoXeHHOro Ha Beb-cante, ecnu OH NpeacTasnseT
yrpo3dy. CTporomy KOHTPOIO Takke noasepraetcs Beck http-tpaduk.

MpoakTuBHas 3awmTa

C KaxgblM HEM BPELOHOCHbLIX NPOrpaMM CTaHOBWUTCS Bce Bonblue, OHM
YCNOXHSATCSA, KOMBUHMPYS B cebe HeCcKonbko BMOOB, M3MEHSIOTCA Me-
TOAbl UX PAcrnpoCTpaHEeHWsl, OHN CTAaHOBATCS Bce Boree CrnoXHbLIMU Ans
06HapyxeHus.

Ons Toro 4tobbl O6HAPYXUTb HOBYH) BPEAOHOCHYIO MPOrpaMMy eLle [0
TOro, Kak oHa ycneet HaHecTu Bpef, «JlabopaTtopuen Kacnepckoro» pas-
paboTaH cneumanbHbIl KOMNOHEHT — [IpoakmueHas 3awjuma. OH OCHO-
BaH Ha KOHTpOsie N aHanunse nosegeHna Bcex nporpaMmm, yCTaHOBJ1E€HHbIX
Ha BallemM KoMMbikoTepe. Ha oCHOBaHUM BbINOSMHAEMbIX OENCTBUIA AHTU-
BUpyc Kacnepckoro npvHUMaeT pelueHue: siBNsieTCA nporpaMmMa MnoTeH-
LuanbHO OnacHou unu HeT. Takum obpasoM, Ball KOMMbIOTEP 3alUuLLEH
He TONbKO OT Y>Ke M3BECTHbIX BUPYCOB, HO 1 OT HOBbLIX, eLle He uccneno-
BaHHbIX.
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2.2.2. 3apa4m NOMCKa BUpPYCOB

MoMMMO MOCTOSIHHOWM 3aLUMTbl BCEX MCTOYHUKOB MPOHWKHOBEHUSI BPEOOHOCHbIX
nporpaMM KpanHe BakHO Nepuoanyeckn NPOBOAWTL MPOBEPKY BaLLEro KOMMbHo-
Tepa Ha npucyTcTBMe BUPYcoB. OTO HeobxoauMo AenaTtb Ans TOro, Y4Tobbl uc-
KMIOYNTb BO3MOXHOCTb PacrnpoCcTpaHeHnsi BPeAOHOCHbIX NPOrpaMm, KoTopble He
6bIny 0BHapyXeHbl KOMMOHEHTaMW NOCTOSIHHOW 3aLUMThl M3-3a, HanpuMep, ycra-
HOBJEHHOIO HWU3KOTO YPOBHS 3aLUMTbI UMM MO APYTMM NPUYUHAM.

[nsa noucka BUpYcoB B cocTas AHTUBMpYca Kacnepckoro BKMOYeHb! crieayoLime
3agaun:

Kputnueckue o6nactu

MpoBepka Ha NPUCYTCTBME BMPYCOB BCEX KPUTUYECKMX OOnacTen KoMmb-
toTepa. K HUM OTHOCATCA: cuCTEMHas NamsaTb, OOBEKTbI, UCMIOMHAEMbIE
npu cTapTe CUCTEMBI, 3arpy304HbIE CEKTOPbI AMCKOB, CUCTEMHbIE KaTano-
rm Microsoft Windows. Llenb 3agayn — 66icTpoe 0GHapyxeHue B cucteme
aKTMBHbIX BUPYCOB 0€e3 3anycka NoMHON NpOBEPKU KOMMbIOTEPA.

Mon Komnblotep

Mounck BUPYCOB Ha BalleM KOMMNbIOTEPE C TLaTenbHON NPOBEPKON BCEX
NOAKMYEHHbIX AUCKOB, NaMsTU, hannos.

O61bekTbl aBTO3anycka

MpoBepka Ha NPUCYTCTBME BMPYCOB OGLEKTOB, 3arpy3ka KOTOPbIX OCYLLe-
CTBSIETCS NpU CTapTe ONEPaLMOHHON CUCTEMbI, @ TaKKe OnepaTuBHOW
naMsiT¥ U 3arpy304HbIX CEKTOPOB AMCKOB.

Mowuck pyTkutoB (Rootkit)

Mouck Ha KOMMblOTEPE PYTKMTOB, obBecneymBaloLmx COKpbiTUe Bpeno-
HOCHbIX nporpamMmm B OﬂepaLlMOHHOVI cucrteme. ,D,aHHbIe YTUNnTbl BHEOPA-
IOTCA B CUCTEMY, MACKMUpyA CBOe NPUCYTCTBME, a TakKkKe Hanndme B cUC-
TeMe NpOoLIeCCOB, KaTarnoroBs, KIO4en peectpa nodbiX BPeAOHOCHbIX NPo-
rpaMM, OfMcaHHbIX B KOHUIypauum pyTkuTa.

Takke npegycMoTpeHa BO3MOXHOCTb CO3[laBaTh Apyrve 3aayqun noucka BMpycoB
n copmmpoBaTb pacnucaHue ux 3anycka. Hanpumep, MOXHO co3pgaTb 3agady
NpoOBEpPKM NoYTOBbIX 623 pa3 B HeAen Unu 3agady noucka BUpYCOB B KaTarore
Mou fOKYMEHTbI.

2.2.3. ObHoBNeHue

YUTtobbl Bcerga ObiTb rOTOBbIM YHUUYTOXUTb BUPYC UMW OPYryld ONacHyk Mpo-
rpamMmmy, Heobxogmmo nopaepxmBaTe AHTMBMPYC Kacnepckoro B akTyanbHOM
cocTosHuW. ins aToro npegHasHayeH komnoHeHT ObHosneHue. OH oTBeYaeT 3a
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obHoBneHue 6a3 1 Moaynew NpUNoXeHus, ncnonb3yembix B pabote AHTMBUpPYCa
Kacnepckoro.

CepBuc konuposaHus 06HOBMNEHWI NO3BOMSET COXpaHATb obHoBreHus 6a3, a
TaKKke MoAynewn NpunoXeHusi, nonydeHHole ¢ cepeepoB «JlabopaTtopum Kacnep-
CKOro», B JTOKanbHOM KaTtarore, a 3aTeM NpeaocTaBnATb AOCTYMN K HUM ApPYrum
KOMMblOTEPaM CeTU B LIeNsiX 3KOHOMUW MHTepHEeT-TpadmKa.

2.2.4. CepBucHbIe (pyHKLUU NPUSIOIKEHUA

AHTMBMPYC Kacnepckoro BkrYaeT psg cepBUCHbIX dyHKUmA. OHWM npegycmoT-
peHbl OANA NoaAepXKU MPUNOXEHUSI B akTyanbHOM COCTOSIHUK, pacLUMpeHust
BO3MOXHOCTEW UCMOMb30BaHWS NPUMOXEHNs1, ANa Oka3aHus noMmoLum B pabore.

OTyeTbl U channbl AaHHbIX

B npouecce paboTbl NPUNOXEHWSA MO KaXXOOMY KOMMOHEHTY NOCTOAHHOMN
3aWwuThl, 3a4adye Moucka BMPYCOB MMM OBHOBREHUIO MPUoXeHns dop-
mupyetcs ot4eT. OH cogepXuT MHopMaLMIo O BbIMOSIHEHHbIX OnepaLy-
AX 1 pesynbTatbl paboTel. Monb3ysack dyHkumern Omuyems!, Bbl BCcerga
CMOXeTe y3HaTb NogpobHocT 0 paboTe Nboro KOMNOHeHTa AHTUBKPY-
ca Kacnepckoro. B cnyyae BO3HUKHOBEHMS NMpobrnemM OTYeTbl MOXHO OT-
npaenaTte B «JlabopaTtopuio Kacnepckoro», 4tobbl Hawwm cneuymanucThbl
cMmornu nogpobHee M3y4mTb CUTyauMIo U NMOMOYb BaM Kak MOXHO ObICT-
pee.

Bce nogo3puteneHble, C TOYKU 3peHns GesonacHocT, 06bekTbl AHTUBY-
pyc Kacnepckoro mepeHocuT B cneumanbHoe XpaHunuwe — KapanmuH.
3aecb OHM XpaHATCA B 3aWwMdpPOBaHHOM BuAe, YToObl M3bexaTb 3apaxe-
HUA KoMmnbloTepa. Bel MoxeTe npoBepsTb 3TM 06bEKTLI HA MPUCYTCTBUE
BMPYCOB, BOCCTaHaBMNMBaTb B UCXOOHOM MECTOMNOMNOXEHUU, yaansaTb, ca-
MOCTOATENbHO A06aBnATL 06bEKTLI HA KapaHTUH. Bce 06bekThl, KoTopble
no pesynbTaTam NPOBEPKM Ha BMPYCbl OKaXYTCH He3apakeHHbIMU, aBTO-
MaTn4eCK/n BOCCTaHaBNMBAKTCA B UICXOAHOM MECTOMOOXEHNM.

B Pe3epsHoe xpaHumuuje NOMELLATCA KOMUWU BbINEYEHHbIX U yaaneH-
HbIX NPUNOXeHneM 06beKTOB. [laHHbIe KOMuWM Co3[alTcsa Ha criydan He-
06X0aMMOCTN BOCCTaHOBUTb OOBEKTbI MNU KapTUHY UX 3apaxeHus. Pe-
3epBHble KOMUM OOBLEKTOB Takke XpaHATCcs B 3awmndpoBaHHOM Buae,
yTobbl M36exaTb 3apaxeHus komnbioTepa. Bbl MoxeTe BOCCTaHOBUTb
OOBbEKT M3 pPe3epBHOro XpaHwWnuia B MCXOOHOM MECTOMOMOXEHUN UNn
yOanuTb KOMuo.

AkTnBauus

Mpu nokynke AHTMBMpYca Kacnepckoro mexay Bamu un «JlabopaTtopuen
Kacnepckoro» 3aknioyaeTcs NULEH3MOHHOE COrnalleHne, Ha OCHOBE KO-
TOPOro Bbl MOXETE MCMOJb30BaTh MPUIIOXKEHNE W NOMyYaTb JOCTYN K 06-
HoBneHuo 6a3 npunoxeHus n Cnyx6e TexXHUYeckow NOAAEpPXKKU B Tede-
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HWe onpeaeneHHoro BpemMmeHHoro nepuoga. Cpok Ucnonsb3oBaHus, a Tak-
Xe gpyras uHopmauus, Heobxoammas Ana NONHOMYHKUMOHaNbLHOW pa-
60Tbl MPUNOXEHWs, ykaszaHa B (haine Kntova.

Monb3ysAck dyHKuMen Akmusayusi, Bbl MOXeTe Mony4uTb NoapobHyo
MHpopMauuio 06 1cnonb3yeMoM Bamu Kitoye, a Takke npuobpeTeHun
HOBOTO Kro4a.

Moanepxka

Bce 3apervctpupoBaHHble nonb3oBatenu AHTMBMpYca Kacnepckoro mMo-
ryT Bocrnonb3oBaTbcs Cnyx6oi TexHU4ecKkon nogaepxku. [ns Toro yto-
Obl y3HaTb O TOM, rge MUMEHHO Bbl MOXETe MOMy4uTb TEXHUYECKYHO noa-
OepxKy, Bocnonb3ynteck dyHKumen Mlloddepixka.

C nomoLLblo COOTBETCTBYIOLLMX CChIIOK Bbl MOXETEe nepevtn Ha opym
nonb3oBartenen npoayktoe «Jlabopatopum Kacnepckoro», a Takke OT-
npaBuTb B Cnyx0y TexHu4ecKkon nogaepxkn cooblyeHve ob owmnbke unm
0T3bIB 0 paboTe NPUNOXeHWs, 3arnornHNB crieLuanbHyo opmy Ha canTe.

Takke anst Bac goctynHa Cnyx6a TexHn4Yeckow noaaepxun oH-namH, cep-
BUcbl lMepcoHanbHoro kabuHeTa nonb3oBaTens, W, KOHEYHO, HaluM Co-
TPYAHUKM BCeraa rotoBbl BaMm nomoyb B pabote ¢ AHTMBUpYycom Kacnep-
CKOro no TenedoHy.

2.3. AnnapaTtHbie M NporpaMMHbie

TpeboBaHuAa K cucreme

[ns HopmanbHOro dyHkumMoHpoBaHusa AHTuBMpyca Kacnepckoro 7.0, KOMnbto-
Tep AOIMKEH YAOBMNETBOPATL CredyowyM MUHUManbHbIM TpeboBaHnaM:

Obwue mpebosaHusi:

50 MB cBobogHOro mecrta Ha XeCTKOM AUCKE.

CD-ROM (gns ycraHoBkm AHTuBMpyca Kacnepckoro 7.0 ¢ avctpmnbyTtus-
Horo CD-gucka).

Microsoft Internet Explorer 5.5 unu Bbiwe (ons o6HoBneHnst 6a3 n moay-
el NPUNOXeHUs Yepe3 HTEPHET).

Microsoft Windows Installer 2.0.

Microsoft Windows 2000 Professional (Service Pack 4 unu ebiwe), Microsoft
Windows XP Home Edition, Microsoft Windows XP Professional (Service Pack 2
unu ebiwe), Microsoft Windows XP Professional x64 Edition:

Mpoueccop Intel Pentium 300 MI'y vnu Bbiwe (MNn COBMECTUMBIA aHa-
nor).

128 MB cBoGogHoM onepaTtuBHON NaMsTU.
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Microsoft Windows Vista, Microsoft Windows Vista x64:

e T[lpoueccop Intel Pentium 800 MI'y 32-bit (x86)/ 64-bit (x64) nnu Bbiwe
(M1 coBMECTUMBIV aHarnor).

e 512 MB cB0oGogHOM onepaTMBHOM NaMATK.

2.4. KoMnnekT nocraBkKkm

AHTMBMPYC Kacnepckoro Bbl MoOXeTe NpuobpecTu y Hawumx AUCTPUOLIOTOPOB
(kopoBOYHbIV BapuaHT), a Takke B OOHOM U3 MHTEPHET-Mara3vHoB (Hamnpumep,
www.kaspersky.ru, pa3gen 3neKTpoHHbINA Mara3uH).

Ecnu Bbl npnobpeTaeTe NpoaykT B KOPOOKe, TO B KOMMNIIEKT NOCTaBKW NporpaMm-
HOro NPoAyKTa BXOAAT:

e 3anevyaTaHHblil KOHBEPT C YCTAHOBOYHLIM KOMMaKT-AMCKOM, Ha KOTOPOM
3anucaHbl annbl NPorpaMMHOro NpoaykTa.

. KOﬂ aKTuBauun nNpunoXxeHu4a, HaKNeeHHbIh Ha KOHBEPT C YCTAHOBOYHbIM
KOMNaKT-AUCKOM.

. PyKOBO,ElCTBO nonb3oBaTens.

e JlnueHsnoHHoe cornalleHuve.

ﬂepen TEeM KaK pacnedataTtb KOHBEPT C KOMMNAaKT-ANCKOM (VIJ'IVI Cc ,EI,VICKeTaMVI),
BHMMAaTESIbHO O3HAKOMbTECH C JIMLLEH3NOHHBIM COrfalleHNEM.

Mpn nokynke AHTMBUpYca Kacnepckoro B MHTEpPHET-MarasvHe Bbl KOMMpyeTe
npoaykT ¢ Beb-canTa «Jlabopatopumn Kacnepckoro» (pasgen 3arpy3utb — Ou-
CTpUGYTUBLI NpoAyKTOB). PyKoBOACTBO MOnb3oBaTensl Bbl MOXETE ckayaTb U3
pasgena 3arpy3uTtb — [loKyMeHTauums.

Kopg akTnBauum 6yueT BaM OTMNpaBfeH Mo 3NEKTPOHHON NoYTe no CbaKTy onnartbl.

JInLeH3noHHOe cornalleHne — 3TO HPUAMYECKOE COrnalleHue Mexay BaMu u
3AO «JlabopaTopus Kacnepckoro», B KOTOPOM yKa3aHO, Ha KakuX yCnoBUsSIX Bbl
MOXeTe NMonb30BaTbCs NPMoBpeTEeHHbIM BaMU MPOrpaMMHbLIM MPOAYKTOM.

BHumaTtenbHo npounTanTte JlnueH3noHHoe cornatueHme!

Ecnu Bbl He cormnacHbl C YCroBusaMU JIMLEH3NOHHOIO COrMalleHusi, Bbl MOXETe
BEPHYTb KOPOOKY C MPOAYKTOM AUCTPUBLIOTOPY, Y KOTOPOro oHa Gbina npuobpe-
TeHa, ¥ NoJy4nTb HasaZ CyMMy, YNiayeHHy 3a npoaykT. MNpu 3TOM KOHBEPT C
YCTaHOBOYHbIM KOMMaKT-AUCKOM (MM C AUCKeTamu) OOSHKEH ocTaBaTbCs 3ane-
YyaTaHHbIM.

OTKprBaﬂ 3anevartaHHbIn NakeT C YCTaHOBOYHbIM KOMMNAKT-AUCKOM (I/IﬂVI C auc-
KeTaMVI), Bbl TeM CaMblM TMpuHMMaeTe BCe YCIoBUA JInueHanoHHoro
cornawlieHusa.
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2.5. CepBuc ansa
3apermcTpvpoBaHHbIX
nonb30BaTeriem

3AO «JlabopaTopus Kacnepckoro» npegnaraet CBOUM feranbHbIM Nnonb3oBaTe-
nsam 6onbLon KOMNMAEKC YCnyr, NO3BONSIOWMX YBENNUYNTL 3DPEKTUBHOCTL UC-
nonb3oBaHns AHTUBMpPYca Kacnepckoro.

Mocrne akTMBauMy NPUMOXEHMUS Bbl CTAHOBUTECH 3aperMcTPUPOBAHHbBIM MOMb30-
BaTENeM MPUIIOKEHNS U B TEYEHWE CpOKa AEWCTBUS KIloYa MOXeTe nonyyatb
crnepyoLime ycnyru:

e MpeaocTaBreHne HOBbIX BEPCUIA JAHHOTO NPOrpaMMHOro NPoayKTa;

e KOHCynbTauuu MO BOMpPOCaM, CBHA3aHHbIM C YCTAHOBKOW, HACTPOWKOW M
3KcnnyaTaumen 4aHHOro NPOrpamMMHOro MpoAyKTa, okasblBaeMble Mo Te-
NnegoHy 1 3NEeKTPOHHOM NoYTe;

e OrOBELLEHNE O BbIXOAe HOBbIX MPOrpamMMHbIX NPOAYKTOB «JlabopaTopum
Kacnepckoro» 1 o HOBbIX BUpYCax, NOABMSOLWMXCS B MUpe (AaHHas ycny-
ra npenocrtaBsnideTcd nonb3oBaTtendam, noanncaBlLMMCA Ha pacCbllky HO-
Bocten 3A0 «JlabopaTopusa Kacnepckoro»).

KoHcynbTaumm no BonpocaM yHKLMOHUPOBAHUS U UCMOSb30BaHWS onepauu-
OHHbIX CUCTEM, a Takke paboTbl pa3nMYHbIX TEXHOMOMI He NPOBOASTCS.




NNNABA 3. YCTAHOBKA
AHTUBMPYCA
KACIMNEPCKOIo 7.0

YcTaHoBKa NPUMOXEHNST MOXET ObITb BbINOMHEHA C MOMOLLbIO MacTepa yCTaHOB-
ku (cm. n. 3.1 Ha cTp. 31) Unu n3 kKOMaHZHoOW CTPokM (cM. n. 3.3 Ha cTp. 43).

Mpu ycTaHOBKe C MOMOLLbI MacTepa Bbl MOXeTe BblopaTb BapuaHT GbiCTPOWM
ycTaHoBKW. B gaHHOM crniyyae He TpebyeTcsl akTMBHOMO y4acTys Nosib3oBaTens B
npouecce YCTaHOBKW: NPUMoXeHNe ByaeT YCTaHOBIMEHO MOSIHOCTLIO C UCMOMb30-
BaHMEeM MapaMeTpoB MO YMOJIYaHWIo, pekoMeHayeMbix crneunanuctamm «Jlaéo-
paTtopun Kacnepckoro». OgHako B KOHLUE npoLedypbl yCTaHOBKM noTpebyertcs
aKTMBUPOBATb NPUIIOKEHNE.

BapuaHT BbIGOPOYHON YCTAHOBKM MO3BOMSET BblIOpaTb KONMMYECTBO yCTaHaBMU-
BaeMbIX KOMMOHEHTOB 3alUMTbI, KaTanor yCTaHOBKW, a Takke MPOBECTU aKTuBa-
LIMIO NMPUIOXEHUSA N €ro NepBOHaYarbHy HAaCTPOMKY C MOMOLLLIO crneunansHOro
macrtepa.

3.1. MNMpouenypa yCTaAaHOBKM C
NMOMOLLbLIO MacTepa YyCTaHOBKM

Mepen Havanom yctaHoBkn AHTUBMpPYca Kacnepckoro pekoMeHayeTcs 3aKpbiTh
BCe paboTatoLne NpUoXeHns.

YUTobbl ycTaHoBUTL AHTMBMPYC Kacnepckoro Ha Baw komnbetoTep, Ha CD-gucke ¢
NPOAYKTOM 3anycTute dann AucTpmbyTuea.

MpnmeyvaHue.

YcTaHoBKa NPUNOXEHUsI ¢ ANCTPUOYTMBA, MOMyYEHHOrO Yepe3 MHTEPHET, Nof-
HOCTbIO COBMaaaeT C YCTaHOBKOW NMPUMOXKeHUs ¢ AucTpubyTtrneHoro CD-gucka.

I'Iporpamma YCTaHOBKM BbINONIHEHA B BMOe Mactepa. Kaxxgoe okHO COoAEPXKNT
Ha6op KHOMNOK ANA ynpaBieHuna npoueccoM yCTaHOBKW. KpaTKO NOACHUM UX Ha-
3Ha4veHue:

e [lanee — NpvHATL AECTBUE U NEPeTH K criedytolwemy Lwary npoueaypbl
YCTaHOBKM.

e Ha3sag — BepHyTbCA Ha NpeablAyLLWiA LWar YCTaHOBKM.
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e OTmeHa — 0Tka3aTbCs OT YCTAHOBKM NPOAYyKTa.
e [oTOBO — 3aBepLNTL NPOLEAYPY YCTAHOBKM NPUMOXKEHNS HA KOMIbIOTEP.

PaccmoTpum I'IOD,pO6HO KaXKabliA Lwar npouenypbl YCTaHOBKM NakeTa.

War 1. MNMpoBepka cOOTBETCTBUA CUCTEMbI HEOGXOAUMbIM
ycroBusiM yctaHOoBKM AHTUBUpYca Kacnepckoro

Mepen ycTaHOBKOWM MPUMNOXEHNS Ha BalleM KOMMbIOTEpe BbINOMHAETCA NpoBep-
Ka COOTBETCTBUA YCTAHOBMEHHbIX ONepaLnoHHON CUCTeMbl 1 nakeToB obHOBMe-
HuUIA (Service Pack) nporpammHbiM TpeboBaHuMAM Ans yCTaHOBKM AHTUBMpYCa
Kacnepckoro. Takke NpoBepsieTCa Hanuune Ha BalleM KoMmnbloTepe Tpebyembix
nporpaMm v Baluu NpaBa Ha yCTaHOBKY NpOrpaMMHOro obecneyeHus.

B cnyyae ecnu kakoe-nubo n3 TpeboBaHuii He BbIMOJHEHO, Ha 3KpaH ByaeT Bbl-
BE[leHO COOTBETCTBYHLLEE yBefoMNeHne. PekomeHayeTcsa ycTaHoBUTL Tpebye-
Mble nakeTbl obHoBneHui nocpeacteom cepsruca Windows Update n Heobxo-
AVMble NporpaMMbl nepeq yctaHoBkon AHTMBMpPYca Kacnepckoro.

Lllar 2. CrapToBOe OKHO npoueaypbl yCTaHOBKU

Ecnu Bawa cucrtema nomnHoOCTbHO COOTBETCTBYET npeabAaBndaeMbiM TpGGOBaHVI-
sIM, cpa3y nocrne 3anycka ganna guctpnbytnea Ha akpaHe OyaeT OTKPbITO cTap-
TOBOE OKHO, cofepxallee nHopmaumio o Hadane yctaHoBku AHTuBMpyca Kac-
NnepcKoro Ha Ball KOMMbOTEp.

[na npoOormKeHns YCTaHOBKM HaXxkxmMuTe Ha kHornky Oanee. OTka3 OT yCTaHOBKU
NpOAYKTa BbINOMHAETCA Mo kKHomnke OTMeHa.

War 3. lMpocmoTtp JIMLLEH3NOHHOro cornaiwleHus

Cnepytoliee OKHO NMpOrpaMMbl YCTaHOBKM COAEpPXMT JIMUEH3MOHHOe cornale-
HMe, KOTOopoe 3akr4vaeTca Mexay Bamu n «Jlabopatopuen Kacnepckoro». BHu-
MaTernbHO NPOYTUTE €ro, U, NpU YCroBMM, YTO Bbl COrNACHbLI CO BCEMU MyHKTaMW
cornawleHus, Bolbepute BapuaHT (OF NPUHMMAK0 YCNOBUA NULLEH3UOHHOIO
cornaiueHus n Haxmute Ha kHonky [lanee. YctaHoBka GyaeT npoaonkeHa.

LWar 4. Bbibop Tuna yctaHOBKMU

Ha paHHOM aTane Bam npeanaraetcs BblbpaTb Hanbonee noaxogsawmmn Tmn yc-
TaHOBKU MPUIOXEHWSI:

BbicTpas yctaHoBka. pu BeiGope aaHHoro BapnaHta AHTuBUpYyC Kacnep-
ckoro 6yaeT NOMHOCTbIO YCTAaHOBIMEH Ha Ball KOMMbOTEP C napameTpa-
MW MO yMONYaHuio, pekoMeHgyeMbiMn crneunanuctamm «JlabopaTtopum
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Kacnepckoro». Mo okoH4YaHWM ycTaHOBKM OyaeT 3anyLleH MacTep akTu-
BaLmm npunoxenus (cm. n. 3.2.2 Ha cTp. 36).

Bei6opoyHas ycTtaHoBKa. B gaHHOM criyyae Bam OyaeT npeanoxeHo Bbl-
6paTb, Kakme KOMMOHEHTbI NPUIIOXEHUS Bbl XOTUTE YCTAHOBUTL Ha Ball
KOMMblOTEp, ykasaTb kartanor, kyaa 6yaeT yCTaHOBIEHO NpuIoxeHue, a
TakKke NPOBECTM aKTMBaLMIO MPUINOXEHNS M ero nepeoHavarnbHy Ha-
CTPOVKY C MOMOLLbIO creunansHoro Mactepa (cM. n. 3.2 Ha cTp. 35).

Mpu BBIOOPE NEpBOro BapuaHTa ycTaHoBKa OydeT npoBeneHa 6e3 3anpoca ka-
KMX-NMOO OEWCTBUIM NMONb3oBaTens, TO eCTb BCe MOCneaylowme waru, OnucaH-
Hble B AaHHOM pasgene, 6yayT nponyleHbl. Bo BTopom criydae Ha kaxgom aTa-
ne ycTaHOBKM OT Bac noTpebyeTtcs BBOA NMOO NOATBEPXKAEHME HEKOTOPbLIX AaH-
HbIX.

LWar 5. Bbibop kaTanora yctaHOBKMU

Crnegyowmin atan ycraHoBku AHTMBMPYCca Kacnepckoro onpefensieT kaTanor Ha
BalleM KOMMbloTepe, B KOTOPbIA OyAeT ycTaHOBNEHO npunoxeHue. No ymonya-
HMO 3agaH nyTb: <Ouck>\Program Files\Kaspersky Lab\Kaspersky Anti-
Virus 7.0\

Bbl MOXeTe yka3aTb [pyrol katanor, HaxaB Ha kHornky O63op 1 BbiGpaB ero B
CcTaHOapTHOM OkHe BbIGOpa KaTasiora MM BeBeds NyTb K KaTanory B COOTBETCT-
BylOLLLEM Nore BBOAA.

[NlomHWUTE, ecnu Bbl BBOAUTE MOSIHOE MMSA KaTanora YCTaHOBKM BPYYHYIO, OHO
He OOJKHO npeBbIllaTb 200 cMmBOoOB 1 cogepxaTtb cneucnmMmBOribl.

Ons npoporxkeHus YCTaHOBKU HaXXMUTE Ha KHOMKY Hanee.

Lar 6. BbI6GOp KOMMNOHEHTOB NPUIOXEHUA ANSA YCTaHOBKU

[aHHbIN War BbINOIHAETCA TONbKO B TOM Ccny4vae, ecnu Bbl Bbl6paﬂ|/| Bbi6o-
PO4YHYH YCTAHOBKY NPUNOXEHNA Ha Ball KOMMbKOTEP.

Mpn BLIGOPOYHOWN yCTaHOBKE BaM HYXHO OMpeaenuTb CMUCOK KOMMOHEHTOB AH-
TuBMpyca Kacnepckoro, KOTopble Bbl XOTUTE YCTaHOBWTL. 10 ymonuyaHuio ans
YCTaHOBKM BblOpaHbl BCE KOMMOHEHTbI MOCTOSAHHOW 3aLLMThl U KOMMOHEHT MOoncka
BMPYCOB.

[nsa Toro 4tobbl BbIOpaTh KOMMOHEHT AN NOCNEeAYoLWeNn YCTaHOBKU, HYXHO OT-
KPbITb KOHTEKCTHOE MEHIO MO MPaBOW KNaBuLUe MbIWW Ha 3HAYKe PSAOM C UMe-
HeM KOMMOHeHTa K BblbpaTb NyHKT KomnoHeHT 6ypeT ycTtaHoOBneH Ha no-
KanbHbIW XecTKni auck. [NogpobHee o ToM, Kakyto 3awmuTy obecneyvBaeT Bbl-
OpaHHbIN KOMMOHEHT M CKONbKO MecTa Ha Aucke TpebyeTcs Ans ero yCTaHOBKM,
Bbl MOXeTe NPOoYeCTb B HUXKHEWN YacTu JAHHOrO OKHa NporpamMMbl YCTaHOBKM.
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Onsa oTkasa ot YCTaHOBKU KOMMOHEHTa B KOHTEKCTHOM MEHIO Bbl6epVITe BapuaHT
KomnoHeHT 6yp,eT HeOoCTyneH. MomMHUTE, 4YTO, OTMEHSSA YCTaHOBKY KaKoro-
6o KOMMNOHEHTa, Bbl NULIAETECh 3aLUUThI OT LIeNoro pAana onacHbIX NporpamMmm.

Mocne Toro kak BbIGOP ycTaHaBNMBaEMbIX KOMMOHEHTOB OyAeT 3aBeplueH, Ha-
XMUTe Ha kHonky Janee. UTo6bl BEPHYTLCS K CMUCKY yCTaHaBNUBAEMbIX KOMMO-
HEHTOB MO YMOMYaHWI0, HAXXMUTE Ha KHomKy Copoc.

War 7. MNMouck gpyrMx aHTMBUPYCHbIX NporpamMmm

Ha atom aTtane ocyullecTBndaeTca NOUCK OPYrmx yCTaHOBJIEHHbIX HA BalleM KOM-
NnblOTEPE aHTUBUPYCHbIX NPOAYKTOB, B TOM 4uCNe U NpoAyKTOB «J'IaGopaTopMM
Kacnepckoro», COBMECTHOE MCMOfb30BaHNE C KOTOPbIMU AHTVIBVIpyca Kacnep-
CKOro MOXeT NPMBECTM K BO3HUKHOBEHUIO KOHDSTUKTOB.

Mpu oBHapyxeHUW Takux NPorpaMmm Ha BalleM KOMMbioTepe MX cnucok Gyaet
BbiBEEH Ha 3kpaH. Bam BygeT npeanoxeHo yganutb ux, Npexae 4em npogorn-
XUTb YCTaHOBKY.

Mog cnnckom obHapy>XeHHbIX aHTUBUPYCHbBIX MPUINOXEHWI Bbl MOXETE BbiOpaThb,
aBTOMaTMYECKN YAANUTb UX UM BPYYHYIO.

Ecnn B unMcne obHapyXeHHbIX aHTUBMPYCHBLIX nporpamMmm ecTb AHTMBUMpYC Kac-
nepckoro Personal nnn AHtusupyc Kacnepckoro Personal Pro, nepen nx yoane-
HMEM PEKOMEHOYEM BaM COXpaHWUTb UCMONb3yeMblll B paboTe 3TUX nporpamm
darin kntoya. Bbl cMoxeTe ucnonb3oBaTh €ro B kKa4ecTBe Krova Ans AHTUBUPY-
ca Kacnepckoro 7.0. Takke pekoMeHoyeM COXpaHuTb OBBLEKTbl KapaHTUHa U
pesepBHOro xpaHunuia, atm o6bekTbl 6yayT aBToMaTU4eckn NOMeELLEeHbI B CO-
oTBeTCTByOLWMe xpaHunuwa AHTuemnpyca Kacnepckoro, n Bbl CMOXeTe nNpogorn-
XWUTb paboTy C HUMN.

,D,J'Iﬂ npoaoSIKeHNUA yCTaHOBKM HAaXXMUTE Ha KHOMKY D,anee.

LWar 8. 3aBeplialowas NnoaAroToBKa K yCTaHOBKe
NpPUNOXeHuns

Ha naHHom aTane Bam GyaeT npeanoxeHo NPOWM3BECTU 3aBepLUaloLLyto MOAro-
TOBKY K YCTaHOBKE MPUIOXEHNs1 Ha Ball KOMMbioTep. Bbl MoxeTe onpeaenvTb,
XOTUTE 1 Bbl UCTIONL30BaThL B paboTe NPUIOXeHWs NapameTpbl! 3aLuTbl 1 Gasbl
MPUMNOXEHUSA, €CN TAaKoBble BbINM COXPaHeHbl Ha BalleM KOMMbITepe npu yaa-
neHuu npeablayluei Bepcun AHTUBKMpYca Kacnepckoro.

PaccmoTpum nogpobHee, Kak BKIHOYUTL MCMOSNIb30BaHME OMUCAHHbLIX Bbille BO3-
MO>HOCTEN.

Ecnu Ha BalweMm KoMnbloTepe paHee Gbifla ycTaHOBMeHa Npeablaylwas Bepcus
(cbopka) AHTuBMpYca Kacnepckoro, U Npu ee yaaneHun Bbl COXPaHUIM Ha KOM-
nbtoTepe 6asbl NPUMOXEHNSA, Bbl MOXETE MOAKIIOUYATL UX AN UCMOMb30BaHUS B

ycTaHaBnveBaemon Bepcun. [ing aToro yctaHoBuTe cnaxok ¥ Ba3bl npunoxe-
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HuA. ba3sbl, BKMNOYEHHbIE B NOCTaBKY NPUIOXEHUA, He 6yﬂ,yT KonmnpoBaTbCA Ha
Ball KOMNbIOTEP.

Insa Toro 4ToGbl UCMONb30BaTL NapaMeTpbl 3aliMTbl, KOTOPbIE Bbl HACTPOUNWU B
npeabiayllen BepcuM U COXpaHuIM Ha KoMMbloTepe, YCTaHoBWUTE dpraxok
MapamMeTpbl 3aWMUTLI.

Mpwn nepBoHavanbHoOW ycTaHoBke AHTMBUMpYca Kacnepckoro 7.0 He pekomeHay-
eTca cHumatb dnaxok ¥/ BknounTb 3awmTy Moayrnen A0 Havyana ycTaHOB-
KW. BknioveHHasa 3awmta Modynen no3sBonuT, B Criydae BO3HWKHOBEHUS OLLUMOOK
B XOA4€e YCTaHOBKM MPUIIOXEHNS, MPOBECTU KOPPEKTHYIO NMpoLuedypy oTkata ycTa-
HOBKW. py NOBTOPHOW NOMbITKE YCTAHOBKN MPUIIOXEHUSI PEKOMEHAYETCS CHATb
AaHHbIN naxok. [na NpoaormKeHNs yCTaHOBKM HaXXMuTe Ha KHonky Janee.

[Mpu ypaneHHoOM ycTaHOBKe nNpunoxeHus Ha komnbtoTep 4vepe3 Windows
Remote Desktop pekomeHayeTcs CHUMaTb hrnakok Bknountb 3awmTy
Mopyrier Ao Ha4yana ycTtaHOBKW. B npoTmBHOM crniydae npoueaypa ycTaHoB-
KM MOXeT OblTb He NpoBeaeHa Unv NpoBeaeHa HEKOPPEKTHO.

LWar 9. 3aBeplieHue npoueaypbl yCTaHOBKU

OkHO 3aBepLUeHUe YCTaHOBKMU COAEPXKMT nHdopmaLmio 06 OKoHYaHuK npoLiec-
ca yctaHoBku AHTMBUpYca Kacnepckoro Ha Ball KOMMNbOTEP.

Ecnn ans KOppekTHOro 3aBepLUeHMst YCTaHOBKM HeobXooumo nepesarpys3nTtb
KOMMNblOTEP, Ha 3kpaH OyaeT BbiBeAEHO COOTBETCTByLWee yBegomneHue. [o-
cne nepesanycka CMCTEMbl aBTOMaTMyeckn OyaeT 3anylleH macTep nepBoHa-
YanbHow HacTponkn AHTMBUPYca Kacnepckoro.

Ecnu ans saBeplueHMst YCTaHOBKM He TpebyeTcs nepesarpyxaTtb CUCTEMY, Ha-
XMWUTE Ha KHOMKy Jlanee, 4TobObl NEPENTU K MacTepy nepBoHaYansHoW HacTPoOW-
K1 MPUNOXKEHMS.

3.2. MacTtep nepBoHavYanbHOM
HaCTPOMKM

Mactep HacTponkm AHTMBMpYca Kacnepckoro 7.0 3anyckaeTcs B KOHUE npoLie-
Aypbl YCTAHOBKM npunoxeHus. Ero 3agaya — nomoyb Bam NpoOBECTU NEPBUYHYIO
HaCTPOVKy NapameTpOB MPUIOXEHNS, NCXOAS U3 0COBEHHOCTEN 1 3agay BaLlero
KoMMbloTEpAa.

NHTepdbenic macTepa HaCTPOMKN BbIMOMHEH B CTUMe NporpaMMbl-mactepa Ans
Microsoft Windows (Windows Wizard) n coctouT 13 nocnegoBaTenbHOCTA OKOH
(waroB), nNepekntoveHne Mexay KOTOPbIMW OCYLLECTBNSETCA Npu NMOMOLLM KHO-
nok Hasaa v [anee, a 3aBeplueHne paboTbl MacTepa Npv NOMOLUM KHoMkn Mo-
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ToBO. [1Nnsi npekpalleHus paboTbl MacTepa Ha NtoGoM 3Tane ChyXWT KHomMka
OTmeHa.

Bbl MOXeTe nponycTuTb aTan nepBoHaYanbHOW HacTPOMKM MpU YyCTaHOBKE Npu-
TNOXEHUS, 3aKpbIB OKHO MacTepa. B ganbHerwem ero MoxHo GygeT 3anycTutb
13 nHTEepdernca NPUNoXeHUsa Npu BOCCTAHOBINEHMM NEPBOHAYarbHbIX NapameT-
poB 3awwmTbl AHTMBMpPYCca Kacnepckoro (cM. n. 15.9.4 Ha cTp. 205).

3.2.1. Ucnonb3oBaHue 06BbEKTOB,
coxXpaHeHHbIX ¢ Bepcum 5.0

[laHHoe OKHO MacTepa NosBMAETCA NpPU YCTAHOBKE MPUNOXEHUS NoBepx AHTU-
Bupyca Kacnepckoro Bepcum 5.0. Bam npegnaraetcs BbiOpaTb, KakMe OaHHbIE,
ucnone3yemble Bepcuen 5.0, Tpebyetca nepeHectn B Bepcuto 7.0. 310 moryT
GbITb 06BEKTHI KapaHTUHA, PE3EPBHOIO XpaHunuLLa NMbo napaMmeTpbl 3aLnThbl.

Onsi Toro 4tobbl MCNONb30BaTh 3TW AaHHble B Bepcun 7.0 ycTaHoBUTE HEOOXO-
Onmble dnaxku.

3.2.2. AKTUBaLMA NPUSIOKEHUA

[Mepen akTuBauven npunoxeHust ydbegmTtechb, YTO NapaMeTpbl CUCTEMHON Aa-
Thl KOMMbIOTEPA COOTBETCTBYHOT pearibHON JaTe U BPEMEHM.

I'Ipou.ep,ypa aKTuBaLunn NpuUnoXXeHna 3akrnyaeTcqa B YCTaHOBKE Kiko4a, Ha OCHO-
BaHNUU KOTOPOro AHTVIBVIpyC Kacnepckoro 6y,D,9T npoBepATb Halnyme npas Ha
ncnornb3oBaHMe NPUINoXeHna n onpenenAaTb CPoK ero Ncnosib3oBaHUA.

Kniou cogepxut cnyxebHyto nHdopmaumio, Heobxoanmyo Ans nNonHoyHKUno-
HanbHOWM paboTbl NPUNOXEHUS, a TaKkKe AONOMHUTENbHbIE CBEOEHUS:

e VUHopMaums o nogaepkke (KTO OCYLLECTBNSET U roe MOXHO ee nony-
YnTb);

e Ha3BaHMe N HOMep KIko4a, a Takke ero OKOH4YaHu4A.

BHumaHme!

[nsa aktvBauuy npunoxeHnsa TpebyeTcst NOAKMOYEHNe K nHTepHeTy. Ecnu Ha
MOMEHT YCTaHOBKU COEAVMHEHNE C MHTEPHETOM OTCYTCTBYET, Bbl MOXETE Npo-
BeCTM akTmBauuto noxe (cm. n. [masa 14 Ha cTp. 168) u3 nHtepdenca npu-
noxeHus Nnbo, BbIAAS B MHTEPHET C APYroro KOMMbTEpPa, NOSyYnTb KoY no
KOAY aKTMBauuu, 3aperMcTpupoBaBLlUnCh Ha Beb-canTe CrykObl TEXHUYECKOM
nopaepxkn «flabopatopumn Kacnepckoroy.
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3.2.2.1. Bbi6op cnocoba aktuBaumm NpuUnoXXxeHms

B 3aBMCMMOCTM OT TOTO, €CTb NN y Bac Koy ans AHTUBMpYyca Kacnepckoro nnm
TpebyeTca nonyunTth ero ¢ cepeepa «Jlabopatopun Kacnepckoro», Bam npeana-
raeTcsi HECKOMbKO CMOCOGOB aKTUBaLMU NPUMOXEHNS:

'@'AKTMBMpOBaTb, umcnonb3ysa Kop akTuBauuu. BoibepuTe 3TOT BapuaHT ak-
TMBaLUWW, €CINK Bbl MPMOBPENn KOMMEPYECKYIO BEPCUIO MPUITOXKEHWS, N Bam
ObIn NpefocTaBneH Ko4 akTuBauuyi. Ha ocHOBaHUM 3TOro KoAa Bbl MONy4uTe
dann kntoya, obecneunBatoLLmMii 4OCTYN K NOSMHON OYHKLUMOHANbLHOCTU Npu-
NOXeHUs1 Ha BeCb Nnepuoa OencTBms NMULEH3MOHHOMO CorfalleHust.

® AKTMBMpOBaTb NPOOHY Bepcuio. Beibepute AaHHbIM BapnaHT akTusauuu,
€CINK Bbl XOTUTE YCTaHOBWUTbL MPOOHYI0O BEPCUIO NPUMOXEHUS nepen NpuHS-
TMEM peLleHns O MoKynke KoMMepyeckon Bepcun. Bam byaeTt npepoctas-
neH 6ecnnaTHbIA KMOY CO CPOKOM OEWCTBUSA, OrpaHUY4eHHbIM NULEH3NOH-
HbIM cornalueHvem Ans NpoGHON BEPCUM NPUIOXKEHNS.

®) Ucnonb3osaThb NoJlyYeHHbIN paHee KNK4. AKTUBMPYNTE MPUNOXEHUE C
NMOMOLLIbIO NMOMYYEHHOro paHee arna knova ana AHTueupyca Kacnepcko-
ro 7.0.

'@'AKTMBMpOBaTb npunoxeHue no3sxe. [Npu Bbibope aTOro0 BapuaHTa aTan
akTuBauuu npunoxenunst 6yaet nponyweH. AHTuBMpyc Kacnepckoro 7.0 6y-
OeT yCTaHOBMNEH Ha Balw KOMMblTep, BaM ByayT AOCTyMHbl Bce YHKUUK
NPUNOXeHNs, 3a UCKNoYeHneMm o6HoBneHns (O6HOBUTL MPUIOXEHUE Bbl
CMOXeTe TONbKO OAUH pas3 Nnocrne ycTaHOBKM).

3.2.2.2. BBoag Kkoga akTuBauum

Ona aktmBauuy npunoxeHus TpebyeTca BBeCTU KOA akTmBaumu. [Mpu nokynke
NPUNOXEHNs Yepe3 MHTEPHET KoA akTMBauuu OTNpaBnseTca BaM MO 3fEKTPOH-
Hou noyTte. B cnyyae nokynku npunoxeHuns B kOpobke, ko4 akTMBaumMmn ykasaH Ha
KOHBEpTE C YCTAHOBOYHbIM JUCKOM.

Ko aktvBaumv npepcrtaBnsieT cobon nocrenoBaTenbHOCTb Uudp, pasgeneH-
HbIX Aedncamm Ha YeTbipe 6roka no NsTb cumBoroB, 6e3 npobenos. Hanpumep,
11111-11111-11111-11111. O6paTute BHMMaHWe, YTO KoL AOIPKEH BBOAUTLCS
NaTUHCKUMW CUMBOSIaMM.

B HWXHeW 4acTu OKHa yKaXuTe BaluM HOMEP KNWEeHTa U Naporb, eCn Bbl yxe
NpoXoAunnu npoLeaypy permctpaumm knueHToB «Jlabopatopumn Kacnepckoro» u'y
Bac eCcTb 3T flaHHble. Ecnu Bbl elle He perncTpupoBanuch, 0OcTaBbTe Nons nyc-
TbiMW. B 3TOM cniyyae Ha criegytoliemM atane MacTep akTMBaLumu 3anpocuT BaLly
KOHTaKTHYH MHOPMaLMIO U BbIMOMHUT pernctpaumto. Mo okoHYaHWu perucTpa-
uMu Bam GyayT NPUCBOEHbI HOMEP KIWeHTa U Maporib, KOTopble SBRSTCA 06s-
3aTenbHbIM YCMOBMEM AMNS MOMyYeHUst TeXHUYeckon nogaepxku. Mpu pernctpa-
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LMK Yyepe3 MacTep akTuBaLMu HOMEp KNuMeHTa MoXHO byaeT nocMoTpeTb B pas-
nene Noppepxkka (cm. n. 15.10 Ha cTp. 206) rMaBHOrO OKHa NPUMOXEHUS.

3.2.2.3. Peructpaumsa nonb3oBarens

Ha gaHHOM luare macTepa akTuBauuu TpebyeTcsl ykasaTb Bally KOHTaKTHYHO
MHPOPMaLMIO: adpec MEKTPOHHONM MoYTbl, CTpaHy M ropon npoxuBaHus. [daH-
Hasi MHdpopmauua TpebyeTca Crnyxbe TexHUYeckon nogoepxku «JlaGopaTtopum
Kacnepckoro» ans uoeHTudukaumm Bac kak 3aperMcTpMpoBaHHOro nonb3oBaTe-
ns.

Mocne BBOAA MHOPMALMM MacTep akTMBaLMKM OTNPABMT BaluM JaHHbIE HA cep-
BEp akTvMBauuu, nocrie 4yero Bam OyaeT NMPUCBOEH HOMEpP KIIMEHTa U Mmaporb K
MepcoHanbHoMy kabuHeTy Ha Beb-caiite CnyxGbl TEXHWYECKOW MOAOEPXKKY.
NHdopmaumio o Homepe KnneHTa Bbl MOXeTe NoslyyunTb B pasfene Mopaepxkka
rMaBHOTO OKHa NPUMOXEHUS.

3.2.2.4. NonyueHue chauna knova

MacTep HacTpoWku OCyLLeCTBNSieT CoefuHeHue C cepBepamun «JlabopaTtopum
Kacnepckoro» B MHTEpPHETE, OTNPaBNSEeT Ballu PErMCTPaLMOHHbIE AaHHbIE (KOA
aKTUBaLUW, KOHTaKTHYI0 MHGOPMaLUIO), KOTopble ByayT NPOBEPEHbI HA CepBepe.

B cnyyae ycneluHov NpoBepku Koga akTMBaumMu mactep nonyyaet doain Kkova.
Ecnn Bbl ycTaHaBnvBaeTe MPOGHYIO BEPCUIO NMPUIOXEHUS,, MacTep HacTPOWKU
nonyuuT cpann npobHoro kntova 6e3 koaa akTMeaLumn.

Mony4yeHHbI hann ByaeT aBTOMaTUYECKM YCTaHOBMEH ANA paboTbl npunoxe-
HUSA, N Bbl YBUAMTE OKHO 3aBepLUEHMs akTuBauum ¢ nogpobHon nHdopmaunen
06 ncnonb3yemMom Kioue.

Ecnn ko aktmBauuu He npongeTt NPOBEpPKY, Ha 3KpaHe NoABUTCA COOTBETCT-
BywoLiee yBeaoMIeHue. B naHHOM cny4yae OﬁpaTVITer 3a UH(opmaumnen B KOM-
naHuo, rae Bbl an06penV| npunoxexue.

3.2.2.5. Bbi6op chavna knroua

Ecnu y Bac nmeetcs davin knoda ansa AHtusupyca Kacnepckoro 7.0, B 4aHHOM
OKHe MacTepa BaMm ByaeT npeanoXeHo yCTaHOBUTL ero. [1nd aToro BOCnosnb3ayw-
Tecb kHomkon O630p 1 B CTaHOAPTHOM OkHe Bblbopa channa BbibepuTe dann ¢
paclmpeHvem .key.

Mocne ycneLlHoM yCTaHOBKM KIto4a B HWDKHEW YacTu okHa OyaeT npeacTtaBneHa
UHdopMaLmm 06 UCNONb3yeMOoM Kode: MMSA BnagenbLa, HoMep Kroya, ero Tun
(kommepyecknii, Ansg 6eTa-TecTMpoBaHus, NPOGHBLIN 1 T.4.), a Takke AaTa OKOH-
YaHUS cpoka AeNCTBUSA KIoya.
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3.2.2.6. 3aBepwieHMe aKTUBaLMM NPUNOXEHUA

MacTep HacTpoiikM MHOPMMPYeT Bac 06 YCMeLHOM 3aBepLUEHUU aKTUBaLWu
npunoxeHus. Kpome Toro, NpMBoauTcs MHopmaums 06 yCTaHOBNEHHOM KITHoYe:
UMA  Bnagenbua, HOMep Kh4a, ero Tun (koMMepyeckui, Ans GeTa-
TECTUPOBaHUs, MPOBHLIN U T.4.), @ Takke AaTa OKOHYaHWs! cpoka AENUCTBUS KIlto-
ya.

3.2.3. Bbi60op pexxuma 3awmTbl

B paHHOM OKHe MacTepa HacTpoOWku BaM npeanaraetcs BblOpaTb pexum 3alim-
Thbl, B KOTOPOM OyaeT paboTaTb NpUoXeHUe:

Ba3oBbIN. OTOT pexum YCTaHOBIMEH MO YMOMYaHWKO W npegHasHayeH ans
6onbLIMHCTBa NoNb3oBaTeNem, He MMEILLMX AOCTaTOYHOrOo onbiTa paboTsl ¢
KOMMbIOTEPOM U aHTMBMPYCHbIMU NpogykTamu. OH nogpasymeBaeT paboTty
KOMMOHEHTOB MPUIOXEHUA Ha peKkoMeHAyemMoM ypoBHe 6e3omacHoCTU M
NHMOPMUPOBaHUE NOMb3oBaTeNs O BO3HUKHOBEHWM TOMbKO OMNacHbIX cobbl-
TUIA (HanpvmMep, obHapyxeHue BPeAOHOCHOro 06bekTa, BbIMONHEHWE onac-
HbIX OENACTBUN).

WHTepakTUBHbINA. DTOT pexuM npeanonaraeT paclUMpPEeHHYH 3alinTy AaHHbIX
KOMMbloTepa Nno cpaBHeHWO ¢ Ga3oBon 3awmTon. OH NO3BOMSET OTCNEXU-
BaTb MOMNbITKN U3MEHEHUA CUCTEMHbIX HaCTpOeK, NoAO3pUTESIbHYI0 aKTuB-
HOCTb B CUCTEME.

Bce nepevncrnieHHble Bbllle )J,GIZCTBI/IQ MOryT ABNATbCA pe3yfibTaToOM Aed-
TENbHOCTM BPELOHOCHBIX Mporpamm, Tak U ObITb CTaH4APTHBIMU B pamMkax
paboTbl NporpaMm, MCMosnb3yeMblX Ha BalleM KoMmmnbioTepe. B kaxagom oT-
OenbHOM criydae BamM NoHago0buTCs NPUHATL peLleHne 0 A0NyCTUMOCTU UMK
HeZoNyCTUMOCTU TEX UIN UHbIX AENCTBUN.

Mpu BbIGOPE 3TOrO pexmnma ykaxuTe, B Kakmx criydasx oH JOSHKEH UCNorb-
30BaTbCA:

BKnoynTb MOHUTOPMHI CUCTEMHOIO peecTpa — BbIBOAWTL 3anpoc
OEeNCTBMI Mnonb3oBaTens npyv OOHApY>XEeHUU MOMbITOK U3MEHEHMWS
06HLEKTOB CUCTEMHOrO peecTpa.

Ecnu npunoxeHne yCTaHOBMEHO Ha KOMMbIOTEP NOA ynpaBreHnem
Microsoft Windows XP Professional x64 Edition, Microsoft Windows
Vista n Microsoft Windows Vista x64, nepeuncrneHHble ganee na-
paMeTpbl MHTEPAKTUBHOIO PeXMMa OTCYTCTBYHOT.

BKnoYnTb KOHTPOSb LENIOCTHOCTHU anﬂO)l(eHVIVI — 3anpawmBaTtb
noaTBepXOeHNe OencTBU Nnonb3oBaTtenst nNpu nonbiTke 3arpyskum
MO,EI,yﬂeVI B KOHTPONMpyeMble NMPUnoXXeHus.



40 AHmueupyc Kacnepckozo 7.0

BknounTb pacwMpeHHY NPOaKTUBHYIO 3aliUTy — BKIHOYUTH
aHanu3 Bcel NoJo3pWUTENbHOW aKTMBHOCTU MPUIIOXKEHUA B cucTe-
Me, B TOM uucrne 3anyck Gpaysepa C napameTpamu KOMaHAHOW
CTPOKW, BHeJPEHME B NPOLECCHl NPorpamMM U BHEAPEHUE OKOHHbIX
nepexBaTYnKoB (M0 YMOSYaHUIO AaHHble NapaMeTpbl OTKIOYEHbI).

3.2.4. HacTpouka napamMmeTpoB O6HOBNeHuUsA

KayecTBO 3almThl Bawero KOMMnbOTEPa HanpsMy 3aBUCUT OT CBOEBPEMEHHOTO
nonyyeHuss obHoBneHun 6a3 1 moaynen npunoxexHms. B gaHHoM okHe mactepa
HacTpoWku BaMm npepnaraeTcs BblbpaTb pexvum OBGHOBNEHWS MPUMNOXEHWUS W
copmmpoBaTb NapameTpbl pacnncaHus:

(&) ABTOMaTMueCKM. AHTMBUpPYC Kacnepckoro ¢ 3agaHHOM NepUOAUYHOCTBLIO
npoBepsieT HanMyve naketa O6HOBNEHMIN B UCTOYHMKE OOHOBReHus. YacTto-
Ta NPOBEPKM MOXET YBENMYMBaTbCA BO BPEMS BUPYCHbLIX aNUAEeMuin u co-
KpawaTteca BHe uX. lNpu obHapyXeHnn cBexmx OBHOBMEHW MPUOXeHWe
CKaymBaeT UX M yCTaHaBMMBAET Ha KOMNbIOTEP. TaKoW PEXNM UCMOoSb3yeTcs
Mo yMOMn4aHuio.

® Kaxabin aeHb B 15:00 (B 3aBMCMMOCTM OT NapameTpoOB pacrnvcaHns UHTep-
Ban MoXeT u3MeHATbcsl). OBHoBNeHMe OyaeT 3anyckaTbCa aBTOMaTUYECKU
no copMmMpoBaHHOMY pacnmcaHuio. [NapameTpbl pacnncaHus MOXHO ycTa-
HOBUTb B OKHE, OTKpbIBaOLLEMCS N0 KHonke U3MeHUTb.

@® BpyuHyto. B aTOM cnyyae Bbl OygeTe caMoOCTOATENbHO 3anyckaTb 0GHoBMe-
HWe NPUINOXeEHUS.

O6paTtute BHMMaHWe, YTO 6a3bl U MOAYNU NPUMOXEHUS, BXOASALINE B AUCTPUOY-
TWB, MOTyT yCTapeTb Ha MOMEHT YCTaHOBKW MPUIOXeHUs. [1o3aToMy Mbl peko-
MEeHZAYeM MONy4nTb camble NocrnegHne OOHOBMEHMS Npurnoxenus. [Onst atoro
HaXMuTe Ha kHonky O6HOBUTBL cenyac. B gaHHom cnyyae AHTuBMpyc Kacnep-
CKOro nony4uT Heobxoaumbii Habop OBHOBNEHWI C CalToB OBGHOBMNEHUSA B WH-
TEpHeTE M YCTAaHOBUT MX Ha Ball KOMMbIOTEP.

Ecnn Bbl XOTUTE NEpenTu K HACTpOKKe napameTpoB obHOBNeHus (BbibpaTb pe-
CypC, C KOTOporo 6ygeT nponcxoaute OOHOBMNEHME, HACTPOUTL 3anyck OOHOBIe-
HWSi OT UMEHUN OoNpeeneHHoN YYETHON 3anucK, a Takke BKIYNTb CEPBUC KOMK-
poBaHMA OGHOBMNEHUI B NOKanbHbIA MCTOYHMK), HaXMKUTE Ha KHonKy HacTpoika.

3.2.5. Hactpouka pacnucaHmsa NpPpoBepKu Ha
BUPYCbI

Mounck BpeAOHOCHbIX OOBEKTOB B 3aAaHHbLIX 00MacTax NPOBEPKN — OOHA U3 BaX-
HbIX 3afa4, obecneymBarLMX 3aWUTyY BaLLero KOMnboTepa.
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Mpu yctaHoBKe AHTUBMpPYCa Kacnepckoro no ymonyaHuio co3gatoTcs Tpu 3agayu
NpoBepKN Ha BUPYCbl. B 4aHHOM OkHe MacTepa HacTpoviku Bam npepnaraeTcs
BblbpaTh pexum 3anycka 3agadv npoBepKu:

MpoBepka 06LEKTOB aBTO3anycka

Mo ymonyaHuio npoBepka 06LEKTOB aBTo3anycka Npou3BoaUTCH aBToMa-
Tudecku nNpu 3anycke AHTMBMpYca Kacnepckoro. MNMapameTpbl pacnucaHus
MOHO U3MEHUTb B OKHE, OTKPLIBAIOLLIEMCS MO KHOMKe U3MeHUTD.

MpoBepka KpUTUYECKNX obnacren

[ns aBTOMaTU4eCKOro 3anycka NpoBEpPKU Ha BUPYCbl KPUTUYECKMX obnac-
Ten KkoMnbloTepa (CUCTEMHOM NamATH, 06bEKTOB aBTo3anycka, 3arpy3ou-
HbIX CEKTOpOB, cucTeMHblx kaTtanoroB Microsoft Windows) yctaHoBute
dnaxok B cooTBeTCcTBylOWEeM 6noke. MapameTpbl pacnMcaHuWs MOXHO
HaCTPOUTb B OKHE, OTKpbIBaoLeMCs NO KHonke U3MeHUTb.

Mo ymonuyaHuio aBToMaTn4Yecknin 3anyck 4aHHON 3a4auun OTKITIOYEH.
MonHasa npoBepka KoMnbloTEPa

[lns aBTOMaTM4eCKOro 3anycka NOSIHOM NPOBEPKM Ballero KomnbloTepa
Ha BUPYCbl yCTaHOBUTE dnaxok B COOTBETCTBYHOLLEM onoke. MapameTpsbl
pacnucaHnsi MOXXHO HaCcTpOUTb B OKHE, OTKpbiBatoLLEMCS Mo KHonke U3-
MEHMUTb.

Mo ymonuaHuto 3anyck 4aHHOW 3afadm No pacnucaHuio oTkmnoyeH. OgHa-
KO Mbl peKoMeHAyem cpasy Mocre YCTaHOBKWU MPUIOXEHUS 3anyCTuTb
MOSHY0 NPOBEPKY KOMMbIOTEPA Ha BUPYCHI.

3.2.6. OrpaHunuyeHme gocryna K
NPUIIOXKEHUI0

B cBS3W C TeM, YTO MEpPCOHanbHbI KOMMbIOTEP MOXET WUCMONb30BaThCsH He-
CKOJIbKUMMU JTH0AbMM, B TOM YNUCHE C PasHbIM YPOBHEM KOMIMbIOTEPHON rpaMoOTHO-
CTW, @ TaKkKe B CBA3M C BO3MOXHOCTbIO OTKIMIOYEHUST 3aLLUMTBl CO CTOPOHbI Bpeao-
HOCHbIX Nporpamm, Bam MnpeanaraeTcs orpaHnyMTb AocTyn Kk AHTUBMpYcy Kac-
nMepcKkoro ¢ nomolublo napons. Maponb No3BonseT 3aWWTUTb NPUNOXEHUe OT
MOMbITOK HECAHKLMOHUPOBAHHOIO OTKIMOYEHUS 3alLMThl UM U3MEHEHMUS ee na-
pameTpoB.

[nsa BKMOYEHMS 3aWNTLl yCTaHOBUTE (hraxok Y| BknouYnTb 3awmTy naponem
n 3anonHute nons Maponek 1 NMopgTBepXAeHMe napons.
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Hwke ykaxuTe obnacTtb, Ha KOTOpyl OyaeT pacnpoCTpaHATbLCA OrpaHudeHue
poctyna:

® Bce onepauuu (Kpome yBegomrieHurM o6 onacHocTtu). 3anpawmBaTb na-
ponb NpU MHULMMPOBaHMM N0GOro AencTBMS NOMb30BaTENsA C NPUMOXKEHW-
€M, 3a UCKNtoYeHeM paboThl ¢ yBeaoMIeHUSIMU 06 0GHapPYXEHUM ONacHbIX
00OBbEKTOB.

O] OThenbHbIe onepauuu:

N3meHeHne napamMeTpoB paboTbl NPUNOXEHMUS — 3anpoc Napons npu
MOMbITKE MOJIb30BATENS COXPAHWUTL U3MEHEHUS NapaMeTpPoB MPUMOXKe-
HUS.

3aBeplieHue paboTbl C NPUNOXKEHNEM — 3arnpoC Napors npu NonbITke
nonb3oBaTens 3aBepLnTb paboTy NPUNOXKEHUS.

OcTaHoBKa / npuocTaHOBKa KOMMOHEHTOB 3aliMTbl M 3agay nNpoBep-
KW — 3anpoc napons npu norbiTke Norb3oBaTens NPUOCTAHOBUTL UMK
BbIKINIOYNTE MOSHOCTbLIO PaboTy Kakoro-nmbo KOMMOHEHTa MOCTOSIHHOM
3awmThl NMBO 3agaymn noncka BUPYCOB.

3.2.7. KOHTpOJb LEeNOCTHOCTU NPUSIOXKEHUN

Ha paHHOoMm aTane paboTbl mactepa AHTMBUpPYC Kacnepckoro npoaHanusvpyet
YCTaHOBIIEHHbIE Ha BalleM KOMMbIOTEpe MNpUoXeHns (dhannbl AUHAMUYECKUX
6ubnunotek, undpoBble NOAMUCKH MPOU3BOAUTENEN), BbLIMNOSHUT MOACYET KOH-
TPOMbHBIX CyMM haiinoB MPUOXKEHWUA 1 CO34ACT CNNCOK AOBEPEHHBIX, C TOYKM
3peHus aHTUBMpYCcHOM Be3onacHocTW, nporpamm. Hanpumep, B AaHHbIA CIMCOK
aBToMaTmyecku ByayT noMelleHbl BCe MPUIoXeHus, nMeowme nognucs Micro-
soft Corporation.

B pganbHenwem, nonyyeHHasi B Xo4e aHanvsa CTPYKTYpbl NPUIOXEHUA, MHAOP-
Mauusa byget mcnonb3oBatbes AHTMBMPYcOM Kacnepckoro ansi npegoTtspalle-
HWSA BHEAPEHUS] BPEAOHOCHOTO KoAa B MOAYMMN MPUMOXEHWN.

AHanua YCTaHOBJIEHHbIX Ha BalleM KoMnbHTepe NPUIIOXXEHU MOXET 3aHATb
HEeKOTOpOoe BpeMs.

3.2.8. 3aBepuwieHue pabortbl macrepa
HACTPOMKM

B nocnegHem okHe macTepa Bam npegnaraeTcs nepesarpy3untb KOMMbTep Ans
3aBepLUeHNs YCTaHOBKW NpunoxeHusi. MNepesarpyska Heobxoauma ans KoppekT-
HOW perncTpaumm gpansepoB AHTUBUPYca Kacnepckoro.

Bbl MOXeTe OTNOXUTb nepesarpysky KomnbioTepa, HoO B 3TOM Clly4ae HeKOTopble
KOMMOHEHTbI 3allUTbl MPUoXeHna He 6y/J,yT pa6OTaTb.
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3.3. Mpoueaypa yctaHOBKM
MPUOXXEeHUA U3 KOMaHaHOM
CTPOKM

Ans moezo ymobkl ycmaHosumbs AHmusupyc Kacnepckozao 7.0, Habepume 8 Ko-
MaHOHOU cmpoKe:

msiexec /i <mmsa nakera>

Bypet 3anyweH mactep ycrtaHoBku (cm. n. 3.1 Ha cTp. 31). Mo 3aBepLieHun yc-
TaHOBKU MPUIOXEHNsI, HEOOXOAMMO nepes3arpy3nTb KOMMbITEP.

Takke Bbl MOXETE NPV YCTAHOBKE MPUIIOXKEHWs1 BOCMONb30BATLCA OOHUM U3
creayoLLmMx cnocoGos.

Umobbl ycmaHo8UMb NPUSIOXEHUE 8 CKPbIMOM pexume 6e3 nepe3azpysKu KOM-
netomepa (nepesaspysky credyem npou3secmu 8py4YHyH rocse ycmaHO8KU),
Habepume:

msiexec /i <mmsa_makera> /qn
Umobbl ycmaHo8uMb MPUIIOXEHUE 8 CKPbIMOM pexume ¢ rnocnedyrowel nepe-
3azpy3Kkoli Komrnbromepa, Habepume:

msiexec /i <mmsa_makera> ALLOWREBOOT=1 /qn



NMABA 4. UHTEP®EMC
NMPUJTIOXXEHMA

AHTUBMPYC Kacnepckoro o6nafaeT AOCTaTOYHO NPOCTLIM M yAOOHbIM B paGoTe
uHTepdoeiicoM. B OaHHOM rmaBe Mbl NogpoGHEe pPacCMOTPUM OCHOBHbIE €ro
3MEeMEHTbI:

e 3HaAYyoK B cucTeMHou naHenu (cm. n. 4.1 Ha cTp. 44);

® KOHTEKCTHOE MeHIo (CM. N. 4.2 Ha cTp. 45);

e [naBHOe OKHO (cM. M. 4.3 Ha cTp. 47);

e OKHO HacTpPOWMKM NapameTpoB NpunoxeHus (cm. n. 4.4 Ha cTp. 50).

Kpome OCHOBHOro mHTepdenca npunoxeHne UMeeT KOMMOHEHTbl pacLUMpeHUs
(nnarvHel), BCTpanBaeMble B MPUIIOXEHWS:

e Microsoft Office Outlook (cm. n. 8.2.2 Ha cTp. 102).

e Microsoft Outlook Express (Windows Mail) (cm. n. 8.2.2 Ha cTp. 102).
e The Bat! (cm. n. 8.2.3 Ha cTp. 103).

e Microsoft Internet Explorer (cm. nasa 9 Ha cTp. 109).

e Microsoft Windows Explorer (cm. n. 11.2 Ha cTp. 138).

MnarvHbl paclumnpsaoT BO3MOXHOCTU NEPEYNCIIEHHBIX MPOrpamMm, NO3BOMSAA U3 KX
MHTepderica OCyLLeCTBNATb yNpaBneHMe M HacTPOWKY COOTBETCTBYHOLLMX KOM-
noHeHToB AHTMBMPYCca Kacnepckoro.

4.1. 3HAUOK B CUCTEMHOM nNnaHenm

Cpasy nocrne ycraHoBku AHTMBMpYca Kacnepckoro B CUCTEMHOW MaHenu rosis-
NSETCS ero 3Ha4oK.

3Hauvok siBNseTCst CBOEro poaa nHOnMKaTopom pa60TbI AHTVIBVIpyca Kacnepckoro.
OH OTpaXaeT COCTOSHME 3allMThbl, a Takke nokasblBaeT Psi OCHOBHbIX OENCT-
BWI, BbINOSTHAEMbIX NPUITOXXEHNEM.

Ecrnu 3Hauok aktusHbiin Pa (uBeTHOI), 9TO O3HaYaeT, YTO 3aluUTa BalLero KOM-
nbloTepa BkNtoYeHa. Ecnu 3Ha4ok HeakTUBHbIN F (4epHo-6enkbIn), 3HaUMT 3awm-
Ta BbIKMOYEHA MOSHOCTLIO UMW OTKMOYEHbl HEKOTOPblE KOMMOHEHTbI 3alUUThbI
(cm. n. 2.2.1 Ha cTp. 24).
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B 3aBucMMOCTM OT BbINONMHAEMOM onepauun 3Havok AHTuBMpyca Kacnepckoro
MeHseTcs:

¥,  BoinonHsieTcst NpoBepKa NOYTOBOrO COOBLLEHMS!;
M BLINOMHAETCA NPOBEPKa CKPUNTA;
K.  BbinonHsietcs nposepka chaiina, KOTOPbI OTKpbIBaeTe, coxpaHsieTe

nUnun 3anyckaeTte Bbl UM HEKOTOpPaA nporpamMmma;

|§ BbINonHsieTca obHoBNeHne 6a3 n Mmoaynen npunoxeHus AHTUBUpYyca
Kacnepckoro.

M, npomsoluen cboit B paboTe Kakoro-nmbo KOMMOHEHTa AHTUBMpYCa
Kacnepckoro.

Takke 3Ha4yoKk obecneyrBaeT 4OCTYN K OCHOBHbIM 3fieMeHTam nHTepdenca npu-
TNOXEHWSA: KOHTEKCTHOMY MeHo (CcM. Nn. 4.2 Ha cTp. 45) 1 rmaBHOMY OKHY (CM.
n. 4.3 Ha cTp. 47).

UToObl OTKPbITb KOHTEKCTHOE MEHI0, LUEeNKHUTE MNpaBOW KnaBuLIed MbIK MO
3HAYKy NPUNOXKEHUS.

UTtobbl OTKpbITL rMaBHoe okHO AHTuBMpYca Kacnepckoro Ha pa3sgene 3awura (C
HEro No yMOMYaHUI0 HaunHaeTcs paboTa C NPUNOXEHUEM), ABaXAbl LUENKHUTE
NeBOW KNaBULLEW MbILLM MO 3HAYKy NpunoxeHusi. OOHOKpaTHOE HaxaTtue npuee-
OeT K OTKPbITUIO TNTAaBHOIO OKHA Ha pasgerne, KOTopbi Oblil akTUBEH MPUW 3aKpbl-
TUN.

Mpun nosiBneHuMn HoBocTel oT «JlabopaTopun Kacnepckoro» B CUCTEMHOW NaHe-

I ~ ~
NN nosiBNsAeTcsa 3Ha4YoK —H. LU.eJ'IKHVITe Nno HeMy ABaXAbl NeBOU Knasulen Mbilln
N B OTKpPbIBLLUEMCA OKHE O3HAaKOMbTeECb C TEKCTOM HOBOCTW.

4.2. KoHTeKcTHoe MeHIo

KoHTekcTHOe MeHIo (cM. puc. 1) no3BonseT nNepenTu K BbIMONHEHNIO OCHOBHbIX
3agau 3aLmThbl.

MeHto AHTrBMpPYca Kacnepckoro cogepxuT cneaytowme nyHKTb:

MpoBepka Moero KomnbloTepa — 3anyck MOMHON NPOBEPKW BaLLEro KOM-
nbloTepa Ha NpPUCYTCTBUE BPEeAOHOCHBIX 06EKTOB. B pesynbTate 6yayT
npoBepeHbl 06BEKTbI HAa BCEX AUCKAX, B TOM YMCHE U CMEHHbIX HOCUTE-
nsx.

Mowuck BupycoB — nepexop K BbIGopy 06BLEKTOB 1 3anyCKy NPOBEPKM Ha BU-

pycbl. [1o ymMmonyaHuio CnMcok COAepXXUT psif OOBbEKTOB, TakMX Kak KaTa-
nor Moum [lokyMeHTbl, 0ObEeKTbl aBTO3arnycka, noyToBble 6asbl, Bce
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OWCKM BalLero komnbtotepa v T.4. Bbl MOXeTe NONOMHUTL CMUCOK, Bbl-
H6paTb 06bEKTHI ANA NPOBEPKN M 3aMyCTUTb NMOUCK BUPYCOB.

O6HoBneHue — 3anyck obHoBneHus 6a3 n mopynen AHTMBUpyca Kacnep-
CKOrO 1 UX YCTaHOBKa Ha BalleM KOMMbOTepeE.

Mpoespka Moero KoMnetoTepa
MoMCK BHPYCOE, .,
CBHOBNEHHE

Hactpofka...
AHTHBHpYC Kacnepckoro

MpHOCTAHOEK A SaUHTE .
2 Nporpamme. ..

Bbixoa

PucyHok 1. KoHTekcTHoe MeHio

AKTUBaUMA — nepexoa K akTMBauUMK NpUnoxeHus. [ns nonyyeHus craTtyca
3aperucTprpoBaHHOIO NONb30BaTeNs, Ha OCHOBaHUM KOTOPOro Bam Gy-
OYT OOCTYMNHbI MosiHas (OYHKLMOHANBHOCTE MPUIOXEHUS U CEPBUCHI
Cnyx6bl TEXHWYECKON MNoadepXku, HeobXoOMMO aKTUBMPOBAThL Bally
Bepcuio AHTUBMpYca Kacnepckoro. [aHHblii MyHKT MEHI0 MpUcyTCTByeT
TOMBLKO B TOM Cly4ae, eCni NMpUnoXeHne He akTMBUPOBaHa.

HacTtporka — nepexof K MpoCMOTPY M HacTporike napameTpoB paboTbl AH-
TuBMpyca Kacnepckoro.

AHTuBMpYCc Kacnepckoro— OTKpbITUE [NIABHOTO OKHa MPUIOXEHUS
(cm. n. 4.3 Ha cTp. 47).

MpuocTtaHoBKa 3awmThl / BkniovyeHune 3amTbl — BbIKMOYEHNE HA Bpemsl/
BKItOYeHMe paboTbl KOMMOHEHTOB MOCTOAHHOW 3aWwuThl (CM. n. 2.2.1 Ha
CTp. 24). [JaHHbIA NYHKT MEHI0 HE BNMSIET HA OOHOBMEHME MPUIOXKEHMS
1 Ha BbIMOSHEHNE 3a[ay Nnovcka BUPYCOB.

O nporpamme — BbI30B MH(OPMaLMOHHOro okHa o6 AHTMBMpYce Kacnep-
CcKoro.

Bbixoa — 3aeepwuntb paboty AHTuBMpyca Kacnepckoro (npu Bbibope AaH-
HOro MyHKTa MEHI0 npunoxeHue OyAeT BbIrPYXEHO M3 onepaTvBHON
namaTu KoMnbloTepa).

Ecnun B gaHHbIN MOMEHT 3anyLieHa kakasi-nnbo 3agaya novcka BUPYCOB, €e UMS
OyOeT OTpaXeHO B KOHTEKCTHOM MEHIO C yKa3aHMEM pe3yrnbTaTta BbINOMHEHUS B
npoueHTax. BelbpaB 3agavy, Bbl MOXETe NEPenTV K OKHy OT4eTa C TeKyLumu
pesynbTaTaMun ee BbIMOJNTHEHUSI.
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4.3. FTNaBHOe OKHO NMPUIIOXKEHUA

"maBHoe okHO AHTUBMPYCa Kacnepckoro (CM. puc. 2) yCrioBHO MOXHO pa3genuTb
Ha TpW YacTu:

® BEepXHAA 4YacCTb OKHa CUrHanusmpyet O TeKyllemM COCTOAHUU 3allnTbl Ba-
Liero KomnbroTepa.

CyliecTByeT TPy BO3MOXHbIX COCTOAHUS 3awmTbl (CM. . 5.1 Ha cTp. 52),
Kapk4oe M3 KOTOPbIX HarMagHO BbIPaXXeHO onpedeneHHbIM LBETOM, aHarno-
MYHO CUrHamnam LOPOXHOro ceetodopa. 3eneHbli LBeT 0603HaYaeT, YTo
3aWMTa Ballero KOMMblOTepa OCYLLEeCTBNSAETCS Ha [AOMMKHOM YpPOBHE,
XKenNTbIi U KPacHbIV LBETa CUrHanNU3npyroT O HanuyMm pasHoro poga npo-
6nem B HacTpoiike napameTpoB unun pabote AHTuBMpyca Kacnepckoro.

Ons nony4veHns nogpobHon MHdopmMauum ob aTnx npobnemax u GeicTpo-
ro UX pelleHusi Bocnonb3yntecs MactepoM 6e30nacHOCTM, KOTOPLIA OT-
KpbIBaeTCs NO CCbINKe C yBeAoMIIeHeM 06 yrpo3ax 6e3onacHoCTH;

Antneupyc Hacne pcroro 7.0

= W

il
f'{“m'“F‘F» "‘“ﬂam KOMNbHOTEP 3aLWNLLEH
acnepckoro  TIpOCMDTPETL OTNONCEHHBIE ¥rPO3bI
el
/[ 3awwTa
DAANOBEIA AHTHEMPYC [ |
. U AHTHEMPYE Kacnepckoro oBecneYHESET KOMMNEKCHYH 3aILMTY
TouToBEIH AHTHEMPYC KOMMBHTEPE 0T BHPYCOE, WMOHCKOro M0 K apyrin:
Bef-AHTHEMPYC BPEATHOCHELX NPOTPEHH,

MpoakTHEHAA 3aWHTA

=) CTaTyC 2alUMTbl BALLErD KOMMbIOTEpa
3auTa BalWero KoM Tepa: paboTaet
MpoEepeHD: 19025
Crton | Maysa | Hactpofka

= MpoeepuTb KPUTHMUECKWe 0bnacTH
MocneaHHA sanyck: 11.05.2007 11:54:29
CTaTyo: npepeaHa

Hactpofika | Pacnmcaqme

=) OOHOBMTL Bazbl
Aata eeinycka bas: 11.05,2007 10:23:37
CTaTyc: fa3kl B AKTYaNEHOM COCTOAHHK
HacTpofika | OTRAT Kk Npeabiayilnm Gasan

m Cnpaeka | HacTpofca l

PucyHok 2. MmaBHoe okHO AHTUBMpYCca Kacnepckoro
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e JieBad 4aCTb OKHa — HasucalUUOHHas — no3sondeT 6bICTp0 M NpocTo ne-
penTn K J'IPOGOMy KOMMOHEHTY, K BbINONMHEHUIO 3aday MOWCka BUPYCOB,
obHoBMEHMS, K CEPBUCHbIM beHKLI,VIF!M NPUNOXeHnA,

e MpaBas 4acTb OKHA — UHGOPMAaUUOHHAs — COOEPXUT MHGOPMAaLMIO Mo
BblGpaHHOMY B JIEBOW YacTW KOMMOHEHTY 3alluTbl, MO3BONAET NepeiTn K
HaCTpOMKe KaXOoro U3 HuX, NPefoCcTaBnseT MHCTPYMEHTbI NS BbiMomHe-
HMS 3a4ad noucka BUPYCOB, AN paboThbl ¢ dharnammn Ha kapaHTUHE U pe-
3epBHbLIMU KOMUSIMW, AN YNPaBNEHUs NTULEH3NOHHBIMU KIioYamu U T.4,.

Bbibpas B neBon YacTu okHa Kakor-nubo pasgen unm KOMMOHEHT, B NpaBou Yac-
TV Bbl NOMy4MTE NOSMHYI MHMOPMALIMIO, COOTBETCTBYIOLLYIO CAENaHHOMY Bbl6O-

py.

PaccmoTpum nogpobHee anemMeHTbl HaBUrauMOHHOW NaHenu rnaBHOro OKHa.

Pa3pgen HaBUrauMoHHOM 4YacTu
rNlaBHOro OKHa

HasHa4yeHue

o — |

PEANOEEIA AHTHEHDYC

MOYTOBEIA AHTHEHDYC
Eef-AHTHEHDYC

nDDaKTHBHaﬂ SAWMTS

MmaBHaa 3agava pasgena  3awmTa —
obecrneyeHne 4OCTyMNa K OCHOBHLIM KOMIMO-
HEeHTaM MOCTOSIHHOW 3aLLMTbl BaLLero KoMm-
nbloTepa.

YTtob6bl npocmoTpeTb MHOpMauuo o pa-
0oTe Kakoro-nmbo KOMMOHEHTa 3aluThbl
UnNu ero Moaynewn, nepevTn K HacTpownke
ero napameTpoB WIIM OTKPbITb OTYET MO
Hemy, BblOepuTe [aHHbIA KOMMOHEHT B
cnucke pasgena 3awura.

Kpome Toro, B 4aHHOM pasgene pasmelle-
Hbl CCbIfkK, obecnedmBalroime AOCTYN K
Hanbornee BOCTpebOOBaHHBIM  3adayam:
npoBepka 0ObLEKTOB Ha BMPYCbl U OOHOB-
neHve 6a3 npunoxeHus. Bbl moxeTe no-
CMOTpPeTb MHPOPMAaLIMIO O COCTOAHUM AaH-
HbIX 3aJay, NepenTn K X HacTpoike nMnbo
cpasy 3anyCTUTb UX Ha BbIMOSIHEHME.

KpMTHYECkHE 0bnacTH

MoF KomneraTen
OfberTE aBTO3aMYKE
Maokck pyTRHTOE (roatkit)

Pasgen Mouck BupycoB obecneunBaeT
[OCTyn K 3afjavam NpoBepKM OOBLEKTOB Ha
BMpycbl. B Hem npepacTtaBneHbl 3agaun,
cchopmmnpoBaHHble 3kcnepTammn «Jlabopa-
Topun Kacnepckoro», (NMouck BUPYCOB B
KpUTUYecknx obnactsx, cpean ob6beKTOB
aBTO3anycka, nofiHasi NpoBepka KOMMbHO-
Tepa, NOUCK PYTKUTOB), a TakKe nosib3oBa-
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Pasnen HaBUraLMoHHOM YacTn
rnaBHOro okHa

HasHa4yeHue

TenbCKkne 3agayun.

Mpun BbIGOpPE 3agauynm B cnucke B NpaBou
4YacT! OKHa Bbl MOXeTe NPOCMOTPETb WH-
dopmaumio o0 BbINOMHEHNW AaHHOW 3aja-
4n, NepenTn K HacTponke ee NapameTpos,
dopmumpoBaHMio cnucka o0b6bekToB AN
NpPOBEepKK, 3anyCcTuTb 3adady Ha BbINoOsHe-
Hue.

[na npoBepku otaenbHoro obvekra (pan-
na, manku unu gucka) BbibepuTe pasgen
Mouck BupycoB, B MpaBoOl 4acTu OKHa
nobaBbTe 0OBEKT B CMUCOK OOBLEKTOB Ans
NPOBEPKMN W 3anycTuTe 3agaqy.

Kpome Toro, gaHHel pasgen obecneumsa-
eT JOCTYN K CO3[aHuio AucKa aBapunHOro
BOCCTaHOBMNeHus (cM. n. 15.4 Ha cTtp. 185).

Pasgpen O6HoBReHue cogepXuT UHAOpP-
Mauuto 06 0BGHOBNEHMM NPUNOXEHUS: AaTy
co3faHus 6a3 M KONMMYECTBO CUrHATyp BU-
pycoB, cofepxalyuxcs B 6asax.

C NoMOLLbI0 COOTBETCTBYIOLLMX CCbINOK Bbl
MoXeTe 3anycTuTb OOHOBIEHUE, NMPOCMOT-
peTb [AeTanbHbll OTYeT, MepenTn K Ha-
CTpoiike napameTpoB OOHOBMEHWs, Bbl-
NONMHUTL OTKaT OBHOBMEHVA OO0 npeablay-
Len Bepcuu.

B pasgene OTyeTbl 1 (hannbl JaHHbIX Bbl
MOXXEeTe MPOCMOTPETb NOAPOOHLIN OTYET O
paboTe n6Oro KOMMOHEHTa NPUMOXEHUS,
3afayM noucka BUPYCOB MNM OBHOBREHUS
(cm. n. 15.3 Ha cTp. 177), a Takke nepenTn
K paboTe ¢ o6beKkTaMu, HaxoAsLWMUMUCS Ha
kapaHTuHe (cM. n. 15.1 Ha cTp. 171) nnbo B
pe3epBHOM XxpaHurnuvuwie (cMm. n. 15.2 Ha
ctp. 175).

Pasgen AkTuMBauusa npefHasHaveH Ans
paboTbl C KMnoYamu, HeoOXoAUMbIMK Ans
NonHOYHKUMOHaNbHoM paboTbl Npunoxe-
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Pasnen HaBUraLMoHHOM YacTn
rnaBHOro okKHa

HasHa4yeHue

Husa (cM. n. naea 14 Ha cTp. 168).

Ecnu kntov He ycTaHOBMEH, pekomeHayeT-
CA Kak MOXHO ckopee npuobpectn ero u
aKTMBMpOBaTb MpurnoxeHne (cM. n. 3.2.2
Ha cTp. 36).

Ecnu kntoy ycTaHoBNeH, B AaHHOM pasfe-
ne npepfcraBneHa wuHdgopmauuss o Tune
MCNOMb3yeMOro Kroya U Cpoke ero Aencr-
Bus. Mo ncteyeHun cpoka OenNCTBUSA TeKy-
Lero Knwoyva Bbl MOXeTe NpoavTb €ero
yepe3 Beb-cant «Jlabopatopun Kacnep-
CKOro».

B pasgene Moppepxkka npencraBneHa
nHdpopmMauma o cepsucax Cnyxbbl TEXHU-
YecKor noaaepXku Ans 3aperncTpupoBaH-
HbIX nonb3oBaTtenen AHTMBUpyca Kacnep-
CcKoro.

Kaxabli 3neMeHT HaBWraLMOHHOW 4YacTy ConpoBOXAaeTcs cneuvanbHbIM KOH-
TEKCTHbIM MeHo. Tak, Ans KOMMAOHEHTOB 3alUUTbl MEHIO COAEPXMT MYHKTbI, MO-
3BonsioLMe BbICTPO NMepPenTn K UX HACTPOMKE, K yNpaBneHuto, K NPOCMOoTpy OT-
yeTa. [Ins 3agady novcka BMPYCOB NPeayCMOTPEH AONOMHUTENbHBIA NYHKT MEHIO,
No3BONALUIA Ha OCHOBE BbIOpaHHON 3adayun co3aaBaTb COGCTBEHHYIO.

Bbl MOXXeTe MeHSATb BHELUHWI BUO NpunoXeHua, co3dgaBasd U UCNONb3yda CBOU

rpacdyeckne aNemMeHTbl U LIBETOBYIO

nanuTpy.

B neBon HwWxHewn yacTu okHa pacnonoxeHbl ABe kHomku: CnpaBka, obecneyu-
BawoLLaA AOCTyn K cnpaBoyHon cucteme AHTMBMpYC Kacnepckoro, n Hactpoika,
OTKPbIBAIOLLAsi OKHO HAaCTPOWKW NapameTpOB NPUIIOXKEHNS.

4.4. OKHO HACTPOMKM NnapamMmeTpoB

NPUIIOXKEeHUnA

OkHO HacTpoiku napameTpoB AHTMBMpYyca Kacrnepckoro MOXHO Bbl3BaTb M3
rnaBHOro okHa (cM. n. 4.3 Ha cTp. 47) NN KOHTEKCTHOrO MEHIO MPUIOXEHMUS (CM.
n. 4.2 Ha cTp. 45). [Ins aToro HaxmuTe Ha KHonky HacTpouka B HUXHEN YacTu
rMaBHOro OkHa NM60 BbIGEPUTE OOHOMMEHHBLIN MYHKT B KOHTEKCTHOM MEHIO Npu-

NOXeHn4.
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OKHO HacTpoWkmM (CM. puc. 3) NOCTPOEHO aHAMNOrMYHO rMaBHOMY OKHY:

e neBas 4YacTb OkHa obecneuymBaeT ObICTPbIA M YOOOHbIA [OCTYNn K Ha-
CTpOViKe KaXOoro M3 KOMMOHEHTOB MOCTOSIHHOWM 3aluThl, 3aday noucka
BMPYCOB, OGHOBMEHUS!, a TakKe HacTPOMKe CEePBUCHBIX (PYHKLMIA Npuno-
XKEHUs;

e [ipaBad 4YacCTb OKHa COOEPXUT HenocpeacTBEHHO NepeYeHb napameTpoB
Bbl6paHHOFO B JIEBOM YaCTM KOMIMOHEHTA, 3a4a4ym U T.4.

Mpw BbIOOPE B NEBOW YaCcTW OKHA HACTPOWKW Kakoro-nnbo pasgena, KOMMoHeHTa
nnbo 3agaun B NpaBoOM YacTu OokHa OyayT npeacTaBrneHbl ero OCHOBHbIE napa-
MeTpbl. [Ina getanbHOW HAaCTPOMKM HEKOTOPLIX NapamMeTpoB BaMm OyaeT npeasno-
XKEHO OTKPbITb OKHa HACTPOWKU BTOPOro M TpeTbero yposHew. [NogpobHoe onu-
CaHune HacCTpONKM nNapameTpoB MpuUnoxeHus Gyaoet npuBegeHo B pasgenax AaH-
Horo PykoBoacTea.

acTpokka: AHTHEHpYC Kacne pcioro

B e | (©) 3owmra |

DAANOBEIA AHTHEMPYC
MaUTOBEIA AHTHEHPYC
Beb-AHTHEHPYC
MpoakTHEHEA 3aLHTa A0NonHMTEREHD
(=) MoHCK BHPYCoE
KpHTHHECKHE 0BnacTh
Mof KaMneraTep
OBbEKTEI GETOSAMNYCKA
Mowck pyTEMTOE (rootkit)
¥rPO3bl 0 ACKKIHEHHA

BRMHIMHTE SEILHTY

MENone30BaTE TEXHONOMHKD NEYEHHA 3K THEHOMD 3apasEHHA

He 3anyCkaTh 3a484K N0 PACIHCaHHM NpH pabioTe ot
BaTapen

YLTYNATE PECYPCE! APYTHM NDHDHEHAAN

OBHOBNEHNE COBHECTHMOCTE
MpoKcH-cepeep [ CopmecTHMOCTE ¢ caMo3alwmToi npMnoxEeHi
Ll TDaudJ”Ka M3MEHEHHE 3TOMD NAPAMETRa BCTYMHT B CHAY NOCAE
OTHETHI W dhafnel AaHHbE MEPESArPYSKH KOMMBHITERE,
CEpEHC
Bra,

{v‘ Cnpasra

PucyHok 3. OkHo HacTponku AHTMBMpYca Kacnepckoro



FNNMABA 5. HAMAJNO PABOThI

OpHow 13 rmaBHbIX 3agad crneumanucToB «Jlabopatopun Kacnepckoro» npm cos-
AaHun AHTuBMpyca Kacnepckoro siBnsinacb onTvMarnibHas HacTpoika Bcex na-
paMeTpoB NPUNoXeHns. 3TO AaeT BO3MOXHOCTb Nomnb3oBaTento ¢ niobbim ypos-
HEM KOMMbIOTEPHOW rPaMOTHOCTW, He Yrnybnascb B napameTpbl, obecneyntb
6e3onacHOCTb KOMMNbIOTEPA Cpasy Xe Nocre YyCTaHOBKM NPUINOXEHNS.

OpHako ocobeHHOCTU KOHGUrypaumm Balero KoMnblTepa Unv 3agad, peluae-
MbIX Ha HEM, MOryT UMETb HEKOTOpYyl cneuuduky. MNoaToMy Mbl pekomeHayem
BaM MPOBECTU NpeABapUTENbHYI0 HACTPOMKY NPUNOXEHUS, YTOBbI MakcMmanbHO
rMBKo NOAONTM K 3aLLMTe MMEHHO BalLEro KOMMNbloTepa.

Ons ynobcTBa nonb3oBaTenen Mbl Noctapanvcb 06beanHUTL aTanbl NpeaBapu-
TENbHOW HaCTPOWKM B €ANHOM UHTepdberice MacTepa nepBoHavanbHON HaCcTPOM-
Kn (cM. n. 3.2 Ha cTp. 35), KOTOPLIN 3anyckaeTcs B KOHLE NpoLeaypbl YyCTaHOBKM
npunoxenuns. Cnegys ykasaHusM mMacTtepa, Bbl CMOXETE MPOBECTUM akTUBaLMio
NPUINOXEHNs,, HACTPOUTbL NapameTpbl OGHOBNEHUS M 3anycka 3agay noucka Bu-
PYCOB, OrpaHn4MTb JOCTYN K NPUIOXEHNIO C MOMOLLIbIO Napons.

Mocne 3aBepLueHns YCTaHOBKM U 3anyCKa NpurioXXeHund Ha BalleM KoMmnbikoTepe
Mbl peKoMeHgyemM BaM BbINOJIHUTL cneayuimne nencreus:

e OueHUTb TEKYLMIN CTaTyC 3aluTbl, YTOObI ybeauTbes, 4YTO AHTMBMPYC
Kacnepckoro obGecrneumBaeT 3aliMTy Ha AOIMKHOM YpoBHe (cM. n. 5.1
Ha cTp. 52).

e OG6GHOBUTb NPUIMOXEHWNE, eCNK 3TO He ObINO caenaHo ¢ NOMOLLBID MacTe-
pa HacTponkm nMbo aBToMaTMYECKN cpady Nocre yCTaHOBKW MPUMNOXEHNS
(cm. n. 5.6 Ha cTp. 57).

e [lpoBepuTb KOMMbLIOTEP HA NPUCYTCTBME BUPYCOB (CM. N. 5.3 Ha cTp. 55).

5.1. KakoB cTtatyc 3awmTbl
KoMnbloTepa

CTaTyC 3alKnTbl Ballero KomnbloTepa HarnmagHo oTpa)kaeT Hanndme unm oTcyT-
CTBME B [aHHbIi MOMEHT Yrpo3, BAMSAOLWNX Ha obwuii ypoBeHb Ge3onacHocTu
cuctembl. K yrpozam B JaHHOM Criydae OTHOCUTCH He TONbKO OBHapyxXeHue Bpe-
AOHOCHBIX MPOrpaMM, HO M UCMOMb30BaHUE yCTapeBLUMX a3 NpUNoXeHusi, oT-
KMoYeHne HEKOTOPbIX KOMMOHEHTOB 3aluMTbl, UCMOMb30BaHWE MUHUMAarbHbIX
napameTpoB paboTbl NPUNOXEHUS U Ap.

CTaTyC 3almThbl NPeacTaBneH B BEPXHEN YacTW FMaBHOrO OKHA MPUIOXKEHUs U
BblpaXKeH LiIBeTOM aHanorM4Ho curHanam cesetodopa. B saBucuMocTu oT cutya-
UMM UBETOBas ramMMa BepxHeW 4acTu OKHa OyaeT M3MEHSITbCA, a MpY HanuymMm
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yrpo3 B cucteMe 6e3omacHOCTM UBeT OyaeT AONOMHATLCA WMHEOPMALUOHHBIM
TEeKCTOM, BbINOJIHEHHbLIM B BUAE CCbIJIKA Ha MaCTep ©e3onacHocTw.

LlBeTOBoe BblpaXxeHune ctaTtyca 3alinTbl MOXeT NpuHMMaTb O4HO U3 crneayrwmnx
3HaYeHUN:

e OCHOBHOW LBET rMaBHOIO OKHa — 3€/1eHbIl. DTOT CTaTyC CBMAETENbCTBY-
eT O TOM, 4TO 3alMTa Ballero KoMnbioTepa obecneumBaeTCsi Ha OOMK-
HOM YpOBHE.

To ecTb Bbl CBOEBPEMEHHO OOHOBMIM 6a3bl NPUNOXEHUS, BCE KOMMOHEH-
Tbl 3aLWMTbI BKMOYEHbI, NPUNoXeHne paboTaeT ¢ napamMeTpamu, Peko-
MeHayembIMU cneuunanuctamu «Jlabopatopun Kacnepckoro», B pe3ynb-
TaTe BbINOSIHEHUSA 3aa4n NOMHON NPOBEPKM KOMMbloTEpa He Obifno obHa-
PY>XEHO BpPEOOHOCHBIX 0OBbEKTOB N0 OBGHapyXeHHble BpPEeAOHOCHLIE
06beKTbI ObINn 06e3BPEXKEHDI.

e OCHOBHOW LBET IMaBHOTO OKHAa — Xesimbili. YPoBeHb 3aluuTbl Ballero
KOMMbIOTEPA CHUXKEH MO CPaBHEHMIO C MpeablayLiMM cTaTycom. JaHHbIN
cTaTyc 3aluUThl CBUAETENLCTBYET O HANMMYMM HEKOTOPLIX Npobnem B pa-
60Te UNKN HaCTPOMKE NPUMOXKEHNS.

Hanpumep, ecTb He3HaunTenbHble OTKNOHEHUSA OT PeKoOMEeHOyemoro pe-
Xuma paboTbl, 6a3bl NPUNOXeHUs He OBHOBMANUCL B TEYEHNE HECKOIb-
KWUX OAHEN.

e OCHOBHOM LIBET MMaBHOMO OKHa — KpacHkIl. Ball komnbloTep noaBepraet-
€Al CEpPbE3HON Yrpo3e 3apaxkeHusl. ATOT CTaTyC CUTHANMU3NPYET O HaNUuum
npo6nem, KoTopble MOryT MPUBECTU K 3apaXKeHUo KoMnbloTepa U notepe
OaHHbIX.

Hanpumep, npousowen cbor B paboTe 0QHOMO UMM HECKOMbKUX KOMMO-
HEHTOB 3aLUMTbI, NMPUMOXEHNE HE OBHOBNANOCH O4YeHb AABHO UMK Obinn
obBHapyxeHbl BpEdOHOCHble OObBEKTbI, KOTOpble HEeobxoaMMO CpOYHO
06e3BpeaunTb, NPUIOXKEHUE He aKTUBMPOBAHO.

Mpv Hannuum npobnem B cUCTEMe 3aLUMTbl peKOMeHOYeTCA HEMeASIEHHO yCTpa-
HUTb ux. [na aToro Bocnonb3yteck Mactepom 6e30NacHOCTW, KOTOPbLIN OTKPbI-
BaeTcs No UHMOPMAaLMOHHON CChbINIKe O HanuMyuMm yrpos B cucteme GesonacHo-
ctn. Mactep 6esonacHOCTM NOMOXET Bam MOCNefoBaTeflbHO MNPOCMOTPEeTb
UMeloLLMecs yrpo3bl U NepenTn K X HeNnocpeacTBEHHOMY ycTpaHeHuto. CTeneHb
Cepbe3HOCTM Yrpo3bl CUMBOMM3NPYETCS LIBETOM MHAMKaTOpa:

— uHOukamop obpawaem eawe SHUMAaHUE Ha Hanu4yue HEeKpUMUYECKUX
y2p03, KOTopble, OAHAKO, MOTYT CHU3UTb OOLLMIA YPOBEHb 3alLUTbl KOMMbIO-
Tepa. Moxanyicra, BHUMATENbHO OTHECUMTECh K pekoMeHaauusiM crneuma-
nnctoB «Jlabopatopuu Kacnepckoro».

@

="' — UHOUKamop ompaxxaem Ha/u4ue Cepbe3HbIX y2p03 ONS 3alUTbl BaLLEro
komnbtoTepa. MNoxanyicTta, CTporo crieqyte pekoMeHgauusiM, npuBeneH-
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HbIM HWXe. Bce OHM HanpaBneHbl Ha NOBbIWEHME 3aLUNTbI BalLero KOMMbio-
Tepa. PekomeHayemble encTerst opopMIeHbl B BUAE CCbINOK.

[nsi Toro 4To6bl NPOCTO 03HAKOMMUTLCS CO CMMCKOM CYLLECTBYHOLMX Yrpo3, BOC-
nonb3ynTech ccoinkon Qanee. [ns kaxgow yrpo3bl gaeTca ee nogpobHoe onu-
caHuve v npegraraTcs cneayowmve BapuaHTbl AeACTBUIA:

e YcmpaHumb y2po3y HemedneHHO. Bocnonb3oBaBLUMCE COOTBETCTBYHO-
LWMMKU CCbINIKaMK, Bbl MOXETE NepenTy K HenocpeacTBEHHOMY YyCTpaHe-
HMIO yrpo3bl. Ond nonyyeHusa nogpobHOM MHopmaumMn O CBS3aHHbIX C
NosIBNIEHNEM OaHHOM Yrpo3bl COOLITUAX Bbl MOXETE NMPOCMOTPEeTb hann
oTyeTa. HemegneHHoe ycTpaHeHWe yrpo3sbl SIBNSETCA PEKOMEHAYEMbIM
JENCTBUEM.

o  Omnoxumb ycmpaHeHue y2po3sbl. Ecnn no kakon-nmbo npuynHe Bbl HE
MOXeTe YCTpaHuUTb Yrpo3y HeMeArieHHO, BO3MOXHO OTIIOXKWTb OaHHOe
OeNCTBME M BEPHYTBLCA K HEMY Mo3xe. [Ins 3Toro BOCMonb3ymTech CCbifl-
Ko OTNOXMWTb.

Ob6paTnTe BHMMaHWe, YTO AMNs Cepbe3HbIX Yrpo3 AaHHas BO3MOXHOCTb He
npegycmoTpeHa. K Takum yrpo3am OTHOCHATCSH, Hanpumep, Hanuyune He-
obe3BpexeHHbIX BpeAOHOCHbIX 06bekToB, cbon B paboTe ogHOro nnu He-
CKOINbKMX KOMMNOHEHTOB, noBpexaeHne dannos 6a3 npunoxeHus.

Ecnn no 3aBeplueHnn pabotel ¢ MacTtepom 6e30nacHOCTM y Bac OCTanucb He-
YCTpaHeHHble yrpo3bl, TO B BerHeVI 4acTu rMaBHOIo0 OKHa NpPUNOXeHna NoABUT-
CA HaNoOMWHaHWe O HeobXxoAMMOCTU WX YCTpaHUTb. [py MOBTOPHOM OTKPLITUM
MacTtepa 6e30MacHOCTM OTNOXEHHble yrpo3bl He ByAyT NpucyTCcTBOBaTb B Chu-
CKe aKTMBHbIX yrpo3. TeM He MeHee Bbl MOXeTe BEepHYTbCS K MPOCMOTPY M yCT-
paHeHMIo OTNOXEHHBIX Yrpo3, HaXaB Ha CCbifiky [IPOCMOTPETb OTMOXEHHbIE Yr-
pO3bl B 3aKnounTensHom okHe MacTepa.

5.2. KakoB cTatyc oTAEenbHOro
KOMMOHEeHTa 3auuThbl O

[ns npocmoTpa TekyLero cratyca foboro n3 KOMNOHEHTOB MOCTOSHHOW 3aLuu-
Tbl OTKPOWTE rMaBHOE OKHO MPUIIOXKeHWs 1 B pasfene 3awmTta BbibepuTe KOM-
noHeHT. B npaBor 4actu okHa OygeT npepcraBneHa cBogHasi MHpopmMauus o
paboTe BbIGpaHHOro KOMMOHEHTA.

CambiM BaXHbIM siBMsieTCA cTatyc pa6OTbI KOMMOHEeHTAa:

e <umMms KoMroHeHma> : pabomaem — 3awmTa, obecrneymBaemasi LaHHLIM
KOMMOHEHTOM, BbIMOMHAETCH Ha [OMKHOM YPOBHE.

e <UMS KOMIIOHeHma> : riay3a — KOMMOHEHT BbIKMOYEH Ha HEKOTOPbIN Npo-
MeXyToK BpemeHun. 3awmTa 6yaet BO30OHOBEHa aBTOMaTUYECKU MO UC-
TEeYeHVM 3ag4aHHOro nepvoga Mnu nocne nepesarpysku NpunoxeHus. Bol
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CaMOCTOATENBHO MOXETE BKMIOUYNTb KOMMOHEHT. [Jna 9TOro BOCnonb3yn-
Tecb ccbinkon Bo3obHOBUTL paboTy.

e <UMSI KOMMOHEHMa> : 8bIK/IIO4YEHO — paboTa KOMMOHEHTa OCTaHOBIEHa
nonb3oBaTteneM. Bbl MoxeTe BkMOUMTL 3awmTy. [Ins aTOro BOCMNonb3ym-
TECb CCbINKOM BKNOYnTh.

e <UMSI KOMIMOHEeHma=> : He pa6omaem— 3awmTa, obecneuMBaemas OaH-
HbIM KOMMNOHEHTOM, HE OOCTYMNHa no KakuM-nnbo npuyYnHaM.

e <ums KOMMoHeHma> : cbol 8 pabome — KOMMNOHEHT 3aBepnn paboTy B
CBS131 C OLUMOKOM.

Ecnn B paboTe koMMNOHeHTa BO3HWMKNA OLIMOKa, nmonpobynte 3anycTuTb
ero ewe pa3. Ecnyu nonbiTka NOBTOPHOro 3anycka Takke 3aBepLUUTCS C
OLWMBKON, NPOCMOTPUTE OTHYET O paboTe KOMMOHEHTa, BO3MOXHO TaM Bbl
CMOXeTe HanTu npuynHy cbosi. Ecnu xe Bbl HE MOXETe CaMOCTOATENbHO
pa3obpaTbcsi B npobrneme, coxpaHute oTyeT O paboTe KOMMOHEHTa B
c¢ann no kHonke OenctBua — CoxpaHUTb Kak u obpatutecb B Criyx0by
TexHu4eckon nogaepxku «fabopatopum Kacnepckoro».

Bcnep 3a ctatycom paboTbl KOMMOHEHTa MOXET ObITb NpuBeaeHa MHdopmaums
0 HacTpoWKax, ¢ KOTopbiMM paboTaeT KOMMOHEHT (Hanpumep, ypoBeHb 6e3onac-
HOCTMW, OeNCTBUE, KOTOPOE AOMKHO ObiTb MPUMEHEHO K OMnacHbIM obbekTam).
Ecnn B cocTaB KOMMOHEHTa BXOOAT HECKONMbKO MOAYren, NpMBOAUTCS MHAOP-
Maums 06 Ux COCTOSIHUM: BKIMOYEHb! UMY BbIKMOYEHbI. [Ina nepexona K peaaktu-
pOBaHUIO TEKYLUMX napaMeTpoB paboTbl KOMMNOHEHTA BOCMOMNb3YWTECH CCbINKON

HacTtpoutb.

Kpome Toro, BbiHECEHa HEKOTOpas CTaTUCTMKA MO pesynbTaTam paboThl Kaxagoro
KOMMoHeHTa. [ns npocmoTpa AeTanbHOro oT4eTa BOCMOMb3YMTECh CCbISIKOW

OTKpbITb OTYET.

Ecnn no kKakon-To Npu4MHE Ha AaHHbIA MOMEHT KOMMOHEHT BbIKMOYEH UK NpuU-
OCTaHOBIEH, Bbl MOXXeTe€ O3HAaKOMUTbCA C pe3yrnbTaTtaMu ero pa6OTbI Ha MOMEHT
BbIKMOYeHus. [1ns atoro BOCI'IOJ'IbSyI;ITer ccbinkon OTKPbITh OTYET O NocreaHeM

3anycke.

5.3. Kak npoBeputb Ha BUPYCbI
KoMnbloTep

lMocne ycTaHoOBKM nNpunoxeHwe obsizaTenbHO YBeAOMWUT Bac cooblieHuem B
HWKHEN NEBON YacTy OKHA MPUIIOXEHUS crneunanbHbIM COOOLEHMEM O TOM, YTO
npoBepKa KOMMbKOTEPA €llle He BbIMOMHANAchk, U NOPEKOMEHAYET HEMEOSIEHHO
NPOBEPUTb €0 Ha BUPYChI.

B NoCTaBKy AHTVIBVIpyca Kacnepckoro BkntoveHa 3agada noucka BUPYCOB Ha
KOMnNbrOTEPE. OHa pacnonoxeHa B rfaBHOM OKHe MpunoxeHus B pasgene lMo-
UCK BUPYCOB.
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Beibpas 3agady Mown KomnbloTep, Bl MOXeTe NpOoCMOTPeTb NapaMeTpbl 3aga-
4n: Kakom BblIGpaH ypoBeHb 6e3onacHoCTH, Kakoe AencTeue byaeT NpUMeEHeHo K
onacHbIM ob6bekTam, a Takke OTKPbITb OTYET O NOCNeAHEM 3anycke 3afayn.

Umobbl nposepums KOMILOMep Ha npucymcemeue epedoHOCHbIX 06bekmos,

1. B rmaBHOM OkHe npunoxeHus Bolbepute 3ajavyy Mon kKomnbioTep B
pasgene MNMouck BUpycoB.

2. Haxmute Ha CCbIJTIKY 3anycTuTb NPOBEPKY.

B pesynbTaTe 3anycTuTcs npoBepka Ballero KomnboTepa, AeTanu KOTopol oTo-
OpaxaloTcst B crneumanbHOM OkHe. [py HaxkaTum Ha KHOMKy 3akpbITb OKHO C
MHbopmauuen o xoge NpoBepkn ByaeT CKpbITO; MPU 3TOM NpoBepKa OCTaHOBIe-
Ha He byger.

5.4. Kak npoBeputb KpuTueckKue
obnacrTu komnbloTepa

Ha Baluem koMnbloTepe ecTb 06racTu, KpUTUYECKne ¢ TOYKU 3peHns 6esonacHo-
cT. OHU SBNSIOTCH 0OGBEKTOM MOPAXKEHNS BPEAOHOCHBIMM NporpamMMamMu, Haue-
NeHHbIMU Ha MOBpPEXAeHMEe OnepaLVoHHOW CUCTEMbI Ballero KoMrbtoTepa, npo-
Leccopa, naMsaTi 1 T.4.

KpalHe BaXXHO 3alUMUTUTb KpUTUYECKNE obnactu KOMMNbKOTEPA, YTOObI COXpaHUTb
ero paGOTOCI’IOCO6HOCTb. [nsa Bawero y/J,OGCTBa npegycMoTpeHa cneunanbHasa
3ajjavya noucka BmpycoB B TakKnx obnactax. OHa pacnonoXxeHa B rmaBHOM OKHe
npunoxeHus B pasagene Mouck BUPYCOB.

Buibpas 3apgavy Kputnyeckue obnactu, Bbl MOXETE NPOCMOTPETL NapameTpbl
3aJa4yu: Kakol BblibpaH ypoBeHb 6e30nacHOCTH, Kakoe OEeNCTBME NPUMEHSIETCS K
BPEOOHOCHbIM 0bbekTam. TyT e MOXHO BblOpaTb, KakMe UMEHHO KpUTUYECKME
obnacTtu Bbl XOTUTE NPOBEPUTL M Cpa3sy Xe 3anyCTUTb NOUCK BUPYCOB B BbiIOpaH-
HbIX obnacTsx.

UYmobbl nposepums Kpumuyeckue obracmu KoMrbtomepa Ha npucymcmeue
8pe00HOCHbIX 0b6BLEKMOS,

1. B rmaBHOM OkHe npunoxeHus BbibepuTe 3agadvy Kputuveckmne obnac-
™ B pa3gene MNouck BupycoB.

2. HaxwmwuTe Ha ccbinky 3anyCcTuTb NPOBEPKY.

B pesynbTaTe 3anyctutcs npoBepka BblbpaHHbIX obnacteil, getanu KOTopoW
oToGpaatoTcsi B crnieumanbHOM okHe. [Mpu HakaTum Ha KHOMKY 3akpbITbh OKHO C
MHdopMaLmeit o xoae nposepku ByaeT CKPbITO; NpY 3TOM NPOBEpPKa OCTaHOBIe-
Ha He Oyger.
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5.5. Kak npoBeputb Ha BUpPYCbI
¢dann, katanor vnu gUcK

BbiBaloT cuTyaumu, korga HeobXoAMMO NPOBEPUTL Ha NPUCYTCTBUE BUPYCOB He
BeCb KOMMbIOTEP, @ OTAENbHbIN 06BEKT, HAaNpMMep, OANH U3 XECTKUX AUCKOB, Ha
KOTOPOM HaxogsATCs MPOrpaMmbl U Urpbl, NOYTOBbIE 6a3bl, MPUHECEHHbIE C pabo-
Thl, NPYLIEALIMIA MO NoYTe apxvB 1 T.M. BeibpaTb 06beKT ANs NpoBepku Bbl MO-
XeTe CTaHAapTHbIMK cpeacTBaMy onepauuoHHor cuctembl Microsoft Windows
(Hanpumep, B okHe nporpaMmmbl MpoBoAHMK nnn Ha Pabo4vem ctone v T.4.).

Umobbi 3anycmums nposepky obbekma,

YCTaHOBUTE KypCOp MbILLUN Ha MMEeHM BblibpaHHOro obbekTa, No nNpason
KNaBuLLE MbILLM OTKPOMTE KOHTEKCTHOE MeHIo Microsoft Windows u Bbl-
6epute nyHKT MpoBepuTb Ha BUpPYCbI (CM. puc. 4).

B pesynbtate 3anyctutcsi npoBepka BblbpaHHOro obbekTa, geTanu KOTopoun
oTobpaxaloTcsa B cneumanbHOM OkHe. [py HaxaTum Ha KHOMKY 3aKpbITb OKHO C
MHbopMauuen o xoge NpoBepkn OyaeT CKPbITO; MPU 3TOM NpoOBepKa OCTaHOBIE-
Ha He Oyaer.

regedt32.exe
3aNYCK 0T HMEHH. .

P& MPOEEPHTE Ha EMPYCEI

OTNPaEHTE ¥

Bripesate
FonHpoeaTe
Pack. files

Co388Te APNBIK
¥aanmTe
MeperHeEHOEATE

CeofcTEa

PucyHok 4. NpoBepka Ha NpUcyTCTBUE BUPYCOB 06BbEKTa,
BblbpaHHoro cpefcteamu Microsoft Windows

5.6. Kak o6HOBMUTb NpunoXxxeHune

«JlabopaTopusa Kacnepckoro» o6HoBnsieT 6a3bl u moaynm AHTuBupyca Kacnep-
CKOro, UCMonb3ys cneumanbHble cepBepbl 0OHOBNEHNIA.

Cepsepbi obHoeneHull «Jlabopamopuu Kacnepckoz2o» — NHTepHeT-canTbl «Jla-
6opaTtopuu Kacnepckoro», Ha KOTopble BbIKIaablBalOTCs 0OHOBMNEHNS NPUNOXe-
HUS.
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BHumaHme!

[na obHoBneHua AHTuBMpyca Kacnepckoro TpebyeTca Hanmune coeavHeHus
C MHTEPHETOM.

Mo ymonuaHuio AHTMBMpYC Kacnepckoro aBTOMaTM4ecKku MpOBEPSET Hanuune
oBHoBneHuN Ha cepBepax «Jlabopatopun Kacnepckoro». Ecnn Ha cepBepe co-
aepxutca Habop nocnegHux obHoBneHwi, AHTUBUpPYC Kacnepckoro B ooHOBOM
pexume ckaumMBaeT M yCTaHaBMMBaET UX.

Ymobbl camocmosimernbHO 0bHosumb AHmMu8suUpyc Kacrepckozo,
1. B rnaBHOM okHe npunoxeHus Bbibepute pasgen O6HoBNEHME.
2. Haxwmwute Ha ccbinky O6HOBUTE Gasbl.

B pesynbtaTe 3anyctutca obHoBneHne AHTuBMpyca Kacnepckoro. Bce getanm
npouecca oTobpaxatoTcsi B cneLuanibHOM OKHE.

5.7. to penarb, ecnum 3auwmTa He
paboTtaer

B cnyyae Bo3HWKHOBEHUsI Npobrem mnu ownbok B paboTte kakoro-nnbo komno-
HeHTa 3alwmTbl oba3aTenbHO obpaTuTe BHUMaHwWe Ha ero cratyc. Ecnu cratyc
KOMMOHeHTa He pabomaem wnu cboli 8 pabome, nonpobyinTe nepesarpysutb
AHTMBUpYC Kacnepckoro.

Ecnn nocne nepesanycka npunoxeHus npobnema He 6yaeT pelleHa, peKoMeH-
AyeTCs UCMpaBUTb BO3MOXHbIE OLUMOKM C MOMOLLBIO NMpOrpaMMbl BOCCTaHOBIE-
HWS NpunoxeHus (cM. Mnaea 17 Ha cTp. 226).

B cnyuyae ecnu npouenypa BOCCTaHOBIEHWS NPUMOXEHUA He nomMorna, obpartu-
Tecb B Cnyx6y TexHuyeckon noppepxku «Jlabopatopum Kacnepckoro». Bos-
MOXHO BaM NoTpebyeTca COXpaHUTb OTYET O paboTe KOMMOHEHTa B dann u oT-
npaBuTb ero cotpygHukam Cnyx0bl TeXHWYECKOW MOAAEPXKKU ANA AeTanbHOro
03HaKOMIEeHWs.

Ymobsbi coxpaHumbs omyem o pabome omdesibHO20 KOMIMOHeHMa 8 ¢halirn,

1. BbiGepuTe KOMNOHEHT B pa3gene 3awumTa rnaBHOro OKHa MPUNOXeEHUs
1 BOCMOJSb3YWTECH CCbINKON OTKPbITh OTYET (B Crydae, ecriv KOMMOHEHT
paboTaeT B AaHHbIi MOMEHT) UM CCbINIKON OTKPbITh OTYET O nocnes-
HeM 3anycke (B criy4ae, ecrniv KOMMNOHEHT BbIKITHOYEH).

2. B okHe oTuyeTa HaxmuTe Ha kHomMKy [lencTBusi — CoxpaHUTb Kak 1 B
OTKPbIBLLEMCS OKHE YKaxute ums danna, B KOTOpoMm ByayT coxpaHeHbl
pe3ynbTaTbl paboTbl KOMMNOHEHTA.



FNNMABA 6. KOMIJIEKCHOE
YNPABJIEHUE 3ALLUTOM

B paHHOM paspgene npefcTaBrieHa MHopmauusi No HacTpoilke obLmx napa-
METPOB MPUIIOKEHMS, UCMIONb3YHOLLMXCSA B paboTe BCEX KOMMOHEHTOB MOCTOSIH-
HOW 3alWTbl U 3a4ad, a Takke No OPMUMPOBaHMI0 06GNAacTX 3aLMTbl — NepeyHs
yrpos, 3almTa oT KoTopbix ByaeT obecneumBaTbCs NPUIIOKEHWEM, U CliMcKa dO-
BEPEHHbIX 0GBEKTOB, UCKMOYaEMbIX 13 3aLLMTHI:

e ynpaBrieHne NOCTOAHHOWM 3aLlMTON KoMmnbloTepa (cM. n. 6.1 Ha cTp. 59);

e 1CMNOMb30BaHWE TEXHOMOMUN NeYEeHNs aKTMBHOTO 3apaxeHus (cm. n. 6.2
Ha cTp. 63);

e 3anyck 3agad npu paboTe Ha NOpPTaATMBHOM KOMMblOTEpe (CM. n. 6.3 Ha
cTp. 64);

e CcOBMeCTHas paboTta AHTMBMpyca Kacnepckoro u [pyrux NpUroXeHWUin
(cm. n. 6.4 Ha cTp. 64);

e coBMecTMMOCTb AHTMBUMpYca Kacnepckoro ¢ camo3awmTton Apyrux npu-
NoXeHun (cM. n. 6.5 Ha cTp. 65);

e MepeyeHb yrpos (cm. n. 6.2 Ha cTp. 63), 3awmTa OT KOTopbIX OyaeT obec-
neymBaTbCsi MPUNOXKEHNEM;

e CMNMCOK OOBEKTOB AOBEPEHHOW 30HbI (CM. M. 6.9 Ha cTp. 70), koTopble By-
OYT UCKIMOYEHbl U3 3aLLNTbI.

6.1. OTknoueHue / BKNoUYeHue
NMOCTOAHHOM 3aULMThbl Bawlero
KoMnbloTEepa

Mo ymonuaHuio AHTMBMPYC Kacnepckoro 3anyckaetcs npu cTapTe onepauuoH-
HOW cucTeMbl, 0 YeM Bac UHopmupyeT Haanuce AHmusupyc Kacrnepckozo 7.0 B
NpaBoOM BEPXHEM Yriy 3KpaHa, 1 3aluiaeT Ball KOMMbIOTEP B TEYEHME BCErO
ceaHca paboTbl. Bce KOMMNOHEHTbI MOCTOSIHHOM 3awuThl (CM. M. 2.2.1 Ha cTp. 24)
paboTatoT.

Bbl MOXeTe oTknounTb 3awwmTy, obecneunBaemyo AHTMBUpPYcom Kacnepckoro,
NOMHOCTbLIO UMW YaCTUYHO.
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BHumaHue!

Cneumnanuctel «JlabopaTtopum Kacnepckoro» HacToATenbHO PEKOMEHAYIT He
OTKIT0YaTb MOCTOSIHHYIO 3aLLMTY, MOCKOIbKY 3TO MOXET NPUBECTU K 3apaxe-
HUIO BALLIEro KOMMbIOTEPA M NOTEPE AAHHbIX.

O6paTnTe BHUMaHWE, YTO B AaHHOM Crnyyae 3aliuTa paccMaTpuBaeTCs UMEHHO
B KOHTEKCTE KOMMOHEHTOB 3awuTbl. OTKMOYEHWE MNKU NPUOCTaHOBKa paboThbl
KOMMOHEHTOB 3alUMTbl HE OKa3blBaeT BMWSHUA Ha BbINOMHEHWE 3ajay nowvcka
BMPYCOB 1 OGHOBMEHUS NPUMNOXKEHNS.

6.1.1. MNpuocraHoBKa 3aLMUTDI

MprocTaHOBKa NOCTOSIHHOW 3aLUMTbl O3HAYaET OTKITHOYEHNE HA HEKOTOPbINA Npo-
MEXYTOK BPEMEHN BCEX €€ KOMMOHEHTOB, KOHTPONMPYOLWUX hainbl Ha Ballem
KOMMNbIOTEPE, BXOASALLYIO M UCXOASLLYIO MOYTY, UCMOSHAEMbIE CKPUNTLI, NoBeae-
HUE NPUNOXEHWUNA.

[ns mo2o ymo6bl MpuocmaHosuMb MOCMOSIHHYIO 3aujumy KOMIblomepa,

1. B KOHTEeKCTHOM MeHio (cM. n. 4.2 Ha cTp. 45) npunoxeHnsa BbibepuTe
nyHKT MpuocTaHoBKa 3aWmThbI.

2. B OTKpbIBLUEMCH OKHE OTKMYeHus 3awuTbl (CM. puc. 5) BbibepuTe ne-
puoa BpeMeHU, CyCcTs KOTOpbI 3awimTa byaeT BKtoyeHa:

e Yepes <BpeMeHHOW MHTepBan> — 3awuta OygeT BKMOYEHA Ye-
pe3 ykaszaHHoe BpeMsi. [1Insa Bbibopa 3HaYE€HUs1 BDEMEHHOIO WH-
TepBana BOCMOMb3yNTECh PACKPbIBAOLLMMCA CMMCKOM.

e [ocne nepesanycka NpunoxeHus — 3awimTta 6yoeT BKIOYEHA,
€Cnu Bbl 3arpy3ute npunoxexue u3 mexto Myck nnu nocne ne-
pesarpy3ku cuctembl (MpU YCNOBUM, YTO BKIIOYEH PEXUM 3a-
nycka NpuUIioXeHnst Npu BKITKOYEHMU KomnbtoTepa (cm. n. 15.11
Ha cTp. 208).

o Tonbko no TpeboBaHuO Nonb3oBaTens — 3awuTa byaeTt BKo-
YeHa TONbKO Torga, Korga Bel camu ee 3anyctuTe. [Anga Bkniove-
HWUS 3aWnTbl BbiGepuTe NyHKT BknroyeHne 3almTbl B KOHTEK-
CTHOM MEHIO MPUIOXKEHMS.

B pe3ynbTate BpeMEeHHOro OTKMK4YeHna pa60Ta BCEX KOMMOHEHTOB NMOCTOAHHOM
3alnTbl NpnUoCTaHaBINBaeTCA. 006 aTtom CBNOETENbCTBYHOT:

e HeaktuBHble (Ceporo uBeTa) Ha3BaHUS BbIKIHOYEHHbIX KOMMOHEHTOB B
pasgene 3awmTa rnaBHOro OKHa.

e HeakTuBHbIN (CepbIi) 3HAYOK NPUMNOXKEHNSA B CUCTEMHOM NaHenw.
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SalWHTa By AET NPHOCTSHOBNEHS,
BEMMOYHTE SEWHTY CHOES:

=p Hepes |1 mMHHYTY w
JalKTa ByAeT NPHOCTAHOENEHA M Yepes 1
MHHYTY By AST BKAKHEHS SETOMATHHECKH,

-» MocCne Nnepesanycka NpUAoM#eEHHA

SalwmTa ByAeT NPHOCTSHOENEHS A0
MEPEsanyYCKS MPHAOHEHHS.

-> Tonbko no TDEﬁDBaHMIO nonb306aTENA

SawmTa ByAET NPHOCTSHOBNEHS A0 TEX NOP,
NoKa NoAE30ESTENE HE BIMHIYMT B8 CHOEA,

PucyHok 5. OKHO NPMOCTaHOBKM 3aLLMThI BALLEro KOMMbITEPa

6.1.2. NMNonHoe OTKNIoYeHMe 3alMTbI
KoMnbloTepa

MonHoe oTknioYeHne 3awuTbl O3Ha4YaeT OCTaHOBKY paboTbl KOMMOHEHTOB MO-
CTOSIHHOM 3almThl. Mouck BupycoB 1 obHOBMNEHWE npodomxalT paboTaTb B 3a-
AaHHOM pexume.

Ecnn 3awmta OTKMOYeHa NOMHOCTBIO, OHA MOXET ObiTb BKMOYEHa TOMbKO MO
TpeboBaHuio nonb3oBaTens. ABTOMATUYECKOrO BKITOYEHWNS KOMMOHEHTOB 3aluu-
Tbl MOCIe nepe3arpy3kn CUCTEMbl UMW MPUIOXEHUS B 3TOM Clly4yae He MpouCXo-
anT. MNomuute, yto ecnu AHTmBMpyc Kacnepckoro kakum-nmbo obpas3om KOH-
MNUKTYEeT C ApyrMMu nporpammamMu, YCTaHOBMEHHLIMW Ha BalleM KOMMbloTepe,
Bbl MOXeTe MpWOCTaHOBWUTb PaboTy OTAENbHOrO0 KOMMOHEHTa 3aluTbl WK
chopMMpOBaThb CNCOK UCKIIOYEHUI (CM. . 6.9 Ha cTp. 70).

YmobbI MoIHOCMbIO OMKIIOHYUMb MOCMOSIHHYIO 3aujumy KOMIbomepa,
1.  OTKpoWTE OKHO HacCTPOMKM NPUINOXeHNs n BoibepuTe pasagen 3awmTa.
2. CHumuTe dhnaxok Bkno4yuTb 3awmTy.

B pesynbTaTe oTKMoYeHUs 3awmuTbl paboTa Bcex ee KOMMOHEHTOB OCTaHaBMu-
BaeTcs. O6 aTOM CBMAETENbLCTBYHOT:

e HeakTuBHble (Ceporo Ll,BeTa) Ha3BaHUA BbIKIMKOYE€HHbIX KOMMOHEHTOB B
pasaene 3awmTa rnaBHoOro okHa.

e HeaKTnBHbIN (CepbI) 3HA4YOK NPUMOXEHNSA B CUCTEMHOIN NaHenwu.
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6.1.3. NMpuocrtaHoBKa / BbIKNIOYEeHUe
oTAenbHbIX KOMMOHEHTOB 3alUMUTbI

OTkntounTb paboTy Kakoro-nmbo KOMMOHEHTA 3aLUUTbI MOXHO HECKOMbKUMMW Cro-
cobamn. OgHako npexae Yem AenaTb 370, PEKOMEHAYEM Bam onpeaenvTb npu-
YMHY, NO KOTOPOW Bbl XOTUTE OTKIOYUTL UX. BEpoAaTHO, 3TO MOXHO pelunTb Apy-
M cnocobom, Hanpumep, M3MeHWB ypoBeHb Ge3onacHocTu. Tak, Hanpumep,
ecnu Bbl pabotaeTe ¢ HekoTopoin 6a3on OaHHbIX, KOTOpasi Ha Ball B3rnsg He
MOXET coaepXaTb BUPYCOB, NPOCTO YKaXUTe KaTanor ¢ ee daninamu B KayecTee
UcKMoYeHns (cM. n. 6.9 Ha cTp. 70).

Ymobbi rnpuocmaHosumb omoeribHbIU KOMIOHEHM 3aliumal,

OTKpOWTE rMaBHOE OKHO MPUIOXEeHWs, BblbepuTe KOMMNOHEHT B pasgene
3awmTa 1 BoCnonb3ynTech cebinkon Maysa.

CraTyc KOMMOHeHTa WM3MeHWUTCs Ha ray3a. 3awuTa, obecneunBaemas
KOMMOHEHTOM, ByAeT NpMocTaHOBMEHA A0 TOrO MOMEHTA, MOKa Bbl HE Me-
pesarpysute npurioXXeHne Unu He BKMHOYUTE KOMMNOHEHT, HaXaB Ha CChlifl-
Ky Bo3o6HOBUTbL paboTy.

Kor,qa Bbl NpMOCTaHaBnMBaeTe KOMMOHEHT 3alunTbl, CTaTUCTUKA B TEKYy-
wem ceaHce paboTtbl AHTuBMpYyca Kacnepckoro coxpaHsietca v Oyger
npogomkaTe opMmUpoBaThbCs nocre Bo306HOBNEHUsI paboTbl KOMMOHEH-
Ta.

UYmobb! ebiko4UMB 0MOerbHbIl KOMIOHEHM 3aujumel,

OTKPOWNTE rMaBHOE OKHO MPUMNOXEHWUs, BbibepuTe KOMMOHEHT B pasaene
3awmTa 1 BocnonbayTech cebinkon Crton.

B atom Ccny4yae CTaTyC KOMMNOHEHTa NOMeHAETCA Ha 8bIK/TI04YeH N B CMNNCKe
KOMMOHEHTOB pasgena 3alMTa ero HasBaHuWe CTaHeT HeaKTUBHbIM (ce-
poro ugeTta). 3awuta, obecneumBaemMasi KOMMNOHEHTOM, OyAeT OTKMYeHa
NoKa Bbl HE HAXXMETEe Ha CCbIJTIKY BknounTb.

OTknto4MTb NGOV U3 KOMMOHEHTOB MOCTOSIHHOW 3aLUUTbl MOXHO Takke
M3 OKHa HACTPOMKWM MpunoxeHus. [ns 3TOro OTKPOMTE OKHO HACTPOWKW,
BblbepuTe KOMMNOHEHT B pasfene 3awmTta 1 cHumute dnaxok ¥ Bkntro-
YUTb <UMSl KOMNOHEHTa>.

Mpu BLIKMNIOYEHUM KOMMOHEHTAa 3alUThl BCA CTATMCTUKA Mpeabloylien
paboTbl OGHYNAETCA M MpY 3anycke KOMMOHeHTa ByaeT hopMUpoBaThCs
3aHOBO.

PaboTta oTaenbHbIX KOMMOHEHTOB 3alMThl TakKe OTKMYaeTcs nNpu nos-
HOM BbIKITFOYEHMUN MOCTOSIHHON 3aLUMThI BaLLero komnbtoTepa (cMm. n. 6.1.2
Ha cTp. 61).
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6.1.4. Bo3o6HoBneHue 3awmTbl Bawero
KoMnbloTEpa

Ecnv B kakol-nmbo MOMEHT BPEMEHM Bbl NMPUOCTAHOBUMNM WMX MOMHOCTLIO OT-
KIMHOYMINM NOCTOSIHHYIO 3aLLMTY Ballero KOMMnbloTepa, TO BKIYUTL €€ Bbl MOXETe
OZHUM 13 CrieAyoLmMX crnocoGoB:

e /13 KOHMEKCMHO20 MEHIO.
[nsa aToro BbiGepuTe NyHKT BknovyeHne 3awmThl.
e /I3 2nagHO20 OKHa MPUIIOXEHUSs.

BoibepuTe pasgen 3awmrta B 1€BON YacTW rMaBHOIO OKHa U BOCMONb3yn-
TeCb CCbINKOM 3anyck.

CTaTyC 3alWnTbl Cpagdy Xe M3MEHUTCA Ha pa6omaem. 3Hauyok NPUNOXeHna B
CUCTEMHOM NaHenun cTaHeT akTUBHbLIM (Ll,BeTHbIM).

6.2. TexHoNnorma nevyeHus akKTuBHoro
3apaxeHun

CoBpeMeHHble BpeOOHOCHbIE MPOrpamMmbl MOFYT BHEAPATbLCSH Ha camble HU3KWe
YPOBHM OnepaLMoHHON CUCTEMBI, YTO AenaeT MpoLecc UX yaaneHus npaktnye-
CKN HEBO3MOXHbIM. AHTMBMPYC Kacnepckoro 7.0 npu obHapyXeHun yrposbl, Ko-
TOpasi B AaHHbI MOMEHT akTMBHa B CUCTeMe, npeanaraet npoBecTy cneuunarnbs-
HYI0 paclUMpeHHYI0 NpoLeaypy NeyeHns, B pesynbTaTte KOTopon yrposa byget
obesBpexeHa 1 yganeHa ¢ KomnbtoTepa.

Mo okoH4YaHuu npoueaypbl ByaeT npousBefeHa obsidaTenbHas nepesarpyska
komnbtoTepa. [locne nepesarpysku KOMMbIOTEPA PEKOMEHAYeTCs 3anycTuTb
MOSHYI0 MPOBEpPKY Ha BUpYcbl. [ns nMpMMEHEeHWUsI Npoueaypbl pPacLUMPEHHOrO
neyYeHnst OTKPOMTE OKHO HaCTPOWKM MpUNoXeHus, BbibepuTe pasgen 3awmTta u
yCTaHOBUTE (PMNaXKoK [“] Ucnonb3oBaTh TexHomorMio neueHWs aKTMBHOrO
3apaxeHus B 6noke flononHuTenbHO (CM. puc. 6).

AononHKTENEHD
MCNoNE30EaTE TEXHONOMHKD NEYEHWA AKTHEHOMD 33paeHA

He sanycraTe 38484 N0 PACMHMCEHKHD NPpK pabioTe ot
faTapem

YETYNATE PECYPCE! APYIHR NPHNOHEHHAM

PucyHok 6. HacTpoiika obwux napameTpos



64 AHmueupyc Kacnepckozo 7.0

6.3. PaboTta npuno>xxeHusa Ha
NOPTaTMBHOM KOMNblOTEpe

B Lenax SKOHOMUN NUTaHUA akKymMmynatopa nopTaTtMBHONO KoOMnbTepa Bbl MO-
XeTe OTNOXUTb BbiNOJIHEHUE 3aay NoucKa BUPYCOB.

MockonbKy MOUCK BUPYCOB Ha KOMMbIOTEPE N OOHOBMNEHNE NPUIOXEHUS noavac
TpebyoT AOCTAaTOYHOrO KOnM4ecTBa PeCcypcoB U 3aHMMaltT HEKOTOPOE BpeMs,
pekomeHgyeM Bam OTKMOYaTb 3anyck TakMx 3agadv Mo pacnucaHuio. 3To No3Bo-
NMT BaM CIKOHOMWTL 3apsj akkymymnsatopa. o mepe Heo6XoAuMOCTH Bbl CMO-
XKeTe caMoCTOoATENbHO 06HOBUTL NpunoxeHue (cm. n. 5.6 Ha cTp. 57) unu 3a-
nycTUTb NPOBEpPKY Ha Bupycbl (cM. N. 5.3 Ha cTp. 55). UT06bLI BOCNoOnb3oBaThCA
CEepBMNCOM 3KOHOMUW 3apsda akkyMmynsTopa, OTKPOWTEe OKHO HaCTPOWKM Npuio-
XeHusi, BblbepuTe pasgen 3awmrta M YCTaHOBUTE (OIaXOK [“] He 3anyckatb
3apgaym no pacnucaHuio npu pabote ot 6atapeun B 6noke [JONoONHUTENLHO
(cm. puc. 6).

6.4. NMNpounssoauUTEenbHOCTb
KOMMNbIOTEpa NPy BbINOJMIHEHUMU
3apau

B uensx orpaHu4eHna Harpyskm Ha LI,eHTpaJ'IbeII7I npoueccop n anckoBblie noa-
CUCTEMBbI, Bbl MOXETEe OTNOXUTb BbINOJIHEHUE 3a4ay NOUCKa BUPYCOB.

BbinonHeHWe 3aday novicka BUPYCOB YBENUYMBAET Harpy3ky Ha LEeHTparbHbIN
MpoLEeccop M AUCKOBble NMOACUCTEMbI, TeM cCaMbiM 3ameansst paboTy Apyrux
nporpaMM. Mo ymMOnyaHWio Npu BO3HUKHOBEHWU TaKOW CUTyaLuW MPUIOXEHUE
npuocTaHaBnMBaeT BbINOSIHEHWE 3a4ay Moucka BMPYCOB M BbicBOGOXAaeT pe-
CypCbl cUCTEMbI AN NPUNOXEHUIA Nonb3oBaTens.

OpHako cyllecTByeT psig NporpaMm, KOTopble 3anyckaloTcd B MOMEHT BbICBOOO-
XOeHns1 pecypcoB npoueccopa u paboTatoT B poHOBOM pexume. [ns Toro yto-
Obl NOMCK BUPYCOB He 3aBucen oT paboTbl TakMx NporpamMMm, OTKPOMTE OKHO Ha-
CTPOVIKM NpUnoxeHus, Boibepute pasgen 3awmra 1 ycraHoBute naxok ¥ Ye-
TynaTb pecypcbl ApPYyrum npunoxeHusim B 6noke [ononHuTenbHO
(cm. puc. 6).

O6paTtute BHMMaHWE, YTO [AaHHbIA MapaMeTp MOXHO HacTpauBaTb WHAMBUAOY-
anbHO AN KaXaow 3agayn noucka BMpycoB. B aTom crniyyae HacTpomka napa-
MeTpa, npounsBefeHHas Ons KOHKPeTHOW 3agayn, umeet Gonee BbICOKUA Mpu-
opuTer.
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6.5. PewweHue npobnem
coBMmecTuMocTu AHTMBMpYCa
Kacnepckoro ¢ gpyrumm
NMPUIIOXXEeHUAMM

B HekoTOpbIx cnyyasx npu ncnonb3osaHun AHTMBMPYCca Kacnepckoro BO3MOXHO
BO3HUKHOBEHME KOH(NMKTOB B paboTe C NPUMNOXEHUSIMU, YCTAHOBMEHHbIMU Ha
KOMMbtoTEpe. ATO CBS3AHO C TEM, YTO AaHHblE NPOrpaMMbl UMEIOT BCTPOEHHbIN
MEXaHU3M CaMo3aLLUThI, KOTOPbIA cpabaTbiBaeT NpU MNOMbITKE BHEAPEHUSA B HUX
AHTMBUpYyca Kacnepckoro. K Takum npunoXeHnsiMm OTHOCATCH, Hanpumep, nna-
rmH Authentica k nporpamme Adobe Reader, ocyuiectBnsowmnin NpoBepky A0c-
Tyna k gokymeHTam B pdf-cpopmare, nporpamMma ans ynpasneHust MobunbHbIMU
TenedoHamm Oxygen Phone Manager Il, a Takke HekoTopble BUAbI UrP, NMEIO-
Line 3almTy OT B3rnoMa.

[ns pelweHna gaHHon npobnembl OTKPONTE OKHO HACTPOWKW MPUINOXEHWS, Bbl-
6epute pasgen 3awmrta n yctaHoBute dnaxok L*| CoBmecTMMOCTbL C camMo-
3awmTon npunoxeHun B 6rnoke CoBmecTuMocTb (cM. puc. 7). Ona BcTynne-
HUS M3MEHEeHWI JaHHOro napameTpa B cuny TpebyeTcs nepesarpyska onepauu-
OHHOW CUCTEMBI.

COBMECTHMOCTE
[ CommMecTHMACTE © caMOZAWMTON NRMNO%EHHE

MzMEHEHHE 3TOrD NANEMETPE BCTYNMT B CHY Nocne
MEpE3arPYSEH KOMNEHITERa,

PucyHok 7. HacTpolika napameTpoB COBMECTUMOCTM

6.6. 3anyck 3apa4 noMckKka BUPYCOB U
obHOBNEeHMA c npaBamMm gpyroro
nonb3oBarens

B AHTMBUpyce Kacnepckoro 7.0 peanu3oBaH cepBUC 3anycka nonb3oBaTternem
3aay OT UMEHM ApYrov y4eTHoW 3anucu (umnepcoHaums). o ymonyaHuio gaH-
HbIl CEPBUC OTKITHOYEH, U 3a4ayn 3anycKaloTcs OT MMEHWN TeKyLlel y4eTHON 3a-
nucu, nNog, KOTOpPOW Bbl 3aperMcTpMpoBaHbl B CUCTEME.

Tak, HanpumMep, Npy BbINOMHEHUW 3a4a4n NPoBepKn MoryT noTpeboBaTbest npa-
Ba Ha JOCTyN K npoBepsieMoMy 06bekTy. Mcnonb3ya AaHHbIM CEPBUC, Bbl MOXe-
Te HacTpouTb 3anyck 3agayn OT MMEeHW nonb3oBaTens, obnagaroLero TakuMmm
NpVBUIErnamMu.



66 AHmueupyc Kacnepckozo 7.0

YTo kacaeTca OGHOBIEHUSI MPUMOXEHMUS, TO OHO MOXET MPOU3BOAUTLCS U3 UC-
TOYHMKA, K KOTOPOMY Yy Bac HeT JocTyna (Hanpumep, K ceTeBomy kaTtanory o6-
HOBIEHWUI) UMW NPaB aBTOPM3OBaHHOTO MoMb30BaTenNs NpoKcu-cepeepa. Bbl Mo-
XeTe BOCMOMb30BaTbCsA AaHHbIM CEPBMCOM, YTOBbI 3anyckaTb OGHOBREHWE npu-
NOXeHUsi OT UMEHW Nonb3oBaTensl, 06MaaaroLLero TakUMU NPUBUMNETUSIMUA.

Umobbl Hacmpoums 3arnyck 3adadyu roucka supycog om umeHu Opyeol y4em-
HoU 3arnucu,

1.  OTKpOWNTEe OKHO HaCTPOMKN MPUMOXEHWUS U BbibepuTe MMSA 3agaun B
pasnene Mouck BUpYCOB.

2. HaxwmuTe Ha kHonky HacTpowka B 6noke YpoBeHb 6e3onacHocTu U B
OTKpPbIBLLEMCSI OKHE NepenanTe Ha 3aknagky JononHuTenbHo.

UYmobbl Hacmpoums 3anyck 3adadyu obHoereHuss om umeHu Opyeaol y4yemHou
3anucu,

1. OTKpoViTe OKHO HACTPOWKU NPUIOXeHus u BbibepuTe pasgen O6HOB-
netue.

2. Haxwmute Ha kHonky HacTtpomka B 6noke lMapameTpbl 06HOBREHUs u
B OTKPbIBLUEMCS OKHE nepeviauTe Ha 3aknagky [ononHuTenbHo
(cm. puc. 8).

[ns BKMNIOYEHUS OaHHOrO cepBuca YCTaHOBUTE (PIaXKoK 3anycx 3agaum oTt
MMeHU. Huxke BBEOMTE JaHHble YY4ETHOW 3anucu, Mo KOoTopol ByaeT 3anycKaTb-
cA 3a4ava: MMs nonb3oBaTens U naporb.

O6paTnte BHMMaHWe, 4To 6Ge3 UCrnonb3oBaHUs 3anycka ¢ npasamu obHOBMNEeHVe
no pacnucaHuio GyaeT BbIMOMHATLCA C NpaBamMy Tekyllen y4yeTHOM 3anucu. B
criyyae ecrnu Ha KoOMnbloTepe B AaHHbIN MOMEHT He 3aperucTpMpoBaH HU OAVH
nonb3oBaTenb, He HAacTPOEH 3amnyck OOHOBMEHMSA C nMpaBaMu W BbINOMHAETCH
0GHOBMEHNE NO pacnucaHuio, oHo ByaeT 3anyweHo ¢ npasamn SYSTEM.

FAMYCE 33835K OT HHEHH

¥YEeTHAA Fannck: A AMHHHCTRATOR

MNapone: (LI TYTYT Y]]

PucyHok 8. HacTpolika 3anycka 3agay OT MMEHU ApYyrow y4eTHOW 3anucu
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6.7. HacTpouka pacnucaHuma
3anyckKka 3agauv v oTnpaBKM
yBeaOMIeHUN

HacTtpoika pacnucaHus ctaHgapTHa Ans 3agad novcka BMpPYcoB, OOHOBMNEHMUS
NpUMnoXeHus, a Takke OTNpaBKu yBeOoomIieHu o pabote AHTMBMpyca Kacnep-
CKOro.

3anyck 3ajay novcka BUMPYCOB, CO3AaHHbIX MPU YCTAHOBKE MPUMOXKEHUS, Mo
YMOJYaHUIO OTKIIOYEH. VCKIoYeHWe COCTaBnsieT 3afada NpoBepkM O0OBHEKTOB
aBTO3arnycka, KoTopasi BbINOMHAETCA Kaxkabii pas npu 3anycke AHTUBMpyca Kac-
nepckoro. YTo kacaetcs OGHOBMEHUS, TO MO YMOMYAHUIO OHO BbIMOHAETCS aB-
ToMaTM4eckn Mo Mepe Bbixoda OOHOBNEHMIn Ha cepBepax «JlaGopaTopumn Kac-
NepcKoro».

Ecnun Bac He ycTpavBaeT Takon pexum paboTbl 3agad, oTpedakTupymTe napa-
MEeTpbl X pacnmncaHus.

Pacnucanue : DBHOBAE HHE

HacToTa

v
HacTpofika pacrvcaHHa

(@) Kanasii |1 o aewe

O Fam AEIA patoumi AeHE

() Kanabii BbixoaHOM

|:| Epema:

[] 3amyckate npomywenkyo 3aaaqy

8‘. Cnpaeka [ 0K l[ OTMEHS ]

PucyHok 9. dopmupoBaHme pacnucaHus 3anycka 3agad

FnaBHoe, YTO BaM HY>XHO onpenenntb, — 3TO UHTepBalsl, C KOTOPbIM OOJSTKXHO Bbl-
MONHATLCS coBbITUE (3amyck 3aJayvn Mnu oTrnpaska yBeAoMIeHus). Ons aToro
Bbibepute B Groke Yactorta (cMm. puc. 9) Tpebytowwminca BapmanTt. [Janee Heob-
X0OQMMO yKasaTb MapameTpbl pacnucaHus ansi BblbpaHHOro BapuaHTta B Grioke
HacTpoiika pacnucanus. Ha BbiGop npegnaratoTcs crneayowme BapuaHThl:

OF! onpepgeneHHoe BpeMs. [1pon3BoanTb 3anyck 3agayv Unu OTMpaBKy yBe-
JOMIEHUS B yKa3aHHble eHb U BPEMSI.
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'@'I‘Ipu 3anycke npunoxeHus. OcylecTBRATb 3anyck 3agavn Unu oTnpasBky
yBeOMIEHMs Npu Kaxzgom 3anycke AHTuBMpyca Kacnepckoro. [ononHu-
TENbHO Bbl MOXETE ykasaTb BPEMEHHOW MHTepBan Mocre 3anycka npuro-
)KEeHWs1, Mo NPOLLECTBUM KOTOPOro GyaeT BbINOSHEH 3anyck.

® Nocne Kaxxporo obHoBneHuA. 3agava 3anyckaeTcs Nocne Kaxaoro obHoB-
neHuns 6a3 NpUNoXeHns (AaHHbIN NYHKT OTHOCUTCS TOMbLKO K 3a4avam nowc-
Ka BMPYCOB).

@MMHyTbI. BpemeHHOM MHTepBan mexay 3anyckamy 3agadv unu oTrnpaBKon
yBEOOMIEHNIA COCTaBMsieT HEeCKONMbKO MUHYT. B mapameTpax pacnvcaHus
YyKaXuTe 3HayeHue nHTepBana B MMHyTax. OHO He OOMKHO npeBbiwaTh 59
MWHYT.

® Yacel. MHTepBan mexay 3anyckamu 3agayvs unum OTMpaBKOM yBEAOMIIEHMN
ncuucnsieTcs B 4acax. Ecnu Bbl BbiOpanu Takylo 4acToTy, B napameTpax
pacnucaHus ykaxute nHtepsan: Kaxabin N-i1 yac n ytoyHute nHtepsan N.
Hanpumep, ons exxevacHoro 3anycka ycraHosute Kaxabin 1 yac.

OF: " 3anyck 3agayv unu oTnpaeka yBe4oMIEHWUIA OCYLLECTBSETCS C UHTep-
BanoM B HECKONbKO AHei. B napameTpax pacnucaHusi onpegenvre 3Hadve-
HWe uHTepBana:

e Bbibepute BapuaHT Kaxxabii N-i1 aeHb 1 yTouHute uHtepsan N, ecniv Bbl
XoTuTe cobnoaatb HEKOTOPLIA UHTEpPBan B AHSAX.

e Bbibepute BapuaHT Kaxabin pabounin geHb, eCnv Bbl XOTUTE OCYLLECT-
BMATb 3anycK eXeAHEBHO C NoHeAeNbHVKa No NATHULY.

o Bribepute Kaxxabin BbIXOAHOW, ANSA TOro 4YTOObI OCYLLECTBNATL 3amnyck
TONbKO Mo cy660TaM 1 BOCKpECEHBSAM.

JononHuTenbHo Kk YactoTe B none Bpems ykaxuTe, B kakoe BpeMsi CyTOK
6yneT NpousBoAMTLCA 3anyck 3agayv NPoBEPKU.

'@'He.qenu. 3anyck 3agaum vnu oTnpaBka yBeOOMIIEHWN OCyLLecTBMseTcs B
onpepgeneHHble oHW Heaenu. Ecnuv Bbl Bbibpanu AaHHy YacToTy, B napa-
MeTpax pacnucaHusl ycTaHoBuTe naxku Ans Tex gHen HeJenu, Kkorga Tpe-
ByeTcs BbINONHATL 3anyck. [JononHUTENBHO ykaxuTe BpeMs B norne Bpems.

lCE}MO.ECFlLII:I. 3any0|< 3agayn unu otnpaska yBe,D,OMJ'IeHVIVI BbINOJIHAETCA OAWUH
pa3 B Mecsl B YKa3aHHOEe BpeMs.

Ecnun no kakmum-nubo npuynHam 3anyck HEBO3MOXEH (HanpuMmep, He yCTaHoBnNe-
Ha noyToBas nporpamma nvbo B 3TO BpeMsi KOMMNbIOTEP Obin BLIKMOYEH), BbI
MOXeTe HacTPOMTb aBTOMATUYECKWMI 3amnyck, KaK TONbKO 3TO CTaHEeT BO3MOX-
HblM. [1na aToro yctaHosuTe dnaxok Y1 3anyckaTb nponylieHHyIo 3apayvy B
OKHE pacnucaHums.
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6.8. Tnbl KOHTPpONUpPYEMbIX
BPEeAOHOCHLIX Nporpamm

AHTMBMPYC Kacnepckoro npegnaraet Bam 3aluTy OT pasHbIX BUAOB BPEAOHOC-
HOro nporpaMMHoro obecneyeHus. BHe 3aBUCUMOCTY OT YCTaHOBMEHHbIX Napa-
METPOB MPUIOXEHWEe BCerga npoBepsieT U 06e3BpexuBaeT BUPYCbl, TPOSIHCKME
nporpaMMbl U Xakepckue yTunutbl. AT NporpaMmbl MOTYT HAHECTU 3HAYUTENb-
HbIi Bped Ballemy KomnbloTepy. [Ans obecneyeHus Gonbluen GesonacHocTu
KOMMNbloTEPa Bbl MOXeTe pacLUMpUTb CMMCOK OBHapYXMBaeMbIX Yrpo3, BKIOUMB
KOHTPOMNb pa3HOro pofa NoTeHuManbHO-onacHbIX Nporpamm.

YTtobbl BbIOpaATh, OT KakMx BWMAOB BPEAOHOCHBLIX MporpamMm OyaeT 3awmiiath
AHTMBUpPYC Kacnepckoro, OTKpOWTE OKHO HACTPOWMKU MPUMOXEHUs U BblbepuTe
pa3gen Yrpo3sbl U uckno4veHus (cMm. puc. 10).

Tunbl yrpo3 (cm. n. 1.3 Ha cTp. 12) npmBeaeHsbl B 6noke Kateropun BpegoHoc-
Horo MNO:

Bupychbl, 4epBu, TPOAHCKME U xakepckue nporpamMmmbl. 3ta rpynna obbe-
OvHsieT Hanbornee pacnpocTpaHeHHbIE Y ONacHble KaTeropun BpeaoHOCHbIX
nporpamm. 3awmrta ot HUX obecneynBaeT MMHUMAaNbHO-OOMYCTUMbINA YPO-
BeHb Oe3onacHocTu. B cooTBeTCcTBUM C pekOoMeHAauusiMu CrneLuanucToB
«J1labopatopumn Kacnepckoro» AHTMBMPYC Kacnepckoro Bcerga KOHTPONUpy-
€T BPeLOHOCHbIE NPOrpamMmbl LAHHOW KaTeropum.

LUnuoucxoe, pexknamHoe O, nporpaMmbl CKpPbITOro A03BOHa. [JaHHas
rpynna obbeavHsaeT B cebe noTeHUManeHO ornacHoe nporpammHoe obecne-
YeHWe, KOTOPOoe MOXET MPUYMHUTL HeydoOCTBO MOMb3oBaTeEN UNKU Aaxe
HaHeCTW 3HaYMTENbHbIN yLLepb.

MoteHumnanbHo onacHoe MO (riskware). OTa rpynna BkMOYaeT NPoOrpaMmbl,
KOTOpble He ABNAIOTCA BPEAOHOCHBIMU MU OMacHbIMU, OAHaKO MPW HEKOTO-
pOM CTeYeHUn OBCTOATENLCTB MOrYyT ObiTb MCMONb30BaHbI ANA HaHECEHUs
Bpeada BalleMy KOMMboTepy.

MpuBeaeHHbIE rpynnbl perynmpyroT noJfIHOTY UCMNOJNIb30BaHUA ba3 NPUNOXeHna
npu npoBepke 06BbEKTOB B pexunme pearnbHOro BpeMeHn n npu noncke Bnpycos
Ha BalleM KoMNbrTepe.

Ecrnn BbiGpaHbl Bce rpynnbl, AHTUBMPYC Kacnepckoro obecneynBaeT MaKcu-
ManbHO MOMHY aHTUBUPYCHYIO 3aluuTy Ballero komrbtoTepa. Ecnu BTOpasi u
TPeTbs rPynMbl OTKMIOYEHbI, NPUMOXEHNE 3alLULLAET Bac TONbko OT Hauboree
pacnpoCTpaHeHHbIX BPeOOHOCHbIX OOBLEKTOB. [Mpy 3TOM HEe KOHTPONMpYTCS
MoTeHUMarbHO onacHble U Apyrue nporpamMmbl, KOTOpble MOryT GbiTb YCTAHOB-
neHbl Ha BalleM KOMMbIOTEPE W CBOVMMW AEACTBUSIMU HAHOCUTb MOPAsibHbIA 1N
mMaTtepuanbHbli yuiepb.

Cneumnanuctbl «JlaGopatopun Kacnepckoro» He pekoMeHOYHT OTKIYaTb KOH-
Tponb BTOPOW rpynnbl. Mpu BO3HWKHOBEHWUM cUTyauuu, korda AHTuBMpyc Kac-
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NnepcKoro OTHOCWUT MporpamMMy, KoTopas, MO BalleMy MHEHWI0, He SBnseTcH
OMNacHoOW, K KaTeropMm noTeHumanbHO OnacHbIX NporpaMM, pekoMeHayeTcs Ha-
CTPOUTL AN Hee ncknoyeHune (cm. n. 6.9 Ha cTp. 70).

st mo2o 4mobbi 8bibpames murbl KOHMPOUPYeMbiX 8peO0HOCHBIX MMpo2pamm,

OTKpPOWTE OKHO HACTPOWKW NPURoXeHus n BblbepuTe pasgen Yrposbl u
ucknyeHus. Hactponka npoussogmTca B 6noke Karteropuwm Bpepo-
HocHoro MO (cm. puc. 10).

HaTeropkH speaoHocHoro Mo

WnMoHckoe, peknamHoe MO, Nporpamiel CKpeIToro 40550Ha
[] Dorerumransho onackoe 1O (riskware)

A CorfaceH, 470 HEEOTOPEIE NEraNbHEIE NPOrPaMtel MOy T
BEITE KJ'IaCEHdJHLLHpDBaHbI K&K NOTeHLHANEHD ONacHEIE, H
HOMY, YToBkR! OHK EQCAPMHMMANKCE KaK Yrpo3a Ha 3TOM
KOMOEHITERE,

PucyHok 10. Belibop Tuna KoHTponmMpyeMbix yrpo3

6.9. DopmupoBaHue fOBEepeHHOM
3O0HbI

JlosepeHHasi 30Ha — 3TO NepeyveHb OOBEKTOB, CHOPMMPOBAHHBIV MONb3oBaTe-
nem, koTopbii AHTMBUPYC Kacnepckoro He KOHTpONMpyeT B npouecce CBOew
paboTbl. pyrumu cnoBamu, 310 HAOOP UCKIIOYEHNI U3 3aLUMTBI NPUITOXKEHUS.

[loBepeHHyto 30HY hopMmMpyeT Mosb3oBaTesb, UCXOAA N3 0cobeHHOCTeNn 0bbek-
TOB, C KOTOpPbIMM OH paboTaeT, a Takke NPOrpamMMm, yCTaHOBIEHHbIX HA KOMMbIO-
Tepe. Co3gaHne Takoro crnmcka MCKITHYeHn MoXeT noTpeboBaTbCs, Hanpumep,
B cnydae, ecnv AHTnBupyc Kacnepckoro 6rnokvMpyeTt AocTyn K kakoMy-nmbo obb-
eKTy unu nporpaMmmMe, a Bbl yBEPEHbl, YTO AaHHbIN 0O6bekT / nporpamma abco-
nTHO 6e3BpeaHbI.

Wcknoyatb M3 nNpoBepknM MOXHO chann onpegeneHHoro copmarta, dannbl no
macke, HeKoTopyto obrnacTb (Hanpumep, nanky unu nporpammy), NpoLecchl npo-
rpamMmm unu o6bLEKTbI MO TUMY Yrpo3bl COrMacHo knaccudukauum BupycHoln aH-
umknoneaun (ctatycy, KOTOPbIA NPUCBOEH OBBHEKTY MPUMOXEHWEM MpW NpoBep-
Ke).

BHumaHue!

OGBLEKT UCKIIOYEHUS HE MOANEXUT NPOBEPKe, ecrnv NpoBepsieTcs AUCK UK nan-
Ka, B KOTOpPOI OH pacnonoxeH. OgHako npu BbIGOpe NPOBEPKM UMEHHOIO 3TOrO
o6bekTa, NPaBuUIo UCKMYEHNS MPUMEHEHO He ByaerT.
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Umobbi cchopmuposamp CriuCOK UCKTHOYEHUU U3 3auyumesl,

1. OTKpoWTEe OKHO HAaCTPOWMKM NPUNOXEHUS U BblbepuTe pasgen Yrposbl U
ucknioyeHus (cm. puc. 10).

2. Haxwmute Ha kHonky [loBepeHHas 30Ha B 6rioke UcknroyeHus.

3. B oTkpbiBwemcs okHe (cM. puc. 11) HacTponTe npaBura MCKIOYEHWUI
Ana o6beKToB, a Takke cPOpMUPYINTE CMUCOK AOBEPEHHbIX NPUIoXe-
HUIA.

foge pe HHaA 30Ha

MP&EHNE HEKAMIHEHHE | [ OBEPEHHEIE MPMIMHEHHA

OfbekT THn yrposel FoMMeHTaE
CtiDocurents and Settin... *

£ >

QMHEEHHE (HAMMHTE HA NOAMEPKHY TEIE NAPAMETPEL ANA HX HEMEHEHHS):
QBEerT He Oy AT NPOBEPATECA NPH BEINOAHEHHH CIEAYHIWLHY YCNOBHHA:

OfekT: CHiDocuments and Settingsiall UsersiDeskiopl QuickTime Playver.Ink
KaMNOHEHT ! PEA3SHHEI! DEHNCEEIA SHTHEHD

@ Cnpaeka I Ok l [ OTHEHS

PucyHok 11. ®opmmnpoBaHue JOBEPEHHOW 30HbI

6.9.1. MNpaBuna nckno4YeHun

lpasuso UcKoYeHUss — 3TO COBOKYMHOCTb YCMOBUWIA, NPU KOTOPbIX OOBEKT He
Oynet nposepaTbea AHTMBMpPYcom Kacnepckoro.

WMckntoyaTb 13 npoBepkn MOXHO chann onpegeneHHoro dopmaTta, dannbl no
Macke, HekoTopyto obnacTb (Hampumep, nanky unu Nporpammy), NpPoLecchl Npo-
rpaMm MnyM obbeKTbl MO TUMY Yrpo3bl COrMacHo Krnaccudukaumm BrupycHon 3H-
LuKoneaum.

Tun yeposbl — 3TO CTaTyC, KOTOPbIN NpucBoeH obbekTy AHTMBUpPYcom Kacnep-
ckoro npu npoepke. CTaTyc mpucBavBaeTCsi Ha OCHOBaHWM Kraccudukaumm
BPEOOHOCHBIX U MOTEHUMarbHO-oNacHbIX NporpamMm, nNpeacTaBreHHbIX B Bupyc-
Hou aHuwmknoneaun «Jlabopatopun Kacnepckoroy.
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lMoTeHUManbHO onacHoe nporpaMMHoe obecneyeHne He uMeeT Kakon-nmbo
BPEOOHOCHON (DYHKLMWN, HO MOXET ObITb MCMONb30BaHO B KayecTBe BCMOMOra-
TenbHbIX KOMMOHEHTOB BPEAOHOCHOW Mporpammbl, NOCKOMbKY COAEPXUT GpeLumn
M owubku. B aTy kaTeropuio nomagaroT, Hanpumep, MporpamMmbl yAaneHHOro
agMuHucTpupoBanus, IRC-knmeHTbl, FTP-cepBepbl, BCEBO3MOXHbIE YTUMUTHI
ANs OCTaHOBKU NPOLECCOB UMM CKPbITUA MX paboTbl, KNnaBMaTypHbIE LLUMMOHDI,
nporpaMMbl BCKPbITUS Napornen, aBTOMaTUYeckoro A403BOHa Ha MnaTHble CanThbl
n T7.4. JaHHoe nporpamMHoe obecrneveHne He KnaccuduumpyeTcs Kak BUPYChb
(not-a-virus), HO ero MOXHO pasgenuTb Ha Tunbl, Hanpumep, Adware, Joke,
Riskware n ap. (nogpobHyto nHopmaLmio 0 NoTEeHUManbHO OnacHbIX Nporpam-
Max, obHapyxunBaeMbix AHTMBMPYcoM Kacnepckoro, cmoTpute B BupycHom 3sH-
umknonegun Ha camte www.viruslist.ru). B pesynbTate npoBepku Takue npo-
rpaMmMbl MOryT ObITb 3a6NMOKMPOBaHbI. A MOCKOMNbKY HEKOTOPbIE M3 HUX LLUMPOKO
UCMOSb3YIOTCA MOMb3oBaTensamMmn, TO NPeayCMOTPeHa BO3MOXHOCTb WCKIOYUTb
UX 13 NpoBepku. [Ans 3TOro HyXHo A06aBUTb B JOBEPEHHYIO 30HY MMS MW Macky
yrpo3bl Mo knaccudukaummn BupycHon aHumknonegum.

Hanpumep, Bbl YacTo ucnonb3yete B cBoel pabote nporpammy Remote Admin-
istrator. 910 cuctema yganeHHoro gocTtyna, nossonsowasi paboratb Ha yaa-
NEeHHOM KoMmMbloTepe. Takas akTUBHOCTb MPUIOXEHUsI paccMmaTtpuBaeTcs AHTU-
BMpycom Kacnepckoro kak noTeHuManbHO onacHasi u MoxeT 6biTb 3abnokupoBa-
Ha. YTOOGbI NCKMOUNTL BNOKMPOBKY MPUIMOXEHUS, HY>KHO CCPOPMMPOBATh MCKITHO-
yawollee npaBwno, rge B KayecTBe Tuna yrpo3bl  ykasaTb — not-a-
virus:RemoteAdmin.Win32.RAdmin.22.

Mpn pobaBneHWn ucknioyeHns opMmpyeTcsi NPaBuIo, KOTOPOE MOTOM MOXET
MCMOMb30BaTbCA HEKOTOPBLIMU KOMMOHEHTaMu NpunoxeHns (Pannosblii AHTUBM-
pyc, MNoutoBbin AHTUBMPYC, lMpoakTMBHasA 3awmTa), a Tawkke Npu BbINOSTHEHUN
3aday noucka BupycoB. NpaBuno UCKNIOYEHUss MOXHO co3faTb B CreumarnsHOM
OKHE, KOTOpOE MOXHO OTKPbITb M3 OKHa HACTPOWKWU MPUIOXeHUs nubo m3 yBe-
aomneHnst 06 obHapyxeHnn o6beKTa, a TaKkKe M3 OKHa oTyeTa.

[obasneHue o6beKkma UCK4YeHUs Ha 3akiadke lMpaeuna uckno4YeHul:

1. Haxmute Ha kHonky [lo6aBuTb B OkHe MMpaBuna ucknio4yeHun (cwm.
puc. 11).

2. B oTkpbiBlIEMCS OKHE (CM. puC. 12) BbIGEPUTE TUM UCKIIOYEHNUS B pas-
nene MNapameTpbl:

[¥] 0O6wekT — nckniouenve na NpOBEPKN OnpeferieHHoro obbekTa, Ka-
Tanora unv annos, COOTBETCTBYIOLLNX HEKOTOPOW Macke.

] Tun Yrpo3bl — UCKIOYEHNE U3 NpoOBepkM oObeKTa, UCXoas U3 ero
cTatyca B COOTBETCTBMM C Knaccudukaumen BupycHon aHUKMKIO-
neauu.
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I'Ipanunu HMCH/1HYe HHA

MapameTper: OfberT
[ Tvn yrpose:

FoMHEHT apHH:

CONHEaHHE (HAMHTE HA NOAHEPKHY TEIS NAPAMETRE! ANA HE HIMEHEHHA)

ObEerT He Oy AST NPOBEPATECA NPH BEINDAHEHHH CNEAYHOLHX ¥CNIOEHI:
OfwerT: CiProgram Filesi\Microsoft OFficelOFFICEL 111049
FOMNOHEHT! YKAZSHHEI! Dain0ERIA AHTHEMPYC

Q. Cnpaeka ’ Ok ] [ OTHEHS

PucyHok 12. Co3gaHue npasuna UCKoYeHns

Ecnun ogHoBpemeHHO ycTaHOBUTL 06a dnaxka, OyaeTt co3gaHo npasuno
ONsl yKasaHHOro o6bekTa ¢ onpeAeneHHbIM TUMOM Yrpo3bl Mo Knaccugu-
Kaumm BupycHow sHumknonegun. B sTom cnydae OencTBYHOT criegyrolime
npasuna:

Ecnu B kayecTBe O6BbeKTa ykasaH HEKOTOpbIV dalirn, a B kave-
ctBe Tuna yrpo3bl — OMNpederneHHbl CcTaTyc, TO YKa3aHHbIN
dann GygeTt MCKNIOYEHMEM TOMNMbKO B TOM Crnyvae, ecrnv emy B
npouecce NpoBepkn ByaeT NPMCBOEH CTaTyc 3a4aHHOW Yrposbl.

Ecnu B kavectBe Ob6bekTa ykazaHa HekoTopasi obnacTb wunu
narka, a B kayectse Tuna yrpo3bl — cTaTyc (Unu Macka), To 13
NPOBEPKN UCKMOYaTCsl 00beKTbl 3aA4aHHOro crtaTtyca, obHapy-
XXMBaeMble TONbKO B yka3aHHoM obnacTu / nanke.

3. Bapaiite 3HayeHus BbIOpaAHHBLIM TMNaMm UCKMYeHWA. [na aToro B pas-
aene OnucaHue LWENKHUTE NEeBON KNaBULLEN MbILLN MO CCbINKE YKaKU-
T€, pacnonoXeHHOW PSAOM C TUMOM UCKITIOYEHUS:

[Ona Tuna O6bEKT B OTKPLIBLLUEMCS] OKHE BBEAUTE €ro ums (310
MoxeT ObiTb cpain, HekoTopas namka wunu macka danna
(cm. n. A.2 HacTp. 234). UT0oGbl yKasaHHbIi 0OBLEKT (chann,
mMacka cpaina, nanka) pekypcuBHO UCKIYarncs npu NpoBepKe,
ycTaHoBuUTE hnaxok [¥| Bkntowass BnoxeHHble nanku. Ha-
npumep, ecnu B KavyecTBe MCKIYEHUS Bbl 3aganu  dain
C:\Program Files\winword.exe n ycTtaHoBunu cnaxok npo-
BEPKM BMOXEHHbIX Manok, 13 npoBepku ByaeT ucknoveH darin
winword.exe, pacnonoxeHHbln B mnoboOM nanke kaTarnora
C:\Program Files.
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Ona Tuna yrpo3bl yKaxuTe MOMHOE MMS WUCKM4Yaemon u3
NPOBEPKN Yrpo3bl, Kak OHO MpeAcTaBfneHo B BupycHow aHumk-
noneauu, 6o nmsa no macke (cm. n. A.3 Ha cTp. 235).

[na HekoTOpbIX OOBLEKTOB, UCKMIOYaEMbIX MO TWUMYy Yrposbl, B
none [ononHuTenbHble NapamMeTpbl MOXHO 3adaTb AOMNOM-
HUTENbHbIE YCNOBUS MPUMEHeHWs npasuna. B GonblunHcTBE
criyyaeB 3TO Morne 3anonHseTcs aBTomatuyecku npun gobasne-
HUM MpaBuna WCKMIYeHs 13 yBegomneHun MNpoakTneBHON 3a-
LWNTBI.

YKazaHue A0MNONHUTENbHbIX NapameTpoB MOXEeT noTpeboBaTh-
csl, Hanpumep, NS CreayoLnX BepAUKTOB:

o Invader (BHegpeHve B npouecckl nporpamm). [na gaHHoro
BEPAMKTa B KayecTBe AOMOSHUTENbHOrO YCHOBWUSI UCKIIO-
YeHUs Bbl MOXeTe ykasaTb UMS, MacKy nMMbo NOMHbIA NyTb K
BHeApsieMOMy 06bekTy (Hanpumep, channy dll).

o Launching Internet Browser (3anyck 6pay3epa ¢ napameT-

pamu). Ons AaHHOro BepauKTa B KayecTBe OOMNOMHUTEMb-
HOrO YCINOBUSI UCKMIOYEHNS Bbl MOXETE ykasaTb napameTpbl
3anycka bpayaepa.
Hanpumep, B aHanu3e akTMBHOCTU npunoxeHun [poak-
TMBHOW 3aluTbl Bbl 3anpeTunu 3anyck Opaysepa ¢ napa-
meTpamu. Ho B kayecTBe npaBuna UCKIOYEHUS Bbl XOTUTE
paspewuTb 3anyck 6paysepa ans AOoMeHa
www.kasperky.com no ccbeinke n3 Microsoft Office Outlook.
[na sToro B kayecTBe O6BbEKTA NCKMOYEHUS YKaXnUTe Npo-
rpammy Microsoft Office Outlook, B kayecTBe Tuna yrpo3bil
ykaxxute Launching Internet Browser, a B none [JOnonHu-
TenbHble NapamMeTpbl BBEAWTE MACKy paspeLleHHOro [o-
MeHa.

Onpepgenute, B paboTte Kaknx kKOMNoHeHToB AHTMBMpYca Kacnepckoro
OOMKHO ObITb MCMOMb30BaHO co3gaBaemoe npasuno. Ecnu BbibpaHo
3HayeHue nwboWn, AaHHOe NpaBuno OyaeT NPUMEHATLCHA NS BCEX KOM-
NoHeHTOB. Ecnu Bbl XOTWUTE OrpaHWYMTbL MCMONb3OBaHWe NpaBuna Of-
HVM/HECKONbKUMW KOMMOHEHTaMW, LUENKHUTEe No ccbinke noboin, KoTo-
pas M3MEHWTCH Ha YykasaHHbI. B OTKpbIBLUEMCA OKHe YCTaHoBWUTE
hnaxkn HaNpPOTMNB TeX KOMMOHEHTOB, AN KOTOpbIX OyAeT NPUMeHATLCA
AaHHOe WCKIoYaloLlee NpaBumIio.

Cos0aHue npasusna UCKITYeHUs1 U3 yeeOoMIIEHUS MNpUusioxeHusi 06 0bHapyxe-
HUU onacHozo obbekma:

B okHe yBegomneHusa (cm. puc. 13) Bocnonb3ynTtecb ccbinkon Hoba-
BUTb B JOBEPEHHYIO 30HY.
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2.

B oTkpbIBLIEMCHA OKHE yGeauTech, YTO BCE NapaMeTpbl UCKMOYaIoLLLEro
npasuna yctpausaloT Bac. [lons ¢ umeHem obbekTa M TUMOM Yrpo3bl,
KOTOprl7I NpuUcBOEH eMy, 3anoJIHAKTCA aBTOMaTU4eCKM Ha OCHOBaHUU
WHdOpMauuM u3 yBegomneHus. [ns cosgaHuns npaBuna HaxmuTte Ha
kHonky OK.

DA COABPHHT PERNSMHYHD NPOrpatKy , NaueHHs
HEBOSMO¥HD
PexnaMHan NnporpaMma;
not-a-virus:AdWare.Win32.DigitalNames.b
Dain:
Y DigitalfamesPluginl 5. dil

= Ynanitb

Main By aeT vaaneH, Konua dbafina ByasT
NOMEWLEHA B PESEPEHOE XPaHHMIHLLE,

=3 lNponycTHTE
BN He By AET HEMEHEH MMM ¥ AaNEH,

= [o06aBUTE B AOBEPEHHYH) 30HY

AnA dakina ByAeT C0343HO NpaEHND
HCENHHEHKA,

] OprmermTe B0 Boex oAb ClyHaA%

PucyHok 13. YBegomneHve 06 obHapyXeHun onacHoro oobekra

Cos0daHue rpaesursia UcKimio4YeHus u3 okHa om4yema.

1.

BblﬁepVITe B OTYeTe OOBLEKT, KOTOpPbIN Bbl XOTUTE [ob6aBuTb K UCKIOYe-
HUAM.

OTKpoWTEe KOHTEKCTHOE MEHI0 M BbibepuTe nyHKT [lo6aBUTbL B AoBe-
PEeHHY0 30HY (CM. puc. 14).

B pesynbTaTte OTKpbIBAETCH OKHO HacTPOWKM UCKMoYeHus. Ybeautecs,
YTO BCE NapameTpbl MCKINoYaloLLLEero npasuna ycrpavmearoT Bac. [lons ¢
umeHem obbekTa M TUMOM Yrpo3bl, KOTOPbIN NMPUCBOEH €My, 3anoJiHs-
I0TCA aBTOMaTUYECKN Ha OCHOBaHWUM MHopmaumn 13 otyeTta. [ina cos-
[aHud npaBuna Haxmute Ha kHonky OK.
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Momek BHpYCOB : 3aBe plieHa

; 06Hapy»weHbl onacHele 06bexThi!
q MpoBEpEHD: ] Sanye: 11.05.2007 12:57:21

ObHapyM¥eHo: 4 AnkTensHocTe: 00:00:135
He obpaboTaHo: 4 SagepweHMe;  11.05,2007 12:57:34

OfHapy%eHn | Cofeimia | CTaTHOTHKE NapareTpel

CTaTyc OfvekT
@ 0BH: /C EI] [
@ ofiHapyweHo! Bupyc EI¢
@ obHapyxeHo: supyc EI¢
@ oBHapyweHD! BHMpyC E1]

: e
H\gicarleicar.com.delste
s\eicarleicar.com.suspicious

¥aannTe

AoBaEHTE B 40BEPEHH:
Mokasate daiin
WAAMMTE W3 CMHCKS

‘\eicarleicar . com.warning

NevmTe Bre

OHHCTHTR
) |

AeAcTEMA. .. NeqnTh BoE ]

Mok azkIEaTE BliNEYEHHE

MOCMOTRETE Ha i, viruslist, o

f.' CnpaBka MoMck...

BriaennTe Boe
KonMpoBaTe

Bce oT4eTw
MpeasiayWwni oT4eT

COXPAHKTE K3k,

PucyHok 14. Co3gaHve npaBuna UCKMIOYEHNs 13 oTyeTa

6.9.2. [loBepeHHbIe NPUINIoOXKeHUsA

AHTUBMPYC Kacnepckoro nossonsieT hopMUPOBaTb CNMUCOK AOBEPEHHbIX MpuUIo-
)XEHWIA, aKTUBHOCTb KOTOPbIX, B TOM YuMCre 1 Nodo3puTenbHas, a Takke daino-
Basi, ceTeBasi akTUBHOCTb U obpalleHne K CUCTEMHOMY peecTpy He ByayT KOH-
TPONMPOBATLCS.

Hanpumep, Bbl cuntaete 0O6bEKTbl, UCNOMb3yeMble CTaHAapTHOW MpPOrpamMmmon
Microsoft Windows — BnokHoT, 6e3onacHbiMu 1 He TpebylLlyMu NpoBEpPKU.
Opyrumun cnosamu, Bbl JoBepsieTe 3Ton nporpamMmme. YUTobbl MCKMIOUNTL NpoBep-
Ky 06beKkToB, ncnonb3yemMbix AaHHbIM npoueccom, gobasbTe nporpammy Bnok-
HOT B CMWCOK AOBEpEHHbIX npunoxeHni. OgHako ncnomnHsembli dann u npo-
LlecC AOBEPEHHOrO MPUIOXeHNs no-npexHemy 6yayT npoBepATbCA Ha BUPYCHI.
[Ns NONHOro MCKMYEHNs MPUIOXEHUA M3 NPOBEPKM crneayeT nonb3oBaTbCs
npasuamm UcknoYeHun (cm. n. 6.9.1 Ha cTp. 71).

Kpome Toro, HekoTopble AENCTBUA, KNaccuduLmMpyoLMecs Kak onacHble, ABns-
I0TCA HOpMasbHbIMM B pamkax (PyHKUMOHanbHOCTW psga nporpamm. Tak, Ha-
npumep, nepexesaTt TEKCTa, BBOAMMOIO BaMu C KnasuaTypbl, ABNSETCA HOpMarb-
HbIM [eicTBMEM AN MporpaMm aBTOMAaTWYECKOro MepeKTtoYeHns packnagok
knasuaTypbl (Punto Switcher n gp.). 4nsa Toro 4To6bl y4ecTb cneumdmky Takmx
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nporpamMmm U OTKIMKOYUTb KOHTPOJIb UX aKTUBHOCTU, Mbl peKoMeHOyem ,D,O6aBVITb
MX B CNNCOK JOBEPEHHbIX.

Takke MCMONb3OBaHWE WCKIIOYEHUS OOBEPEHHbIX MNPUITOXEHUA U3 NPOBEPKU
Nno3BONsAeT pellatb BO3MOXHble npobnembl coBmecTumocTu AHTuBMpyca Kac-
NepcKoro ¢ ApyrMMu MpUnoXeHuaMW (Hanpumep, ceTeBow Tpaduk € Opyroro
KOMMblOTEPa, YK€ NPOBEPEHHbIN aHTUBUPYCHBIM NPUIIOXKEHUEM), @ Takke yBe-
NNYNTb NPON3BOAUTENBHOCTDL KOMMbIOTEPA, YTO OCOBEHHO BaXKHO MPWU UCMOMb30-
BaHWWN CepBEPHbIX NPUNOXEHWNA.

Mo ymonuanuio AHTMBMpPYC Kacnepckoro npoBepsieT 0ObeKTbl, OTKpbIBaeMble,
3anyckaemble UM coxpaHsieMble NobbIM NporpamMMHbIM MPOLECCOM, a Takke
KOHTPONUPYET aKTUBHOCTb BCEX MporpamMm K ceTeBon Tpadwuk, co3gaBaeMblii
UMK,

dopmyrpoBaHMe crnucka AOBEPEHHbIX NMPUIOXEHUA OCYLLECTBMNSETCA Ha crneum-
anbHow 3aknagke [loBepeHHble npunoxeHusa (cm. puc. 15). Mo ymonuyaHuio
npu yctaHoBke AHTMBMPYca Kacnepckoro CnMcok AOBEPEHHbIX MPUMOXEHN CO-
AEPXUT MPUINOXEHNS, aKTUBHOCTb KOTOPbIX HE aHanv3vpyeTcsi Ha OCHOBaHWM
pekomeHpauui cneunanuctoB «Jlabopatopun Kacnepckoro». Ecnv Bbl cuutae-
Te, YTO yKa3aHHbIe B CMUCKE MPUIOXEHUS He SIBMSAOTCS AOBEPEHHBIMU, CHUMUTE
cooTBeTCTByOWME naxkn. Bel MoxeTe oTpegakTupoBaTb CMMCOK C MOMOLLBIO
kHonok [lo6aButb, U3ameHnTb, YAaanuTb, pacnonoxeHHbIX cnpasa.

[lope pe HHaA 30Ha

[ W INDOWS sy stem3z2 | services, exe
E “eSystemRoot ¥\ system32\svchost exe |

3 “eProgramFiless:\Messengerimsmsgs exe
[ =ProgramFiles2ysi MessengeriiMsnisgr. Exe |
|

| OnMCaHme (HEKMHTE HA NOAHEPKHY TEIE NapaMeETRbl ANA WX HMEHEHHA):
| | He npoeepATE oTKpeIBaembe danns

6,. Cnpaeka [ Ok ] [ OTMEHS

PucyHok 15. Cnncok AoBepeHHbIX NPUNOXEHUN
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Ans mozo ymobbi dobasumse npoepamMmy 8 CriuCOK OO8EPEHHbIX:

1.

Haxmute Ha KHOMKY Oo6GaBuTb, pacnonoXeHHy B npaBowv 4YacTu 3a-
Knagku [loBepeHHble NPUNOXeHus.

B oTkpbiBLIEMCA OKHE [loBepeHHOe npurnoxeHue (CM. puc. 16) Bbl-
BepuTe NpunoxeHve ¢ NOMOLLLIO KHorkn O63op. ByaeT OTKPLITO KOH-
TEKCTHOE MEHI0, B KOTOPOM M3 nyHKTa OG30p Bbl MOXETe NepenTn B
cTaHAApTHOE OKHO Bblbopa ainoB 1 ykasaTb MyTb K UCMOMHAEMOMY
canny, unu n3 nyHkta NMpunoxeHna nepenTn K CrUCKy NPUNOXEHUN,
paboTalolmx B AaHHbIA MOMEHT, 1 BbIOpaTh HY>HOE.

Mpn BIGOpPE Nporpammbl AHTMBMPYC Kacnepckoro 3anomMvHaeT BHYT-
peHHne aTpubyTbl UCMIONHAEMOro anna, No KOTOpbIM UAEHTUULM-
pyeT NnporpaMMy Kak JOBEPEHHYIO B XO4€ NPOBEPKMY.

MyTb K aviny noacTaBnsaeTcs aBTOMaTUYECKN MpK BbIGOpE UMEHMU.

7 floge pe HHOE NpH/0KE HHE

MpHnoMEHKHE: v \Program Files\Microsoft SQL Serverit

MapamMeTped: He npoBepATe oTkpeIBagMbIE darns!
He KOHTRONHPOESTE SKTHEHOCTE MPHADXEHHA
He KOHTRONKMPOESTE OBPALLEHHA K PEECTPY
[] He npoeepATe ceTesoi Tpadkg

QMHESHHE (HAMMHTE HE NOAYSPKHY TEIS NAPAMETREI AN HX HEMEHEHHA):
He nposepaTE 0THPLIEaEHEE Hafns
He KOHTRONHMPOESTE SKTHEHOCTE MPHADMKEHHA
He KOHTRONHPOESTE OBPEWEHHA K pescTRY

Q.. Cnpaeka Ok H OTHEHE ]

PucyHok 16. [lo6aBneHvne NpunoXeHnsi B CNMCOK JOBEPEHHbIX

3. [anee YKaxute OEeNCcTBUS, BbINOSIHAEMbIE AaHHLIM NPOLECCOM, KOTO-

pble He ByayT KOHTponMpoBaTbcs AHTUBMPYCOM Kacnepckoro:

He npoBepsATb oTKpbIBaeMble channbl — UCKMIOYaTb U3 NPOBEPKM
BCe (pannbl, KOTOpble OTKPbIBAOTCA MNPOLECCOM [OBEPEHHOro
NPUNOXEHNUS.

He KOHTpONMpOBaTbL aKTUBHOCTb NPUIIOXKEHUS — UCKIIOYaTb U3
NpoBepKkM B pamkax paboTbl kKomnoHeHTa lNpoakTuBHas 3alyuTa
noByo aKTUBHOCTL (B TOM YMCrEe M MOAO3PUTENBHYIO), KOTOPYIO
BbIMOMHSAET JOBEPEHHOE NMPUMNOXEHME.

I He KOHTpONUpOBaTb OGpPaLLEHUA K peecTpy — MCKMoYaTb U3
MPOBEPKM MOMbITKA 06paLLeHUsi K CUCTEMHOMY PEECTPY, UHULMUM-
pyemble JOBEPEHHBIM MPUIIOKEHNEM.
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He npoBepsaTb ceTeBOM Tpadmk — NCKNOYaTb U3 NMPOBEPKN CeTe-
BOM TpaduK, MHULUMPYEMbIA OOBEPEHHbLIM NpunoxeHnem. Bbl
MOXETE MCKIIOYNTb U3 NPOBEPKM BECb CETEBOW MPUITOXKEHUS NU-
60 TOnbKO 3alMpoBaHHbIN Tpaduk (C MCMONb30BaAHWMEM MPOTO-
kona SSL). [Ina 3Toro WWenkHMTE No CCbifike BECb, OHA U3MEHUT
CBOE 3HayeHue Ha 3awmndpoBaHHbIf. Kpome Toro, Bbl MOXeTe Or-
paHWYNTL UCKMOYEHMEe 3afaHHbIM YAaneHHbIM XOCTOM/ MOpPTOM.
[na BBOOA OrpaHUYEHUs HAXMUTE Ha CCbIIKy Nobown, koTopas
W3MEHWTCS HA YKa3aHHbIN, U YKAXXUTE 3HAYEHUE yoaneHHoro nop-
Ta / xocTa.



FMABA 7. AHTUBUPYCHAA
3ALMUTA SAUNOBOM
CUCTEMbI KOMMbIOTEPA

B coctaB AHTuBMpYyca Kacnepckoro BKMIOYEH creuunarnbHbI KOMMOHEHT, obec-
neyvBalwLLMn 3awuty annoBON CUCTEMbl BalIero KOMMboTepa OT 3apaxe-
HUA, — @adinossiti AHmusupyc. OH 3anyckaeTcs nNpy cTapTe OonepauyoHHOW cuc-
TeMbl, MOCTOAAHHO HaXOAUTCA B ONepaTUBHON NamsATN KOMMblOTepa 1 nposepsieT
BCe OTKpblBaeMble, COXpPaHsieMble U 3anyckaemble daninbl.

WHankaTtopom paGOTbI KOMMOHEHTa ABNAETCA 3HAYO0K AHTVIBVIpyca Kacnepckoro

B CWCTEMHOM NaHenu, KoTopbi NPUHUMAET BUZ E_.a KaXabli pa3 npu npoBepke
danna.

Mo ymonuaHuio ®arnosbli AHTUBMPYC NPOBEPSIET MOJILKO HOBbIE UMW USMEHEH-
Hble dannbl, TO ecTb dannbl, KoTopble 406aBUNCL UMM U3MEHUNUCL CO BpEMe-
HW nocnepHero obpatleHuns Kk H1UM. lMpouecc npoBepku darna BbINOMHAETCA No
cnepyroLemMy anroputmy:

1. OG6paweHne nonb3oBaTenss UMM HEKOTOPOW NPOrpamMMbl K KaXXaoMy
hainy nepexeaTtbiBaeTCA KOMMNOHEHTOM.

2. ®annosbii AHTMBMPYC MpOBEPSiET HanuMyve nHdopmaumm O nepexsa-
4eHHOM dpaiine B 6asax iChecker ™ 1 iSwift™. Ha ocHoBaHWUM nomnyyeH-
HOW MHpOpMaLIMM NPUHUMAETCS peLLEHNEe 0 HEOOBXOAMMOCTU NPOBEPKM
dainna.

MpoLecc NpoBepku BKMHOYAET crieayolme eNCTBus:

1. ®ann aHanu3upyeTca Ha MpUCyTCTBME BUpPYCOB. Pacno3HaBaHve Bpe-
OOHOCHbIX 0OBbEKTOB MPOMCXOAUT Ha OCHOBaHWUK ba3 npurnoxeHusi. ba-
3bl cofepXaT OnMcaHue BCEX M3BECTHbIX Ha HACTOSILUA MOMEHT Bpe-
OOHOCHbIX Mporpamm, yrpo3 u cnocoboB nx o6e3BpexxnBaHuns.

2. B pe3ynbTate aHanun3a BO3MOXHbI crnefyrwuime BapmaHTbl noBeaeHUA
NPUNOXEeHNA:

a. Ecnu B danne obHapyxeH BpeaoHOCHbIW Ko, Pannosbii AH-
TMBMPYC BriokmpyeT dann, noMeLLaeT ero Konuio B pe3epsHoe
XpaHunuwie v nbiTaeTca BbineunTb davin. B pesynbtaTte yc-
NeLHOro nevyeHnst ann CTaHoBUTCA JOCTYMHbIM Ans paboThbl,
€CNV e NneyeHrne Npon3BecTu He yaanock, dann ygansercs.

b. Ecnu B channe o6HapyXeH koA, MOXOXWIN Ha BPe4OHOCHbIN, HO
CTOMNPOLIEHTHOW rapaHTuUmM 3TOro HeT, doann noaBepraeTcs fe-
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YeHUIo N nomMmeullaeTca B cneuunaribHoe XpaHunuule — KapaH-
MUH.

c. Ecnn B danine He oGHapyXeHO BpegoOHOCHOro kofa, OH cpasy
Xe CTaHOBUTCA AOCTYMHbIM ONA paGOTbI.

7.1. Bbi6bop ypoBHA 6e30nacHOCTM
¢annos

dannosein AHTMBMPYC obecneunBaeT 3almTy pannos, ¢ KOTOpbiMK Bbl pabo-
TaeTe, Ha OOHOM U3 crieayLux ypoBHen (cM. puc. 17):

¢ MakcumanbHas 3awmTa — ypoBeHb, Ha KOTOPOM OCYLLECTBASETCA Mak-
CMAarnbHO MOSHbIA KOHTPOMb 3a OTKPbIBAEMbIMW, COXPaHAEMbIMU U 3a-
nyckaembiMu channamu.

e PexomeHayembii. [MapameTpbl A4aHHOrO YPOBHS PEKOMEHAOoBaHbl 3JKC-
neptamu «Jlabopatopun Kacnepckoro» v npegycmaTpuBaloT MpPOBEPKY
crneayoLmx kKateropui 06 bEKTOB:

e  nporpaMm 1 06bEKTOB MO COAEPKUMOMY;

e  TONbKO HOBbIX M U3MEHEHHbIX C MOMEHTa NocreaHeln NpoBepKu
0OBEKTOB;

e  BroXeHHbix OLE-06bekToB.

¢ MakcumanbHasi CKOPOCTb — YPOBEHb C MapameTpamu, KOTopble MO3BO-
NS0T BaM KOMGOPTHO paboTaTb C NPUNOXEHUAMWU, TPEOYIOLLMMN 3HAYN-
TenbHbIX PecypCcoB OMnepaTuMBHOW MamsATW, MOCKONbKy Habop npoBepse-
MbIX ¢paifioB Ha JAHHOM YPOBHE COKpPaLLEH.

¥PoBEHE BESONECHOCTH

PeKOMEH YEMBEIA
- OATHMENEHEA SALHTE
J - PEKOMEHAYETCA BONBWHHCTEY NONE30EATENEH

HacTpoFika. ..

PucyHok 17. YposHu 6e3onacHoctu Paiinosoro AHTUBMpYca

Mo yMOn4aHuto 3almnTa dannos ocyuiecTBndaeTca Ha PEKOMeHAyeMOM YpoOBHe.

Bbl MOXeTe MOBbICUTb UMW MOHU3UTL YPOBEHb 3aLUMTbI (PaNNoB, C KOTOPLIMU Bbl
paboTaeTe, BbIGpaB COOTBETCTBYIOLMUIA YPOBEHb UMM U3MEHUB NapameTpbl Te-
KYLLLEro YPOBHSI.
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Ans moz2o ymobbi usmMeHuUmMb yposeHb bezonacHocmu,

nepemMecTuTe MON3yHoK no Lwkane. Perynupys ypoBeHb Ge3onacHocTy,
Bbl onpeaernsieTe COOTHOLUEHWE MeXAy CKOPOCTbIO BbINOSIHEHWUS MpO-
BEPKN M KOMMYECTBOM NpOBepseMbiXx hannoB: YeM MeHblue (ainrnos
noABepraeTca aHanu3y Ha NpUCYTCTBME BUPYCOB, TEM BbIlle CKOPOCTb
MPOBEPKMN.

Ecnn HM 04MH U3 nepeyuncneHHbIX ypoBHen 6e3onacHoCcTM annoB He COOTBET-
cTByeT Bawum TpeboBaHWAM, Bbl MOXETe BbIMOMHUTL AOMOSIHUTENBbHYI0 Ha-
CTPOWKY MapameTpoB 3aliuTbl. [N aT0ro pekomeHayeTcs BblOpaTe Hanbonee
OnM3kuin K BalLMM NOXenaHWsM ypoBeHb B kayecTBe 6a30BOro u otTpeaakTupo-
BaTb ero napameTpbl. B aTom cnyyae HasBaHue ypoBHA 6e3onacHocTu byaet
n3MeHeHo Ha [lpyron. PaccmoTpvm npumep, Korga MOXeT NpuroguTtbes usme-
HEeHVe napaMeTpoB NpeayCTaHOBMEHHbIX YPOBHEN 6e30nacHOCTK.

Mpumep:

Mo poay AesTenbHOCTM Bbl paboTaeTe ¢ GONbLUMM KONMYECTBOM (haiinoB
pasHbIX TWUMOB, B TOM 4YuMCie U OOCTaTOMHO GonblIoro pasmepa. Bbl He
XoTenu 6bl pUckoBaTb, UCKMOYask M3 NPOBEPKU Kakue-nmbo dainbl no
pacLUMpeHWo U pasMepy, AaXKe ecriv 3TO OKa3blBAET HEKOTOPOE BIMSIHUE
Ha NPOU3BOAMTENBHOCTL BaLLEro KOMMboTepa.

CoBeT no BbIOOPY YPOBHS:

OcHoBbIBasiCb Ha UCXOAHbIX OAHHbIX, MOXXHO MPWIATK K BbIBOAY, YTO onac-
HOCTb 3apakeHWs BPeAOHOCHOW Mporpammon 4OCTaTO4HO BbiCOKa. Pas-
Mep M TN Mcnonb3yembix B paboTe hannos 4OCTAaTOMHO pa3HoobpaseH
N UCKNOYaTb UX U3 NPOBEPKM — 3HAUYUT NMOABEPrHYTb PUCKY MHMOPMaLnIO
Ha komnbloTepe. OCHOBHbIM TpeboBaHMEM K MPOBepKe ABNSETCA aHanu3
ucnonb3yemblx B pabote annoB UMEHHO NO UX COAEPXKMMOMY, a He No
pacLumpeHuio.

B kayecTtBe 6a30BOro npeycraHOBIEHHOIO YPOBHsSI 6€30MacHOCTUN peko-
MeHAyeTcs ucnonb3oBaTb PekoMeHAyeMbI ypOBEHb CO CneayoLwyMmm
N3MEHEHUSIMU: CHSATb OFPaHUYEHUE Ha pasmMep NpoBepsieMblX ansos M
npoBecTn onTuMmsaumio paboTbl danrnosoro AHTUBMpPYCa 3a CYET Mpo-
BEPKU TOSIbKO HOBbLIX Y M3MEHeHHbIX aitnoB. B Takom criyuyae Harpyska
Ha KOMMblOTEP MpW MpoBepke airnoB OyaeT CHWKEHa, Y4TO MO3BONUT
KOMOPTHO paboTaTb C APYrMMU NPUNOXEHUSAMMN.

Ymobbl usmeHUMb Napamempbl MeKywezo ypoeHs besonacHocmu,

1. OTKpoOWTE OKHO HAaCTPOMKM NPUNOXEHNs N BblOepuTe KOMMNoHeHT dPanno-
Bbl AHTUBMPYC B pasfene 3awmra.

2. HaxwmuTe Ha kHonky Hactponka B 6rnoke YpoBeHb 6e3onacHOCTH (CM.
puc. 17).

3. B oTKkpbiBLIEMCS OKHE OTpedakTUpywnTe napameTpbl 3awuTbl hannos U
HaXmMuTe Ha kHonky OK.



AHMueuUpycHasi 3aujuma ¢halisnosoli cucmemb! KOMIbIOMepa 83

7.2. HacTpouka sawuutbl chavnos

To, kaknm obpa3om ocyLiecTBnsieTca 3awmuta annos Ha BalleM KOMMNbTepe,
onpegensieTcss Habopom napameTpoB. VIx MoXHO pa3buTb Ha cnegyowme rpyn-
nbl:

e napameTpbl, onpeaensiolwmne Tunbl annos, NoaBepraeMble aHanuay Ha
BUpYChI (CM. N. 7.2.1 Ha cTp. 83);

e napameTpbl, dopmupylowmMe 3awmuaemyro obnacte (cm.n.7.2.2 Ha
cTp. 86);

e [apameTpbl, 3agawLime OeACTBUSA Had onacHbiM O00bekTom (CMm. n. 7.2.6
Ha cTp. 93);

e MapamMeTpbl, onpegendwowme UCnonb3oBaHWe MeToOoB 3BPUCTUYECKOIo
aHanu3a (cm. n. 7.2.4 Ha ctp. 90);

e [OMOMHMTENbHble napaMeTpbl  paboTbl  dainosoro  AHTMBUpPYca
(cm. n. 7.2.3 Ha cTp. 88).

B paHHom pasgene PykoBoactBa 6yaoyT AeTanbHO pacCMOTpeHbl BCce nepeync-
NeHHble Bbllle rpynnbl.

7.2.1. OnpepeneHMe TMNOB NpPoOBEpPAEMbIX
c¢annos

YkasbiBasi TMN npoeepsiemMbiX hannos, Bbl onpegensaete, dannbl kakoro dopma-
Ta, pa3Mepa M Ha Kakux guckax GyayT npoBepsaATbCA Ha NPUCYTCTBUE BUPYCOB
npy OTKPbITUW, UCMOSNTHEHWUM U COXPAHEHUN.

[ns npocToTbl HACTPONKM BCe hairnbl pa3geneHbl Ha ABe rpynmbl: Ipocmsie v
cocmasHble. lNMpocTble dannbl He cogepxaT B cebe Kakux-nmbo o6BbEKTOB (Ha-
npumep, txt-cparn). CoctaBHble 06bEKTLI MOTYT BKIOYaTb HECKONbKO OOBEKTOB,
KaXKabI N3 KOTOPbIX TakKe MOXET UMEeTb HECKOMNbKO BrOXeHWN. MNprmepos MHO-
)KeCTBO: apxvBbl, dannbl, cogepxalimne B cebe makpockl, Tabnuubl, NMcema ¢
BMOXEHUAMMU W T.4.

Tun dannos gns aHanusa Ha BUpYCkl onpeaensietcs B pa3gene Tunbl dannos
(cm. puc. 18). BeibepuTe ognH U3 Tpex BapuaHToB:

® MNpoBepaTbL Bce dhannbl. B gaHHoM cnyyae G6yayT noasepratbCA aHanvay
BCe 6e3 UCKMIoYeHNs OTKpblBaeMble, 3anyckaemMble 1 coxpaHsieMble obbek-
Thbl )aNoBON CUCTEMBI.

® MNpoBepATbL NporpaMmmbl U AOKYMEHTHbI (Mo coaepxumomy). MNpu BeiGope
Takon rpynnel pannos Pannosbsin AHTUBMUPYC ByaeT npoBepsTb TONbKO Mo-
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TeHUumansHo 3apaxaemble dannbl — dannbl, B KOTOpblE MOXET BHEOPUTHCA
BMpYC.

WHdopmauums.

CyuwectByeT pag annoBblx opMaToB, BEPOATHOCTb BHEAPEHUS B
KOTOpble BPeOoOHOCHOro Kofa M ero nocrneaymwllas akTuBauus gocTa-
TOYHO Hu3Ka. Npumepom Takoro danina asnsietcs dann txt-gopmara.

W HaobopoT, ecTb ainoBble hopMaThl, KOTOpPblEe COAepXKaT UM MOryT
cogepxatb UCMONHseMbln kog. Mpumepom Taknx OOBEKTOB SBMSAIOTCA
thannsl popmatos exe, dll, doc. Puck BHeApeHUss n akTuBaLuun B Takme
haiirnbl BpeJOHOCHOro KoAa 40CTaTOYHO BbICOK.

Mpexage yem npucTynaTb K MOUCKY BUPYCOB B dhaiine, BbIMNOMHAETCA aHa-
nn3 ero BHYTPEHHEro 3arofnioBka Ha npegMeT dopmara dawvna (txt, doc,
exe nt.n.). Ecnn B pesynbtate aHanu3a BbIICHSETCSH, YTO hann Takoro
dopmaTta HesapaxaeMm, OH He NMpPoBepseTCA Ha MPUCYTCTBME BUPYCOB U
cpasy e CTaHOBUTLCA AOCTYNHbIM Ans pabotsl. Ecnun xe dopmat canna
npegnonaraeT BO3MOXHOCTb BHEAPEHNS BUPYCOB, (hain npoBepsieTcs Ha
BMPYChI.

® MNpoBepATL NporpamMmmbl M AOKYMEHTbI (MO pacluMpeHuto). B atom cnyyae
davinoBbIn AHTMBMPYC OyaeT NpoBepsATb TOMbKO NOTEHUManbHO 3apaxae-
Mble dannbl, HO opmat cavina byaeT onpegensaTbCs Ha OCHOBAHUKM €ro
pacluperuns. Bocnonb3oBaBLUMCL CCbINKOW PacLUMPEHWIO, Bbl MOXeTe 03-
HaKOMUTBCSA CO CMMUCKOM paclumMpeHun cannos (cM. n. A.1 Ha cTp. 232), ko-
TOpble NOABEpPralTCA NPOBEpKe B AaHHOM cryyae.

CosBerT.

He cTouT 3abbiBaTh, YTO 3MOYMbILLIIEHHWK MOXET OTNPaBWTb BUPYC Ha Ball KOM-
nbtoTep B hanrne ¢ pacmpeHvem txt, Xxota Ha camom fene oH MoXeT ObITb 1c-
nosnHsieMbiM dannom, nepenmeHoBaHHbIM B txt-cpaiin. Ecnv Bbl BbibepuTe Ba-
puaHT ® MpoBepATb NporpamMmmbl U JOKYMEHTbI (MO pacLuMpPEeHUIo), TO Takom
ann OygeT nponywleH B npouecce npoBepku. Ecnm ke BbiOpaH BapuaHT
MpoBepATb NporpamMmmMmbl U AOKYMEHTbI (MO coAepXXUMOMY), HEB3Npas Ha
pacwupeHne, Pannosbin AHTUBUPYC NpoaHanu3vpyeT 3aronoBok gawvna, B pe-
3ynbTaTe Yero BbISICHUTCA, YTO danin umeeT exe-cbopmat. Takon cann bynet
NoABEPrHyT TLATeNbHOM NPOBEPKE Ha BUPYChI.
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Hactpoiua: Mainoesid AHTHEMpYC

CBWHE | OfnacTe 3aWHTE! | AONONHMTENEHD | SEPHCTHYECKHI aHaNKsaTOD

THMEl dhakinoe
() Npoeepate ece haifne
(%) MPoBEPATE NPOrPaMMEL H AOKYMEHTEI {10 COASPHHMOMY)

() MpoBEPATE NPOrpaMME! M AOKYHEHTE! (N0 DACLUMDEHHHD)
CNTHMHZAUHA

[paEepATE TAMNEKD HOBEIS H H3MEHEHHEE dafnk!
CocTaEHeE Garne

[] Mposepate apxves

[] NpoeepaTe MHCTaNNAUMOHHEIE NaKEeTEI

MpoEepATE BRo¥eHHEE OLE-00berTr

CTNO¥MTE DACNAKOBKY, BCNK diain Bonewe i} = mBe
He pacnakobbiBaTe, ecnk dakn bonewe 3 = e
MPOMZEOAMTENEHOCTE: CpeaHAs
G:.- Cnpaska [ Ok l [ OTHMEHA ]

PucyHok 18. Beibop TMnoB ¢haiinos, nogBepraeMbiX aHTUBUPYCHON MPOBEPKe

B pasgene OntuMmusaumna MOXHO cAenatb OrOBOPKY, YTO NPOBEPHATL HA BUPYChI
cnepyeT TONbKO HOBble hainbl U Te, YTO U3MEHUNNCL C MOMEHTa NpeablayLLero
ux aHanusa. Takon pexum paboTbl NMO3BOMSET 3aMETHO COKPaTUTb BpeMs Mpo-
BEPKMN U YBENUYNTb CKOPOCTb PaboTbl NpunoxeHus. Ans atoro HeobxoanMo yc-
TaHOBUTbL (HNAaxXoK npoaep;rrb TONMbKO HOBble U U3MEHEHHble channbl.
OTOT pexum paboTbl pacnpoCTPaHAETCA Kak Ha NPOCTble, Tak U Ha COCTaBHbIE
cannbl.

B pasgene CoctaBHble hannbl ykaxute, Kakme CocTtaBHble channbl Heobxoam-
MO aHanu3npoBaTb Ha NPUCYTCTBUE BUPYCOB:

MpoBepsATbL BCE/TONBLKO HOBbLIE ApPXUBbI — NPOBEPATL apxumBbl hopmMaTos
ZIP, CAB, RAR, ARJ.

I'Iposep;rrb BCe /TONbKO HOBbLI€ UHCTANJISILMOHHbIE NMaKeTbl — aHanuau-
poBaTb Ha NPUCYTCTBME BMPYCOB CaMOpacnaKoBbiBalOLWLNECA apXUBbI.

MpoBepATbL Bce /TONLKO HOBble BnoxeHHble OLE-06bekTbl — NpoBepsATh
BCTPOEHHblE B hann obbekTbl (Hanpumep, Excel-Tabnuua wnm makpoc,
BHeapeHHbIn B dann Microsoft Word, BnoxeHue no4ToBOro coobLieHus
nT.Aa.).

Ona kaxpgoro Tvna coctaBHOro cpanna Bbl MOXeTe BblibpaTb, NPOBEpPATb BCe
dannbl UNKn TONbKO HOBbIE. NSl 9TOr0 BOCMOMb3YWTECH CCbIIKON PSgoM C Ha-
3BaHneM obbekta. OHa MeHsieT CBOe 3Ha4YeHue Mpu Lemnyke no Hem NeBon Kna-
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BULWEN MblwK. Ecnn B pasgene ONTMMMU3auMAa YCTaHOBIIEH PEXUM MPOBEPKU
TONBbKO HOBbIX U M3MEHEHHbIX (halnoB, BbIGOP TuMa NPOBEPSIEMbIX COCTaBHbIX
dannoB GyoeT HeAOCTyMeH.

YUTobbl yKasaTb, Kakne cocTaBHble (hairbl He CTOMT NPOBEPHATL Ha BUPYChI, BOC-
nonb3ynTecb cneayLyMm napameTpamu:

OTnoxuTb pacnakoBky, ecnu cann 6onbuwe ... MB. B cnyvae, ecnu pas-
Mep COCTaBHOro o0bekTa npeBbIlaeT AaHHOe OorpaHuYeHune, oH GyaeT npo-
BEPEH MPUIIOXEHNEM KaK eOuHbIA 0OBbEKT (NpoaHanm3vpoBaH 3arofioBOK) 1
npeaocTaBneH nonb3oBaTtento Ansa paboTsl. MNpoBepka 06BHEKTOB, BXOOALLMX
B ero coctas, 6yget npousBegeHa nosxe. Ecnu cnaxok He ycTaHoOBnEH,
Joctyn Kk dannam 6onblue ykazaHHOro pa3mepa 6rokvMpyeTcs [0 3aBeplue-
HWS NPOBEPKN OO BEKTOB.

[l He pacnakoBbiBaTb, ecnu cann Gonbuwe ... MB. B atom cnydyae cain
Bonblue ykazaHHOro pasmepa byget nponylueH 6e3 aHTUBMPYCHOW NpoBep-
KW.

7.2.2. DopMmupoBaHue obnactm sawmTbl

dannosbin AHTUBUPYC MO YMOM4YaHWIO NpoBepsieT Bce annbl B MOMEHT obpa-
LLIEHNS K HUM, HE3aBMCMMO OT TOTO, Ha KAKOM HOCUTENE OHU pacnonoXeHsbl, Oyab
TO xecTkui gmuck, CD/DVD -ROM vnun donelu-kapTa.

Bbl MOXeTe orpaHnynTb obnacTb 3awunThl. nsa aTtoro:

1. OTKpoONTE OKHO HAaCTPOMKM MPUNOXEHUsI N BblOepuTe KOMNOHeHT dPanrno-
Bbii AHTUBMPYC B pa3gene 3awumra.

2. HaxwmuTe Ha kHonky HacTpoiika B 6rnoke YpoBeHb 6e3onacHocTu (CM.
puc. 17).

3. B oTkpbiBlweMcA OkHe BblbepuTe 3aknagky O6nacTb 3awmTbl (CM.
puc. 19).

Ha saknagke npefcTtaBrnieH CrncOK O6bLEKTOB, KOTopble GydeT noasepraTbcs
nposepke dainosbiM AHTMBUPYCOM. MO yMOMnYaHMio BKMOYeHa 3aluTa Bcex
06BLEKTOB, PACMOMOXEHHbIX Ha XXECTKMUX, CMEHHbIX U CETeBbIX AMUCKaX, MOAKMo-
YeHHbIX K Ballemy KOMMbloTepy. Bbl MOXeTe HamnofHUTb UMK OTPeaakTMpoBaTh
CMUCOK C MOMOLLbIO KHOMOK [lo6aBuUTb, U3MeHUTb, YaanuThb.

Ecnn Bbl XoTUTE CY3UTb Kpyr 3alimuiaemMbix 06'beKTOB, Bbl MOXeTe caenaTtb 3TO
cneaywoLwmmMm cnocobamu:

1. YkasaTb TONbKO Te KaTanoru, AUCKA UnK dpainbl, KOTOpble HYXKHO 3aluy-
waThb.

2. CchopmmpoBaTh CMNCOK OGHLEKTOB, KOTOPbIE 3aLUMLLATE HE HYXHO.
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3. O6beavHUTbL NepBbIN M BTOPOM Crnocobbl, TO ecTb copmupoBaTb 00-
nacTb 3allUM1Tbl, U3 KOTOPOW UCKIIOUUTL psg 0O bEeKTOB.

Hactpohia: MannoesiH AHTHEMPYC |Z|E|Pz|

Ofiwme | DONACTE SEWHTE |ﬂ,0nonHMTean0 SEPHCTHYECKIIA aHANMEATOD

OBEEKTE 3AWLHTE

5 BCE CMEHHEIE AWCKK AoGaEHTE. ..

g BCE MECTEME AWCKM
¥, Be CeTeEbIE AMCKM

MpOHEE0ANTEMNEHOCTE: ZpEAHAR
@ Cnpaeka Ok ] [ OTMEHA

PucyHok 19. ®opmupoBaHue 3awymiiaemon obnactu

Mpwn nobaeneHun obbekta Ans npoBEepPKM BO3MOXHO WUCMOJIb30OBaHME MacCOK.
06paTVITe BHMMaHMe, 41O O0onyCKaeTCA BBOL4 MACOK TOJIbKO C abconoTHBIMK
nyTaAMn K obbekTam:

o C:\dir\*.* unu C:\dir\* unu C:\dir\ — Bce dpannel B nanke C:\dir\
e C:\dir\*.exe — Bce dainnbl ¢ pacwmpeHnem exe B nanke C:\dir\

e C:\dir\*.ex? — Bce ¢haiinbl ¢ paclumpeHem ex? B nanke C:\dir\, roe Bme-
CTO ? MOXET MCNonb3oBaThes Noboin oanH CUMBON

e C:\dir\test — Tonbko cann C:\dir\test

YTtobbl NpoBepka BbIOpaHHOrO 0ObEKTa BbIMOMHANACH PEKYPCUBHO, YCTAHOBUTE
dnaxok ¥ Bknroyasa BNOXeHHbIe nanku.
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BHumaHuMe.

MomHuTe, uto darinosbii AHTMBUPYC ByaeT NpoBepPsiTb HAa NPUCYTCTBME BUPYCOB
TONMbKO Te hanrnbl, KOTOpble BKIHOYEHbI B COOPMUPOBAHHY0 0BMNacTb 3alluThl.
dannbl, He BXOAsALME B AaHHYI obnacTb, 6yayT A4OCTYNHbl Anga pabdoTbl 6e3 npo-
BEPKU. DTO NOBbILLAET PUCK 3apakeHUs BaLLero komnbtotepa!

7.2.3. HacTtpouka AONONMHUTENbHbIX

napameTpoB

B kavecTtBe gononHutenbHbIX napameTpoB ®annoBoro AHTMBMPYCA Bbl MOXETE
yKkasaTb pexumMm npoBepkn OOBLEKTOB (halirioBOM CUCTEMbI, @ TaKKe HACTPOUTb
YCNOBUSi BPEMEHHON OCTAHOBKM paboTbl KOMMNOHEHTA.

[ns Hacmpoliku donosiHumernbHbIx napamempos Palinnogo2o AHmMusupyca:

1.

OTKpoOWiTe OKHO HaCTPOWKM MPUNOXKEHNS 1 BbiGepuTe KOMNoHeHT Panno-
Bbii AHTUBMPYC B pa3fene 3awmra.

2. HaxwmuTe Ha kHonky HacTpoiika B 6rnoke YpoBeHb 6e3onacHocTu (CMm.

puc. 17).

3. B oTkpbiBlEMCS OKHe BblbepuTe 3aknagky J[ononHuTenbHO (CM.

puc. 20).

PeXMmom npoBepkn 0OLEKTOB OMNpeaensoTcs ycrnoBus cpabaTbiBaHusa daiino-
BOro AHTVBMpYCa. BO3MOXHbI criefytolume BapuaHThl:

MHTennekTyanbHbIN pexuM. [aHHbli peXMM HanpaBneH Ha MoBbille-
HMe cKkopocTh 06paboTkn OOBEKTOB M NPeAOCTaBNEeHNs NX NONb30BaTENIO
Aans pabotbl. Mpu ero Beibope peLleHne o NPoBEpKE NPUHUMAETCS Ha OC-
HOBaHWM aHanu3a onepaumii, BbINOSHAEMbIX C 0O HEKTOM.

Hanpumep, npu pabote ¢ gokymeHToM Microsoft Office AHTuBMpPYC Kac-
nepckoro nposepsieT daiin Npy NepBoM OTKPbITUM U NOCNeaHEM 3aKpbl-
Tun. Bce npomexyTouHble onepaumu nepesanucy davina M3 nNpoBepKu
MCKMoYaloTCS.

MHTennekTyanbHbIN pexnum NpoBepkn 06bEKTOB NCMONb3yeTcs No yMOn-
YaHuio.

Mpyu OTKPLITUM U M3MEHEeHUU — NPOoBepsATb 06beKTbl PaitnoBbIM AHTU-
BMPYCOM MPY OTKPLITUM U U3MEHEHUN.

Mpwn OTKPLITUKN — NPOBEPATL 06BbEKTbI TONbKO Npn NONbITKE OTKPbITUA.

Mpu BbINONHEHUMU — NPOBEPSTb O6BEKTHI TOSNILKO B MOMEHT MOMbLITKA 3a-
nycka.
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Hactpohia: MahnoesiH AHTHEMPYC

OflWMe | DGNACTE SaWUHTE | A0nNoNHATENEHD |3BpHCTqucn<HF1 aHanMzaTop

FPexm Npogeprr

(%) MHTENNEKTYANEHBIA pENHM
() [IpH OTKPEITHH K MEHEHEHMH
O MpK OTEPEITHA

() MpH BBINOAHEHKH

anDCTaHDBKa 33434H

MNpoHZE0AHTENEHOCTE! ZpeaHan
@EngaBKa [ Ok H OTHMEHS ]

PucyHok 20. HacTpoiika gononHnTenbHbix napameTpos Paninosoro AHTMBMpYyca

BpemeHHasa octaHoBka ®arnosoro AHTUBUpPYCa MOXeT noTpeboBaTbCst nNpu Bbi-
nonHeHWn paboT, TpebyloLwmnx 3Ha4YMTENbHbIX PECYPCOB OnepauMoHHON cucTe-
Mbl. 18 TOro 4To6bl CHU3NTL Harpy3Ky 1 obecneunTtb BbICTPbLIN AOCTYN MOMb30-
BaTens K obbeKkTam, peKoMeHAyeTCsl HaCcTPOUTb OTKIOYEHWE KOMMOHEHTa B Or-
pepeneHHoe BpeMs nmbo npu paboTe ¢ onpeaeneHHbLIMM NporpaMmmamMm.

[nsa Toro 4to6bl OCTAHOBUTL PAabOTy KOMMOHEHTa Ha HEKOTOPOE BpeMsi, yCTaHO-
BuTe dnaxok ¥I Mo pacnucaHuio n B okHe (cM. puc. 20), oTKkpbIBaKOLWEMCH NO
kHonke PacnucaHue, 3aganite BpEMEHHbIE PaMKM OTKITOYEHNs U BO30OHOBIe-
HUs paboTbl KOMMNOHeHTa. [Ansa aToro BBeauTe 3HadeHus B doopmate YY:MM B
COOTBETCTBYIOLLUMX NOMSIX.

[4 NpumocTanoeka aagaum

anDCTaHaBHMBaTb EBINDONHEHKE B

B0Z0BHOENATE EEIMOIHEHHE B

Q-'.J Cnpaeka I QK

PucyHok 21. MpuocTtaHoBka paboTbl KOMNOHEHTa

[ns oTknoYeHnst paboTbl KOMMOHEHTa Npu paboTe ¢ Nporpammamu, TpebyoLm-
MW 3HaAYUTENbHBLIX PECYPCOB, YCTaHOBUTE dhnaxok ¥| Mpu 3anycke npunoxe-
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HWUW 1 B OKHe (CM. puc. 22), oTKpbiBatoLLeMcs No kKHomnke Cnucok, cchopmupyiTe
CMUCOK Nporpamm.

[na pobaBneHusi NPUMoXeHWs B CMMCOK BOCMONb3yWTecb KHonkoi [lo6aBuThb.
Byget OTKpbITO KOHTEKCTHOE MEHH, B KOTOPOM M3 nyHkTa O6G30p Bbl MOXeTe
nepevitu B CTaHAapTHOE OKHO Bblibopa hannoB U yka3aTb MCMOMNHAEMBbIN cann
pobasnsemoro npunoxenus. JInbo m3 nyHkta MpunoxeHus nepentn K CNucky
NpunoXeHuni, paboTamLwmx B AaHHbLIA MOMEHT, 1 BbIOpaTh HYXHOe.

Ons yoaneHuna npunoxeHua Bbl6epVITe €ro B CNnNCKe N HaXXMUTE Ha KHOMKY Ypa-
JNNTb.

Bbl MOXeTe BpeMeHHO OTkMoyaTb ocTaHoBky dairinoBoro AHTMBMpYca npu pa-
©60Te KOHKPETHOro npunoxeHus. [na aToro A4OCTaTOMHO CHATb (hnaxok Hanpo-
TVB UMEHW NPUNOXEHUS, HE YOansasa ero nu3 cnucka.

CnMcoK npHAoHKe HHH

§ CWINDOWS\Explarer, EXE

(.- Cnpaeka [ OF ][ OTHEHS ]

PucyHok 22. ®dopmunpoBaHne cnucka npunoxeHun

7.2.4. A\cnonb30BaHue MeToaoB
3BPUCTUUYECKOro aHanusa

MeTobl 3BpPUCTUYECKOrO aHanmusa WUCMonb3ylTca B paboTe HEKOTOpbIX KOMMO-
HEHTOB MOCTOSIHHOW 3awuTbl, Hanpumep, Pannosoro, [louytoBoro u Beb-
AHTMBUpYCOB, a Takxke 3afady novcka BUPYCOB.

M3BecTHO, 4TO NpoBepKa Ha OCHOBE CUIHaTypHOro MeToda C WUCMOfb30BaHUEM
chopMMpoBaHHbIX 3apaHee 6a3, coaepxalmx OMnNMCaHWe W3BECTHbIX Yrpo3 U
METOOB MX feyeHus, JaeT OAHO3HAYHbIA OTBET, SBMSETCA N NpoBepsieMbln
00OBEKT BPEAOHOCHbIM, @ TakkKe K KakoMy Kraccy onacHbIX NporpaMMm OH OTHO-
cuUTCsl. OBPUCTMYECKUIA METO, B OT/IMYME OT CUTHATYPHOro MeToAa, HaueneH Ha
obHapyXeHne He CUrHaTyp BPeAOHOCHOTO KOAa, a TUMUYHbLIX NoCregoBaTeNbHO-
CTel onepauun, No3BossLWNX caenaTb BbIBO4 O npupoge danna ¢ gocraTou-
HOW fonen BepoaTHOCTU. [MperMyLLecTBOM 3BPUCTMHECKOTO aHanmsa ABnseTcs
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TO, YTO AndA ero paﬁOTbI He Tpe6yeTcsl Hanun4ymne npenBapuUTesibHO COCTaBJIEHHbIX
6a3. 3a cyeT 3TOro HOBbIE YrpoO3bl PAcNO3HATCA OO TOro, Kak MX aKTMBHOCTb
CTaHOBUTCA MU3BECTHA BUPYCHbIM aHalnTukam.

Mpn NOQO3pEHMM Ha Yrpo3y SBPUCTUYECKUIA aHanNM3aTop SMynupyeT BbIMOSIHe-
Hue obbekTa B 6e30nMacHOM BUPTYarnbHOM OKpyxeHun AHTuBMpyca Kacnepckoro.
B cnyyae ecnu npu ero BbinonHeHun 6yayT obHapyXeHbl NOA03pUTENbHbIE AeN-
cTBUSA, 00beKT OyaeT npusHaH BPe4OHOCHBIM M €ro 3arnyck Ha KoMmnbkoTepe Oy-
4eT 3abnokmpoBaH nubo Ha 3kpaH OyaeT BbIBEAEHO YBEAOMIIEHWE C 3anpocoM
AanbHenwunx 0encTBumim y Nnonb3oBaTens:

e MOMECTUTb Yrpo3y Ha KapaHTUH Ans nocneayoLlein nposepku 1 obpabot-
K1 C NOMOLLIbI0 OOHOBIEHHbIX 6as3;

e yaoanutb o6beKT;

e NPONyCTUTb, €Crn Bbl abCOMIOTHO YBEPEHbI, YTO AaHHbLI OOBLEKT He MOo-
XKeT ABNATLCA BPEAOHOCHbIM.

Ona vcnonb3oBaHUsi METOAOB 3BPUCTUKU YCTAHOBMUTE (hraxok [+ Ucnonbso-
BaTb 3BPUCTUYECKUI aHanu3aTop. [JononHUTENbHO Bbl MOXeTe BbibpaTb ypo-
BeHb AeTanv3aunm NpoBepku, Ans 3Toro nepeaBuHbTe GeryHoK B o4HY M3 no3u-
UMiAi: NOBEPXHOCTHLIN, CpeqHUA UNK AeTanbHbIA. YPOBEHb AeTanusauum npo-
Bepku obecneunBaeT 6anaHc Mexay TWATenbHOCTbIO, @, 3HAYUT, U Ka4eCTBOM,
rovcka HOBbIX Yrpo3 U CTEMEHb0 3arpy3kn pecypcoB OnepaumoHHON CUCTEMBI, a
TakKkke BpeMeHeM MNpPOBEPKNU. Yem BbllLe YCTaHOBJIEH YpOBEHb 3BPUCTUKU, TEM
GorbLUue pecypcoB cucTeMbl TPeGYeT NpoBepka, U TeM AoSblUe MO BPEMEHM OHA
BbINOSHAETCA.

BHumaHue!

HoBble yrpo3bl, 06Hapyx1MBaemble C NMOMOLLbI 3BPUCTUYECKOrO aHanu3a, orne-
paTVBHO aHanuaupylTcs cneumanuctammn «Jlabopatopumn Kacnepckoro» u me-
TOAbl UX NeYEHUsI 3aHOCHATCS B exke4acHo 0OHOBMsieMble 6a3bl NPUOXeHUsI.

HosTomy, €CIMn Bbl peryndapHoO BbINOJTHAETE oOHoBneHne 6as NPUNOXEeHNa "
nognoepxmBaete onTUManbHbIN ypoBE€Hb 3allUTbl KOMMbKOTEPA, HET HeO6XO,D.VI-
MOCTU UCNoJN1b30BaTb METOAbl 3BPUCTUYECKOIro aHanm3a noCToAHHO.

Ha 3aknagke 3BpucTuyeckun aHanusatop (CM. puc. 23) Bbl MOXeETE BKNoYaTh/
OTKMoYaTb MUCMOMb30BaHNE 3BPUCTUHECKUX METOA0B 0OHaPYKEHUSI HOBbIX Yrpo3
B pamkax paboTbl koMmnoHeHTa Pavinosbli AHTUBMPYC. [Ns 3TOro BbLIMNOMHUTE
cneaywoLlme oencTems:

1. OTKpoONTE OKHO HAaCTPOMKM NPUNOXEHUSA N BbIbepUTE KOMNOHEHT daino-
Bbl AHTUBMPYC B pasfene 3awmra.

2. Haxwmute Ha kHonky HacTtpoinka B 6rioke YpoBeHb 6e3onacHocTh (CM.
puc. 17).
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3. B oTKpblBLIEMCS OKHE BblbepuTe 3aknagky dBPUCTUYECKUIA aHanusa-
TOp.

Hactpoika: aknoenii AHTHEMpYC

[ MenonezoeaTe JBPHCTHHECKHIA SHANHEATOR

MPOMEDAMTENEHOCTE: ZpeaHAR
(.' Cnpaeka [ 014 l [ OTHEHS

PucyHok 23. Vicnonb3oBaHne MeTO40B 3BPUCTUYECKOrO aHanusa

7.2.5. BocctaHOBNeHue napamMmeTpos
3sawmTbl hamnos NO yMOJNT4aHU IO

HacTtpauBas paboty ®arinosoro AHTUBMPYCA, Bbl BCErga MoXeTe BEPHYTbCH K
pekomMeHayembiM napameTpam ero pabotbl. OHM cuyMTalTCA ONTMMAanbHbIMU,
pekomeHaoBaHbl cneunanuctamm «Jlabopatopumn Kacnepckoro» n o6beanHeHbl
B PekomeHayembIn ypoBeHb 6e30nacHOCTW.

Ymobbl eoccmaHosumb napamempsl 3awuma! halsios rno yMon4aHuto,

1. OTKpOKTE OKHO HAaCTPOMKM MPUIOXEHUsI N BblOepuTe KOMMNOHeHT dPanrno-
Bbii AHTUBMPYC B pa3gene 3awura.

2. Haxmute Ha kHonky Mo ymonuaHuto B 6noke YpoBeHb 6e3onacHocTH
(cm. puc. 17).

Ecnun npu HacTpoiike napameTpoB PannoBoro AHTUBMPYCA Bbl UISMEHANN CMMCOK
006BEKTOB, BKMIOYEHHbLIX B 06nacTb 3alMTbl, TO NPU BOCCTAHOBMEHUN NEPBOHA-
YanbHbIX HacTpoek BaM OyaeT NPeArioXeHO COXpPaHWUTb OaHHbIA CMWCOK AnS
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AanbHenwero ucnonb3oBaHuda. [na coxpaHeHusi cnncka o6beKTOB B OTKPbIB-
wemcs okHe BoccrtaHoBneHue napameTpoB ycTaHoBUTE chnaxok O6nacTb
3aWmThbI.

7.2.6. Bbi6bop pencrema Hap o6bekramm

Ecnu B pesynbTaTe NpoBeEpKM (haiina Ha BUPYChl BbISICHAIETCS, YTO OH 3apakeH
WM NoJo3peBaeTca Ha 3apakeHue, AanbHeiilwune onepauun ®ainosoro AHTH-
BMpYCa 3aBUCAT OT cTaTyca 0GbekTa 1 BbiGpaHHOro AeCTBUS.

daiinoBbi AHTUBUPYC MOXET NMPUCBOUTL OGBLEKTY OAWH U3 CriefyloLiux cTaTy-
COB!

e CcTaTyc OOHON W3 BPEAOHOCHBLIX Mporpamm (Hanpumep, 8upyc, MpOsiH-
ckasi npoepamma) (cM. n. 1.3 Ha cTp. 12).

® BO3MOXXHO 3apa)KeHHbIl:I, Korga B pesynbTate npoBepkn OAHO3HA4YHO He-
BO3MOXHO onpenenntb, 3apaxeH O0BEKT MK HeT. ATO O3Ha4vaeT, YTo B
canne 06Hapy>|<eHa nocnenoBaTesibHOCTb KoAa Heun3BeCTHOro Bupyca
MM MogndununMpoBaHHbIN Kog N3BECTHOMO BUpyca.

Mo ymonuyaHuio Bce 3apakeHHble ainbl NOABEpralTcs feyeHuto, a Bce BO3-
MOXHO 3apaKeHHble — NOMELLIATCA Ha KAapaHTUH.

Umobb! uameHums deticmeue Had 06bEKMoM,

OTKpPOWTE OKHO HACTPOWKWN MPUIOXeHUsA U BbibepuTe KOMMNOHeHT Panno-
Bbl AHTUBMpPYC B pasgene 3awmTa. Bce BO3MOXHbIE AEACTBUS NpuBe-
AeHbl B COOTBETCTBYIOLLEM pasfene (CM. puc. 24).

AeHcTEME
(%) ZanpocuTe geficTene

() ZafinokmposaTe A0CTyn

PucyHok 24. Bo3moxHble gevictaus ®annosoro AHTMBMpPYCa
Hap onacHbIM 06beKTOM

Ecnu B kauecTBe AeNCTBUA Bbl Mpu o6HapyxeHnn onacHoro o6sLekTa
BbIOpanu
® 3anpocuTb gencreue dannoBbIi AHTUBMPYC BblgaeT Ha 3KpaH

npegynpexgatollee cooblieHne, co-
Aepxallee UHopMaUMIo O TOM, KakuM
BPEOOHOCHbIM 06beKkTom 3apa-
XeH / BO3MOXHO  3apaxeH dawn, u
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Ecnu B kauecTBe AeACTBUSA Bbl
BbIOpanu

Mpu o6HapyXeHMn onacHoOro o6bLeKTa

npeanaraet Ha BblIOOp OAHO M3 Janb-
Helwmnx pencTteuin. B 3aBucumocTn ot
cTtatyca obbekta OencTBua MoryT ObiTb
pasHbIMU.

® 3abnokupoBaTtb AocTyn

dannoBein AHTMBMPYC OnokvMpyeT Aoc-
Tyn Kk obbekty. MHdopmaumns o6 aTom
dukcupyetca B otyete (cm. n. 15.3 Ha
cTp. 177). Tloxke MOXHO NONbITaTbCs
BbINIEYNTb ITOT OOBEKT.

® 3abnokupoBaTtb gocTyn
NeunTb

dannoBein AHTMBMPYC OnokvMpyeT Adoc-
TYn K OOBEKTYy M MbITAeTCs ero neynTb.
Ecnn ypanocb Bbineuntb OOBLEKT, OH
npegocTtaensetcd gns pabotel. Ecnu
0ObeKT He ydanocb BbINEYUTb, TO eMy
npucBavnBaeTCcsi CTaTyC 803MOXHO 3apa-
JKEHHbIU, 1 OH NOMeLLaeTCs Ha KapaHTUH
(cm. n. 15.1 nactp. 171). UHdpopmaumsa
06 aTom dmkcmpyeTcs B otyeTe. [Mosxe
MOXHO MOMbITATLCS BbIIEYNTb 3TOT 00b-
eKT.

O] 3abnokupoBartb gocTyn

JleunTtb

YnanuTtb, ecnu nevyeHuve
HEBO3MOXHO

dannosbin AHTMBMPYC OnokupyeT Aoc-
Tyn K 06bEeKTy M NbiTaeTcs ero neyvvTb.
Ecnn ypanocb BbiNeyYuTb OOBLEKT, OH
npegocraensetcs Ans pabotel. Ecnu
0ObeKT He yaanocb BbleunTb, OH yAaa-
naetcd. Mpu atom konusi obbekTa co-
XpaHseTcs B Pe3epBHOM XpaHunuLie
(cm. n. 15.2 Ha cTp. 175).

O] 3abnokupoBartb gocTyn

Ypanutb

dannosbln AHTMBMPYC OGnokupyeT Aoc-
Tyn K 06beKTY 1 yaanseT ero.

Mepen nevyeHvem unu yaaneHnem obbekta AHTMBUPYC Kacnepckoro chopmupyeT
€ro pes3epBHYI0 KOMUIO 1 NMoMeLLIaeT ee B pe3epBHOE XpaHWUULLE Ha TOT criyyai,
€cnu noHagobuTcs BOCCTAHOBUTL OOBLEKT UMK MOSIBUTCS BO3MOXHOCTb €ro Bbl-

NnevynTb.
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7.3. OThoXXeHHOoe neveHue obbekKkToB

Ecnn B kavecTBe AencTBMS Had BpPeOOHOCHbIMM obbekTamu Bbl Bbibpanu
l@'3a6nompoaan= BOCTYyn, TO 00bekTbl He ByayT NOABEPrHyTbl NEeYeHnto, n
AOCTYyN K HUM ByaeT 3akpbIT.

Ecnwn B kayecTBe aencteus Bbl6paH0

® 3abnokupoBaTtb AOCTYN
NeunTb

TO BCE HEBbIfIeYEHHbIE O0BHEKTBI TaKXKe 6y£l,yT 3a6J'IOKVIpOBaHbI.

YTtob6bl BHOBb nony4ynTb O0CTyn K 3a6J'IOKMDOBaHHbIM ob6bekTam, BaMm HY>XHO
npegsapuTenbHO NoneynTs mx. [nsa atoro:

1. Bbibepute komnoHeHT ®annoBbiM AHTMBUPYC B pasgene 3awmrt
rMaBHOMO OKHa MPUIMOXEHUs1 U BOCMONb3yNMTECh CCbINKON OTKPbITb OT-
yerT.

2. Bblbepute nHTepecylowme Bac o6beKTbl Ha 3aknagke OGHapyXeHO n
HaXXmuTe Ha kHornKy [enctBua —> Jleuntb Bee.

Ecnu o6GbekT yaacTcs BbineunTb, OH O6yaeT foctyneH ans pabotbl. Ecnu Boine-
YMTb OGBEKT HeMb3sl, BaM Ha BbIOOp ByaeT NPeanoXxeHo ydanume ero Unu rnpo-
nycmume. B nocnegHem crnyyae goctyn k doainy 6yaet npegocraeneH. OgHako
3TO 3HAYMTENBLHO MOBLILAET PUCK 3apaKeHWsl Ballero KomnbtoTepa. Hacrtos-
TENbHO HE PEKOMEHYEeTCsA NPOMnyckaTb BPEAOHOCHbLIE OGBEKTbI.



rNABA 8. AHTUBUPYCHAA
3AULIATA NOUTHI

B coctaB AHTuBMpYyca Kacnepckoro BKIOYEH creuunarnbHbIi KOMMOHEHT, obec-
neyvBalLLMA 3aLUMTY BXOOSALWEN WU UCXOOALLEN MOYTbl Ha HanmuyMe OnacHbIX
06bekToB, — Moumossiti AHmusupyc. OH 3anyckaeTcs Npu cTapTe onepauyoH-
HOM CUCTEMbI, MOCTOSIHHO HaXOAWTCA B OMNepaTMBHOW MaMATM KOMMbloTepa u
nposepsieT BCe no4ytoBble cooblieHns no npotokonam POP3, SMTP, IMAP,
MAPI' n NNTP, a Takke yepes salluileHHbIe coeanHenns (SSL) no npoTtokonam
POP3 n IMAP.

MHpmkaTtopom paboTbl KOMMOHEHTA sBAsieTCA 3HadYok AHTMBMpYca Kacnepckoro

B CUCTEMHOW MaHenu, KOTopbln NpUHMMaeT BUA KaXkabl pa3 npu npoBepke
nucema.

Mo yMonyaHmio 3aLumTa noYTbl OCYLLECTBIIAETCS MO CrieayloLLeMY anropuTMy:

1. Kaxgoe nucbMoO, NMpYHMMaemoe WNu OTnpaBnsemMoe Mofb3oBaTenem,
nepexsaTtbiBaeTcs [1o4TOBbLIM AHTVIBVIpyCOM.

2. TlouToBOE coobLieHne pa36|/|paeTcs=| Ha cocTaBnAalLwmne ero 4yactu: 3a-
roONoBOK NMcbMa, Tesno, BIIOXeHUA.

3. Teno n BRoOXeHUss NOYTOBOro CoobLEeHMsA (B TOM YWUCie BIOXEHHblE
OLE-06bekTbl) NpoBepsAOTCA Ha NPUCYTCTBME B HEM OMAcHbIX OObek-
ToB. PacnosHaBaHue BpeAoOHOCHbLIX OOBEKTOB MPONCXOAWUT Ha OCHOBa-
HUM 6a3, ncnonb3yembix B paboTe MPUNOXEHWs, U C NOMOLLbIO 3BpU-
cTuyeckoro anroputMa. basbl cogepxart onncaHvue Bcex U3BECTHbIX Ha
HacToALWMIA MOMEHT BPEeOOHOCHBIX nMporpamm u crocobos nx obesspe-
XMBaHNSA. OBPUCTUHECKUIA anropuTM Mo3BonseT obHapyXumBaTb HOBble
BMPYChI, eLle He onMcaHHble B 6asax.

4. B pesynbraTe NpoBEpKM Ha BUPYCbl BO3MOXHbI CrieayloLne BapuaHThbl
nosegeHus:

e Ecnn teno wnu BnoxeHue nucbMa COOEPXKUT BPELOHOCHLIN
koa, MouToBbI AHTUBMPYC GNOKMPYET NUCbMO, NMOMELLAET KO-
MUI0 3apaXkeHHOro 06bekTa B pe3epsHoe xpaHusnuuwje W nbita-
eTcs obesBpeanTb 06bekT. B pesdynbTarte ycnewHoro nevyeHus
MNCbMO CTaHOBWUTCA AOCTYMHbIM A4 NoJib3oBaTend, €crin Xe
nieyeHne npou3BECTU HE YyAarnocCb, 3apaXeHHbId OOBbEKT u3

' TIposepka moutsl M0 MAPI-IIPOTOKOITY BBIMOIHAECTCS € MOMOIIBIO CIIEIHAIBHOTO MO-
nyast pacimpenust B Microsoft Office Outlook u The Bat!
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nucbma ypgansetcs. B pesynbtate aHTUBUpYycHon obpaboTkm B
Temy nucbma MOMELLaeTCa CrneuunanbHbIi TEKCT, YBeOOMINSo-
LKA 0 TOM, 4YTO NUcbMo obpaboTaHo AHTMBUPYcom Kacnepcko-
ro.

e Ecnu Teno nnu BnoxeHue nucbma coaepXUT KO, MOXOXUIA Ha
BPEL4OHOCHbIN, HO CTOMPOLIEHTHOW rapaHTUM 3TOro HeT, NoJo3-
puTenbHas YacTb NUCbMa NoOMeELLaeTcs B CneumanbHOe XpaHu-
nnwe — KapaHMuH.

. Ecnu B nucbme He O6Hapy)K6HO BpeaOHOCHOro Kkoga, OHO cpasy
Xe CTaHOBUTCA OAOCTYNHbLIM ANnA nofib3oBaTtens.

Ons noytoBow nporpammbl Microsoft Office Outlook npegycmoTtpeH cneuuwans-
HbI BCTpanBaeMblii MoAynb paclumpeHus (cMm. n. 8.2.2 Ha ctp. 102), no3sonso-
LM Npon3BoAnTL Bonee TOHKYI0 HACTPOWKY MPOBEPKN NOYTHI.

Ecnun Bbl ncnonb3yete noytosyto nporpammy The Bat!, AHTuBmpyc Kacnepckoro
MOXeT ucrnonb3oBaTbCA Hapsany C APYrIMU aHTUBUPYCHBIMU MPUIOXEHNAMMU.
Mpun atom npasBuna obpaboTku novtoBoro Tpadmka (cm. n. 8.2.3 Ha cTp. 103)
HacTpamBaloTCca HenocpeAcTBeHHO B nporpamme The Bat! n npesanupytoT Hag
napameTpamMu 3awmTbl NoYTbl AHTUBMPYCa Kacnepckoro.

BHumaHme!

B naHHon Bepcun AHTMBMpYca Kacnepckoro He npeaycMoTpeHbl MOAYnu pac-
wnpeHus MNoytoBoro AHTMBMPYCa AN 64-pas3psaaHbIX BEPCUIN NMOYTOBLIX KIMEH-
TOB.

Mpu paboTe ¢ ocTanbHbIMU MOYTOBLIMW Nporpammamu (B Tom yucrne Microsoft
Outlook Express (Windows Mail), Mozilla Thunderbird, Eudora, Incredimail) Moy-
TOBbIN AHTMBMPYC NpoBepsieT NoYTy Ha Tpaduke no npotokonam SMTP, POP3,
IMAP 1 NNTP.

O6GpaTnte BHMMaHue, 4To Npu paboTe B novtoBOM KnveHTe Thunderbird He
NPOBEPSIIOTCA Ha BUPYCbl MOYTOBbIE COOOLWEeHnss no npotokony IMAP, ecnn
MCnonb3yrTca hunbTpbl, NepemeLLarLmne cooblleHra ns nanku Bxogswme.

8.1. Bbi16op ypoBHAa 6e3onacHocTH
NnOUThLI

AHTuBMpYyc Kacnepckoro obecrneumBaeT 3awmTy Balleld MOYTbl HA OAHOM U3
cnepyroLmx yposHen (cMm. puc. 30):

MakcumanbHasa 3awmTa — YpOBE€Hb, Ha KOTOPOM OCYLLEeCTBNAETCA MakKCu-
MarbHO MOJHbIN KOHTPOsb 3a BXOAAWWMMU U ncxogdawmmMmm noYToBbIMU
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coobueHnamu. MpunoxeHne aeTtanbHO NPOBEPSET BOXEHHbIE 0Obek-
Tbl MUCEM, HE3ABMCUMO OT BPEMEHW NPOBEPKU, B TOM YNCIIE U apXUBbI.

PekomeHayembin. [lapameTpbl JAHHOrO YPOBHS PEKOMEHAOBaHbI JKCrep-
Tamu «Jlabopatopun Kacnepckoro». OHW onpenensitoT NpoBepKy Tex
Xe 06bekToB, YTO N Ha ypoBHe MakcumanbHas 3awmTa, 3a UCKNoYe-
H/EM BIOXEHHbIX OOBLEKTOB MMM NUceM, NpoBepka KOTOpbIX 3aHUMaeT
fonblue Tpex MUHYT.

MakcumanbHas CKOpPOCTb — ypoBeHb 6e30MacHOCTM, MO3BOMSAKLMIA BaM
komcopTHO paboTaTb C NPUNOXEHUAMMU, TPEOYIOLWMMU 3HAYUTENBbHBIX
pecypcoB onepaTuBHOW NamsATH, NOCKONbKy Habop npoBepseMbiX 00b-
€KTOB MOYTOBbIX COOOLLUEHWNA Ha AaHHOM YPOBHE cokpalleH. Tak, Ha
3TOM YPOBHE MPOBEPSAETCH TOMbKO Balla BXoAdlas no4vrta, npuyem He
NPOBEPSIOTCHA BIOXEHHbIE apxuBbl U 06beKThl (MMCbMa), NpoBepKa Ko-
TOpbIX 3aHMMaeT bonee Tpex MUHYT. PekomeHdyeTcs Mcnomnb3oBaThb
3TOT YPOBEHb, €CMM Ha BalleM KOMMNbIOTEpEe YCTaHOBMEHbl AOMOMHM-
TernbHble CPeACTBa 3aLUMThl MOYThI.

¥poEEHE GE30NacHOCTH

1 MaKcHManbHaa 3amMTa
- Hakhionee nonHanA salmTa
- PekomeHAveTCd AnA paboTel B ONAcHOH Cpeae

[ HacTpofika... ][ Mo YMONYaHKH

PucyHok 25. Beibop ypoBHsi 6€30nacHOCTY NOYThI

Mo ymonuaHuio GesonacHocTb Mo4yTbl obecnevmBaeTcd Ha PekomeHayemom
ypoBHe.

Bbl MOXeTe MOBbLICUTb MM MOHU3UTb CTEMEHb 3aluTbl Balen NoyThl, Bbl6paB
COOTBETCTByIOLIJ,VIﬂ YPOBEHb UM N3MEHMB NapamMeTpPbl TEKYLLEro ypoBHA.

Ans mozo ymobbi usmMeHumsb ypoeeHb bezonacHocmu,

nepemMecTuTe NON3yHoK no Lwkane. Perynupys ypoBeHb Ge3onacHocTy,
Bbl onpeaensieTe COOTHOLUEHWE MeXOY CKOPOCTbH BbINOSIHEHMS NpPO-
BEPKM U KONMMYECTBOM NPOBEPSIEMbIX OOBEKTOB: YEM MEHbLUE 0OBEKTOB
MOYTOBbIX COOOLLEHUI NMoABEpraeTcs aHanmay Ha MpUCYTCTBUE onac-
HbIX OOLEKTOB, TEM BbILLE CKOPOCTb NPOBEPKM.

Ecnn kakon-nmbo npenycTaHOBIEHHbIA YPOBEHb HE MOMHOCTLIO COOTBETCTBYET
BallMM TpeboBaHMsAM, Bbl MOXETE BbINOMHUTL AOMNOMHUTENbBHYH HAcTPOMKY ero
napameTpoB. [Ins aToro pekomeHayeTcst BbibpaTe Hambonee 6nmM3kniA K Bawnm
noxenaHusiM ypoBeHb B KayecTBe 6a30BOro n otpegakTMpoBaTb €ro napamet-
pbl. B aTom cnyyae Ha3BaHue ypoBHsi 6e3onacHocTn ByaeT naMmeHeHo Ha Opy-
ron. PaccmoTpum npumep, korga MoXeT NpuroguTbCsl MU3BMEHeHMe napamMeTpoB
npeaycTaHOBMEHHbIX YpoBHEN 6e30nacHOCTMU.
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[Mpumep:

Coset

Baw KOMNbOTEP HaxoOuTcA BHe nokanbHOM ceTn n ncnonb3yeTt coegu-
HeHne C MHTEepHeTOM No Moaemy. B kauyecTtBe NOYTOBOro KrmeHTa and
Nony4YeHUs 1 OTNPaBKN 3MEKTPOHHOW KOPPECNOHAEHLMN Bbl UCNOMb3yeTe
Microsoft Outlook Express, a B kayecTBe NMO4YTOBON CNyxObl — OOUH U3
GecnnaTtHbIX NOYTOBbLIX CEPBUCOB. Balua noyta B cuny psiaa npuymH vac-
TO COAEPXWUT BROXEHHble apxuBbl. Kak MakcumanbHO 3aluTuTb Ball
KOMMbIOTEP OT 3apaXkeHus1 Yepes IMEKTPOHHYI NoYTy?

no BbI6OPY YPOBHS:

AHanunsmpys UcxoaHble AaHHbIE MOXHO NPUIATK K BbIBOAY, YTO ONAacHOCTb
3apaxxeHus BPeJOHOCHON NPOrpaMMon Yepes ANEeKTPOHHYI0 MOYTY B Npu-
BEeeHHOM MnpuMepe 4Ype3BblyaiHO BbICOKa (OTCYTCTBME LEHTPanv3oBaH-
HOW 3aWMThI MOYThI 1 CMOCO6 NOAKIIOYEHUSA K UHTEPHETY).

B kauyecTtBe 6a30BOro npeaycraHOBIEHHOIO YPOBHSA 0€30MacHOCTN peKo-
MeHOyeTCa WUCnonb3oBaTb ypoBeHb MakcumanbHas 3awmTta co cre-
OYOLWNMY U3MEHEHUSIMU: PEKOMEHLYETCS COKpaTUTb BPEMS MPOBEPKU
BMNOXEHHbIX 00beKToB, Hanpumep, 40 1-2 MUHYT. BONbLUNMHCTBO BMNOXEH-
HbIX apX1BOB ByAYyT NPOBEPATHCA HA BUPYChI 1 CKOPOCTb 06paboTkn Nou-
Tbl He OyAeT CMnbHO 3ameanieHHON.

YmobbI usmeHuUmMb napamempbl meKyweeo ypo8HA 6e3onacHocmu,

1.

OTKpoWiTe OKHO HaCTPOMKN NPUNOXeEHUs 1 BblbepuTte KOMMNOHeHT Moy-
TOBbIW AHTUBMpYC B pa3gene 3awura.

HaxwmuTe Ha kHonky HacTpoinka B 6rioke YpoBeHb 6e30nacHoOCTH (CM.
puc. 25).

B oTKpbIBLUEMCSI OKHE OTpedakTMpyrWTe napameTpbl 3aluTbl NOYThl U
HaxmuTte Ha kHornky OK.

8.2. HacTpomuka 3aWimTbl NOUTHI

I'Ipanma, MO KOTOPbIM OCYLLECTBAETCA NnpoBepkKa BalLen no4yThbl, onpenenartT-
cs1 Habopom napameTpoB. VX MOXHO pa3buTb Ha cnepyoLLme rpynnbi:

napameTpbl, onpegensioliMe  3alMaeMblii  MOTOK  COOBLLEHUI
(cm. n. 8.2.1 Ha cTp. 100);

napameTpsbl, Onpeaensiowne UCnosb3oBaHNe MeTOOOB 3BPUCTUHECKOTO
aHanu3a (cm. n. 8.2.4 Ha cTp. 105);

napameTpbl NpoBepkn no4ToBbIX coobeHun B Microsoft Office Outlook
(cm. n. 8.2.2 Ha cTp. 102) n The Bat! (cm. n. 8.2.3 Ha cTp. 103);

napameTpbl, onpegensiowme AeNCTBUS Hag onacHbIMU obbekTamu Mouy-
TOBbIX COO6LLEeHNI (CM. Nn. 8.2.4 Ha cTp. 105).
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B paHHom pasgene PykoBoactBa OyaoyT AeTanbHO pacCMOTPEeHbl BCe nepeync-
NeHHble Bbllle napamMeTpbl.

8.2.1. Bbi60op 3awymuiaemMoro notokKa
coobweHun

MouToBbLIN AHTMBVIpyC Nno3BONAEeT BaM Bbl6paTb, KakOM MMEHHO MOTOK MOYTOBbLIX
coobLeHuin HY>XHO NpoBepPATb Ha NPUCYTCTBUE ONaCHbIX 0OBHEKTOB.

Mo ymMonyaHuio KOMMOHEHT 3alyuiiaeT MoYTy B COOTBETCTBUM C NapameTpamu
PekoMmeHAyeMoro ypoBHSl 3alLMTbl, YTO O3HA4YaeT NPOBEPKY KaK BXOASILLUMX CO-
obLeHunin, Tak 1 ncxoasuen nodtel. B camom Havyane paboTbl C NpUNOXeHNEM
pekoMeHOyeTCs NPOBEPSTb MCXOASLLYIO MOYTY, NOCKOMbKY CyLLECTBYET BEpOsT-
HOCTb TOrO, YTO Ha BalleM KOMMbIOTEPE €CTb MOYTOBbIE YEPBM, KOTOPbIE WC-
Nonb3yKT 3MNEKTPOHHYH MOYTY B KayecTBe kaHana cobCTBEHHOro pacnpocTpa-
HeHus. 3To No3BONUT n3bexaTtb HENPUATHOCTEN, CBA3AHHBIX C HEKOHTpONupye-
MOW PaCCbISIKON 3apaykeHHbIX 3NIEKTPOHHbIX COOOLLEHNIA C BalLero KomnbloTepa.

Ecnu Bbl yBepeHbl B TOM, YTO MUCbMA, KOTOPbIE Bbl OTNPaBNseTe, HE MOryT CO-
AepxaTb onacHbIX 0OBEKTOB, Bbl MOXETE OTKMOUUTL NPOBEPKY MCXOOALLEN MOY-
Tbl. [Ang aT0ro0:

1. OTKpoWTE OKHO HACTPOMKN MPUNOXEHUs 1 BblibepuTe KOMMNOoHeHT Mou-
ToBbIN AHTUBMPYC B pasfene 3awumra.

2. Haxwmute Ha kHonKy HacTpoika B 6roke YpoBeHb 6e30nacHoOCTH (CM.
puc. 25).

3. B oTkpbiBlemca okHe (cm. puc. 26) Bblibepute BapuaHT ] Tonbko
Bxoasilme cooblueHuns B 6noke O6nacTb 3awWmThl.

Momnmo BbIBOpa NOYTOBOrO MOTOKA Bbl MOXETE YTOUHUTL, HYXHO NN KOHTPOSM-
poBaTb BIIOXEHHblE B MWCbMa apxvBbl, a TakkKe OMPeAenuTb MakcumarnbHoe
Bpemsi NMpPOBEpPKM OAHOro obbekTa nucbma. ATU napameTpbl HAacTpauBalTCcs B
6noke OnTuMu3sauus.

Ecnu Baw koMnbloTep He 3aluumLleH KakumMu-nnbo cpeacTBamu riokanbHOM ceTu,
BbIXO[, B UHTEPHET OCyLLecTBrnsieTcss 6e3 yyacTusi NpoKCcu-cepBepa Unm ceTeBoro
3KpaHa, peKOMeHAyeTCsi He OTKM4YaTb MPOBEPKY BMOXEHHbIX apXvMBOB U He
BBOAMTb OrpaHMYeHne BpEMEHN NMPOBEPKM OOBHEKTOB.

Ecnu e Bbl paboTaeTe B 3alLMLLEHHOM OKPYXXEHUW, NS YBENUYEHUsS1 CKOPOCTH
NMPOBEPKM MOYTbI BO3MOXHO M3MEHEHNE BPEMEHHOIO OrpaHUYEeHUsT Ha NPOBEPKY
00BbEeKTOB.
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acTpoika: MNoutoesii AHTHEMpPYC

CBWHE | IBPHCTHIECKMI SHAMMEATOP

CANECTE 3aWMTE
@ Bx0AAWHE M HEX0 AAWLME Co0BWEHHA

() Toneko BxoAALME coofilueHka

CIATHMKMZALHA
[ He NpoEepaTE ENOXEHHLIE apXHEI

] He npoeepaTe ofibekTel Gones | cek.

DHNETP BNOMEHHER dainoe
(%) He NpHMeHaTs dHLTp
() MeperMEHDBLIBATE BNOMEHHA YKa3aHHBE THNOS

() ¥AaNATE BNOMEHHA YKa3aHHED THNOE

ﬁ_ul:ngaBKa OF ][ OTHEHS ]

PucyHok 26. HacTporika 3awmutbl no4ToBOro tpaduka

B 6rnoke ®PunbTp BROXEHHbIX ¢pannoB Bbl MOXeETe HaCTPOWUTb YCMOBUSA
unbTpaumm NPUCOEAMHEHHbIX K MOYTOBOMY COOOLLIEHNIO OB LEKTOB:

) He NPUMeHATb (PUNbLTP — HE UCMNOMNb30BaTb AONOSHUTENbHYIO UNLT-
paumio NpycoeanHEeHHbIX hannos.

@nepeumeuosblaam BMNOXEHUA1 YKa3aHHbIX TUMNOB — OT(MUNLTPOBbI-
BaTb BIIOXEHHble hainnbl onpeaeneHHoro dopmara 1M 3ameHATb Mo-
CnefHVA CUMBON MMeHW hainrna Ha CUMBON «MnogyepkvMBaHue». Bbl-
OpaTb TMN panna MOXHO B OKHE, OTKPbIBAKOLLEMCS MO KHOMke Tunbl
c¢annos.

® Ypansatb BNoOXeHUsi ykasaHHbIX TUNOB — OTUNbTPOBLIBAaTh U yaanaTb
BINOXeHHble hainbl onpeaeneHHoro dgopmara. Beibpate Tvn daina
MOXHO B OKHe, OTKpbIBatoLLieMcs Mo kHonke Tunbi cpannos.

MoppobHee o TMNax annos BNOXEHWIN, NogBepraembix uUnbTpauuu,
Bbl MOXeTe npoyecTb B pa3gene A.1 Ha cTp. 232.

WMcnonb3oBaHune cdunbTpa obecneunt AononHuTenbHyt 6e3onacHoCcTb Ballemy
KOMMNbIOTEPY, MOCKONbKY BPEOOHOCHbIE NPOrpaMMbl PacrpOCTPaHAIOTCA Yepes
noyTy Yalle BCcero B BuAE BIOXEHHbIX dhannos. [lepemmeHoBaHne nnu ygane-
HWe BIOXEHWA OnpedeneHHOro Tuna No3BOMUT 3alUMTUTL Ball KOMMbHOTEpP OT,
HanpvmMep, aBTOMaTUYECKOro 3arycka BMOXEHHOro davna npu nofyyYyeHun co-
obLLeHuns.
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8.2.2. HacTpouka npoBepKM NouUThbl B
Microsoft Office Outlook

Ecnn B kayecTBe nNo4TOBOrO KnveHTta Bbl ucnonedyete Microsoft Office Outlook,
Bbl MOX€eTe AOMONHUTENBHO HACTPOUTL NPOBEPKY BaLLen NOYThbl HA BUPYCHI.

Mpu yctaHoBke AHTUBMpYca Kacnepckoro B Microsoft Office Outlook BcTpausa-
eTcs crneumanbHbIi Moaynb paclumpenusi. OH No3BonseT Bam GbICTPO NEPenTH K
HacTpovike napameTpoB [Mo4yToBOro AHTMBMpPYCA, a TaKkkKe ONpeaennTb, B Kakon
MOMEHT BpEeMEeHU no4vToBOe coobulieHne OyaeT MpoBEepeHO Ha MNpuUcCyTCTBUE
onacHbIX 0OBHEKTOB.

BHumaHwue!

B naHHoM Bepcun AHTUBMpYca Kacnepckoro He npeaycMOTpeH Moayrb paclum-
peHus MoutoBoro AHTUBMpYca Anst 64-paspsgHon Microsoft Office Outlook.

Mogaynb paclimpeHvsi peanvsoBaH B KavyecTBe cneumanbHon 3aknagku Moyto-
Bbll AHTUBMpPYC, pacrnonoxeHHon B MeHiwo CepBuc — [MapameTpbl
(cm. puc. 27).

lNapame TpbI
HacTpakikn HacTpoika nouTel ConfeHe Opdorpadma
B&s0nacHoCTE ACNONHATENEHD MpeacTaBHTEH MouToBEM AHTHEKMPYC

MouTOBLIA AHTHEMPYC

MNOHTOERIA AHTHEMDYT NDOEEPART B8 EXOAALIME H HCXOAALLME MHCEMA
QN Ha MpHCYTCTEHE BHPYCOB M APYTHX BPSADHOCHED: OB bEKTOB,

CTaTyo

TMOHTOBEH AHTHEHDYE BEARIEH,
OTENHNTE MOYTOERIA AHTHEHDYC MM HACTPOHTE Br0 MOXHO

HacTpokikca
MPOEEPATE NPH NOMYHEHHA
MPOESPATE NPH NPOYTEHHK
TMPOESPATE NPH OTNPSBKE

PucyHok 27. OetanbHas HacTpovika 3awwmuTbl noyTsl B Microsoft Office Outlook
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BbibepuTe pexviMbl IpoBepKN NOYTbI:

MpoBepsATbL NpU NOAYYEHUUN — aHANU3NPOBATL KaK4Oe MOYTOBOE CO-
06LLEHME B MOMEHT €70 MOCTYNIEHUS B BaLl MOYTOBbIN ALLMK.

. MpoBepATbL NPU NPOYTEHUN — NPOBEPATL MUCbMO B TOT MOMEHT, KOrga
Bbl €ro OTKpbliBaeTe Ha YTeHue.

MNpoBepATbL NpuU oTnpaBKe — aHaNM3aMpoBaTb Kaxgoe OTnpaBnsiemMoe
Bamu NoYTOBOE COOBLLEHME Ha NPUCYTCTBME BUPYCOB B MOMEHT €ro OT-
npasKu.

BHumaHme!

Ecnu Bbl ncnonesyete nogknioveHne Microsoft Office Outlook k nmoytoBomy
cepsepy no npotokony IMAP, pekomeHOyeTCAa He WCMNOMb30BaTb PEXUM
MpoBepATbL Npy nony4YyeHun. BknioyeHre aToro pexvma npuBOAUT K Mpu-
HyOWTENbHOMY KOMUPOBAHUIO MUCbMA Ha IOKanbHbIA KOMMLIOTEP B MOMEHT
ero JOCTaBKM Ha cepBep, BCreACTBUE YEro TEPSIETCA OCHOBHOE MPEeUMyLLECT-
Bo npotokona IMAP — akoHOMUMs Tpadmka M ynpasreHne HexenaternbHbIMU
nMcbMamMu Ha cepBepe 6e3 KonMpoBaHKs Ha KOMMbIOTEP NoJb30BaTEeNS.

[eictere, koTopoe 6yaeT Npou3BOAUTLCA HaA ONacHbIM OGBLEKTOM MUCbMA,
onpegensieTcs B NapameTpax MoyToBoro AHTMBMpYCa, NEPENTU K HacTpoiike
KOTOpPbIX Bbl MOXETe MO CChISIKE 34eCh.

8.2.3. Hactpouka nposepkm nourtbl B The
Bat!

OencTtBua Hap 3apakeHHbIMW OOBEKTAMM MOYTOBbIX COOOLLEHWA B MOYTOBOWN
nporpamme The Bat! onpegensiotca cpeactBamu camon nporpammbi.

BHumanme!

MapameTpbl No4ytoBOro AHTUBMPYCA, ONpefensiolmne NpoBepsaTb WU HeT
BXOLSILLYIO Y UCXOASILLYIO MOYTY, @ Takke AeWCTBUSA Hag onacHbiMy obbekTa-
MW MUCEM W UCKITIOYEHUST UTHOPUPYOTCSA. EAMHCTBEHHOE, YTO NPUHMMAaETCS BO
BHMMaHWe nporpammol The Bat!, — 3To npoBepka BNOXEHHbIX apX1UBOB U Or-
paHu4yeHMe No BpemMeHW MpoBepkn oaHoro obbekta nucbma (cm. n. 8.2.1
Ha cTp. 100).

B pnaHHoM Bepcumn AHTMBUpYca Kacnepckoro He npenycMOTpeH MoAyfb pac-
wvpeHus MoytosBoro AHTUBMPYCca Ans 64-paspsaHon Bepcun The Bat!

[ns mozo ymobkl nepelimu K Hacmpolke napamempos 3awumsi nodymsi 8 The
Bat!,

1. B meHio CBOMCTBa NOYTOBOrO KNneHTa Bbibepute nyHKT HacTponka.
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2. B gepese HacTpoliki BbiGepuTe NyHKT 3awmTa OT BUPYCOB.

MpeacrtaBneHHble NapameTpbl 3almTbl (CM. puc. 28) pacnpocTpaHATCA Ha BCe
YCTaHOBIMEHHbIE Ha KOMMbIOTEPE aHTUBUPYCHbIE MOAYNW, NOAAepXMBatoLime
paboty ¢ The Bat!

Eﬁ Hactpokka The Bat! El

OCHOBHOR
e M04Y MM MPOESPKH Ha BMPYCE!

Mporpamel HazgaHne Bepcra CTaTy

CNMCOK MHCEM Kaspersky Anti-¥irus 7.0 plugin 0.0.7 [s08

LlgeToBRIE Fpynns! HacTpomTs

PeskHMel NPOCHOTRA

3arON0EKH COOBULEHHA
. £ > ¥aannTe
HacTpofika saronoskos — £

Mail Ticker

MpeaynpesasHHa HacTpofiky no yMonHann
2alIMT AT EHD o8 MpOBERATE EXOAALLYHD NOYTY Ha BMDYIE!
SalMTa 0T nana

PeaakTop 1 MpocHoTp coofier toraa expyc oBHapyweH

PeaakTop (obwee)
TeRCTOBLIF peAakTop
MpOCMOTR MHCEN BRINOHMTE ASHTENE!

[(IMocnate yeeacmnetne oTnpaEHTEna

MCxoaHEIR TercT MepeMECTHTE B Nanky KapaHTHHa b
Hatopel cHMBDN0E
CHCTEMHEIE KNIBHILM
MoA%NH PACLWKMPEHHA MpOBERATE BNO¥EHHA HA HAMHYKME BMPYCOS MPH WX 0TKPBITHH

MPOEERATE BENOKEHHA NEPE SAMMIEHD HX Ha AHCK

MPOBEPATE HCXOAALLYHD NOYTY Ha HANKUME BHPYCOE

[ 0K ] [ OTHEHA ] [ Cnpaeka

PucyHok 28. Hactporika nposepku noytsl B The Bat!

Bam HyxxHO onpegenuTb:

e KaKoW MOTOK NMOYTOBbIX COOBLLEHUI noaBepraTb aHTUBUPYCHOW NpoBepKe
(BXOOAWMA, UCXOOALLNIA);

e B KaKoOMW MOMEHT BpeMeHu OyaeT Npou3BOAUTLCS MPOBEpKka OOBLEKTOB
nucbmMa Ha BUpyCbl (MpU OTKPbITUM MUCbMA, MNepes COXPaHEHMEM Ha
aunck);

e [eNCTBUA, NpeanpuHMMaeMble MOYTOBLIM KMUMEHTOM MpU OBHapyXeHWUu
onacHbIX OOBLEKTOB B MOYTOBbLIX COOOLLEHMSIX. Hanpumep, Bbl MoxeTe
BblOpaTh:

Monpo6oBaTb U3Ne4YnTb 3apaXKeHHble 4YacTU — MNbITaTbCHA BbINEYUTb
3apaXeHHbIi 0OBbEKT MUCbMa; €Crny ero BbINeYnTb HEBO3MOXHO,
06bekT ocTaetcs B nucbme. AHTUBUPYC Kacnepckoro obs3atensHo
yBE€OOMUT Bac O TOM, YTO OGBEKT MNOYTOBOro COOOLLEHMS 3apakeH.
Ho paxe ecnu Bbl BbibepeTe aencTBue YaanuTb B OKHE yBEOOM-
nenus lMoytoBoro AHTMBMPYCa, OBGBEKT OCTAaHETCA B MOYTOBOM CO-
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obLeHnmn, nockonbky aencTeme Hag ob6bekToM, BbibpaHHoe B The
Bat!, npesanupyet Hag gencrteuem NoutoBoro AHTUBMpPYCA.

Yaanutb 3apaXeHHble 4YacTu — yAanuTb OMacHbli OOBLEKT MMUCbMA,
He3aBUCUMO OT TOro, SIBNSIETCS OH 3apa)XeHHbIM UNKn nogo3pesa-
€TCsl Ha 3apaXkeHue.

Mo ymonuaHuio Bce 3apaxkeHHble 0O6beKTbl MOYTOBLIX COOOLLEHMI No-
meLatoTca nporpammont The Bat! B nanky kapaHTuHa 6e3 neyeHus.

BHumaHme!

MouToBble coobLleHns, copaepxallne onacHble OOBLEeKTbl, He OTMevarTCs
creymnanbHbIM 3arofioBkom B nporpamme The Bat!

8.2.4. U\cnonb30BaHue MeToaoB
3BPUCTUUYECKOro aHanusa

MeToapbl 3BPUCTUYECKOrO aHanusa Ucnonb3ytTcs B paboTe HEKOTOpbIX KOMMO-
HEHTOB MOCTOSIHHOW 3aluMTbl, @ Takke 3afad novcka BUpPYcoB (MoapobHee cM.
cM. n. 7.2.4 Ha cTp. 90).

Bbl MoxeTe BkntovaTb/ OTKMAOYATb MCMONb30BaHME 3BPUCTMYECKMX METodoB
06Hapy>XeHUs1 HOBbIX Yrpo3 B pamkax paboTbl KOMMOHeHTa [Mo4yToBbIA AHTUBU-
pyc. [lns aTOro BbINOMHUTE cneayoLlme AeNCTBUS:

1. OTKpOWNTE OKHO HACTPOWKM NPUIIOXKEHUS U BbloepuTe KOMMNoHeHT MoyTto-
Bbii AHTUBMPYC B pa3gene 3awura.

2. HaxwmuTe Ha kHonky Hactponka B 6rnoke YpoBeHb 6e3onacHOCTH (CM.
puc. 25)

3. B oTkpbiBLUEMCS OKHE BbIDEPUTE 3aKnagKy IBPUCTUYECKMIA aHanu3aTop
(cm. puc. 29).

[na ucnonb3oBaHUA METOAOB 3BPUCTMKM YCTaHOBUTE dhnaxok I/Icnonbso-
BaTb 3BPUCTUYECKUN aHanu3saTop. [JononHUTENbLHO Bbl MOXeTe BblOpaThb ypo-
BEHb AeTanu3auum NpoBepKu, Anst 3TOro nepeaBuHbTE OeryHok B O4HY M3 Mo3u-
LMA: NOBEPXHOCTHLIW, CPeAHUN NN AeTarnbHbIN.
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acTpokKa: MouToBbi AHTHEHpYC

Ofume | FEPHITHYECKHA aHANH3STOR
MICNONE30EATE SEPHCTHUECKMIA SHANMEaTop
YPOEEHE NPOBEPKH
MNoBep=HOCTHEIM CpeaHni AETaneHEIH
G:.; Cnpaeka [ o4 I [ OTMEHS

PucyHok 29. Ncnonb3oBaHne MeTo40B 3BPUCTUHECKOro aHanmsa

8.2.5. BocctaHoBnNeHue napameTpos
3awmThbl NOYTHI NO YMOJTYaAHUIO

HactpauBas pa6oty MoytoBoro AHTMBMpYCa, Bbl BCErAa MOXETe BEPHYTbCS K
pekoMeHaoyeMbiM napameTpam ero pabotbl. OHU cuMTaTCH ONTUMarbHLIMU,
pekoMeHAoBaHb! cneumanucTammn «JlaGopatopumn Kacnepckoro» u o6beauHeHbl
B PekoMeHayeMbIi ypoBeHb Ge30MacHOCTU.

Ymobbl eoccmaHosumb napamempabl 3auUmai MOYMbl 110 YMOJTYaHUIo,

1. OTKpoMTe OKHO HACTPOWKM MPUIOXEHUS W BblIOepuTEe KOMMOHEHT
MouTtoBbLIN AHTUBMPYC B pasfene 3awmTa.

2. Haxwmute Ha kHonKy Mo ymonuaHuto B 6noke YpoBeHb 6e3onacHocTm
(cm. puc. 25).

8.2.6. Bbi6bop npencremsa Hag onacHbIM
o6bexKkTomMm nucbma

Ecnn B pesynbTarte NpoBEpPKU MOYTOBOrO COOOLLEHWSI HA BUPYChI BISICHSAETCS,
YTO MUCbMO MIK Kakon-Nnbo ero o6bLEeKT (Teno, BNOXeHUe) 3apaxeH Unm nogos-
peBaeM Ha 3apaxeHue, AanbHelnwne onepaumm MovtoBoro AHTUBMpPYCa 3aBUCAT
OT cTaTtyca obbekTa 1 BbibpaHHOro AENCTBUS.
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O6bekTy nncbma B pesynbTate NpoBepku MOXeT ObiTb MPUCBOEH OOWMH U3 Cre-

AYHOLLMX CTaTyCoB:

e CTaTyC OJIHOW M3 BPeOOHOCHbIX NpOrpaMm (Hanpumep, supyc, MpPOosIHCKast
npoepamma, nogpobHee cm. n. 1.3 Ha cTp. 12);

® B03MOXHO Sapa)KeHHbllj, Korga B pegyrnbTate npoBepKn OAHO3HA4YHO He-
BO3MOXHO onpenenntb, 3apaxeH O0BLEKT MM HeT. ATO O3Ha4vaeT, YTo B
canne o6Hapy>KeHa nocnenoBaTesibHOCTb Koga Heun3BeCTHOro Bupyca
MM MogndununMpoBaHHbIN Ko4 U3BECTHOMO BUpyca.

Mo ymonuaHuio npu obHapy>XeHUM ONacHOro MM BO3MOXHO 3apaKeHHOro obb-
ekta [NoyToBbIN AHTMBMPYC BbiAaeT Ha 3KpaH npeaynpexaeHve u npegnaraet
Ha BbIGOP HECKOMBKO AENCTBUM HAg 0O BbEKTOM.

Umobbl uameHums delicmeaue Had 06bEKMOM,

OTKPOWTE OKHO HaCTPOWMKM MPUIOXeHUst 1 Bblibepute koMmnoHeHT MouyTo-
Bbii AHTMBUPYC B pa3sgene 3awmrta. Bce BO3MOXHbIe OEWCTBUS Haf
onacHbiMu obbekTamu NpueeaeHsl B 6noke OenctBue (cm. puc. 30).

AeAcTEME

(%) JanpockTe AsficTEME

() 3afn0KHPOEATE ADCTYA

PucyHok 30. Beibop genctens Hag onacHbIM 06 beKTOM NMUCbMa

PaccmoTpum nop,poGHee BO3MOXHbl€ BapWaHThbl 06p860TKVI onacHblx 06beKToB

MOYTOBbIX COOBLLIEHWIA.

Ecnu B kauvecTtBe pAeucTBus
Bbl BbIOpanu

Mpu o6HapyXeHn onacHoro o6bLeKTa

® 3an pocuTb aencTeue

MoyToBLI AHTUBUPYC BbIJACT Ha 3KpaH npeay-
npexpaoLee coobleHne, copepxaliee WH-
hopmaumio o TOM, KakumM BpEAOHOCHBIM OObEK-
TOM 3apaxeH (BO3MOXHO 3apaxeH) 0ObekT, u
NpeanoXuT Ha BblGOp OAHO W3 AanbHEnLmx
OEencTBUN.

® 3abnokupoBaTtb AocTyn

MouyTtoBbIN AHTMBMPYC OnokupyeT pJocTyn K
o6bekTy. MHpopmauma o6 aTom cumkeupyetcs
B ot4yeTe (cM. n. 15.3 Ha cTp. 177). Mo3xe Mox-
HO NOMNbITATbCH BbINIEYUTb ATOT OOBEKT.
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Ecnu B kKavecTBe [AeWCTBUSs
Bbl BbIOpanu

Mpu o6HapyXeHn onacHoro o6LeKTa

® 3abnokupoBaTtb gocTyn

NeunTtb

MoytoBbI AHTMBMPYC OnokupyeT p[doctyn K
00BEeKTY 1 MbITaeTcs ero neynts. Ecnn yaanoch
BbIeYnTb OOBEKT, OH MpeaocTaBnseTcs AnNs
paboTbl. Ecnn 06bekT He yaanochb BbleunTb,
TO OH NMoMeLLaeTcs Ha KapaHTuH. MHdopmauus
06 aToM dukcupyeTcsa B otyeTe. [1o3xke MOXHO
NONbITaTbCH BbINEYNTb 3TOT OOBLEKT.

® 3abnokupoBaTtb AocTyn
NeunTb

Ypanutb, ecnu nevye-
HUe HEBO3MOXHO>

MoytoBbIN AHTMBMPYC OnokupyeT p[octyn K
00BEeKTY U MbITaeTcs ero neynts. Ecnn yaanock
BbIeYNTb OOBEKT, OH MpeaocTaBnseTcs AnNs
paboTbl. Ecnn 06bekT He yaanochb BbleunTb,
OH yaanseTcs. [Npu aTtom konusi ob6bekTa co-
XpaHseTCst B pe3epBHOM XpaHunuLle.

OBBEKT CO CTaTyCOM B03MOXHO 3apaxeH bynet
NMOMeLLEeH Ha KapaHTUWH.

® 3abnokupoBaTtb AocTyn
Ypanutb

MoyTtoBLI AHTMBMPYC 3abnokupyeT AOCTyn K
00BbeKkTy (3apaxeHHOMY WM BO3MOXHO 3apa-
YKEHHOMY) 1 yoanur ero.

Mepen neyeHnem nnu yganeHnem obbekta AHTUBUPYC Kacnepckoro coopmupyeT
€ro pe3epBHYI0 KOMWIO M MOMELLaeT ee B pe3epBHOe XxpaHumuwe (cm. n. 15.2
Ha cTp. 175) Ha TOT cny4an, ecnu NOHaaoBbUTCS BOCCTAHOBUTL OOBEKT MUK nos-

BUTCA BO3MOXHOCTb €ro BblJlie4nTb.

> Ecnii B KayecTBe MOYTOBOW MporpamMmbl ucnonb3yercs The Bat!, To mpu Takom jeiict-
Bun [louroBoro AHTHBHpYyca OIlacHble OOBEKTHI HMHCEM OyAyT MO0 JICUHTHCS, OO
yInamsTees (B 3aBUCHMOCTH OT TOT0, Kakoe aeicteue BoiOpaHo B The Bat!).




NNMABA 9. BEB-3ALIUTA

Kaxgblh pa3 npu paboTe B MHTEpHETE Bbl NoABepraeTe MHGOPMaLUWIO, XpaHs-
LLylOCA Ha BalleM KOMMboTEpe, PUCKY 3apakeHUst onacHbIMM Nporpammamu.
OHM MOTYT NPOHUKHYTb Ha Ball KOMMbIOTEP, MOKa Bbl MPOCMAaTPUBAETE HEKOTO-
pylo CTaTbio B UHTEPHETE.

Onsa obecneveHunsa 6e3onacHocTy Balwen paboTbl B MHTepHeTe AHTUBUPYC Kac-
NepCKOro BKIKOYAET crneumarnbHblil KOMMOHEHT — Beb-AHmusupyc. OH 3awmaeT
MHcbopMauuto, NOCTyNatLLyl0 Ha Balwl koMnbioTep no HTTP-npoTokony, a Takke
npegoTBpallaeT 3anyck Ha KOMMNbITEPE ONACHbIX CKPUMTOB.

BHumaHwme!

Beb6-3awwmTa npegycmaTpmBaeT KOHTporb HTTP-Tpaduka, npoxogsiiero Tonbko
yepes MopTbl, yKa3aHHble B CMAMCKE KOHTponupyemblx noptoB (cM. M. 15.4 Ha
cTp. 185). Cnncok nopToB, KOTOPble Yalle BCEro MCMOMb3ylTca Ana nepegayu
noutbl n HTTP-Tpaduka, BKMOYEH B MOCTaBKy NpunoxeHusa. Ecnu Bbl ncnonb-
3yeTe MOpPTbl, OTCYTCTBYKOLME B OAHHOM CMMCKe, ANA obecnevyeHuns 3alluTbl
NPOXOASLLEro Yepes HUX Tpadumka fobaBbTe UX B CMMCOK.

Ecnun Bbl paboTaeTe B HesalMLEHHOM MPOCTPaHCTBE, PEKOMEHAYETCA UCMOSb-
30BaTb Beb-AHTMBMPYC Ans 3awwmThl Bawen paboTel B MHTEpHeTe. Ecnn xe Baww
KoMMbloTep paboTaeT B CeTW, 3alULLEHHOWN CEeTEBbIM 3KPaHOM MK UnbTpPamm
HTTP-Tpadmka, Be6-AHTUBMPYC 06ecneunTt 4ONONHUTENBHYIO 3almnTy paboTbl B
WHTEpHeTe.

MHpmkaTtopom paboTbl KOMMOHEHTA sBNsieTCA 3Ha4Yok AHTMBMpYca Kacnepckoro

B CMCTEMHOW NaHenu, KOTOpbIN NMPUHUMaeT BUA " = KaxAbld pa3 npu nposepke
CKPWNTOB.

Paccmotpum nogpobHee cxemy paboTbl KOMMOHEHTA.
Be6-AHTMBUMPYC COCTOMT U3 ABYX MOAynen, obecneymsatoLyx:

o  3awumy HTTP-mpaguka — npoBepKy BCeX OOBEKTOB, NOCTynawLwmnx Ha
KOMMbIOTEpP nonb3oBaTtens no npotokony HTTP.

o [IposepKy ckpunmos — NPOBEPKY BCex ckpuntos, obpabaTbiBaembix B Mi-
crosoft Internet Explorer, a Takke nwobbix WSH-ckpuntos (JavaScript,
Visual Basic Script n gp.), 3anyckaembix npu paboTte nonb3oBaTens Ha
KOMMNblOTEPE, B TOM YUCIIE U B MHTEPHETE.

Ons nporpammel Microsoft Internet Explorer npegycmoTpeH cneuvanbHbin
MOAyMb pacluMpeHusi, KOTOPbIA BCTpaMBaeTcs B NporpamMmy npu ycrta-
HoBke AHTMBMPYCca Kacnepckoro. O ero HanuumMmn ceBmaeTenbCTBYET KHOM-
ka M4 B naHenn nHcTpymeHTOB Gpaysepa. Mpn HaxaTun Ha Hee OTKPbIBa-
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eTca MHOPMaLMOHHas naHenb Co cTatucTukon Beb-AHTuBUpyca no Ko-
NNYEeCTBY NPOBEPEHHBIX 1 3a6NOKNPOBaHHLIX CKPUMTOB.

Bawmta HTTP-Tpadmka obecneumBaeTcs nNo cneayoLemMy anroputmy:

1.

Kaxpgasi BeG-cTpaHuua unm darin, K KoTopoMy nNpomcxoanTt obpalleHne
nonb3oBaTeNnsa UM HEKOTOPOWM nporpammel no npotokony HTTP, nepe-
XBaTblBaeTCA W aHanusmpyetcs Beb-AHTMBMpYCOM Ha npucyTcTBue
BpeOoHOCHOro koaa. PacnosHaBaHue BpefoHOCHbIX OGBEKTOB npouc-
XOAMT Ha OocHoBaHuM 6a3, ucnonb3dyeMbix B pabote AHTuBMpYyca Kac-
nepcKkoro, M ¢ NOMOLLbI0 3BpUCTUYECKOro anropuTma. basel cogepxat
onucaHne BCeX M3BECTHbIX Ha HaCTOSALMA MOMEHT BPELOHOCHbLIX MpPo-
rpaMmMm 1 cnocoboB nMx obe3BpexmBaHns. OBPUCTUHECKUI anropuTM no-
3BonsieT obHapyX1BaTb HOBbIE BMPYChI, €LLe He OnncaHHble B 6asax.

B pesynbTaTte aHanusa BO3MOXHbI CrieqytoLne BapyaHTbl NoBeaeHUs:

e Ecnu BebG-cTpaHumua wmnu obbekT, K koTopomy obpaliaeTtcs
nonb3oBaTenb, coAepXxaT BPeOOHOCHbIN KoA, OOCTYn K Hemy
6rokmpyeTtcs. Npyn 3TOM Ha 3KpaH BbIBOAUTCH YBEAOMIIEHME O
TOM, YTO 3anpalmBaeMbIvi OOBEKT NNK CTPaHMLa 3apaxeHa.

o Ecnu chann unu Beb-cTpaHnLa He cogepxaT BPeAOHOCHOMO KO-
Aa, OHU cpagdy Xe CTaHOBATCA AOCTYMNHbI ANA nofb3oBaTend.

MpoBepka CKPUNTOB BbINOSHAETCS NO CrieaytoLemMy anroputmy:

1.

3.

Kaxgbii 3anyckaembll Ha Beb-CTpaHMUEe CKpUMNT MepexBaTbiBaeTcH
Be6-AHTMBUPYCOM M aHanM3npyeTcs Ha NpUCYTCTBME BPEOOHOCHOIO
Koga.

Ecnu ckpunT cogepXuT BpedoHOCHbIN kod, Beb-AHTuBupyc bnokupyet
€ro, yBeJoMnsis Nonb3oBaTens cnewuumanbHblM BCibiBaOLWUM coobLLe-
HUeMm.

Ecnu B ckpunTe He 06HapyXeHO BPe4OHOCHOIO KOAa, OH BbIMOSHAETCS.

9.1. Bbi6bop ypoBHA 6e30nacHOCTM

BebO-3awmnTbi

AHTMBUpYC Kacnepckoro obecne4vmBaet 6e3onacHOCTb Balwen paboTbl B MHTEP-
HeTe Ha OAHOM M3 criedyoLwmx ypoBHewn (cm. puc. 31):

MakcumanbHasa 3awmTta — YpOBE€Hb, HA KOTOPOM OCYLLECTBNAETCA MaKCu-

MarnbHO NOSHbIA KOHTPOIb 3a CKpUnTamy U o6beKTaMu, NOCTyNaoLLMMU
no HTTP-npotokony. MNpunoxeHne getanbHO NPOBEPSIET BCE 0OBLEKTHI,
ncnonb3ys NonHel Habop 6a3 npunoxeHus. Takon ypoBeHb Gesonac-
HOCTW peKOMeHAYeTCs UCMONb30BaTb B arpeCcCMBHOM OKPY>XEHUW, Koraa
He ncnonb3ykTes Apyrue cpeacTaa 3awmtel HTTP-Tpaduka.
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PekomeHayembii. [MapameTpbl AaHHOMO YPOBHS PEKOMEHAOBaHbI JKCrep-
Tamun «JlabopaTtopun Kacnepckoro». OHU onpenensitoT NpPOBEPKY Tex
Xe 00BbeKToB, 4YTO 1 Ha ypoBHe MakcumanbHas 3awmTa, ogHako orpa-
HUYMBAIOT BpPEMS KelumpoBaHus parMeHTa aina, 4To no3BonseT yc-
KOpUTb NPOBEPKY 1 Nepeaady obbekTa nonb3oBaTento.

MakcumanbHas CKOpOCTb — ypoBeHb 6€30MacHOCTM, MO3BOMSAKLMIA BaM
KOMhOpTHO paboTaTb C NPUNOXKEHNAMU, TPeByLWNMY 3HaUYUTENBHBLIX
pecypcoB OonepaTvMBHOW MamATU, NOCKONbKy Habop npoBepAeMbIX 00b-
€KTOB Ha JaHHOM YpOBHE COKpalleH 3a CHeT WCMOMb30BaHWA OrpaHu-
YeHHOro Habopa 6a3 npunoxeHun. PekomeHayeTca BKM4YaTb 3TOT
ypoBeHb 6e3onacHocT, ecrnv Ha BalleM KOMMNbIoTepe YCTaHOBIEHbI
OononHuTenbHble cpeacTsa Beb-3awuTh.

¥PoBEHE BESONECHOCTH

MaKcHManbHaA CKOPOCTh
- MHHHMENEHEA SALLHTE
- MakcHManeHoe DeICTRoAEHCTEME

L HacTpoFika. .. ][ Mo YHONYaHHI

PucyHok 31. Beibop ypoBHs BeO-3aLuThI

Mo ymonuaHuio 3awwmTa ocyLiecTBnsieTcs Ha PekomeHAyeMOM ypoBHe.

Bbl MOXXeTe MOBLICUTb UMW NOHU3NTL CTEMEHb 3aLUUTHI, BblﬁpaB COOTBETCTBYHO-
LR YPOBEHb UM N3SMEHMB NapamMeTpbl TEKYLLEro ypoBHA.

Ans moz2o ymobbl usmMeHumsb ypoeeHb bezonacHocmu,

nepemMecTuTe NON3yHoOK no Lwkane. Perynupys ypoBeHb Ge3onacHocTy,
Bbl OnpeaensieTe COOTHOLUEHUE MeXOY CKOPOCTbH BbIMOSIHEHMS NPO-
BEPKM U KONMMYECTBOM MPOBEPSIEMbIX OOBEKTOB: YEM MEHbLUE 0OBEKTOB
noABepraeTcs aHanu3y Ha NpUCyTCTBUE BPEOOHOCHOMO KOAa, TEM Bbille
CKOPOCTb NMPOBEPKMU.

Ecnn kakon-nmbo npenycTaHOBIEHHbIA YPOBEHb HE MOMHOCTLIO COOTBETCTBYET
BallMM TpeboBaHMsAM, Bbl MOXETE BbINOMHUTL AOMNOMHUTENbBHYH HAcCTPOWKY ero
napameTpoB. [Ins aToro pekomeHayeTtcst BbibpaTe Hambonee 6nM3kniA K BawnM
noxenaHusiM ypoBeHb B kayecTBe 6a30BOro n otpegakTMpoBaTb ero napamet-
pbl. B aTom cnyyae Ha3BaHue ypoBHS 6e3onacHocTu ByaeT naMmeHeHo Ha Opy-
ron. PaccmoTpum npumep, korga MoXeT npuroguTbCsl MU3MEHeHMe napamMeTpoB
npeaycTaHOBMNEHHbIX YPOBHEN 6e30nacHOCTMW.

Mpumep:

Baw komnbloTep coeauHseTcss ¢ MHTepHETOM Mo moaemy. OH He BKnio-
YeH B KOPNOPaTUBHYIO STOKarnbHYH CeTb, U aHTMBMPYCHasA 3aliuTa BXoas-
wero Tpaduka no HTTP-npoTokony oTcyTCTBYET.
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CoBet

Bbl B cuny ocobeHHocTeln cBoern paboTbl HacTO ckaumBaeTe U3 UHTEpPHe-
Ta dannbl 6onbworo obbema. NpoBepka Takmx hamnos, Kak Npaswuro,
3aHMMaeT AOCTaTOYHOE KONNYECTBO BPEMEHW.

Kak MakcvmanbHO 3awuTuTb Ball KOMMbIOTEP OT 3apaxeHus 4vepes
HTTP-tpadmk nnm ckpunt?

no BbI6OPY YPOBHS:

AHanunsnpyst UCXoAHble AaHHbIE, MOXHO NPUIATK K BbIBOAY, YTO Ball KOM-
nbtoTep paboTaeT B arpecCUBHON CPefe M OMNacHOCTb 3apaXKeHust Bpeao-
HOCHOW nporpammoini Yyepe3 HTTP-Tpacduk YpesBblHaiHO BbicoKa (OTCYT-
CTBUE LIEHTpann3oBaHHOW Be6-3alUmTbl U cnocob NOAKMYEHUS K UHTEp-
HeTy).

B kayecTtBe 6a30BOro npeycraHOBIEHHOIO YPOBHsSI 6€30MacHOCTUN peko-
MeHAyeTCcs ucrnonb3oBaTb ypoBeHb MakcumanbHas 3awmTa co crie-
OYIOLWMMA U3MEHEHUSIMU: PEKOMEHOYETCH HACTPOUTb OrpaHuWYeHue Ha
BpPEMS KELUMPOBaHWA hparMeHToB haiinoB Npy NpoBepKe.

UmobbI usmeHumb napamempsi npedycmaHoerneHHo20 yposHs1 besonacHocmu,

1.

OTKpOWTE OKHO HACTPOWKU NMPUSIOXKEHUS N BbibepnTe KOMNOHeHT Beb-
AHTUBUpPYC B pasgene 3awmTa.

HaxmuTe Ha kHonky HacTpoika B 6roke YpoBeHb 6e30nacHoOCTU (CM.
puc. 31).

B oTkpbIBLIEMCSA OKHE OTpeaakTupyinTe napameTtpbl Be6-AHTuBMpyca u
HaxXmMuTe Ha kHonky OK.

9.2. Hacrpouka Beb6-3awmThl

Beb-3awmta obecneumBaeT NpoBepKy Bcex OOBLEKTOB, 3arpykaembix Ha Ball
koMnbtoTep no npotokony HTTP, n obecneurBaeT KOHTpomnb 3a BceMu 3anyc-
kaembiMm WSH-ckpuntamu (JavaScript, Visual Basic Script u gp.).

Bbl MOoxeTe HacTpouTb psa napametposB Beb-AHTMBUpYCa, HanpaBneHHbIX Ha
NOBbILLEHNE CKOPOCTM PaboTbl KOMMNOHEHTA, a8 UMEHHO:

onpeaenuTs anropuTM NPOBepKU, BbIGpaB MCMONb30BaHWe MOSIHOMO UNn
orpaHuyeHHoro Habopa 6a3 npunoxenHus (cm. n. 9.2.1 Ha cTp. 113);

copMmpoBaTb CNMCOK adpecoB, COAEPXaHWIO KOTOPbIX Bbl AoBepsieTe
(cm. n. 9.2.3 Ha cTp. 115);

BKJTOMUTB/ BbIKITHOYUTL UCMNOSb30BaHMe MeTo40B 3BPUCTUYECKOro aHanu-
3a (cM. n. 9.2.3 Ha cTp. 115).

MoMMMo aToro Bbl MOXeTe BblbpaTb AelcTBME Hag onacHbiM o0bektom HTTP-
Tpaduka, kKoTopoe GyaeT BbINonHATL Be6-AHTMBMPYC.
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B paHHom pasgene PykoBoactBa OyaoyT AeTanbHO pacCMOTPEeHbl BCe nepeync-
NeHHble Bbllle napamMeTpbl.

9.2.

1. OnpepeneHue anropuTMa NPoBepKU

lMpoBepka AaHHbIX, nocTtynarwwmnx 13 MHTEepHeTa, MOXeT OCYLUeCTBIIATbLCA Mo
OAHOMY M3 crneayownx anropuTMoB:

lMomokosas nposepka — TeXHoNorns obHapyxeHnss BpeAOHOCHOro Koaa B
ceTeBOM Tpadmke, Npy KOTOPOW NMOTOK AaHHbIX NMPOBEPSETCHA «Ha NeTy».
Hanpumep, Bbl ckaunBaeTe chann M3 nHTepHeTta. Be6-AHTMBMPYC npoBe-
pseT daiin nopuusMu No Mepe KONMpoBaHWSA AaHHbIX Ha KoMnbloTep. JTa
TEXHOMOrNa MO3BOMSIET YBEMUYUTb CKOPOCTb [OCTaBKM MPOBEPEHHOrO
obbekTa nonb3oBaTtento. B To xe Bpems ona peanv3auuMu NOTOKOBON
NPOBEPKM UCMONb3YeTCs COKpaLLEeHHbI Habop 6a3 npunoxeHust (Tonbko
Havbornee akTMBHblE Yrpo3bl), YTO 3HaYMTENbHO COKpallaeT YpPOBEHb
6e3onacHocTy Ballen paboTbl B UHTEPHETE.

lposepka c byghepusayueli — TeXHONOrNs OBHapPYXeHUs BPeAOHOCHOrO
Kofa B ceTeBOM Tpadmke, Npu KOTOPOW NpoBepka o6bekTa OocyLlecTBs-
eTcHa nocne ero nonHoro konvposaHusa B Oydep. MNMocne atoro obbekT
noABepraeTcs aHanu3dy Ha BMPYCbl M NO pe3ynbTaTam aHanvsa nepega-
eTcd nonb3oBartento Ansa paboTtbl nMbo 6nokmpyeTcs.

Mpn ncnonb3oBaHWM AaHHOTO TUMa NPOBEPKM MPUMEHSETCA MOSHbIA Ha-
6op 6a3 NpuUNOXeHWs, YTO MO3BONSAET 3HAYUTENMBLHO MOBBLICUTbL YPOBEHb
obHapyxeHus BpegoHocHoro koga. OgHako Mcnonb3oBaHWe 3TOro anro-
puTMa yBenu4umMBaeT Bpemsi 06paboTkn obbekTa 1 nepeaayn ero nonb3o-
BaTento Ans paboTbl, a Takke MOXET Bbi3blBaTb NPoGNIeMbl Npu KONMpo-
BaHUKN 1 0b6paboTke BonbLUMX OOBHEKTOB, CBA3AHHbLIE C UCTEYEHMEM TalM-
ayTa Ha coeguHeHvne HTTP-knneHTa.

[ng pewenus aton npobrnembl Mbl Npeanaraem BBECTW OrpaHuWYeHne Ha
BpEMS KelmMpoBaHus hparMeHTOB 0ObekTa, MOCTYNatoLero n3 NHTepHe-
Ta. [pn ncTe4eHun aToro orpaHNYeHns Kaxxaas nonyyeHHas vyactb danna
6yaeT nepedaBaTbCA NOMb30BATENO HEMPOBEPEHHOW, a MO 3aBEepLUEHUN
konupoBaHua obbekTa OH OydeT npoBepeH LenukoM. 3TO MNO3BOMUT
YMeHbLUWNTbL BpeMs nepedadn obbekTa nonb3oBaTtento, peumnTb npobnemy
paspblBa COeUHeHUsl, He CoKpallas ypoBeHb GesonacHocTu paboTbl B
WHTEpHeTe.

UYmobbi ebibpamb ansopumm nposepku, Komopkili 6ydem ucCronb308amscs
Beb-AHmusupycom:

1.

OTKpoViTe OKHO HaACTPOWMKN MPUIOXEHUS 1N BbibepuTe KOMMOHEHT Beb-
AHTMBMpYC B pa3gene 3awmTa.

HaxwmuTe Ha kHonKy HacTpoika B 6roke YpoBeHb 6e3onacHocTH (CM.
puc. 31).
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3. B oTkpbiBemca okHe (cM. puc. 32) BbibepuTe HyxHOe 3HaveHune B bro-
ke ANropuTMm npoBepKMu.

Mo ymonyaHuio Be6-AHTvBMPYC NpoBepsieT AaHHbIE U3 NHTepHeTa ¢ bydepusa-
Luen, ncnomnb3ys nonHeli Habop 6a3 NpunoxeHus. Takke HaCTPOEHO orpaHuye-
HWe Ha BpeMms KelmpoBaHusa oparMeHToB danna B 1 cekyHay.

BHumaHue!

Ecnu npu paboTte ¢ Takummn pecypcammn kak MHTEpHeT-paauo, UHTEPHET-BUAEO,
WHTEPHET-KOH(PEepEeHUMM BO3HMKAOT NpobrieMbl C OOCTYNHOCTbIO 3anpalluvBae-
MbIX 06bEKTOB, NCMOMb3YyNTE anropuTM NOTOKOBOM NPOBEPKMU.

HacTtpohua: Be 6-AHTHEHPYC

Ofune | SEPMCTHHUECKMA SHaNKzaTOp

ANropHTH NPOBEPKH
(D) MENoNe30EATE OOTOKOEYH) NPOEEQKY {OFPEHHYEHHEI Hatiop Haz)
(®) NposepaTh © Gyheprsauned (CTaHAAPTHRIA Hafiop Ha3)

OrpaHHYHTE BREMA KEWHPOBSHHA hParHeHTos n [

AoEEpeHHEIE aapeca (URL)

*ircnetfirc. cgil Fitem=Fmain* AoBaEHTE. ..

*If _bodyizid=*

* thinftail, coil7*

'E'ﬂ CnpaBKa ’ Ok ] ’ OTHMEHA

PucyHok 32. HacTpolika ypoBHSi Be6-3aLUmThl

9.2.2. PopMmmpoBaHMEe CNUCKa AOBEPEHHbIX
appecosB

Bam npepoctaBnsieTcss BO3MOXHOCTb CChoOpMUPOBaTb CMUCOK AOBEPEHHbIX ai-
pecoB, COAepXaHU KOTOpbIX Bbl 6e30roBopovHO goBepsieTe. Beb-AHTUBUPYC
He OygeT aHanuavpoBaTb WHGOPMaUMIO C AaHHbIX agpecoB Ha MPUCYTCTBUE
onacHbix 06beKTOB. Takas BO3MOXHOCTb MOXET ObITb MCMONb30BaHa B TOM CNy-
yae, ecnn Be6-AHTUBMPYC NpenAaTCTBYeT 3arpy3ke HeKoToporo darna, 6noku-
pys NONbITKMN €ro ckavatb.
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Ymobbi cchopmuposams criucok 0oeepeHHbIX adpecos,

1. OTKpoWTe OKHO HaCTPOMKM MPUNOXEHUS U BblbepuTe KOMMNOHEHT Beb-
AHTUBUPYC B pasgene 3awmTa.

2. Haxwmute Ha kHonKky HacTpoinka B 6rioke YpoBeHb 6e30nacHOCTH (CM.
puc. 31).

3. B oTtkpbiBIEMCS OKHE (CM. puc. 32) chopMupyTe CNNCOK AOBEPEHHBIX
cepBepoB B 6noke [doBepeHHble agpeca (URL). [na atoro ucnonb-
3yNTE KHOMKW, pPacnoNoXeHHbIE cripaBa OT Crucka.

[Mpn BBOAE OOBEPEHHOIO agpeca Bbl MOXeTe hopMmpoBaTb Macku, Nncnonb3yA
cnepgywuime cneunanbHble CUMBOIbI:

*
— nobas nocrneaoBaTenbHOCTL CUMBOJIOB.

Mpumep: MNpu BBOAe macku *abc* He OyameT nposepaTbea nobon URL-
agpec, copepaLimn nocrenoBaTenbHOCTb abc, Hanpumep,
www.virus.com/download virus/page 0-9abcdef.html.

? — ntobow oanH CUMBOI.

Mpumep: Mpu BBoae macku Patch_123?.com He OGygeT npoBepATbCs
URL-agpec, cogepxawun 3agaHHy0 NnocrnenoBaTefibHOCTb CMMBOJIOB U
nobor cumeon, cneayowmn 3a 3, Hanpumep, Patch_1234.com. OgHako
agpec patch_12345.com Oyznet npoBepaTbCA.

B cnydyae, ecnv cumBonbl * 1 ? BXxogaT B cocTtaB peanbHoro URL—agpeca, fo-
6aBnsemMoro B CNMcoK, Heobxoaumo Npu MX BBOAE MCMONb30BaTb CUMMBONM \ —
OTMEHa OLHOro U3 criegyloLwwmnx 3a HUM CMMBOIOB *, 2, \.

[Mpumep: B kavyecTBe AOBEPEHHOro agpeca Heobxoaumo Aob6aBuTb crneayoLmnn
URL-agpec: www.virus.com/download_virus/virus.dll?virus_name=

[ns Toro 4tobbl AHTMBMPYC Kacnepckoro He BOCNPUHAN ? Kak CUMBOI UCKITHOYe-
HUSA, HY)XXHO nocTtaBuTb nepep ? 3Hak \. B stom cnyyae URL-agpec, npobaense-
Mbli B CMnCoK VCKMIOYEHUN, oyner cnefyoLmm:
www.virus.com/download virus/virus.dll\?virus name=

9.2.3. U\cnonb30BaHue MeToaoB
3BPUCTUUYECKOro aHanusa

MeToapbl 3BPUCTUYECKOrO aHanusa Ucnonb3ytTcs B paboTe HEKOTOpbIX KOMMO-
HEHTOB MOCTOSIHHOW 3alUMTbl, @ Takke 3afay novcka BUpPYcoB (MoapobHee cM.
cM. n. 7.2.4 Ha cTp. 90).
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Bbl mMoxeTe BknioyaTb/ OTKNIOYATb MCMOMb30BaHWE 3BPUCTUYECKUX METOAO0B
0BHapy>KeH1s HOBbIX Yrpo3 B pamkax paboTtbl komnoHeHTa Beb-AHTuBMpyc. [ns
3TOro BbINOMHUTE criedyoLmne AeNCTBUS:

1. OTKpoOWNTE OKHO HACTPOWKU NPUIOXeHus u Bblibepute KoMnoHeHT Beb-
AHTuMBMpYC B pa3gene 3awmTa.

2. Haxxmute Ha kHonky HacTtpowka B 6rnoke YpoBeHb 6e30nacHOCTM.

3. B oTKpbIBLLIEMCS OKHE BbibepuTe 3aknagky dBPUCTUYECKUNA aHanm3aTop
(cm. puc. 33).

Ona ucnonb3oBaHUA METOAOB 3BPUCTUKM YCTaHOBUTE (hnaxok I/Icnonbso-
BaTb 3BPUCTUYECKUM aHanu3saTop. [JononHUTENbLHO Bbl MOXeTe BblOpaTh ypo-
BEHb AeTanu3auum NpoBepKu, Anst 3TOro nepeaBuHbLTE BEeryHok B O4HY M3 Mo3su-
LMIA: NOBEPXHOCTHLIW, CpeaHUN N aeTanbHbIN.

Hactpokka: Be 6-AHTHEHpYC

Oflupe | FERHCTHHECKHA SHANHZATop
MCNONE30ESTE SEAHCTHUECKHA SHANHSATOD
WROBEHE MPOEERKH
MOBEpXHOCTHRIA CpeaHHA JeTansHel
%,! CnpaBKa [ Ok l [ OTHMEHA

PucyHok 33. Ncnonb3oBaHne MeTo4oB 3BPUCTUHECKOro aHanmsa

9.2.4. BocctaHoBNneHMe napamMmeTpos Beb-
3awmThbl NO YMOJTYAHMIO

HacTpavBas pa6oty Be6-AHTuBMpYCa, Bbl BCerga MOXeTe BEepHYTbCA K peKo-
MeHOyeMbIM napameTpamM ero paboTbl. OHU CYATAKOTCS ONTUMArbHLIMU, PEKO-
MeHZOoBaHbl cneunanuctamm «Jlabopatopun Kacnepckoro» u o6beauHeHbl B
PekoMeHAyeMbIl ypoBeHb GE30MacHOCTU.
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Ymobbl eoccmaHosumb napamempsi Beb-AHmuesupyca rno ymondyaHutro,

1. OTKpoOWTE OKHO HACTPOWKN NPUIIOXEHUS U BbibepnTe KOMNoHeHT Beb-
AHTUBUPYC B pasgene 3awmTa.

2. HaxmuTe Ha kHornky Mo ymonuaHuto B 6roke YpoBeHb 6e3onacHo-
cTtu (cm. puc. 31).

9.2.5. Bbibop oemcTemsa Haa ONnacHbIM
ob6beKkToM

Ecnu B pesynbtaTte aHanusa obbekta HTTP-Tpadmka BbIICHAETCS, YTO OH CO-
OEePXUT BPeOOHOCHbIN koA, AanbHenwne onepaumn Beb-AHTrBUpyca 3aBucAT ot
YKa3aHHOro Bamun JeNCTBuS.

UYmobbl Hacmpoumb peakuyuto Beb-AHmusupyca npu obHapyXeHuUU onacHo2o
obbekma:

OTKPOWTE OKHO HACTPOWKU MPUIoXeHus n BbibepuTe KOMMOHeHT Beb-
AHTUBMPYC B pasgene 3awmTta. Bce BO3MOXHbIE AENCTBUA Had onac-
HbIMK 06BbeKTamMu NpuBedeHbl B 6rioke OencTeue (cM. puc. 34).

Mo ymonuaHuio npu obBHapyxeHun onacHoro ob6bekta HTTP-Tpadmka Beb-
AHTMBMPYC BbldaeT Ha 3KpaH npeaynpexaeHne u npegnaraeTt Ha BbIGOp He-
CKOJTbKO 1ENCTBUIM Haf OO BEKTOM.

JercTeMeE
(%) JanpocTe AefcTEME

() ZafnokMpoBaTe

() PaspewmTE

PucyHok 34. Bbibop oencTBusa Hag onacHbIM CKpUNTOM

PaccmoTpymM nogpobHee BO3MOXHbIE BapuaHTbl 00paboTKM onacHbix 06beKToB
HTTP-Tpaduka.

Ecnu B kayecTBe AencTBus Mpwn o6HapyxeHUn onacHoro oobLekTa B
Bbl BbIOpanu HTTP-Tpacduke
® 3anpocuThb gencreue Be6-AHTUBMPYC BbIAACT Ha 3KpaH npegynpe-

xpawwee coobuleHne, cogepxallee  UH-
dopmaumio 0 TOM, Kakum BPeLOHOCHbLIM KO-
OOM 3apaxeH OOBLEKT, U MpeasiokUT Ha Bbl-
60p 04HO M3 ganbHenLWnX 4encTBUA.




118 AHmueupyc Kacnepckozo 7.0

'@'3a6noxupoaa-rb Be6-AHTuBMpYC 3abnokupyeT JocTyn K 06b-
€KTY U BblBe4eT Ha 3KpaH OKHO yBeOoMI1eHUA
0 6nokupoBke. AHanorumyHas uHdopmaums
Oypet 3admkcmpoBaHa B otyeTe (cM. n. 15.3
Ha cTp. 177).

'@'Paspemwrb Beb-AHTMBMPYC paspeluaeT [OCTyn K onac-
HoMy oObekTy. WHdopmauus ob atom 3a-
dukeupyeTcs B oTYeTe.

YUTo kacaeTca OeWCTBMIN Hafh onacHbIMU ckpuntamun, To Be6-AHTUBMPYC Bcerga
OroKMpyeT KX WCMONHEHWE W BbLIBOAWT Ha 3KpaH BCMmbiBalllee coobLieHve,
yBEOOMIIAIOLLEE MONb30BaTENS O BbIMNOMHEHHOM AeNcTBMU. Bbl He MoxeTe u3-
MEHUTb AENCTBME Haj OMacHbIM CKPUNTOM, KpOME Kak OTKMounTb paboTy moay-
N5 NPOBEPKN CKPUMTOB.




FNNMABA 10. MPOAKTUBHAA
3AULIUTA BALUEIO
KOMMNBbBIOTEPA

BHumaHwme!

B naHHOM Bepcum NpuroxeHust OTCYTCTBYeT KOMMOHEHT KOHTponb LenocTHO-
CTU NPUIIOXKEHUN ONA KOMNbloTepoB nog ynpasnenvem Microsoft Windows XP
Professional x64 Edition, Microsoft Windows Vista unu Microsoft Windows Vista
X64.

AHTUBUpYC Kacnepckoro 3alumiiaeT He TOMbKO OT U3BECTHbIX Yrpo3, HO U OT HO-
BbIX, MH(POPMaLMsi O KOTOpbIX OTCYTCTBYET B 6a3ax npunoxeHus. 31o obecne-
YMBaeT crneumanbHO pa3paboTaHHbI KOMMNOHEHT — [poakmueHas 3awuma.

Cepeep 06HOBNEHMA

a3 npunoXeHHA

bazu
NpHAOKEHUS |

f‘TpD!HCKME‘": Bupycu
iNporpamMu

MporpamMMb-WnUoHe

KomnnekcHue
yrposu

Ceteene
uepeM

TNoxanbHas
ceTb

CeTeBHe aTaku

DPuwmrnr Pyrkuie

HeobxogmmocTb B NPOAKTMBHOW 3aLLMTe Ha3pena C Tex Nnop, Kak CKOpPOCTb pac-
NpoCTpaHeHnA BpPeAdOHOCHbIX nporpamMmm cCtana npesBblillaTb CKOPOCTb obHoBne-
HUA aHTVIBVIpyCHOﬁ 3alUmnTbI, crnocobHom 0663Bpe,EI,VITb 3TN Yrposbl. PeakTtnBHblE
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TEXHOMOMM, Ha KOTOPbIX NOCTPOEHa aHTUBUPYCHasA 3alumTa, TpebyloT Kak MUHU-
MyM OAHOro (hakTUYEeCKOro 3apaXKeHWsi HOBOW Yrpo3oW, BPEMEHW Ha aHanus
BPEeAOHOCHOro koAa, Ha fobasneHue ero B 6a3bl NpUNoxeHus n Ha obHoBneHne
aTmx 6a3 Ha koMMNbloTEepax nonb3oBaTenen. 3a 3TO BpeMsA HOBasi yrpo3a MOXeT
HaHEeCTW OrPOMHBIN yLepo.

MNpeBeHTUBHbIE TEXHOMOMMKN, Ha KOTOPbIX MOcTpoeHa [MpoakTueBHasa 3awmta AH-
TuBupyca Kacnepckoro, no3sonsioT usbexarb notepn BpemeHn n obesspeanTb
HOBYIO yrposy elle A0 TOro, Kak OHa HaHeceT Bpef BalleMy KommnbioTepy. 3a
cYeT yero aTo gocTuraetca? B oTnmume oT peakTUBHbIX TEXHOMNOIMIA, rae aHanm3a
BbINOMHAETCA Ha OCHOBaHUW 3anucen 6as NpUNoXeHus, NPEBEHTUBHbIE TEXHO-
fiorum pacnosHalT HOBYIO Yrpo3y Ha BalleM KOMMbloTepe Mo nocneaoBaTernbHO-
CTN OEeNCTBUWA, BbINOMHAEMON HEKOTOPOW MporpamMmon. B mocTaBky npunoxeHus
BKITIOYEH HAbop KpUTepueB, MO3BONSAIOLMX ONPEAEnATb, HACKONbKO aKTUBHOCTb
TOW MNU WMHOW MporpaMmbl onacHa. Ecnv B pesynbTate aHanm3a akTUBHOCTM
rnocnefoBaTenibHOCTb AENCTBUN KakoW-nMbo mporpaMmbl Bbi3biBaeT MOAO3pe-
Hue, AHTMBMpPYC Kacnepckoro npumeHsieT gencTeue, 3agaHHOe npaBuiom Ans
aKTMBHOCTM Nogo6HOro poaa.

OnacHasi akTMBHOCTb OnpegensieTcsl No COBOKYMHOCTWM AEWCTBUIA NpOrpammbl.
Hanpumep, npn obHapyXeHun Takmx AEeNCTBUA Kak CaMOKOMMPOBaHUE HEKOTO-
poyi nNporpamMmbl Ha CeTeBble PeCypChl, B KaTanor aBTo3anycka, CUCTEMHbIN pe-
€CTp, a Takke NocrneayLwas pacebinika Konmm, MoXHO ¢ 60MbLIOK Aonen Bepo-
ATHOCTU MPEeAnonoXuTb, YTO 3TO Mporpamma — 4epsBb. K onacHbIM AencTBUSM
TaKkKe OTHOCATCA:

® 3MeHeHus1 haifioBOM CUCTEMBI;
e BCTpauBaHue MoAynen B Apyrve npoLecchl;
e CKpbITWE NPOLIECCOB B CUCTEME;

® UN3MEHeHWe ornpeaerneHHbIX KroYven cuctemHoro peectpa Microsoft Win-
dows.

Bce onacHble onepauun otcnexuBaloTcs U 6nokupyoTca NpoakTBHON 3alum-
TON.

B npouecce paboTbl lNpoakTMBHaa 3awmrta vcrnonb3yeT Habop npasui, BKMO-
YeHHbIX B NOCTaBKy MPUMOXeEHWs, a Takke CHOPMMPOBAHHBLIX NOMb3oBaTenem
npu paboTe ¢ npunoxexHneM. lpasusio — aTo Habop KpUTepunes, onpeaensioLLmX
COBOKYMHOCTb NOA03PUTENBHBIX AENCTBUIA U peakumtio AHTuBMpYyca Kacnepckoro
Ha HUX.

OtaesbHble npaeua NpeaycMoTPEHbI At aKTUBHOCTY MPUMOXEHWIA, KOHTPOMS
M3MEHEHWI CUCTEMHOrO peecTpa 1 3anyckaembix Ha KoMnbioTepe nporpamm. Bl
MOXeTe M3MeHsITb MpaBuria Mo CBOEMY YCMOTPEHWo, [obaBnsas, yaanss wnu
uamMeHsist ux. MpaBuna mMoryT GbiTb 3anpeLLaLLMMK U Pa3peLLaoLLUMU.
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PaccmoTpum anroputm paboTbl [poakTyBHOM 3aLUUThI:

1. Cpasy nocne 3anycka koMmnbtoTepa lNpoakTMBHas 3awwmTta aHanusmpyeT
cregyloLme acnekTbl:

Helicmeusi kax0020 3anycKkaeMo20 Ha KOMIbomepe rnpuroxe-
Husi. Nctopusi BbINOMHAEMbIX AEWCTBUA U UX nocrnepoBaTenb-
HOCTb (PMKCMPYETCst U CPaBHMBAETCS C MOCNEeA0BaTENbHOCTLIO,
XapaKTepHOW ANnA OnacHOW akTMBHOCTM (6as3a BMAOB OMacHowm
aKTMBHOCTM BKIHOYeHa B nocTaBky AHTuBMpyca Kacnepckoro u
obHoBngeTca BMecTe ¢ 6a3amu NpunoxeHns).

LlennocmHocms  ripoepaMMHbiX MoOOyriell  YyCTaHOBMEHHbIX Ha
BalleM KOMMbIOTEPE MNPUMOXEHUA, YTO MO3BONSAET M3bexaTb
NoAMEHbl MOAynen NPUNOXeHUs, BCTPauBaHWS B HUX BPEAo-
HOCHOTO Koza.

Kaxdyto nonbimky usmMeHeHUss cucmeMHo20 peecmpa (ygoane-
HWe, AobaBneHue KIYeN CMCTEMHOrO peecTpa, BBOA 3Hade-
HWUI 4NS KoYen B HegonycTuMmom dopmMaTte, NPenaTcTByOLLEM
UX MPOCMOTPY U peaakTMpoBaHuio, U T.4.).

2.  AHanus npousBoAMTCH Ha OCHOBAHMU paspeLualoLmnx U 3anpeLlaroLmx
npaswn MNpoakTUBHOM 3aLMTbI.

3. B pe3ynbTate aHann3a BO3MOXHbI criefyuimne BapmaHTbl noBeaeHUA:

Ecnu akTMBHOCTb YOOBRETBOPSIET YCIOBUAM paspeLLatoLero
npaeuna lMpoakTUBHOW 3alUMTbl NGO He noanagaeT HWU Mof
0[HO 3anpeluatoLLee NpaBuUo, oHa He BrokupyeTcs.

Ecnn akTmBHOCTb onmncaHa B 3anpelyaroliem npasune, Aanb-
HeMwasa nocnefoBaTenbHOCTb AENCTBUI KOMMOHEHTA COOTBET-
CTBYET WHCTPYKUMAM, ykasaHHbIM B npasune. ObbluHO Takas
aKTMBHOCTb GnokupyeTcs. Ha akpaH BbIBOAUTCS yBeOOMIIEHUE,
roe ykasblBaeTCsi MpWUoXeHWe, TN ero akTMBHOCTMW, UCTOpUS
BbIMONHEHHbIX AEeNCTBUA. BaM HYXHO camocCToATenbHO npu-
HATb pelleHue, 3anpeTuTb UNKN paspeLumnTb Takyl akTUBHOCTD.
Bbl MOXeTe co3gatb NpaBuIo ANnA TakoW aKTMBHOCTU U OTMe-
HWTb BbINOMTHEHHbIE AENCTBUSA B CUCTEME.

MpoakTuBHas 3alLLMTa OCYLLUECTBMSETCS B CTPOrOM COOTBETCTBUM C MapameTpa-
MU (cM. puc. 35), onpegensowmmu:

lModeepeaemcsi U KOHMPOJIIO aKMUEHOCMb TPUSIOXeHUU Ha eawem
KOoMIiblomepe.

Takowi pexvm paboTbl MpoakTMBHOW 3alUMTbl perynmpyeTtcs raxkom
[¥] Bkntountb ananus aktmeHoct. Mo YMOMYaHUIO PEXUM BKIHOYEH,
4YTO obecnevmBaeT CTPOrni aHanm3 AencTBui Nbon nporpamMmel, 3anyc-
KaeMoln Ha KommnbtoTepe. BoigeneH Habop onacHol akTMBHOCTW, NS Ka-
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XOON U3 KOTOPbIX Bbl MOXETE HacTpouTb nopsaok obpaboTku npunoxe-
HUA (cM. n. 10.1 Ha cTp. 123) ¢ Takon aKTUBHOCTbLIO. Takke NpeaycmoT-
peHa BO3MOXHOCTb (hOPMUPOBaHNA UCKMOYEeHW [TpoakTMBHON 3aluThbl,
roe Bbl MOXETe OTMEHWUTb KOHTPOSb aKTMBHOCTU M3OpPaHHbIX MpuUIoxe-
HUIA.

BknroueH nu KOHMpOIsb yesrocmydocmu I'lle!'lO)KeHULj.

[aHHaa dyHKUMOHANBbHOCTL OTBEYaEeT 3a LeNOCTHOCTb Moayrnen ycra-
HOBIIEHHbIX Ha BalLeM KOMMbIOTEpPEe NPUIOXEHUA U perynmpyeTcs dnax-
KoM | BKnOUYNTbL KOHTPOINb LIeNIOCTHOCTU. LlenoctHocTb oTcnexusa-
eTca Mo CcocTaBy MOAyrnewn nporpammbl U KOHTPOMbLHOW cymme obpasa
camol nporpammel. Bel MoxeTe cdopmmnpoBaTb npasunia KOHTpons (cm.
n. 10.2 Ha cTp. 127) 3a UenOCTHOCTbIO MOAYMEeN Kakoro-nmbo npurnoxe-
HWS, ONA 3TOro HeobXOAMMO BHECTM 3TO MPUIIOXKEHWNE B CMMCOK KOHTPO-
nMpyembiX.

[aHHbIA KOMNOHEHT NpPOaKTUBHOW 3aLLUMUTLI OTCYTCTBYET B NMPUIIOXKEHUN,
YCTaHOBMIEHHOM MOA YrnpaBfeHneM ornepaumoHHblx cucteM Microsoft
Windows XP Professional x64 Edition, Microsoft Windows Vista unnmn
Microsoft Windows Vista x64.

Obecneyusaemcsi nu KOHMPOJlb UBMEHEHUL cucmeMHO20 peecmpa.

Mo ymonuaHuio dnaxok ¥ Bknio4nTb MOHUTOPUHI CUCTEMHOFO pee-
CcTpa YyCTaHOBIEH, a 3HauuT, AHTUBMPYC Kacnepckoro aHanusmpyeT Bce
NOMbITKA BHECTU M3MEHEHWS B KOHTPONMPYEMbIE KIMHOYM CUCTEMHOIO pee-
CTpa onepaunoHHON CUCTEMBI.

Bbl MoxeTe co3gatb cobcTBeHHble mpasuna (cm. n. 10.3.2 Ha cTp. 134)
KOHTPONS B 3aBMCMMOCTU OT kritoda peectpa Microsoft Windows.

B NHoumTE MpoaK THEHY D SalLMTY

AHAMME SKTHEHOCTH NPHAD#EHMA
% BENMYMTE QHANMHZ aKTHEHOCTH

HacTpofika...

FOHTPONE WENOCTHOCTH NPMACHKEHHA

& [1 ExnroumTE KOHTREME UENOCTHOCTH

MOHHTOPHHN CHETEMHOM D PeecTRS

= [[] BnroqmTE MOHHTOPHAN CHCTEMHOMD peecTpa
EEE

PucyHok 35. MapameTpbl NpoakTUBHOM 3aLUuTbl
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Bbl MOXeTe HacTpouTb ncknoyveHms (cM. n. 6.9.1 Ha ctp. 71) ana mogynen lNpo-
aKTMBHOW 3aluThbl, a Takke CHOPMMPOBATL CMUCOK OOBEPEHHbLIX MPUNOXEHUN
(cm. n. 6.9.2 Ha cTp. 76).

B paHHom pasgene PykoBoactBa OyaoyT AeTanbHO pacCMOTPEHbl BCe Nepeync-
NMEeHHble BbilLEe aCneKThl.

10.1. MpaBuna KOHTPOJNIA aKTUBHOCTMU

OOpaTute BHMMaHWe, YTO HaCTpoOlKa KOHTPOSSi aKTMBHOCTU B MPUITOXEHUM,
YCTaHOBMEHHOM MO ynpasneHnem onepaunoHHblix cuctem Microsoft Windows
XP Professional x64 Edition, Microsoft Windows Vista nnu Microsoft Windows
Vista x64, oTnvyaeTcs OT MPUIMOXEHWsi, YCTaHOBEHHOro nof ynpasrneHuem
Opyrux onepaumoHHbIX CUCTEM.

MHopmaumsa o HacTponke KOHTPOSS akTUBHOCTU ON1si MEPEYMCIEHHbIX onepa-
LMOHHbIX CUCTEM MpUBEAEHA B KOHLIE AaHHOrO pasgena.

AKTUBHOCTb MPUINOXEHWU HA BalleM KOMMblOTEpe KOHTPONMpyeTcs AHTUBUPY-
com Kacnepckoro. B cocTaB NpunoxeHust BXOAUT HaGop OnMcaHuil cobbITuiA,
KOTOpble MOrYT TPaKTOBATbCHA Kak onacHble. [Ns Kaxgoro Takoro cobbiTus cos-
JAaHo npaBuno. Ecnv akTUBHOCTb Kakoro-nvbo NpUroXeHus KnaccudguumpyeTcs
Kak ornacHoe cobbiTue, MpoakTuBHas 3awmTa GygeT crefoBaTb MHCTPYKUMAM,
yKasaHHbIM B npasusie AN Takoro cobbITUs.

YcTaHoBUTE oriaXokK BKNOYNTb aHanuM3 akTMBHOCTU, YTOObI HayaTb KOH-
TPONMPOBaTb aKTUBHOCTb MPUIOXEHNI.

PaccMoTpym HekoTopble BUAbl COObITUIA, NPOUCXOASLUMX B CUCTEME, KOTOpble
OyayT TpakToBaTbCS NPUIOXEHNEM KaK NO03pUTESNbHbIE:

e OmnacHaa akmusHocmb (aHanu3 nosedeHusi). AHTUBMPYC Kacnepckoro
aHanManpyeT akTUBHOCTb MPUIOXEHWUNA, YCTAaHOBIEHHbIX HA KOMMbIOTEpPE,
M Ha OCHOBaHUW Crucka npasun, COCTaBMNEeHHOro cneunanuctamm «Jlabo-
patopuun Kacnepckoro», oGHapyxunBaeT onacHble Unu nogo3puTernbHble
aencteua npunoxenun. K Takum JenctBusiM, Hanpumep, OTHOCSTCSA
CKpbITasi yCTaHOBKA NporpaMm, CamMOKONMpOBaHMeE.

e 3anyck bpaysepa ¢ napamempamu. AHanu3 AaHHOrO BuAa akTUBHOCTU
nossornsieT obHapyxMBaTb MOMbITKM CKPbITOrO 3anycka Gpay3sepa c napa-
mMeTpamu. Takas akTMBHOCTb XapakTepHa Anis 3anycka Beb-Opaysepa u3
KaKoro-nmbo MNpuoXeHUst ¢ onpeaerieHHbIMU NapameTpamMy KOMaHZAHOW
CTPOKM: Hampumep, Npy UCMOMb30BaHUN CChIIKU HA HEKOTOPLIA aapec B
MHTEPHETE U3 peknamHOro NUcbma, NpULeaLWEero B Ball NOYTOBbLIN SILLMK.

e BHelpeHue 8 npoyecc — pobaBneHne B NpoLEeCC HEKOTOPOM Nporpammbl
MCMOJIHAEMOro Kofa Unu co3fgaHue OOMNONMHUTENbHOroO NoToka. Takasi ak-
TUBHOCTb XapakTepHa Ans TPOSHCKUX Nporpamm.
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e [losisrieHue ckpbimoeo npouyecca (Rootkit). Rootkit— ato Habop npo-
rpaMM, MCMONb3YHLLUXCA AMA COKPbITUS B CUCTEME BPELOHOCHbIX Mpo-
rpaMm u mnx npoueccoB. AHTUBMPYC Kacnepckoro npoBoauT aHanus one-
paLMOHHOW CUCTEMBI Ha NPeaMET HanM4ms CKPbIThbIX NPOLECCOB.

e BHedpeHue OKOHHbIX rnepexsamyuxkos. Takash akTMBHOCTb UCMOSb3yeTcs
Mpy NOMbITKE CYUTBLIBAHUA Maponen M OPYrol KOHMUAEHUWanbHON WH-
dopmauum, otobpaxaeMoi B AManNoroBbIX OKHax OnepauyMoHHON cucTe-
Mbl. AHTMBMPYC Kacnepckoro oTcrnexvBaeT AaHHY aKTMBHOCTb Mpu Mno-
nbiTke Nepexesarta MHgopmaLummn, KOTOporn 0OMeHMBaTCA onepaumMoHHas
cucTema u AnanoroBoe OKHO.

o [lodo3pumeribHble 3HayeHusi 8 peecmpe. CUCTEMHbIN peecTp — 3To 6asa
AaHHbIX ON51 XpaHeHWs CUCTEMHbIX W MONb30BaTENbCKUX MapamMeTpos,
onpegensowmx paboty onepaumoHHon cuctemsl Microsoft Windows, a
Takke nbbix cnyxb, yCTaHOBMEHHbLIX Ha KoMmmMbloTepe. BpedoHocHble
nporpamMmMbl, NbITasiCb CKPbITb CBOE NPUCYTCTBME B CUCTEME, NPONMNCHIBa-
10T B KIOYM peecTpa HeKoppeKkTHble 3HadyeHus. AHTuBMpyc Kacnepckoro
aHanusupyeT 3anucu CUCTEMHOrO peectpa Ha NpeaMeT HanmMuus nopos-
pUTENbHBIX 3HAYEHWI.

e [lodo3pumernbHasi akmueHocmb 8 cucmeme. [porpaMmma aHanuMaupyet
OEeNCTBUSA, BbINOMHAEMbIE onepaumnoHHon cuctemon Microsoft Windows u
BbISIBMSIET MOAO3PUTENBbHYID aKTUBHOCTb. [pumMepoM noAo3puTenbHON
aKTUBHOCTM SIBMISIETCS HApYLUEHWE LEeNOCTHOCTU, YTO NoAapasymMeBaeT Nog
Cco60N M3MEHEHWE OLHOIO MMM HECKOMbKUX MOAYMNEN KOHTPONMUPYEMOro
NPUIIOXKEHNA C MOMEHTa MpeablayLLero 3anycka.

. O6Hapy>KeHue KrasuamypHbIX repexsam4yukos. Takaa aKkTUMBHOCTb MC-
nonb3yeTcd Nnpu nepexsarte BpeaoHOCHbIMU nNporpammMmamum MHopmaLmu,
BBOAUMOM C KnaBuaTtypbl.

e 3Bawuma Jucnemuepa 3aday Microsoft Windows. AHTnBMpyc Kacnepcko-
ro sawmwaet AucneTyep 3ajay oT BHEAPEHUS BPEAOHOCHBIX MOAynen,
[AesiTenbHOCTb KOTOPbIX HanpasrneHa Ha 6nokvpoBaHue paboTbl OucneT-
Yyepa.

Cnncok onacHoW aKkTMBHOCTW MOMOSIHAETCS aBTOMaTuyeckun npu OBHOBMEHMU
AHTUBMpYCa Kacnepckoro n oTpeaakTMpoBaTh ero Henb3as. Bel moxerTe:

e OTKasaTbCs OT KOHTPOSS TOM UM MHOW aKTUBHOCTW, CHAB OSIaXXOK , yc-
TaHOBJIEHHbIN PSAOM C €€ Ha3BaHUEM,;

® W3MEHUTb MPaBWIO, B COOTBETCTBMU C KOTOPbIM AecTByeT NpoakTuBHas
3almTa npu obHapyXeHUM onacHoO! akTUBHOCTY;

e COCTaBWUTb CMMCOK UCKMYeHu (cm. n. 6.9 Ha cTp. 70), nepe4mcnune npu-
TNOXEHWS, aKTUBHOCTb KOTOPbIX Bbl HE CYMTaETe ONacHOW.
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YmobbI nepelimu Kk HaCMpPOUKe KOHMPOIIS akmugHoOCmu,

1.

OTKpoWTe OKHO HAcCTPOWKX MPUNOXKeHUs1 U BbliGepuTe KOMMNoHeHT Mpo-
aKTUBHasA 3awuTa B pasgene 3awumTa.

Haxwmute Ha kHonky HacTpowka B 6rnoke AHanu3 aKTUBHOCTM npwm-
noxeHun (cm. puc. 35).

Buabl onacHon akTUBHOCTU, KOTOPblE KOHTPONUPYTCA [poakTMBHOM 3aLuTOMN,
npuBoaATcs B okHe HacTpowka: aHanm3 akTMBHOCTHM (CM. puc. 36).

HactpokKa: aHaaHa aKTHEHOCTH

CobbITHE ,ﬂ,eﬁcmne CTHeT

3anp0chb AeHCTEHE
1) Breapetme B npouec (invaders) SanpocHTe AedcTere Bk,

@ CfBHapyweHre pyTkuTa (rootkit) SJanpocHTe AEHCTEME BN,
(1) BHEADEHHE OKOHHEX NEpEXEATYHKOE SanpocTe AedcTeme  Bin,

MOADEPHTENEHEIE SHIUEHHA E PEESCTRE SanpockTe AsficTEMe  Bkn,
MoAOSPMTENEHEA SKTHEHOCTE B CMCTEME  3anpockTe AsfcTEMe  Bkn,

1) OBHAPY#EHHE KNAEMATYDHL NEPeXBaT. .. 3anpocuTe AeHcTeme  Bkn,
|:| @ JalHTa AMcneTyepa 3aaad Microsoft Wi, 3anpeTHTe Etin,

AecTEME! 3aNDOCHTE AEHCTEHE
CTaeT: Brn,

& Cnpaexa QK l [ OTHEHa

PucyHok 36. HacTpoiika KOHTPONst aKTMBHOCTW NMPUINOXEHWN

Y1o6bl NI3MEHUTL NpPaBuio KOHTPOSSA ONacCHOW akTUBHOCTW, BbIGEpMTe ero B cnu-
CKe 1 B HWXKHEN YacTu 3aKknagku 3agante napameTpbl npasuna:

Onpe,u,enMTe peakumto MNMpoakTUBHOM 3aLmUTbl Ha OnacHYK aKTUBHOCTb.

B kauecTBe peakuum MOXeT ObiTb 3a4aHO OOHO M3 CNeayLMX AeNCTBUIA:
paspeLnTb, 3anpocuTb AeNCTBME U 3aBepnTb npouecc. LlenkaiTte ne-
BOW KNaBuLLIEN MbILLIN MO CCbISIKE C AEWCTBUEM, NOKa OHA HE NMPUMET HYX-
HOoe BaM 3HaudeHue. [JononHUTEnNbHO K 3aBEpLUEHN0 NpoLiecca Bbl MOXe-
Te NpUIoXeHve, Bbi3BaBLUEE ONACHY aKTUBHOCTb, Ha KapaHTuH. [ng
3TOro BOCMOMb3yNTECh CChINKoN Bkn. / Bblkn HAaNpOTMB COOTBETCTBYOLLE-
ro napametpa. [ns obHapyXeHus CKpbITbIX MPOLLECCOB B CUCTEME Bbl
MOXeTe [AOMOMHUTENbHO 3a4aTb BPEMEHHOE 3HA4YeHue, C NepuoaunyHo-
CTbIO B KOTOpOe ByaeT 3anyckaTbCs NpoBepkKa.

Ykaxute HeobxoammMocTb (hopMMpOBaHMSA OTYETa O BbINOMHEHHOW one-
pauun. [ins 3Toro BOCNONb3ynNTeCh CCbinkon Bkn. / Bbikn.
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UTtobbl OTKa3aTbCA OT KOHTPONSA TOW MM MHOW OMAacHOW akTUBHOCTWU, CHUMUTE

donaxok , YCTaHOBIEHHbIN PSAOM C €€ Ha3BaHUEM B CMMCKE OMacCHbIX aKTWB-
HOCTEN.

Oco6eHHOCTU HAaCTPOMKN KOHTPONSA aKTUBHOCTU NMPUITOXXeHU B AHTUBUPY-
ce Kacnepckoro noa Microsoft Windows XP Professional x64 Edition,
Microsoft Windows Vista nnu Microsoft Windows Vista x64:

Ecnu komnbioTep paboTaeT nof ynpasreHMem nepevyncrieHHblX Bbille onepauu-
OHHbIX CUCTEM, TO KOHTPONNPYETCA TOJIbKO OAUH BMA CO6bITI/IIZ, npoucxogdawinx B
CUCTEME, — OracHasi akmugHOCMb (aHarnu3 noeedeHus).

[nsi Toro 4ToObl KPOME MONb30BaTENLCKMX NpoueccoB AHTUBMPYC Kacnepckoro
KOHTPONUPOBarn akTMBHOCTb CUCTEMHbIX MPOLECCOB, YCTaHOBWUTE onaxok
KoHTponupoBaTb CUCTEMHbIE y4eTHble 3anucu (cMm. puc. 37). Mo ymonya-
HUIO AaHHasA BO3MOXXHOCTb OTKITHOYEHa.

YyeTHble 3anucu perynupyroT A4OCTyN B CUCTEMY, OMpeaensioT nonb3osaTens u
ero pabouyto cpegy, YTO NpefoTBpaLlaeT NoBpexXAeHUe onepauyoHHON cucTe-
Mbl UIM [aHHbIX APYrMX nonb3oBaTerneil. CUCTEMHbIE MPOLLECCHl — 3TO NpoLec-
Cbl, KOTOpPbIE BbiNy 3anyLieHbl CUCTEMHOMN YYETHOM 3amucblo.

.|

L Hactpoiika: aHanwns akTMeBHOCTH =HECE X
Cofibmue LeifcTere OTuet
@ OnacHan aKTMBEHOCTL (AHANMS NOBEAEHUF) 3anpocuTh AsicTEME  Brn.

AeifcTere: 3anpociTe AeHcTEME
CrueT: Brn,

Obuume

@Cngaaxa [ Ok H O1menHa I

PucyHok 37. HacTpoiika KOHTPONst aKTUBHOCTW NPUINOXEHWN
noa Microsoft Windows XP Professional x64 Edition, Microsoft Windows Vista,
Microsoft Windows Vista x64
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10.2. KoHTpOnb LEeNOCTHOCTU
MPUIIOKEHUM

[laHHbIA KOMMOHEHT MPOAKTMBHOW 3alMTbl He paboTaeT Ha KoMmMnbioTepax nog
ynpaeneHuem Microsoft Windows XP Professional x64 Edition, a Takke Microsoft
Windows Vista n Microsoft Windows Vista x64.

CyLLl,eCTByeT pPAn KPpUTUHECKUX Onda CUCTeMbl nporpamMmm, KOTOpble MOryT ObITb
ncnonb3oBaHbl BpPeAOHOCHbIMW MNporpamMmmMamMm Ona pacnpocTtpaHeHud, Hanpu-
mMep, 6pay3epb|, noyToBbIE KNNEHTbI U T.4. Kak npaBuno, 3To CUCTEMHbIE Npuno-
XeHud, npouecchbl, ncnonb3dyemMmble OnA BbiXo4a B MHTEPHET U npu pa60Te C no-
YyTol U Opyrumn OOKyMeHTaMun. MmeHHO NO3TOMY TaKkue NpunoXxeHuna ABnA0TCA
Kpumu4ecKkumu C TOYKU 3PpEHUA KOHTPONA NX aKTUBHOCTW.

MpoakT1BHaA 3alyUTa KOHTPOMMPYET KPUTUYECKME MPUMOXEHUs, aHanuaupyet
WX aKTWBHOCTb, LIEMOCTHOCTb COCTaBa Momynew AaHHbIX MPUMOXEHWUIA, 3amnyck
3TUMU NPUIIOXKEHUSIMU APYTVX NpoueccoB. B noctaeky AHTMBUpYca Kacnepckoro
BKITHOYEH CMUCOK KPUTUYECKUX MPUINOXKEHWUI U AN KAXKOO0TO U3 HUX CO34aHO CBOE
npaBuIio, pernaMeHTUpytoLlee akTUBHOCTb NPUNOXeHUs. Bbl MoXxeTe NonosHATb
3TOT CMMCOK APYrMMU KPUTUYECKUMM, C Ballel TOYKN 3PEHUS, MPUIOXKEHNSIMU, a
Takke yoanaTe UMW peaakTMpoBaTb Npasuna Ons npuUioXeHuin noctaeBnsaemoro
cnucka.

Kpome cnucka Kputu4ecknx npuIoXeHWn cyllectsyeT Habop AOBEpPEeHHbIX MO-
Aynen, pa3peLlUeHHbIX AN 3arpy3kM BO BCE KOHTPONMpyeMble npuroxeHus. Ha-
npumep, TakoBbIMU ABMATCA Moaynu, nognucaHHble Microsoft Corporation. C
BbICOKOWN CTENEeHbI0 BEPOSATHOCTU aKTMBHOCTb NMPUIIOXKEHUWA, B COCTaB KOTOPbIX
BXOOAT Takue MOAynu, He MOXeT ObiTb BPeOOHOCHOMW, MOSTOMY CTPOTMI KOH-
Tponb Hap AenctBusMu He Tpebyetcs. Cneumanuctel «JlabopaTtopum Kacnep-
ckoro» copMMpOBanM CMMCOK TakMx Mogdyrnen Ans Toro Ytobbl CHU3UTL Harpys-
Ky Ha BaLl KoMmnbtoTep npu paboTte MNMpoakTMBHOM 3aLLMTbI.

Mo ymonuaHuto, KOMMNOHEHTLI, umetolme nognuce Microsoft Corporation, aBTo-
MaTMYeCKn NonagalrT B CMUCOK AOBEPEHHbIX NpunoxeHun. Mpu HeobxoanmocTn
Mbl MOXeTe A00aBNATb UM YAaNsaTb KOMMNOHEHTbI U3 CrMcKa.

KoHTponb 3a npoueccamn B cucteme perynupyeTtcs dnaxkom BKHIO‘-IVITI:
KOHTPONb LenocTHocTu. [o YMON4YaHuto naxok He YCTaHOBJIIEH. B cny4yae
KOHTPOIA LUEeNOCTHOCTUN KaXaoe 3anyckaemoe npunoxeHue nnm moaynb npuno-
XeHuna npoBsepdaeTcda Ha NpPUCYTCTBMEe B CNUCKE KPUTUYECKUX UMK OO0BEPEHHbIX
npunoxeHun. Ecnv npunoxexHue NPUCYTCTBYET B CNNCKE KPUTUYECKNX NPUNoXxXe-
HWW, €ero akTMBHOCTb NoaBepraeTcsa KOHTPOomo poakTMBHOW 3alnTbl B COOTBET-
CTBMU C CO34aHHbIM ONA HEero npaBuiiom.
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UYmobbI nepelimu Kk Hacmpolike MOHUMOpPUH2a MPOYEeCCos,

1. OTKpoWTe OKHO HacCTPOWKM NPUNOXeHUs 1 BblbepuTe kommnoHeHT Mpo-
aKTMBHasA 3awWmTa B pa3gene 3awura.

2. Haxwmwute Ha kHonky Hactpomka B 6roke KoHTponb LenocTtHoOcTu
npunoxeHun (cm. puc. 35).

PaccmoTpum no,u,po6Hee pa60Ty C KpUTNU4EeCKMMnN 1N goBepeHHbIMU nNpoueccamMmu.

10.2.1. HacTpouka npaBun KOHTpons
KPUTUUYECKMX NPUSIOKEHUN

Kpumuyeckue rpunoxeHusi — 3TO UCNOMHsIeMble (halnbl NPorpaMm, KOHTPOrb 3a
aKTMBHOCTbIO KOTOPbIX MMEET OYEeHb Ba)KHOE 3HA4YeHWe, MOCKOSbKy Takue Mpo-
rpaMMbl UCMOSb3YOTCA BPEAOHOCHBIMM 06 bEKTaMM A1 CaMopacnpoOCTPaHEeHMs.

CnMcoK KPpUTUYECKUX MPUITOXKEHUIA, COOPMMPOBAHHbLI crneunanuctamm «Jlabo-
patopumn Kacnepckoro» v BKIMHOYEHHBIA B MOCTaBKY NPUIOXEHUS, NPUBEAEH Ha
3aknagke KoHTponupyemblie npunoxeHus (cMm. puc. 38). [ina Kaxgoro Takoro
NpUNoXeHnst cchOpMUPOBaHO MPaBUMO pernamMeHTUpytoLlee akTUBHOCTb AaHHO-
ro npunoxeHus. Bol MoXeTe peaakTMpoBaTh CyLLECTBYIOLIME NpaBuna u co3ga-
BaTb COOCTBEHHbIE.

MpoakTUBHAA 3aluTa aHanuavpyeT criefylowye ornepaumu ¢ KpUTUYECKUMU
NPUNOXEHUAMM: 3amnyck, U3MEHEHWE COCTaBa MOZYIEN MPUIIOKEHUS U 3amnyck
NPUNOXEHNS Kak JoYepHero npouecca. [Ons Kakaon M3 nepeyncrieHHbIX onepa-
LM Bbl MOXeTe BblbpaTb peakumio MpoakTMBHOW 3alUMThbl (paspeluaTb UK He
paspeluaTtb onepauuio), a Takke ykasaTb HE0OXOAMMOCTb (PUKCMPOBAHUSA aKTUB-
HOCTM B OT4YeTe Mo paboTe KOoMMoHeHTa. Mo ymMonuyaHuio nNpakTUyYeckn ans Bcex
KPUTMYECKUX MPUIOXKEHUI onepauumn 3anycka, U3MeHEeHUs1 U 3anycka JoYepHUX
MpOLECCOB pa3peLleHb!.

Ymobbl dobasumb rpuUIoKeHUEe 8 CrIUCOK KpUMUYECKUX NpUioxeHull u co3dams
0151 He2o npasuro,

1. Haxmute Ha kHonky [lo6aBuTbL Ha 3aknagke KoHTponupyewmblie npu-
noxeHuA. bygeTr OTKPbITO KOHTEKCTHOE MEHI0, B KOTOPOM M3 MyHKTa
0O630p Bbl MOXeTE NepenT B CTaHAAPTHOE OKHO Bbibopa dainos, unm
n3 nyHkta MpunoxeHus nepenTn K CNNCKY NpUoxeHuin, paboTarwmx
B AaHHbIN MOMEHT, 1 BblibpaTb HyxHoe. MNpunoxeHne byaeT gobasneHo
nepebiM B Cnucok. [Ana Hero no ymonyaHuio Gyaet cospgaHo paspe-
watowee npasuno. lNMpu nepBom 3anycke 3TOr0 NpunoxeHus Oyaer
copMMpOBaH CMUCOK MOZYyrew, MCNofb3yeMbliX BO BpeEMS 3anycka,
VUMEHHO OHW ByAYyT pa3peLleHbl.
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2. BbiGepute npaBumo B CNUCKE N B HUXXHEW YacTu 3aknagku 3agante na-
pameTpbl NpaBuna:

e OnpegenuTe peakuuio MPOaKTUBHONM 3alLWTLI HA MOMbLITKY 3a-
nycka, UBMEHEHUs1 cocTaBa Unu 3anycka KpUTUYECKOro Npuno-
XEHUS KaK [oYepHero npoLecca.

B kayecTBe peakumm MoxeT OblTb UCNONB30BaHO OAHO U3 Cre-
OyIOLWNX OeACTBUN: paspeLunTb, 3anpocuTb AENCTBME U 3anpe-
TUTb. J1IeBOM KnaBuLIEA MbILIM LLENKaWTe MO CCbIfIKe C AENCT-
BMEM, NMOKa OHA He MPUMET HY>XHOE BaM 3Ha4eHue.

e YKaxuTe HeobxoamMmMocTb (hOPMUPOBaHNS OTHETa O BbINOMHEH-
HOV onepaumun. [ns 3TOro BOCMOMb3yMTECh CChINKOW 3anuchbl-
BaTb B OTYET / HE 3aNWCbIBaTh B OTYET.

YTtobbl OTKaszaTbCcs OT KOHTPOJ1IA aKTUBHOCTU Kakoro-rnm6o NpuUNoXeHuna, Bam
OOCTaTO4YHO CHATb (bna>|<0|< , yCTaHOBﬂeHHbIVI pPAOOM C ero MMeHeMm.

HB.CTPI:I Hia: Ko HTpo/1b UEA0CTHOCTH

| KOHTROMMPYEMEE NEMAOMERHA | OBWMe KoMNOHEHTE

| OTCRE®HEATE 3aNYIK CNEAYHILMS MPHMI0KEHHI:

MpHA0MEHHE 3anyck COCTaE AouepHUE |
E svchost.exe  PaspewwTe  3anpockTe... PaspewwTte |
E alg.exe PazpewrTe  3anpockTe... PaspewHTe
[ dwwin.exe  PaspewwTe  3anpocdTe... PaspewkTh |
E regwiz, exe PazpewkTe  3anpocHTe... PaspewmTe |
E rdpclip.exe PazpewkTe  3anpocHTe... PaspewmTe
(g msksc.exe PazpewrTe  3anpockTe... PaspewHTe
ﬁ s2ssMgr.exe  PaspelHTe  3anpocHTe... PaspewHTh

[#] €08 mobsvnc.exe  PasDeMTE  3an0ocHTE... PaspewTe
< ¥

MprnomeHke: CWINDOWS systern 32 svchost exe
2anyck: PaspemTe + HE SAMHCEIESTE B 0THET
M3MEHEHHE KOMNOHEHTOE! 3aNDOCHTE ASHCTEME + S4MMIEIESTE B 0THET
Samyck NPOLEcca kak A0YepHero: PASpekTe + 3anMibIESTE B OTYET

& Cnpaexa I Ok, l [ OTHEHA

PucyHok 38. HacTpoiika KOHTPONs LLeNOCTHOCTM NPUIOXEHWUIA

[ns geTtanbHOro mpocmoTtpa cnucka moAynein BblOpaHHOro NPUIOXEHUS BOC-
nonb3ynTecb kHonkow MoapobHo. B okHe HacTpowka: moaynu npunoxeHus
npvBeaeH CNUCOK MOZyrnen, BXOOSALWMX B COCTaB U UCMOMb3yeMbIX NpY 3arnycke
KOHTPONUPYEMOro NpunoxeHusi. Bol MoXxeTe HanomnHATL U pedakTupoBaTb Cnn-
COK C NMoMoLLbto KHOMoK [lo6aBUTL 1 YAanuTb, pacnoroXeHHbIX B NPaBon Yac-
TV OKHa.
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Takke Bbl MOXeTe paspeluatb NMMbo 3anpeLyartb 3arpysky kakoro-nmbo moayns
KOHTPONUPYEMbIM NpUnoxeHvem. Mo ymonyaHuio Ans Kaxaoro MOAyns cosga-
eTca paspellatollee npasuno. [ns nameHeHus AencTBus Bblbepute mMoaynb B
cnucke 1 BOCnonb3ynTechb KHONkon MU3meHuTb. B OTKpbIBLLUEMCH OKHE YCTaHOBU-
Te HeobxoauMmoe AencTeume.

O6paTtute BHUMaHWe, YTO NpU NEPBOM 3amnycke KOHTPONMPYEMOrO MPUMOXKEHUS
nocne yctaHoBku AHTuBMpYca Kacnepckoro npoussoguTtcs obyveHvne Oo 3aBep-
weHnsa paboTbl npunoxeHus. B npouecce obyyeHns dopmMupyeTcs Crmcok mnc-
nonb3yembix NpurnoxeHnem moayrnen. NpaBuna KOHTPONs LenocTHOCTU byayT
NPUMEHEHbI NPV NOCNEeAYIOWMX 3anycKkax NPUITOXEHNS.

10.2.2. DopmupoBaHue cnucka obuwmx
KOMIMOHEHTOB

B AHTMBUpYyce Kacnepckoro npesycMOTpeH CrMCOK OBLMX KOMMOHEHTOB, pas-
pELUEHHbIX ANs 3arpy3kM BO BCE KOHTPONMpYeMble MPUSOXKEHUs. DTOT CrMUCOK
npuBeaeH Ha 3aknagke O6wme koMnoHeHTbl (cM. puc. 39). Cnnucok BKMoYaeT
Moaynu, ucrnonb3yemble AHTUBUPYcOM Kacnepckoro, KOMMOHEHTbI, noanucaH-
Hble Microsoft Corporation, a Takke go6aBneHHbIe NOMb30BaTENEM KOMMOHEHTHI.

dCTpﬂﬁl(ﬂ: HOHTPO/1b LEJA0CTHOCTH

K.OHTPOAHEYEMEIE NPMACHEHHA | COLHE KOMNOHEHTE!

Pa3pelnTE 3arpysky B NGB NPOUSCCE CNEAY LMY KOMMIOHEHTOE!

| Moayne CNHCaHHE rs |
lis] avp_io3z.dll Lows lewel IfO driver (win 95198 | |
é] ckahcomm.dll  Kaspersky Anti-Hacker Communication... |
é] ckahrule.dl Kaspersky Anti-Hacker Rules Manager ;|
é] ckahurn. dil Kaspersky Anti-Hacker User Mode Cao...
%) clidr.di CLLDR C
é] dbghelp.dil windows Image Helper C:

| (2] diffs.d DIFFS <

| (%) dnsq.di DNSQ G

| 2] Fssyne.di FS5YNC.DLL <

é] GetsL.dl System Info C

RS N Cviek hmlema AL U i -~

| L4

AETOMATHHECKH A0B3BNATE B CHCOK KOMNOHEHTEL,

noAnMMCaHHERE Microsoft Corporation
(. Copagka I OF l [ OTHEHA

PucyHok 39. HacTpoiika cnucka foBepeHHbIX MOAynen

Bbl MOXeTe ycTaHaBnMBaTb pasfivyHble NporpaMMbl Ha Ball KOMMbOTEP W ONs
Toro 4toGbl Moaynu, umetowme Microsoft Corporation, aBTomaTuyeckm gobas-
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nanucb B CMUCOK  [AOBEPEHHbIX  MOAynew, ycTaHoBUTE  praxok
[¥] AeTomaTHueckn [o06aBNATb B CMUCOK KOMMOHEHTbl, MoAMNUCaHHble
Microsoft Corporation. B aTom cnyyae, ecrnu KOHTPONUPYEMOE MPUITOXKEHNE
nonbITaeTca 3arpys3vTb MoAynb, umetowmn nognucek Microsoft Corporation, To
3arpy3ka gaHHoro moayns 6yaet aBTomatuMyecku paspelueHa u moaynb bynet
NOMELLEH B CNNCOK OBLLINX KOMMNOHEHTOB.

[nsi nononHeHus cnucka AOBEPEHHbIX MOAYNEN HaXMuUTe Ha kHonky [lo6aBuTb
1 B CTaHOAPTHOM OKHe Bbibopa channos Bbibepute MOAyrb.

10.3. KOHTpONb N3MEeHeHUM
CUCTEMHOro peecTpa

OpHonm n3 Lenen MHOrMX BPeAOHOCHbBIX NPOrpaMM SBMSIETCA U3MEHEHNE pPeecT-
pa onepaumvoHHON CMCTEMbI Ha BalleM KOoMMbloTepe. JTO MoryT ObiTb Kak 6es-
obuaHble NporpaMMbI-LLYTKK, Tak 1 6onee onacHble BpeOoHOCHLIE Mporpammbl,
npeacTaBnsoLLME CEPbE3HYIO YTPO3Yy BalLEMY KOMMNbIOTEPY.

Tak, Hanpumep, BpeAOHOCHbIE NPOrpaMMbl MOTYT NPOMNMCATLCA B KIOY peecTpa,
oTBEYalLWNi 3a aBTOMATUYECKMN 3arnyck MNpunoxeHwn. B pesynbrate aTOro
cpasy rnocre 3arycka ornepauuoHHON cuctembl 6ydyT aBTOMaTUYECKU 3anyLLeHbl
BPEOOHOCHbIE MPOrpaMmbl.

CneumnanbHbii Mmoaynb MNpoakTUBHON 3alLMTbl OTCNEXMBAET M3MEHEHMST 0Obek-
TOB CUCTEMHOro peectpa. Pabota gaHHOro mopyns perynvpyetcst cprnakkom
BKNHOYNTL MOHUTOPUHI CUCTEMHOIO peecTpa.

YmobbI nepelimu Kk HacMpoUiKe KOHMPOJIsi CUCMEMHO20 peecmpa,

1. OTKpoWTE OKHO HACTPOWKN MPUNOXEHNs n Bblibepute KoMnoHeHT lMpo-
aKTMBHasA 3awmTa B pasgene 3awmTa.

2. Haxwmwute Ha kHonky Hactpomka B 6noke MOHUTOPUHI CUCTEMHOrO
peecTtpa (cm. puc. 35).

Cnucok npaBun, pernameHTupyoLwmx paboTy ¢ obbekTamu peectpa, yxe cdop-
MUpoBaH cneumanuctamu «Jlabopatopumn Kacnepckoro» v BKIOYEH B MOCTaBKY
npunoxeHuns. Onepaumn ¢ obbekTamn peectpa pacnpefeneHbl no formyecknm
rpynnam, Takum kak System Security, Internet Security v 1.4. Kaxpgas Takas
rpynna BkrnioyaeT 06beKTbl CUCTEMHOIO peectpa 1 npasuna no pabore ¢ HAMM.
[aHHbIN cnncok obHOBRSeTCS BMeCTe C OGHOBMNEHNEM NPUIOXKEHNS.

MonHbI cnucok npaBun npvBedeH B OkHe [pynnbl Knwo4ven peectpa
(cm. puc. 40).

Kaxgas rpynna npaeun MMeeT NpUOPUTET BbINOSHEHUS!, KOTOPbLIA Bbl MOXeTe
MOBbLILIATE UMK MOHMXKAaTb C NMOMOLLBI0 KHOMOK BBepx 1 BHU3. Yem Bbiwe pac-
nosioXeHa rpynna B Cnucke, TeM Bblle NPUOPUTET ee BbINoMNHeHNsA. Ecrnv oanH un
TOT e OGbeKT peecTpa nonagaeT B HECKOMbKO rpynn, B NepByko odepedb K Ta-
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KoMy 06bekTy ByaeT npMMeHeHo NpaBuno 13 rpynnbl ¢ 6onee BbICOKMM NpUopu-

TETOM.

OTKasaTbCs OT MCNONb30BaHUSA KakoW-NMBOo rpynnbl NpaBui MOXHO CreayoLm-
MK cnocobamu:

CHaTb donaxok L1 pagom ¢ umeHem rpynnel. B aTom cnyyae rpynna npa-
BWI1 OCTAHETCS B CMNCKe, HO He GydeT MCMonb3oBaThLCA.

Yaanutb rpynny npasui U3 cnmcka. He pekomMmeHayeTca yaoanatb rpynnbl,
CO34aHHble cneunannctamu «J'la6opaTopvw| Kacnepckoro», NOCKOJIbKY
OHUM cogepxXaT CnUcokK 06GBHEKTOB CUCTEMHOIO peecTpa, Hanboree 4acTo
ncnonb3yemble BpeaAOHOCHbIMU nporpamMmmMmamu.

CylecTByeT BO3MOXHOCTb CO34aBaTb COOGCTBEHHbIE rPYMMbl KOHTPONUPYEMbIX
0GBEKTOB CUCTEMHOro peectpa. [ns 3Toro B OkHe rpynn 06 beKkToB HaXMUTe Ha
kHonky [lo6aBuUThb.

B oTKpbIBLLEMCS OKHE BbINOSTHUTE cnepywuime nencreus:

1.

Beegnte nmsa HOBOW rpynnbl 06 LEKTOB CMCTEMHOTO peecTpa B none Ums
rpynnoi.

CdopmumpyiiTe CNMCOK OBBEKTOB CUCTEMHONO peectpa, KoTopble byayT
BXOAMTb B KOHTpONupyemyto rpynny, Ha 3aknagke Knwoum (cm. n. 10.3.1
Ha cTp. 133). 310 MOXeT BbITb Kak OAMH, TaK N HECKONbKO OOHLEKTOB.

Cospavite npaBuno Ans 006bekToB peecTpa Ha 3aknagke [Mpasuna
(cm. n. 10.3.2 Ha cTp. 134). Bbl MOXeTe co3gaTb HECKOMBKO NpaBui u on-
peaenvTb NPUOPUTET UX MPUMEHEHWS.

[ pynnobl kAwye i peecTpa

[pynnkl KNHYEA pescTpa:

HOSTS Fils :
System Startup 45 -_3MBHHTb...

Inkernek Security [}
Inkernet Explorer Settings 16
Inkernet Explorer Plugins 3
Syskemn Security

1
1
1
1
1
1
1

System Services &)
'E'.' Cnpaeka [ Ok ] [ OTMEHS ]

PucyHok 40. KoHTponupyemble rpynnbl KioYen CUCTEMHOrO peecTpa
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10.3.1. Bbi60op 061beKkTOB peecrTpa ansa
co3paHMA npaBvuna

CospaBaemas rpynna o6bEKTOB J0OMKHa cogepXaTtb XoTst Obl 0auH 0O6BEKT cuC-
TemHoro peectpa. Cnmcok obbeKTOB Ans npaBuna opMUPYETCA Ha 3aknagke
Knroun.

4Umobbl dobasumb 06bEKM cCUCMEMHO20 peecmpa,

1. Haxmute Ha kHonky [lo6aBuTb B oOkHe W3MeHeHue rpynnbl
(cm. puc. 41).

2. B oTKpbiBLLEMCS OKHE BblbepuTe 06bEKT unu rpynny o6beKToB CUCTEM-
HOro peecTpa, ANsi KOTOPOW Bbl XOTUTE CO3AaTb NPAaBMITIO KOHTPOSIS.

3. YkaxuTe 3HavyeHne obbekTa Unm Macky rpynnbl 06bEKTOB, K KOTOPOW
Bbl XOTWUTE NPUMEHWUTL NPaBuIo, B nore 3HayeHue.

4. YcTtaHoBUTE OriaXokK Bknio4yasi BNoXeHHble KN4u, 4Tobbl npasu-
110 MPUMEHSANOCH KO BCEM BIIOXEHHbLIM KSllo4aM BblOpaHHOro Ansi oob-
eKTa CUCTEMHOrO peecTpa.

Wame He HHe [pynnbi |:|@] E|

A Fpynne:

Knrum | Mpasnna

| Ko SHAYEHHE! | AobaenTe. ..
@ HKEY_LOCAL_MACHINEYHARCWYARE\DE. . |
|
|

ﬁ_.! Cnpaeka ’ Ok ] ’ OTMEHS

PucyHok 41. flobaBneHue kntova peectpa Ans KOHTPons
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OaHOBpPEMEHHOE UCMOMNb30BaHNE MaCKM C CUMBOMAMu * UnNn ? n ycTaHoBMEH-

HOro cpna»(l(a Bknioyas BNOXeHHbIe KNno4un Tpe6yech TOJIbKO B Cny4ae,
€CInM AaHHble CUMBOJ1bl UCMOJ1Ib3YKOTCA B UMEHU KIto4a.

Ecnun c nomoLubo Macku BeibpaHa rpynna o6beKkToB peecTpa v Ans Hee yka3aHo
KOHKpeTHOoe 3HayeHue, npasBuno 6yaet NPMMEHEHO MMEHHO K yKasaHHOMY 3Ha-
YeHuto A4nsa nboro knYa BeIGpaHHONM rpynmbl.

10.3.2. Co3paHve npaBvna ansa KOHTpona
KJlloueM peecTtpa

MpaBnno koHTpons 06BHEKTOB CUCTEMHOIO peecTpa COCTOUT U3 onpeaeneHns:

e MPUMOXEHUS, K KOTOPOMY BYAET MPUMEHEHO NPAaBUIIO, €CNN OHO MPOU3-
BEZET NOMbITKY 0GpaLLeHNs K CUCTEMHOMY PEECTPY;

e peakuunn npunoxeHua Ha nonbIiTKy NPUNoXeHUA BbINONMHUTL TY UNN UHYIO
onepauuto ¢ 00bEKTAMU CUCTEMHOIO peecTpa.

Wmak, ymobbl co3dampb npasusio 0551 8bibpaHHbIX 06 BLEKMOE8 CUCMEMHO20 pee-
cmpa,

1. Haxmwute Ha kHonky CospaTtb Ha 3aknagke lMpaBuna. O6ob6uaoee
npasuno 6yaet nobaBneHo nepBbiM B CNNCOK NpaBun (CM. puc. 42).

2. BblbepuTe npaBunio B CNMUCKE U B HWXKHEN YacTu 3aknagkv 3agante na-
pameTpbl NpaBuna:

. YKaxnTe NpunoxeHue.

Mo ymonyaHuio nNpaBuno cosgaeTcs ANns Noboro NpUNoxeHus.
UTtobbl NpaBuNoO pacnpoCcTpaHANoCh Ha KOHKpPETHOEe Mpuroxe-
HUWe, LLIENKHUTE NEeBON KNnaBULLEN MbILLIM NO CCbifke Noboe, oHa
npumeT 3HayeHue BblbpaHHoe. 3aTeM BOCMONb3yWTECh CCbIS-
KON ykaxuTe npunoxeHue. byoet oTKpbITO KOHTEKCTHOE MEHIO,
B KOTOPOM 13 nyHkTa O630p Bbl MOXETe nepevtu B CcTaHaapT-
Hoe OkHO Bblbopa chavnos, unu n3 nyHkta MNpunoxeHusa ne-
PenTN K CNNCKYy NPUNOXeHu, paboTarowmnx B AaHHbBIA MOMEHT,
1 BbIBpaThb HyXXHoe.

e Onpegenute peakumto MNpPoOaKTUBHONM 3alUMTbl HA MOMbITKY Bbl-
OpaHHOro MPUIOXEHUST BbLIMNOMHUTL OMEpPauuio YTEHUs, M3Me-
HeHUs1 U yaaneHns o6 bEKTOB CUCTEMHOIO peecTpa.

B kayecTBe peakuun MOXeT ObiTb OOQHO U3 crieaylLmux AencT-
BWIA: paspeLunTb, 3aNpocuTb AeNCcTBME U 3anpeTutb. LLenkarte
Nno CChIfike C 4ENCTBMEM NEBON KNaBuLIEN MbILLK, NOKa OHa He
NPUMET HY>KHOE BaM 3HayeHue.
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e  YKaxuTe HeobxoanmmocTb (POPMUPOBAHMS OTYETA O BbIMOJTHEH-
HoM onepauuun. [1na 3TOro BOCMOMb3yNMTEChb CCbIFIKOW 3anuchbl-
BaTb B OTYET / HE 3anMCbIBaTb B OTYET.

Bbl MOXeTe co3fgaTb HECKOSbKO NpaBui U onpeaenuTb NPUOPUTET MX BbINOSIHE-
HMSA C NOMOLLLIO KHOMoK BBepx u BHKU3. Yem Bhbile npaBuno pacrnofioXeHo B
cnucke, TeM Bbllle ero npuopuTer.

Pa3spewatoLee npaBuno ans o6bekTa CUCTEMHOrO peecTpa Takke MOXET ObiTb
CO3[aHO U3 YBeOOMIEHMS O MOMbITKE NMPOWU3BECTM onepaumnio ¢ o6bekToM. [ns
3TOro B yBEOOMITEHUMN BOCMONb3yATECh CCbinkon Co3aaTth paspeluarouiee npa-
BWUIIO U B OTKPbIBLIEMCSI OKHE YKaXUTE OOBLEKT CUCTEMHOIO peecTpa, Ha KOTopbIN
ByaeT pacnpocTpaHsiTbCs NpaBumo.

Mame He HHe rpynnbi

liMa Fpynne: |HDBaﬂ rpynna S |

Knraww | Mpaghna |

MpHAGHEHHE Yre... Wzt ¥aa., Co0xAaTE
i Paspe... 3anpo... 3anpa...

AOCTYN K ASHHOMA FPYNNe KNoYeR peecTpa By AST OrpaHHHEH 5 COOTEETCTEHM C0
CREAYHILHM NPSEHAOH:

Mhofioe NPHAOKEHHE

YTeHHe! PASDEWHTE 4 3ANHILIESTE B OTHET

VsMEHEHHE: 3aNDOCMTE AEHCTEHE + 38MMCLIEATE B OTHET

YASNEHHE! 2aNPOCHTE AEHCTEHME + 33MHCLIEATE B OTHET

@ Cnpaeka oK H OTHEHE ]

PucyHok 42. Co3gaHune npasunia KOHTPOINS KIoYel CUCTEMHOTO peecTpa



rNNMABA 11. NTOUCK BUPYCOB HA
KOMMNbIOTEPE

OZHOI U3 BaXKHbIX COCTaBNALMNX 06ecneyeHns aHTUBMPYCHOMN 3aLUmUTbl KOMMb-
loTepa SIBNSETCs MOUCK BUPYCOB B yKa3aHHbIX Mofib3oBaTenemM obnactsx. AHTU-
Bupyc Kacnepckoro 7.0 no3sonsieT NpoBepsTb Ha NPUCYTCTBME BUPYCOB KaK OT-
JenbHble 06bEeKTbl (haiinbl, Nanku, AUCKU, CMeHHble YCTPOWCTBA), Tak U Becb
KOMMbioTep B Lenom. MpoBepka Ha BUPYChl MO3BONAET UCKMIOUYNTL BO3MOXHOCTb
pacnpocTpaHeHusl Bpe4oHOCHOro Koaa, He OGHapY)XeHHOro KOMMOHeHTaMu no-
CTOSIHHOW 3aLLWTbI MO TEM UMW WHLIM NPUYUHAM.

B coctaB AHTuBMpyca Kacnepckoro 7.0 no ymonyaHuio BKMKYEHbI cregyloLme
3aayv NpOBEPKM:

Kputnueckue obnactu

MpoBepka Ha NpPUCYTCTBUE BMPYCOB BCEX KPUTUYECKMX OoBnactelt KoMmb-
toTepa. K HUM OTHOCSITCS: CUCTEMHAsi NaMsiTb, OGBLEKTbLI, UCTONHAEMbIE
npu cTapTe CUCTEMbI, 3arpy304Hble CEKTopa AUCKOB, CUCTEMHbIE KaTarno-
m Windows n system32. Llenb 3agaym — 6bicTpoe obHapyxeHne B cuc-
Teme aKTMBHbIX BUPYCOB, 6e3 3anycka NorfHON NPOBEPKM KOMMbloTepa.

Mown Komnblotep

Mounck BUPYCOB Ha BalleM KOMMbIOTEPE C TLaTenbHOW NPOBEPKOWN BCEX
NOAKIMIOYEHHBIX ANCKOB, NamsaTh, darinos.

O61bekTbl aBTO3anycka

MpoBepka Ha NpUCyTCTBME BNPYCOB 06BHEKTOB, 3arpyska KOTopblX ocyLle-
CTBNSAETCHA NpU CTapTe onepawloHHON CUCTEMBI.

Mowuck pyTkuToB (rootkit)

Monck Ha KoMmMblOTEpe PYTKMTOB, obecrneumBaloLnX COKpbiTUE Bpeno-
HOCHbIX NpOrpamMm B OnepauMoHHON cucteme. [laHHble yTunuTel BHeOps-
I0TCA B CUCTEMY, MacKUpysl CBOe MpUCYTCTBUE, a TaKKe Hanuyne B CUC-
TEMe MpOoLLEeCCoB, KaTanoros, kroYen peectpa nobbix BPe4OHOCHbIX NPo-
rpamm, ONMCaHHbIX B KOHbUrypaLum pyTkiTa.

Mo ymonyaHutio AaHHblE 3a4a4M BbINOMHATCA C pEKOMEHAYEMbIMU NapameTpa-
MU 3awWmThl. Bel MOXeTe n3aMeHsATb 3T napameTpsbl (cM. n. 11.4 Ha cTp. 140), a
Takke ycTaHaBnmBaTb pacnucaHue sanycka 3agad (cM. n. 6.6 Ha cTp. 65).

Takke npegycmMoTpeHa BO3MOXHOCTb CO3[aBaTb COBCTBEHHble 3adauu
(cm. n. 11.3 Ha cTp. 139) nomcka BMpPYcoB M hopMMpoBaTb pacnucaHue ux 3a-
nycka. Hanpvmep, MOXHO co3aaTb 3agadvy NpoBepKu NoYToBbIX 6a3 pa3 B Hede-
10 UNK 3agady noucka BmpycoB B katanore Mou fOKyMeHTHbI.
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Kpome Toro, Bbl MOXeTe NpoBepuTb Ha BUPYChI Mtobor 06bekT (Hanpumep, OAuH
N3 XXECTKNX ONCKOB, HA KOTOPOM HaxoAATCS NporpamMmbl U Urpbl, NoYTOBbLIE 6a3bl,
NPUHECeHHble ¢ paboThl, NpULLIEALLNIA NO NOYTE apxmB 1 T.M.), He co3aasas And
3TOro crneumnanbHOW 3agayvm npoBepku. BoibpaTb 06bEKT AnA NPoOBEpPKU MOXHO
13 nHTepdgerica AHTMBUpyca Kacnepckoro 7.0 nnu ctaHgapTHbIMKM cpeacTBaMum
onepaumoHHon cuctembl Microsoft Windows (Hanpumep, B OkHe Mporpammbl
MpoBoaHuK nnu Ha Pabo4yem ctone n 1.4.).

MonHbIA cNNCOK 3agay noucka BUpycos, cchopmmnpoBaHHbIX AN Balero KOMmMb-
loTepa, MOXXHO NPOCMOTPEThL B pasgerne Mouck BUPYCOB B NleBOW YacTu rnaBHO-
ro0 OKHa NpunoXxeHus.

Bbl MoOxeTe co3gaTb AWCK aBapuUMHOro BOCCTaHoBreHus (cMm. n. 154 Ha
cTp. 185), KOTOpLIV NpefHa3HayYeH AN BOCCTAHOBMIEHMS CUCTEMbI NOCIE BUPYC-
HOW aTaku, B pe3ynbTaTe KOTOPOW MOBpeXAeHbl CUCTEMHbIE ddaiinbl onepaLynoH-
HOW CMCTEMbI U HEBO3MOXHA €€ NnepBoHavanbHas 3arpyska. [Ins atoro Bocnosnb-
3ynTechb ccbinkon Co3aaTh AUCK aBapUAHOIO BOCCTAHOBIEHMS.

11.1. YnpaBneHue sagayamm nomcka
BMpPYyCOB

3anyck 3agay NpoBeEpPKM Ha BUPYChl OCYLLECTBNSETCS BPYYHYO UMM aBTOMaTu-
Yecku No cchopmMmMpoBaHHOMY pacnucaHuto (cm. n. 6.7 Ha cTp. 67).

YmobbI 3arnycmums 3adady rnoucka eupycos 8py4Hyio,

BblibepuTe Mms 3agayn B pasgene Mouck BUPYCOB rmaBHOMO OKHa npu-
JIOXKEHMS N BOCMONb3YNTECh CChINKOW 3anyCTUTb MPOBEPKY.

3agaun, BbINOMHALWMNECHA B TEKYLLUMA MOMEHT, OTOOpaXatTCsi B KOHTEK-
CTHOM MEHI0, OTKPbIBAIOLLEMCS MPU HaXaTuu NPaBoOW KHOMKOW MbILWKN MO
3HAYKy NPUIOXEHUS B CUCTEMHOWN MaHernu.

Ymobbl npuocmaHosums 3adayy noucka eupycos,

BblbepuTe nmsA 3agayn B pasgene Mouck BUpPYCOB rmaBHOMO OKHa npu-
NoXeHus1 n BoCnonb3ynTechb ccbinkon aysa. Npoeepka OyaeTt npuocta-
HOBNEeHa [0 TOro MOMEHTa, noka 3agaya He OyaeT 3anylleHa cHoBa
BPYYHYIO UMK NO pacnucaHunio. [ina 3anycka npoBepKU BPYYHYKO HaXMuTe
Ha cCbiiKy BO306HOBUTE.

4Ymobbl ocmaHo8UMb 8bINONHEHUE 3adayu,

BblOepute nmsi 3agaym B pasgene NMouck BUPYCOB rMaBHOrO OKHa npwu-
NOXeHWa 1 Bocnonb3yhTech ccbinkon Cton. Mpoepka OyaeT ocTaHOB-
neHa [0 TOro MOMEHTa, Nnoka 3agava He byaeT 3anylueHa CHOBa BPYUYHYHO
unun no pacnucanuio. MNpu cnegyowem 3anycke 3agadm Bam byget npea-
NOXEHO NPOAOMKXUTbL NPepBaHHY NPOBEPKY UMK HaYaTb €€ 3aHOBO.
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11.2. ®opmupoBaHme cnucka
06BEeKTOB NpoBepKu

YTtobbl NOCMOTPETb CNMCOK OBBLEKTOB, KOTOpbIE noanexart MpoBepKke Mpw Bbl-
nonHeHwWun 3apgayuv, B pasgene Monck BUPYCOB rMaBHOMO OKHA MPUIOXEHWS Bbl-
6epute nvsa 3agaum (Hanpumep, Mon komnbiotep). Cnncok obbekToB Byaer
npegcTaBneH B NpaBoy YacTu OkHa (CM. puc. 43).

[ = Novroesie Gasel

[ L Avce 3,5 (8
[] =e# Nokansred ance (C:

[] <e# NokaneHei auoe (D)

[ L4 pvD-amckosoa (E:)

PucyHok 43. Cnncok o6eKTOB A5t NPOBEPKM

Ona 3agay, co3gaHHbIX MO YMOMYaHWI MPW YCTAHOBKE MPUMOXEHWS, CrUCKM
06BbEKTOB ANA NpoBepKn yxe chopmmuposaHsbl. Mpu cosgaHum cobcTBeHHON 3a-
Aayn unu npu Belbope o6bekTa B paMKax 3agayn NpoBEpPKM Ha BUPYCbl OTAEMb-
HOro o6bekTa Bbl camu hopMupyeTe CNMCOK OOBHEKTOB.

HanonHeHne 1 pegakTMpoBaHme crnmcka o6bekTOB NPOBEPKM OCYLLECTBIISETCS C
NMOMOLLLbIO KHOMOK, PacnofioXXeHHbIX cnpaBa oT cnucka. [Ans gobaeneHnss HOBOro
obObekTa NPOBEPKN B CMIUCOK HaXXMUTE Ha KHOMKY [lo6aBUTb 1 B OTKPbIBLUEMCSA
OKHE YKaXuTe 0OBEKT Ans MPOBEPKN.

Ons ynobcTBa nonb3oBartenen A4OCTYNHO AobGaBneHne B o6nacTb NpoBeEpKN Ta-
KNX KaTeropum kak noytoBble 6a3bl, CUCTEMHASA NaMATb, OObEKTbI aBTO3amnycka,
pe3epBHOE XpaHunuLe onepauroHHOM CUCTEMbI, OOBLEKTbI, HaxogslimMecs B
KapaHTUHHOM KaTtanore AHTuBMpyca Kacnepckoro.

Kpome ToOro, npu goGaeneHuu B obracTb MpoOBepkM Kartanora, cofdepallero
BIOXXEHHble OOBEKTbI, Bbl MOXETe M3MEHSITb pekypcuto. [ns aToro Bbibepute
0OBEKT B CMMcke 0GHLEKTOB NMPOBEPKM, OTKPOWTE KOHTEKCTHOE M BOCMONb3YNTECh
KoMaHaov BKkniovasi BNoXeHHbIe Nanku.

Onsa yoaneHns obbekta Bbibepute ero B cnucke (Npu 9TOM Ha3BaHue obbekTa
6yneT BbigeneHo cepbiM OHOM) M HaXMUTE Ha KHOMKy YaanuTb. Bel moxeTe
BPEMEHHO OTKMYaTb NPOBEPKY OTAENbHbLIX OOBLEKTOB MPWU BbINOMHEHUWN KakKoW-
nmbo 3agayun, He yaansas ux us cnucka. [ns aToro AOCTAaTOYHO CHATb (PNAaXoK
HanpoTuB TOro 06bLEKTa, KOTOPbIV He TpebyeTcs NPOBEPSTh.

Ons 3anycKka 3aga4vu npoBepKu BOCI'IOJ'Ib3yl7ITer CCbIfIkON 3anycTnTb NPOBEPKY.

Kpome Toro, Bbl MOxeTe BbiOpaTb 06bEKT A1 MPOBEPKN CTaHAAPTHLIMW CPeacT-
Bamu onepaumnoHHon cuctembl Microsoft Windows, Hanpumep, B OkHe nporpam-
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mbl MpoBoagHuk unu Ha Paboyem ctone u T.4. (cM. puc. 44). ina aTtoro ycra-
HOBMWTE KYpCOpP MbILUM HA UMEHN BbIBpaHHOro 06bekTa, MPaBon KNaBuLLEN MbILLK
OTKpoWTe KOHTEKCTHOEe MeHto Microsoft Windows u Beibepute nyHkT NMpoBepuUTh
Ha BMpPYCbI.

regedt32.exe
SanyoK 0T HMEHH. ..

ML MpoBepHTE Ha BHPYCEl

OTNpaEnTE »

Ebipezate
KonHpoeaTe
Pack files

Co3A3TE ApNEIK
¥aanmTe
MeperMeHOBaTE

CEOfCTES

PucyHok 44. MNpoeepka 06bekTa N3 KOHTEKCTHOTO MEHIO
Microsoft Windows

11.3. CospaHme 3aga4y nomckKa
BMpycCOB

[lnsi npoBepkn 06BEKTOB BaLlero KoMmnbloTepa Ha BUPYChl Bbl MOXETE UCMoMb30-
BaTb BCTPOEHHbIE 3a4ayv NpPOBEPKW, BKMIOYEHHbIE B MOCTaBKY MPUMOXEHUs:, a
Takke cosgaBaTb cobCTBEHHble 3adaun. CosdaHue HOBOW 3afayu NPOUCXoauUT
Ha OCHOBE YXKe VMEIOLLMXCS 3a0a4 NPOBEPKM.

UYmobbi co30amb Ho8YH0 3adady nposepKu,

1. B pasgene MNMouck BMPYCOB rMaBHOIO OKHAa MPUIOXEHWNs BbibepuTe 3a-
Jauvy, napameTpbl KOTOPOI Hanbonee NpUGMKeHbI K BalwmM TpeboBaHu-
AM.

2. OTKpoWTE KOHTEKCTHOE MEeHK U BbibepuTe NyHKT CoxpaHuTb Kak nubo
BOCMOMb3yNTenNb CCbINKOM HoBasd 3agava NpoBepky.

3. B oTkpbiBlIEMCS OKHe BBeAUTE MMsi HOBOMW 3a4ayvv U HAXMUTE Ha KHOM-
Ky OK. B pesynbTaTe 3agjadva C yka3aHHbIM MMEHEM MOSBUTCA B CNUCKe
3apaq pasgena Mouck BUPYCOB rMaBHOrO OKHA NPUMOXEHUS.

BHumaHme!

B NPUNOXeHNn rEI,eI7ICTByeT orpaHmn4eHmne Ha Konn4ecTtBo 3adady, KOTopble MO-
XeT cosgaTb nomnb3oBartesnb. MakcMmanbHoe KONM4ecTBo — YeTblpe 3agayn.
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HoBasi 3agaya HacnegyeT Bce napameTpbl 3aJayun, Ha OCHOBE KOTOPOW OHa Obl-
na cosgaHa. lNMoatomy Bam notpebyeTcs NPOBECTM AOMOSNHUTENbHYI0 HACTPOW-
Ky: cdhopMmpoBathb cnncok obbekToB nposepku (cm. n. 11.2 Ha cTp. 138), yka-
3aTb napameTpbl, C KOTOpbIMM OyaeT BbIMONHATbCA 3agada (cm. n. 11.4 Ha
ctp. 140), a Takke, ecnu TpebyeTcs, HAcTpouTb pacnucaHue (cMm. n. 6.6 Ha
cTp. 65) aBTOMaTUYECKOrO 3anycka.

Ymobbi nepeumeHogame co30aHHy0 3adauy,

BblibepuTe 3agady B pa3gene NMouck BMpPYCOB MaBHOrO OKHa MpuUIloXe-
HUSA 1 BOCMOMb3yNTECh CCbINKOM [lepenmeHoBaTh.

B OTKpbIBLUEMCS OKHE BBeAWTe HOBOE MMS ANl 334aYu U HaXMWUTEe Ha KHOM-
Ky OK. B pe3ynbTate umsi 3agaum B pasgene Mouck Bupycos GyfeT U3MeHeHo.

Umobnbi ydanumse co3daHHyto 3adayy,

Bblbepute 3agadvy B pasgene Nouck BUPYCOB MaBHOrO OKHa MpUIoXxe-
HUS U BOCMOMb3yWTECh CChINIKON YAanuthb.

MoaTteepanTte yoaneHue 3agadn B OKHe 3anpoca noarBepXxaeHu4d. B pesynbTate
3afjava 6y/:|,eT yOoaneHa U3 cnucka 3agad pasgena Mounck BUPYCOB.

BHumaHue!

Onepaunu nepenMeHoBaHWs 1 yaaneHust 4OCTYMNHbI TONbKO Ans 3a4ad, KoTopble
CO3/aHbl BamMu.

11.4. HacTpomnka 3aga4 nomcka
BMpPYCOB

To, Kakum 06pa3oM OCYLLECTBIAETCH NPOBEPKa 0OLEKTOB HA BaLIEM KOMMbIOTE-
pe, onpenensieTca HabopoM NapamMeTpOoB, 3afaHHbIX ANa KaXaow 3agaqu.

[ns mo2o 4mobbI nepelimu k Hacmpolke napamempos 3adauu,

OTKPOWNTE OKHO HaCTPOWMKM MPUIOXeHUs, BbibepuTe UM 3agayun B pasge-
ne MNowuck BUpycoB 1 BOCMNOMb3yNTECh CCbINKOM HacTponka.

B okHe HacTpomnkn ans kaxxaon M3 3agad Bbl MOXeTe:

e BblGpaTb ypoBeHb 6e30MacHOCTM, Ha OCHOBE MapameTpoB KOTOpPOro Gy-
[OeT BbINONHATLCA 3agava (cMm. n. 11.4.1 Ha cTp. 141);

e nepenTn K NogpobHOWN HAaCTPOWMKE YPOBHS:

e yKasaTb MapameTpbl, onpedenswowme Tunol dannos, NOABEP-
raemble aHanuay Ha Bupychbl (cM. n. 11.4.2 Ha cTp. 142);
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e  HacTpoOWTb 3anyck 3agay OT MMEHW APYrol y4YeTHOW 3anucu
(cm. n. 6.6 Ha cTp. 65);

e  yKasaTb OOMOMHWTENbHbIE NapameTpbl npoBepku (cm. n. 11.4.3
Ha cTp. 146);

e  BKMOYUTL Nouck pyTkuToB (cMm. n. 11.4.4 Ha cTp. 147) n wnc-
nonb3oBaHMe MeToaoB 3BPUCTUYECKOro aHanmsa (cm. n. 11.4.5
Ha cTp. 148);

e BOCCTaHOBMWTb MapameTpbl MPOBEPKU, UCTIONb3YEMbIE MO YMOMYaHUIO (CM.
n. 11.4.6 Ha cTp. 149);

e BblGpaTb AencTBME, KOTOpoe OyAeT NPUMEHEHO MPUNOXEHWeM Npu obHa-
PY>XEHUN 3apa)KeHHOro/ BO3MOXHO 3apaxeHHoro obbekTa (cm. n. 11.4.7
Ha cTp. 149);

e ccopmMupoBaTb pacnucaHue aBTOMaTWYecKoro 3anycka 3agaqn (cwm.
n. 6.7 Ha cTp. 67).

Kpome Toro, Bbl MOXETE YCTAHOBWUTb €AMHbIE NapaMeTpbl 3arnycka Afsi Bcex 3a-
Aad (cm. n. 11.4.8 Ha cTp. 152).

B paHHom pasgene PykoBoactBa 6yaoyT AeTanbHO pacCMOTpeHbl BCce nepeync-
NEHHble BbIle NapameTpbl HaCTPOMKK 3afauu.

11.4.1. Bbi6op ypoBHA 6e30nacHoOCTM

Kaxxgas 3agava npoBepkum Ha BUpYCbl obecneuvBaeT MpoOBepKy OOBLEKTOB Ha
OOHOM 13 CrneayloLmMX YPOBHEN (CM. puc. 45):

MakcuManbHas 3awmTa — MakcMmarnbHO NornHasi MpoBepka BCEro koMnbloTepa
WNU OTAENbHOro ero Aucka, katarnora, danna. JaHHbI ypoBeHb Mbl Peko-
MeHOyeM MCNonb30BaTh B Cryyae NoAo3peHns Ballero KoMnbloTepa Ha 3a-
paxkeHne BUPYCOM.

PekomeHayeMmblin. [NapameTpbl 4aHHOTO YPOBHSA PeKOMEHAOoBaHbl 3KcnepTamu
«JlabopaTopumn Kacnepckoro». OHM onpedenstoT NPOBEPKYy Tex e oObek-
TOB, 4YTO Ha ypoBHe MakcumanbHas 3awmTa, 3a UCKNoYeHnem aiinos
noYToBbLIX OPMAaTOB.

MakcumanbHasAs CKOpPOCTb — YPOBEHb C MapameTpamu, KOTopble MO3BONSIOT
BaM KOMGOpPTHO paboTaTb C MPUIOXEHUSAMU, TPEOYIOWMMUN 3HAUNTENBHbBIX
pecypcoB onepaTtuBHOW NaMsaTW, MOCKOMbKY Habop npoBepseMbix hannos
Ha AaHHOM YpOBHE COKpaLLEH.
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YpoBEHE BE30NaCHOCTH

MaKCHManbHan 3aWMTa
- Hanbonee NonHaA sawuTa
- PekoMeHAveTCA AnA paboTel B ONacHOM cpeae

LI

HacTpofika, .. H Mo yMon4aHH

PucyHok 45. Beibop ypoBHsi 6e30nacHOCTH Npu NpoBepke 06 LEKTOB Ha BUPYChI

Mo ymonuyaHuio NpoBepka OBLEKTOB OCYWECTBMAETCS Ha PekomeHayemom
ypoBHe.

Bbl MOXeTe NOBbICUTbL UMW MOHU3UTbL CTENEHb NPOBEPKN 0OBLEKTOB, BbIOpaB Co-
OTBETCTBYIOLLUNIA YPOBEHb UMM N3MEHNB NMapaMeTpbl TEKYLLEro YPOBHS.

s moao ymobbl usmMeHUMb YypoeeHb 6e3onacHocmu,

nepemecTute MON3yHOK No wwkane. Perynupys ypoeeHb 6e3onacHocTw,
Bbl OnpefensieTe COOTHOLUEHWe MeXOy CKOPOCTbI BbIMOSHEHWUSI MPO-
BEPKN M KONMMYECTBOM NpOBepsieMbiX hannos: YeM MeHblue annos
NnoABepraeTca aHanu3y Ha NpuUCyTCTBME BUPYCOB, TEM BbIlLE CKOPOCTb
NPOBEPKM.

Ecnn H1 ognH 13 nepeydncrieHHbIX ypoBHeln 6esonacHoCTM annoB He COOTBET-
CcTByeT Bawunm TpGﬁOBaHMFIM, Bbl MOXeTe BbINONMHUTL OOMONHUTENbHYI0 Ha-
CTPOVKY MapaMeTpoB NpoBepku. [ins aToro pekomeHayetcs BbibpaTh Hanbonee
6nm3kuin K Bawmm TpeboBaHWsM ypoBeHb B kayecTBe 6a30BOro M OTpeaakTMpo-
BaTb ero napameTtpbl. B aTom cnyyae Ha3BaHue ypoBHsi 6e3onacHocTu byaet
n3mMeHeHo Ha [ipyroMu.

Ymobbl usmeHUMb Napamempbl MeKywezo ypoeHs besonacHocmu,

1. OTKponTe OKHO HacCTPOMKM MPUNOXeHWUs 1 BbibepuTe MMSA 3agayn npo-
Bepku B pasgene Mouck Bupycos.

2. HaxwmuTe Ha kHonky Hactponka B 6rnoke YpoBeHb 6e3onacHOCTH (CM.
puc. 45).

3. B oTKkpbiBLIEMCS OKHE OTpedakTUpynTe napameTpbl 3awuTbl hannos U
HakmuTe Ha kHonky OK.

11.4.2. OnpepeneHvie TUNOB NpoBepAEeMbIX
ob6bekToB

YkasblBasi TN NpoBepsieMbix 0OBHLEKTOB, Bbl onpeaenseTe, annbl kakoro dop-
MaTa, pasMepa 1 Ha Kakux guckax 6yayT npoBepsTbCs MpU BbIMONTHEHUW JAHHOW
3agaun.
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Tun dannoB 4na NpoBepku Ha BUPYChl onpegensieTcs B pasgene Tunbi chan-
noB (cM. puc. 46). Bbibepute 0aMH 13 Tpex BapuaHTOB:

® MpoBepATb Bce dannbl. B gaHHoM cnyvae npoBepke O6yayT nogsepratbes
Bce 6e3 ucknioveHns danisbl.

® MpoBepATbL NporpammMbl U AOKYMeEHTLI (Mo cogepxumomy). Mpu Beibope
Takow rpynnbl NpunoxeHve OyaeT NpoBepsTb TOMbKO NOTEHUMANbHO 3apa-
XaeMble 06beKTbl — (halnbl, B KOTOPbIE MOXET BHEAPUTLCHA BUPYC.

MHdopmaums.

CyuwectByeT psg annoBbix (dOpMaToB, BEPOSATHOCTb BHEAPEHUS B KOTO-
pble BPEAOHOCHOrO Kofa 1 ero nocrnegyollasl akTueaumsi OCTAaTOYHO HU3-
ka. Mprumepom Takoro danna sensetca dann txt-cbopmara.

M HaobopoT, ecTb hannosble popmaThl, KOTOpPblE cCoAepXaT UM MOryT
cogepxaTb WCMoNHaembln kof. [pvMepoM Takmx OOBLEKTOB SBMSIOTCH
davinel popmatos exe, dll, doc. Puck BHeopeHVUs U akTuBauuu B Takue
dhannbl BpeJoHOCHOro KoAa A0CTaTOYHO BbICOK.

Mpexage 4Yem npucTynaTb K MOWCKY BUPYCOB B OOBEKTE, BbIMOMHSETCS
aHanus ero BHYTPEHHEro 3arorioBka Ha npegmet dopmarta davina (ixt,
doc, exe n T.4.).

Hactpoiua: [1pose pka Moero Komnewte pa

Ofwme | AonanHnTensHo | JBEMCTHHECKKI aHanusaTop

Trnel haknos
(&) MposepaTe BCe hakine
) MpoBEPATE NPOrPatE! M ASKYMEHTE (N0 COASPHHMOMY)

() MPoBEPATE MPOrPatE! M ADKYMEHTEI (N0 DACWHDEHHD)

CNTHMHZALNA

[] NpoeepaTe Tonbko HOBGIE H H3MEHEHHBIE darinb

[[] OcTaHoeHTE nposepky, ecnk oa AnkToA fiones I:I et

|:| He npoBepATE apxMBRl pasMepor Bonee I:I ME

COCTEEHEIE hainel

MPOEEPATE BCE SPHHER]

MPOEEpATE BCE BOMEHHEIE OLE-08baKTEl
MpoEepATE dainke NoYToER: GOpMaToE

[] MpoeepaTe apxHEL), Z5WHILEHHEIE NSpONEH

@Engasxa l Ok H OTMEHS ]

PucyHok 46. HacTpoiika napameTpoB NpoBepKu
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® MpoBepATbL NporpamMmmMbl U AOKYMEHTbI (Mo paclumpeHuro). B aTtom cnyyae
npunoxeHve 6ygeT NpoBepsATb TOMbKO NOTEHLUMANbHO 3apaxaemble dannbl,
npun aTom dopmaTt anna byaeT onpeaensTeCA Ha OCHOBaHUW €ro paciuu-
peHus. Bocnonb3oBaBLUMCE CCbINIKOW PAaCLUMPEHUWIO, Bbl MOXETe O3HaKo-
MWTBCS CO CINCKOM pacluMpeHuii dhansos, KOTOpble NoaBepralTcst Nposep-
ke B faHHOM cny4ae (cm. n. A.1 Ha cTp. 232).

CosBerT.

He cTtouT 3abbiBaTh, YTO 3MOYMbILLAEHHUK MOXET OTNpaBnTb BUPYC Ha Ball KOM-
notoTep B channe ¢ paclumpeHmem txt, Xxots Ha camom agene oH MOXeT ObITb nC-
nonHsieMbiM dpannom, nepenmeHoBaHHbIM B txt-cpanin. Ecnu Bbl BbIbepuTe Ba-
puaHT ® MpoBepATb NporpamMmmMbl U JOKYMEHTbI (MO pacuMpPEeHUo), TO Takom
ann OygeT nponywleH B npouecce npoBepkn. Ecnm ke BbiOpaH BapuaHT
MpoBepATL NporpamMmmMmbl U AOKYMEHTbI (MO COAepPXKUMOMY), HEB3Upas Ha
paclvpeHne, NpuoXxeHue npoaHanuaupyeT 3arofioBok channa, B pesynbrate
Yero BbISICHUTCS, YTO chann nmeet exe-cpbopmat. Takon dann 6ygeT noaBeprHyT
TLaTeNbHOM NPOBEPKE HA BUPYChI.

B pasgene OnTuMmnsaumnsa MOXHO cAenatb OrOBOPKY, YTO NPOBEPHATb HA BUPYChI
cnepgyeT TONbKO HOBble halsbl U Te, YTO U3MEHUIUCL C MOMEHTA NpeablayLLero
nx aHanusa. Takon pexum paboTbl NO3BONSET 3aMEeTHO COKpaTUTb BpeMsi npo-
BEPKM 1 YBENMUYUTb CKOPOCTb paboTbl Npunoxenus. Ana atoro Heobxogmmo yc-
TaHOBUTb (HNAXOK ﬂposepmb TONbKO HOBble U U3MEHEeHHble hannbl.
OTOT pexum paboTbl pacnpoCTpaHAETCA Kak Ha NPOCTble, Tak U Ha COCTaBHble
hannsbl.

Takke B pasgene OnTUMmM3aums Bbl MOXeTE YCTAHOBUTb OrpaHnyeHne Ha Bpe-
M$1 MPOBEPKM Y MaKCUMarbHbI pasmep 0gHOro obbekTa:

OcTaHOBUTbL NPOBEpPKY, €CNivM OHa AnuTcA 6onee...cek. YcTaHoBWUTe dna-
XOK AN OrpaHWYeHus NpoBepKu ogHOro obbekta Mo BpPEMEHU W B none
cnpaBa yKaxuTe MakcMmarnbHO JOMyCTUMOE BpeMmsi NMpoBepku obbekTa. B
pesynbTaTte, €Crnv JaHHOe BpeMeHHOoe 3HavyeHue byaeT npeBbilleHo, 06bekT
OyaeT MCKNIOYEH 13 NPOBEPKM.

He npoBepsaTb apxuBbl pasmepoM Gonee...MB. YcraHoBuTe cnaxok ans
orpaHuM4eHnss MPoBepKN ogHOro obbekTa No pa3mepy U B None cnpasa yka-
XWUTe MakcumanbHO OOMNyCTUMbIN pasmep obbekta. B pesynbrarte, ecnu
AaHHoe 3HayeHue ByaeT npeBbileHo, 0ObeKT OyaeT UCKIYeH 13 nNposep-
Ku.

B pasgene CocTaBHble hainbl yKaxute, Kakne cocTaBHble dainbl Heobxoaw-
MO aHanusnpoBaTb Ha NPUCYTCTBUE BUPYCOB:

MpoBepsATb BCe/TONLKO HOBbLIE apXWUBbI — MPOBEPSITL apXMBbl HOPMaToB
RAR, ARJ, ZIP, CAB, LHA, JAR, ICE.
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BHumaHue!

YnaneHve apxvmBoB, B KOTOpbiX AHTUBMPYC Kacnepckoro He nogaepxuBaeT ne-
yeHue (Hanpumep, HA, UUE, TAR), He npoucxoguT B aBTOMaTUY4ECKOM peXnmMe,
Oaxe ecnv BblOpaHO OeNCcTBME aBTOMATUYECKM neunTb nNubo yganaTb, ecnu
NeyeHne HeBO3MOXHO.

[nsa yoaneHus nogoGHbIX apXMBOB BOCMOMb3YNMTECH CChINKOW YOanuTb apxuB B
OKHe yBeoMIieHns 06 oBHapyxeHun onacHoro obbekTa. [JaHHoe yBeoMIeHve
BbIBOAUTCH Ha 9KpaH nocre 3anycka obpaboTku obHapyXeHHbIX B Xo4e nposep-
K1 06beKkToB. Takke 3apaxeHHbI apxXvMB MOXHO YAanuTb C KOMMblOTEpa BpYyY-
HYtO.

MNpoBepsATbL BCe /TONLKO HOBbIe BNoXeHHble OLE-06beKkTbl — NpoBepATh
norpyxeHHole B dann obbekTbl (Hanpumep, Excel-tabnuua nnm makpoc,
BHeapeHHbIn B cdann Microsoft Word, BnoxeHve no4yToBOro coobLieHus
nT.no.).

Onsa kaxgoro TMna coctaBHoro daina Bbl MOXeTe BbiOpaTb, NPOBEpPSATb Bce
dannbl NN ToNbKo HOBble. [N 3TOro BOCMOMb3yWTECh CCbIIKOW psSgoM C Ha-
3BaHneM obbekta. OHa MeHsieT CBOE 3Ha4YeHue Npu Lenyke no Hem NeBon Kna-
BuWwen mbiwmn. Ecnn B pasgene OnTuMusauusi YCTAHOBIMEH PEXUM MPOBEPKU
TONMbKO HOBbIX U M3MEHEHHbIX (annoB, BbIOOp TUNa NpOBEPSIEMbIX COCTABHbIX
dannoB GyoeT HeAOCTYMeH.

MpoBepATb hainbl NOYTOBLIX (hOpPMATOB — NPOBEPSATL (halfibl MOYTOBbLIX
dopmaTtoB, a Takke noytoBble 6a3bl AaHHbIX. [Mpu BKNOYEHHOM dnaxke
AHTuBMpYyCc Kacnepckoro pasbupaet darin no4ytoBoro popmara u aHanuam-
pyeT Ha Hannune BUPYCOB KaXabl KOMMOHEHT NMOYTOBOrO COObLEeHMs (Teno
nnceMa, Bnoxexue). Ecnu donaxok cHAT, hann novtoBoro hopmara npose-
psieTCs Kak eAUHbIN OOBEKT.

O6paTuTe BHMMaHue Ha criegylolme OCOBEeHHOCTU MPOBEPKM MOYTOBbIX 6as,
3aLUMLLEHHbIX NaporieM:

e AnTMBMpYC Kacnepckoro obHapyxuBaeT BpefoHOCHbIN kog B 6asax Mi-
crosoft Office Outlook 2000, HO He NeyvnT ux;

e MPUIIOXEHME He MOAAEPXKMBAET MOWUCK BPEeOOHOCHOro Koda B 3allUMLLEH-
HbIX no4yToBbIX 6a3ax Microsoft Office Outlook 2003.

MpoBepATb apxMBbl, 3aWMLLEHHble NaporneM — BKMHOYUTb NPOBEPKY apXu-
BOB, 3alUyuLLeHHbIX naporemM. B gaHHom cnyvae nepef npoBepkon obbek-
TOB, COAepXalLuxcsi B apxuBe, Ha akpaH OyaeT BbiBeAeH 3anpoc napons.
Ecnu dnaxok He ycTaHOBNEH, 3aliMlLieHHble apxvBbl OyayT MpOnyLUeHbl
npv nNpoBepke.
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11.4.3. JononHuTenbHbIe NapamMmeTpbl
nouckKa BUpycosB

KpoMe HacTponku OCHOBHbLIX MapaMeTpoB MPOBEPKU Ha BUPYChbl Bbl MOXETE YC-
TaAHOBUTb AOMONHUTESbHbIE NapaMeTpbl (CM. puc. 47):

Bkniountb TexHonoruto iChecker — ncnonb3oBatb TEXHOMOrMK, NO3BO-
NAKLYI YBENWYUTbL CKOPOCTb MPOBEPKM 32 CYHET WCKITOYEHUS HEKOTOPbIX
06bekToB. McknoveHne obbekTa 13 NpoBEPKM OCYLLECTBRSETCA MO cneuu-
anbHOMY anropuTtMy, yuuTbiBatoLeMy AaTy Bbinycka 6a3 npunoxenus, gaTty
npeabiayLien NpoBepkn obbekTa, a Takke U3MeHeHne napameTpoB NpoBep-
Ku.

Hanpumep, y Bac ecTb chain apxvBa, KOTOpbI Obln NPpOBEPEH NPUMOXEHM-
em 1 emy Obin NPUCBOEH CTaTyC He3apaxeH. B cnepylownin pas aToT apxvs
OyaeT MCKNIoYeH 13 NPOBEPKU, €Crn OH He Obin M3MEHEH, U He MEHANUCH
napameTpbl NpoBepkn. Ecnn Bbl n3MeHnnu coctaB apxvea, 406aBMB B HEro
HOBbI OOBLEKT, U3MEHWUM NMapameTpbl NPOBEpPKN, 0OHOBMAM ©a3bl npuo-
XeHus, apxuB GyaeT NpoBepeH NOBTOPHO.

TexHonorusi iChecker™ umeet orpaHuyeHue: oHa He paboTtaeT ¢ gannamm
GonbluMX pasmMepoB, a Takke NPMMEHMMa TONbKO K 0ObeKTaM C U3BECTHOW
npunoxenuto Kaspersky Internet Security cTpyktypoii (Hanpumep, dannsl
exe, dll, Ink, ttf, inf, sys, com, chm, zip, rar).

Bknountb TexHonoruwo iSwift. [laHHass TexHonorva ABMsieTCa pasBUTUEM
TexHonornn iChecker gns komnbtoTepoB ¢ dpavnoBon cuctemon NTFS.
TexHonorus iSwift uUMeeT orpaHuyeHne: oHa NpuBsi3aHa K KOHKPETHOMY Me-
CTOMONoOXeHuto harina B hannoBon cuctTemMe, a Takke NpMMeHMMa TONbKO K
obbekTam, pacnonoxeHHslM B dharnoson cucteme NTFS.

MNoka3biBaTb OGHapyXeHHble OnacHble OOBLEKTblI Ha 3aknagke oT4veTa
«OBHapyXeHO» — 0TOGpaxaTb CMNCOK OBHAPY>XEHHbIX NPU NPOBEPKE Yrpo3
Ha 3aknagke OBHapyxeHO okHa oT4yeTa (cM. n. 15.3.2 Ha cTp. 181). OTkntO-
YeHue AaHHON hyHKUMM MOXeT BbiTb MOMNE3HO NpW creumanbHOW NPoBepKe,
Hanpumep, TECTOBbIX KOMMEKUMIA NS yBENMYEHUS CKOPOCTY NMPOBEPKM.

yCTyI'IaTb pecypcbl APYruM MpPUNOXeHUsIM — NpYOCTaHABNMMBATL BbINOS-
HeHMe OaHHOW 3afaun NPOBEpPKM Ha BUPYChl, €CNM pecypchbl npoleccopa
3aHATLI APYTVMU NMPUNOKEHUAMM.
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) HacTpohka: [oHCH BHpPYCOB

Ofiwme | AONONHUTENEHD | SERHCTHYSCKHA SHANH3ATOR

[ 3anver sanaum oT vmerm

AONONHATENEHEIE NEPaMET Pk
cnonesoeaTe TexHonorki iChecker
WcnonesoEaTe TexHONorMm Swift

MokasbIEaTE 0BHAPY#EHHEIE ONACHEIE OB BEKTE HA 3aKNaLKe
oT4eTa "ObHapyweHn"

ECTYI'IaTb PECYPCE] APYTHM OPMAQHEHHAM

@EngaBKa I QK H OTHEHA ]

PucyHok 47. OononHuTenbHas HacTponKa NpoBepKn

11.4.4. NouCK pYyTKMTOB

PyTkuT (rootkit) — aTo Habop yTnnuT, obecneumBaloLnX COKPbITUE BPEOAOHOCHbIX
nporpamMmm B OnepauroHHon cucteme. [laHHble yTUNuTbl BHEOPSIIOTCA B CUCTEMY,
MacKMpys CBO€E MPUCYTCTBUE, a TakKe Hanuyme B cucTeme NMpoLeccoB, KaTtarno-
roB, Krno4en peectpa nobbiXx BPEAOHOCHbLIX NMPOrpamMM, OMMUCaHHbIX B KOHAUry-
pauuu pyTkiTa.

Mouck pyTKMTOB MOXET BbIMOMHATLCA NOGON 3agadeit movcka BUPYCOB (npu
ycnosuun, 4To gaHHasA BO3MOXHOCTb BKIllOYEHa B HaCTpOVIKaX KOHerTHOVI 3apja-
4n), ogHako cneumanuctbl «JlabopaTtopun Kacnepckoro» cchopmupoBanm u on-
TUMarnbHO HacTPOWNW OTAENbHYIO 3adadvy Noucka BPeAOHOCHbIX NMPorpaMMm AaH-
HOro Tuna.

[nsa BKMOYEHNs nMoucka PYTKUTOB yCTaHoBUTe donaxok | BknounTb o6Hapy-
XeHue pyTkutoB (rootkit) B 6roke Mouck pytkutoB (rootkit). Ecnu nouck
BKIHOYEH, Bbl MOXETE YCTaHOBUTb AeTalbHblii YPOBEHb OOHAPYXEHUS PYTKUTOB,
BblbpaB hnaxok ¥l BkniounTb pacluMpeHHbIW MOMCK PYTKUTOB. B gaHHOM
cnyyae 6yaeT BbINONHATLCSA TLATENbHbIA MOUCK AaHHbIX MporpaMm nyTem aHa-
nusa Gonbluero konuyecTsa 06bEKTOB pa3Horo Tuna. Mo ymonyaHuoo dnaxkm
CHSITbI, MOCKOSbKY BKMIOYEHME AAHHOrO pexuma TpebyeT 3HauMTenbHbIX pecyp-
COB OMEepPaLNOHHON CUCTEMBI.
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[ns Hacmpoliku noucka pymxkumos:
1. OTKponTEe OKHO HaCTPOWMKN MPUNOXEHUS U BblibepuTe MMA 3adayun B pas-
Aene MNMowuck BUpycoB.
2. HaxwmuTe Ha kHonky Hactponka B 6rnoke YpoBeHb 6e3onacHOCTH (CM.
puc. 45) n B OTKpbIBLUEMCSA OKHE MeperauTe Ha 3aknagky dBpucTuye-
CKui aHanusartop (cMm. puc. 48).

Hactpoika: [Nomck BMpycon

Ofiume | AononHuTensHo | SBPHCTHHECKMA aHANKWsaTop

Mokck pyTeHTOE (rootkit)
BrAtounTe obHapyweHke pyTkHToE (rootkit)
] BRAKIMHTE PACWMPEHHEI NOMCE Py TEHTOE (rookkit)

MenonesosaTe BBDHCTHHBCKHﬁ AHANHEaTop

y

YPOBEHE NPOBEPKH

MoEepxHOCTHEIA CpeAHHi AETanEHEH
(_'.' Cnpaska [ o4 l [ OTMEHA

PucyHok 48. HacTponka napameTpoB noucka pyTKMTOB U UCMONb30BaHWUS METOA0B
3BPUCTUKM

11.4.5. U\cnonb3oBaHue MeToaoB
3BpPUCTUYECKOro aHanus3a

MeToapbl 3BPMCTUYECKOrO aHanmsa Ucnonb3ylTcs B paboTe HEKOTOpbIX KOMMO-
HEHTOB MOCTOSIHHOW 3aluTbl, @ Takke 3afay noucka BMPYcoB (nogpobHee cMm.
cMm. n. 7.2.4 Ha cTp. 90).
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Ha 3aknagke BpucTuyeckuin aHanusatop (CM. puc. 48) Bbl MOXeTE BKIoYaTh/
OTKMOYaTb MCMOMb30BaHNE 3BPUCTUHECKMX METOA0B 0OHaPYKEHUSI HOBbIX Yrpo3
B pamkax paboTbl 3agay noucka BUpYCOB. [Nsi 3TOro BbLIMNONHWTE crepyroLlime
OEeNCTBUSA:

1. OTKpoONTE OKHO HaCTPOWMKN MPUNOXEHUS 1 BbibepuTe MA 3agayun B pas-
aene MNouck BUpycosB.

2. Haxmute Ha kHonky Hactpowmka B 6rnoke YpoBeHb 6e3onacHOCTU U B
OTKPbIBLLEMCA OKHE NepenanTe Ha 3aknagky dBpUCTUYECKUI aHanusa-
TOp.

Ona ucnonb3oBaHUA METOAOB 3BPUCTMKM YCTaHOBMUTE dhraXok [¥] Ucnonb3o-
BaTb 3BPUCTUYECKUM aHanu3saTop. [JononHUTENbLHO Bbl MOXeTe BblOpaTh ypo-
BEHb AeTanu3auum NpoBepKW, Anst 3TOro nepeaBuHbTE GEryHok B O4HY U3 No3u-
LMA: NOBEPXHOCTHLIN, CpeaHUN N AeTanbHbIN.

11.4.6. BoccraHoBneHMe napamMmeTpos
NPOBEPKM NO YMOJTYAHMIO

HacTpavBas napameTpbl BbINOMHEHUS 3a[a4u, Bbl BCeraa MOXeTe BepHYTbCS K
pekoMeHayeMbiM napameTpaM. OHU CUMTAKOTCS ONTUMArbHbIMW, PEKOMEH0Ba-
Hbl cneunanuctamm «Jlabopatopun Kacnepckoro» n ob6beamHeHsl B PekomeH-
AyeMbIN ypoBeHb 6€30nacHOCTW.

Ymobbl eoccmaHosumMb napamempabl MPO8epPKU 0O6BEKMOES M0 YMOTYaHUIo,

1. OTKpoONTE OKHO HaCTPOWMKN MPUNOXEHUS U BbibepuTe UMA 3adayuv B pas-
Aene MNouck BUpycos.

2. HaxwmuTe Ha kHonky Mo ymonyaHuto B 6noke YpoBeHb 6e3onacHocTu
(cm. puc. 45).

11.4.7. Bbibop pencrBua Hap o6beKkramm

Ecnun B pesynbTaTte npoBepku 06bEKTa Ha BUPYChI BbISICHSAETCS, YTO OH 3apaxeH
UN1 Nogo3peBaeM Ha 3apaxeHue, fanbHelme onepauumn NpUNoXeHUsa 3aBucaT
OT cTaTyca 06bekTa 1 BbIGpaHHOro AenNcTBuS.

Mo pe3ynbTaTam NpoBeEPKU OO6BEKTY MOXKET ObITb MPUCBOEH OAMH U3 CrieayLmnX
CTaTyCoB:

e CTaTyC OOHOW 13 BPEAOHOCHbLIX Nporpamm (Hanpumep, 8upyc, mposiHcKkasi
npoegpamma).

e  BO3MOXHO 3apaxeHHbIl, Koraa B pesynbTaTe NpoBepku OAHO3HAYHO He-
BO3MOXHO onpeaennTb, 3apaxeH oGbekT unu HeT. BeposiTHo, B chaiine
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obHapyxeHa nocnegoBaTenbHOCTb KOAA HEW3BECTHOro BMpyca MMM Mo-
AndULMPOBaHHbLIN KOA M3BECTHOro BUpYca.

Mo ymonuyaHuio Bce 3apakeHHble (ainbl NOABEPralTCcs feyeHuto, a Bce BO3-
MOXHO 3apa)KeHHbIE — MOMELLLATCSA Ha KAapaHTUH.

Umobbl uameHums delicmaue Had 06bLEKMOoM,

OTKPOWTE OKHO HACTPOWKWN MPUNOXEHUs1 U BblIbepuTe Umsa 3agayum B pas-
aene Mouck BupycoB. Bce BO3MOXHbIE OENCTBUA NMPUBEAEHbI B COOT-
BeTcTBYylOLLEM Gnoke (cm. puc. 49).

JercTeMeE

{:} He zanpawHeaTte

() 3aNPOCHTE N OKOHYAHHH NPOEERKH

(") 3anpocHTE B0 BPEMA NPOEEPKH

PucyHok 49. Beibop aencteusi Hag onacHbiM 0GBbEKTOM

Ecnu B kayecTBe AeWCTBUSA Bbl
BblOpanu

MNpu o6HapyxeHUn 3apaxeHHoro/ BO3-
MOXHO 3apaXXeHHOro o6LeKkTa

l@'3anpocmﬂ= Mo OKOHYaHWUU
npoBepkKu

MpunoxeHne oTknagbiBaeT 06paboTKy
00BbEKTOB A0 KOHLA npoBepku. Mo okoH4a-
HUM NPOBEPKU Ha 3KpaH OyaeT BbIBEAEHO
OKHO CTaTUCTWUKU CO CMUCKOM OBHapyKeH-
HbIX OOBbEKTOB, U Bam GyaeT npeanoxeHo
npoBecTy 06paboTky 06BLEKTOB.

'@'3anpocmb BO BpemMmsi npo-
BEepKU

MpunoxeHne BbLIBOOUT Ha 3KpaH npeay-
npexgaroulee coobuieHne, cogepxallee
MHOPMaLNIO O TOM, KakKMM BPeOOHOCHbLIM
KOAOM 3apakeH / BO3MOXHO 3apaKeH 00b-
eKkT, U npegnaraetT Ha BblbOp oAHO U3
JanbHenLWnx OencTeun.
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Ecnu B KkayecTBe AeWACTBUSA Bbl
BbIOpanu

MNpu o6HapyxeHuUn 3apaxeHHoro/ BO3-
MOXHO 3apaXeHHOro o6bLekTa

) He 3anpawuBaTtb

MpunoxeHne dukcnpyet nHdopmaumio ob
OOHapyXeHHbIX OObekTax B OT4eTe, He
obpabaTbiBas X 1 He yBeAOMIAS MOMb30-
BaTens. He pekomeHayeTcs ycTaHaBnu-
BaTb AaHHbIN pexum paboTbl NPUNOXKeHNs,
MOCKOMbKY 3apaXeHHble U BO3MOXHO 3a-
paxeHHble OB6BLEeKTbl OCTAlTCA Ha BalleMm
KoMmnbloTepe 1 n3bexartb 3apaXKeHus npak-
TNYECKM HEBO3MOXHO.

® He 3anpawuBaTtb
Neuntb

MpunoxeHwe, He 3anpawuvBas MoATBeEp-
XAEHUS Nonb3oBaTens, BbINOMHAET NOonbIT-
Ky neyeHus obHapyxeHHoro obbekta. Ec-
NW nonbITka nevyeHns He yaanacbh, o0bekTy
npucBamBaeTcsl CTaTyC B603MOXHO 3apa-
JKEHHbIU, N OH MOMeLLaeTCs Ha KapaHTUH
(cm. n. 15.1 Ha cTp. 171). Hdopmaumsa o6
aTom cukcupyetca B otyete (cm. n. 15.3
Ha cTp. 177). Mo3xe MOXHO MOonbITaTbCA
BbITEYNTb STOT OOBEKT.

@ He 3anpawmBaTtb
JNeunTb

y,qanMTb, ecnu nevyeHue
HEeBO3MOXHO

MpunoxeHwe, He 3anpawvBas MoaTBep-
XOeHWsA nonb3oBaTtensi, BbIMOMHAET MomMbIT-
Ky neveHus obHapyxeHHoro obwvekra. Ec-
N1 nonbITKa nevyeHns obbekTa He yaanacs,
OH yganseTcs.

) He 3anpawuBaTtb

JleunTtb
Ypanutb

an/IJ'IO)KeHI/Ie aBToMaTun4yeckun

0ObEKT.

yaanset

Mepep neveHnem nnu yganexHnem obvekta AHTUBMpYC Kacnepckoro doopmmpyet
€ro pesepBHYH0 KOMWIO U MOMeLLaeT ee B pe3epBHOe XxpaHunuwe (cMm. n. 15.2
Ha cTp. 175) Ha TOT crny4an, ecny NoHagobuTCA BOCCTAHOBUTL OOBLEKT MNN Nosi-

BUTCA BO3MOXHOCTb €ro BblJIE4YUTb.




152 AHmueupyc Kacnepckozo 7.0

11.4.8. HasHaueHMe eguHbLIX NapaMeTpoB
NpPoOBEpPKM AN BCeX 3apavd

Kaxgas 3agaya NpoBepKU BLINOSHAETCS B COOTBETCTBUM CO CBOMMM MapameT-
pamu. Mo ymonyaHuio 3agayv, chopMMpPOBaHHbIE MPY YCTaHOBKE MPUIOXEHUS
Ha KOMMbOTep, BbIMNOMHATCA C pekoMeHAyeMbIMU aKcrepTamu «JlaGopaTtopum
Kacnepckoro» napameTtpamu.

Bbl MmoxeTe HacTpouTb euHble napameTpbl NPOBEPKM Ans BCex 3agady. 3a oc-
HoBY OyZeT B3AT Habop NapamMeTpoB, UCMONb3YOLLUXCS NPU MPOBEPKE HA BUPY-
Cbl OTAENbHOIro 00bEKTA.

[nst mo2o Ymobbl HazHayume eduHble apamMmempbi NPoeepKu Ors ecex 3aday:

1. OTKponTe OKHO HaCTpPOWKU NpunoxeHus u Bolbepute pasgen Mouck Bu-
pycosB.

2. YctaHoBUTE MapameTpbl MPOBepku: BblbepuTe ypoBeHb 6e3onacHoCTM
(cm. n. 11.4.1 Ha cTp. 141), npoun3BegMTe OOMNOMHUTENbLHYIO HACTPOMKY
YPOBHS, YKaxuTe fencTeue Hag oobektamu (cm. n. 11.4.7 Ha cTp. 149).

3. [nda npumeHeHns yCTaHOBMEHHbIX MapamMeTpoB KO BCEM 3aadaM HaXMu-
Te Ha kHonky MNMpumeHuTtb B 6Gnoke MapameTpbl apyrux 3agay. og-
TBEPAMTE HA3HAYeHMEe edMHbIX NMapaMeTpPoB B OKHE 3anpoca noaTBep-
XOEHUS.



rNABA 12. TECTUPOBAHME
PABOTbl AHTUBUPYCA
KACIMNEPCKOI'O

Mocne ycTaHOBKM 1 HacTponkn AHTMBMpPYca Kacnepckoro Mbl pekomeHayem Bam
NpOBEPUTL MPaBUNBbHOCTb MapaMeTPoB M KOPPEKTHOCTb paboTbl NPUMOXEHUS C
MOMOLLIbIO TECTOBOIO «BMPYCa» 1 ero Moandukaumn.

12.1. TectoBbin «Bupyc» EICAR mn
ero moaudkaumm

TecToBbIi «BMPYC» ObiN cneunansHo pa3paboTaH opraHusaumen eicar (The
European Institute for Computer Antivirus Research) gns npoBepku paboTbl aH-
TUBMPYCHBIX NPOOYKTOB.

TectoBbii «Bupyc» HE ABNAETCA BUPYCOM un He cogepXuT nporpammMHOro
KoAa, KOTOPbI MOXET HaBPeAWTb BalLeMy KOMMNbIOTEPY, NPM 3TOM 60MbLIMHCTBO
NPOAYKTOB aHTMBUPYCHbLIX KOMMAHWMW-NPOU3BOAUTENEN WAEHTUMUUUPYIOT €ro
KaK BUpPYC.

Hukorga He vcrnonb3yiiTe B kayecTBe MPOBEPKM paboTOCNOCOBHOCTM aHTUBU-
PYCHOro NpoayKTa HacTosLmne BUPYChI!

3arpy3nTb TECTOBbI «BUPYC» MOXHO C OduuUManbHOrO camTa opraHv3auum
EICAR: http://www.eicar.org/anti_virus_test file.htm.

davin, KoTopbIi Bbl 3arpy3unu c canta komnaHun EICAR, conepxuT Teno craH-
OapTHOrO TecToBOro «Bupyca». AHTMBUpyC Kacnepckoro obGHapyxuBaeT ero,
nprvcBauBaeT TMN BUPYC M BbINOMHAET AEACTBUE, YCTaHOBMNEHHOE Anst obbekTa
C TakuM TUMOM.

Ans Toro 4TOGHI NPOBEPUTL peakumio AHTUMBUPYca Kacnepckoro npu oGHapyxe-
HUN OBBEKTOB OPYrMX TUMOB, Bbl MOXETE MOAMMULMPOBATL COAepXKaHWe CTaH-
JapTHOro TeCTOBOro «Bupyca», AobaBuB K HEMY OAUH U3 NpeduKkcoB (CM. Tab-

nuuy).
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Mpedukc

CrtaTtyc pna TecTOBOro
«BUpyca»

AHanor pgencTtBMA npu o6Gpa-
60TKe 0O6bEeKTa NPUIoXeHNeM

Mpedwmkc
OTCYTCTBYET,
cTaHgapTHbIN
TEeCTOBbIN
«BUPYC»

dann cogepXnT TECTOBbIN
«BUpyc». JleyeHne HeBoO3-
MOXHO.

MpunoxeHve  naeHTUdUUMPYET
OaHHbIN OOBEKT Kak BpeaoHOC-
HbIW, HE noAaBepralwwuncs nede-
HMIO 1 BbINOSMHSAET yaaneHne obb-
ekTa.

CORR-

MospexaeH.

MpunoxeHve nony4nno AOCTyn K
00ObeKTy, HO He MOXET NPOBEPUTL
€ro, MoCKOmnbKy OOBEKT MnoBpex-
OeH (HanpumMep, HapyLleHa CTpPykK-
Typa obbekTa, HEBEpPHBIN chopmaT
danna).

SUSP-
WARN-

dann coaepXuT TeCTOBbIN
«BUpYyC»  (Mogudurkauus).
JleyeHne HeEBO3MOXHO.

[aHHbIN 00BEKT ABNSAETCA MoAu-
dukaLmen U3BECTHOrO BUpyca
nnb6o HeusBecCTHbIM BMpycoM. Ha
MOMEHT 0BHapyxeHusa 6asbl npu-
NOXEHUs He copepXaT OnucaHusi
npouenypbl  fieYyeHus  OaHHOro
obbekta. [lpunoxeHne nepeme-
Wwaet OObEeKT Ha KapaHTuH Ans
nocregytowen obpaboTkm c 06-
HOBMNEHHbIMU Basamu.

ERRO-

Owmnbka obpaboTku.

B xoge obpaboTkn obbekta BO3-
HMKNa owubKa: NPUIOXEHUe He
MOXET MONyYnTb AOCTYN K 06bek-
TY NPOBEPKW, MOCKOMbKY HapyLue-
Ha LlenocTHocTb obbekTa (Hanpwu-
Mep, HeT KOHUa MHOFOTOMHOrO
apxvBa) nnbo OTCyTCTBYET CBS3b
C HUM (ecrnu npoBepsieTcs 06beKT
Ha ceTeBOM pecypce).

CURE-

dann cogepXuT TEeCTOBbIN

«BUpyc». JlevyeHne BO3-
MOMXHO.
O6bekT noaeepraeTcs

fle4yeHnto, Npu 3TOM TeKCT
Tena "Bupyca" nameHsieTcs
Ha CURE.

O6beKkT cogepxut BUpYC, Moa-
pawowmnca neveHuto. Mpunoxe-
HVWE BbINOMHSET aHTUBUPYCHYIO
0bpaboTky obbekTa, nocne KoTto-
poit oH ByaeT MOMHOCTbIO Bbifle-
YeH.
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Mpedmkc Cratyc pns TecToBoro | AHanor pgeicTteua npu obpa-

«Bupyca» 60TKe OObEeKTa npunoxeHunem

DELE-

dann cogepXut TeCTOBbIN | [JaHHbIN OOBLEKT COOEPXUT Hens-
«Bupyc». JleyeHne HeBO3- | nNeynmbli BUpyc nunbo dABnAeTcs
MOXHO. TpositHCkon nporpammoin. [lpuno-
XeHve yaansieT AaHHble 0ObEeKThI.

B nepsom cTon6ue Tabnuubl npuBeaeHbl NpedyrKebl, KOTopble HYyXHO [06aBUTbL
B Ha4asio CTpOKM CTaH4apTHOro TeCTOBOro «Bupycay». Bo BTopom crtonbue onu-
caHbl cTaTychl U peakuma AHTuBMpyca Kacnepckoro Ha pasnuyHble TUMbl TeCTo-
BOro «Bupyca». TpeTui ctonbey cogepXut uHcdopmauuto o6 obpaboTtke npu-
NoXXeHnemM oO6bEKTOB C aHanorMYHbIMm cTatycamu.

[eiicTBuA Hag KaxablM U3 OGBLEKTOB OMpedenstoTcs 3HaYeHUsIMU napaMeTpoB
aHTVBUPYCHOI NPOBEPKM.

12.2. NpoBepka ®annoeoro

AHTMBMpYCa

[ns nposepku pabomocnocobHocmu ®atinogozo AHmusupyca;

1.

Cos3ganTe namky Ha AWCKe, CKONUPYWTe B Hee TeCTOBbIA «BUPYCY,
3arpy>XeHHbIn ¢ oduuManbHOro cawrta opraHu3auum (cm. n. 12.1
Ha cTp. 153), a Takke co3gaHHble BaMuM MOAMMUKALUKM TECTOBOro
«BUpycan.

PaspewmTe 3anmcbk B OTYET BCeX COObITUIA, Ans Toro 4tobbl B channe
oTyeTa COXPaHANUCb [aHHble O MNOBPEeXAeHHbIX obbekTax wmmn
obbekTax, He MpoBepeHHbIX B pe3dynbraTe cbos. [ina aToro yctaHoBuUTe
hnaxok 3anucbiBaTb HeKpUTMYECKue cobbiTuA B pasgene
OTyeTbl M dpannbl AaHHbIX OKHA HaCTPOWKM MNPUNOXEHUS (CM.
n. 15.3.1 Ha cTp. 180).

3anyctute pain TecToBOro «BMpyca» WM ero moaudukauuio Ha
BbINOMHEHMe.
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dainnosbin AHTUBUPYC NepexsBaTuT obpalleHve K dhanny, NnpoBepuT ero u yee-
aomnt Bac 06 obHapyxeHU onacHoro obbekTa:

dainosb! HTHBWpPYC : TpEBOra

$afin CoAEpKHT BHPYC. NIEHEHHE BO3MOMKHO,
Bupyc:
EICAR-Test-File

daiin:
D\eicartgicar.com. cure

= NeuuTb
Bupyc ByAET yA3NEH K3 hafina,

=} ¥Ypanite

Mann Gy aeT vaaneH, Konwa bafina Gyaet
NOMELLEHA B PESEPEHOE XPaHHMHLLE,

=) MponycTuTb

ManelTka AocTyna K GvaeT saBnokHposada,
Daiin He By AET HEMEHEH MK WAANEH,

[ OpHmeriTe B0 Brex NoAnBHBE CyHEAY

PucyHok 50. O6HapyxeH onacHbln 06bekT

Bbibupas pasnuyHble BapuaHTbl AENCTBUA Haf OBHapyXeHHbIM O6BLEKTOM, Bbl
cMOXeTe NpoBepuTb peakuunto Pannosoro AHTUBUPYCa Npu OBHapy>XeHUn obb-
€KTOB Pasnn4HbIX TUMOB.

MonHbIn pedynbTat paboTel ®arinoBoro AHTUBMPYCa MOXHO NMOCMOTPETb B OTHe-
Te no paboTe KOMMOHEHTA.

12.3. Npoeepka 3apaum Noucka

BUPYCOB

[ns nposepku 3adadu lMoucka eupycos,

1.

CospaiiTe nanky Ha [Oucke, CKOMUPYWTE B HEE TECTOBbIA «BUPYCY,
3arpyXeHHbli ¢ odmuManbHoro camta opraHusaumm  (cMm. n. 12.1
Ha cTp. 153), a Takke co3gaHHble BaMuM MOAMMUKALUM TECTOBOro

Cospanite HoByto 3agady nomcka smpycos (cMm. n. 11.3 Ha cTp. 139) n B
KayecTBe obObekTa MpoBepku BblbepuTe nanky, copepallytlo Habop
TECTOBbIX «BMPYCcOB» (CM. N. 11.2 Ha cTp. 138).

PaspelunTe 3anmcb B OTYET Bcex CobObITUI, Ans Toro 4tobbl B channe
OTYETA COXPaHANUCb [aHHble O MNOBPEeXOEeHHbIX Oob0bekTax wunm
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obbekTax, He NpoBepeHHbIX B pesynbTaTe cbos. [ing atoro ycraHosute
hnaxok 3anucbiBaTb HeKpUTMYECKue coObITuA B pasgene
OT1yeTbl M ¢paninbl AaHHbIX OKHA HAaCTPOWKWM MPUIOXEHUS (CM.
n. 15.3.1 Ha cTp. 180).

4. 3anyctute 3apgadvy (cm.n.11.1 HacTtp. 137) noucka BMPYCOB Ha
BbIMOSHEHME.

Mpu npoBepke, N0 Mepe OGHapPYXeHUS NOOO3PUTENbHBLIX UMW 3apaxXeHHbIX 006b-
€KTOB, Ha 3KpaH OyayT BbIBeAEHbI YBEOOMITEHUS C MHGopMaumen o6 obbekte n
3anpocoM AanbHeNLWero 4eNCTBUS Y Nonb3oBaTens:

o MNouck BHpYCoE : Tpesora

AN COASPMHT BHPYC, JIEHEHHE BO3MOMKHO,

Bupyc:
EICAR-Test-File

Maiin:
diigicarigicar . com.cure

= NeuyrTh
Bupyc GyAeT yaaneH vs dakina,

= Yaanitb
Main Gy AeT waaneH. Konua bafina Gyaet

MOMELWEHS B PESEPEHOE XPAHKMAMWE,

=} lMponycTvTe
Dain He By AET HEMEHEH MMM ¥ AANEH,

[ OpmeriTe B0 Brex NoADAHBEX CyHERY

PucyHok 51.06Hapy»eH onacHbIi 06beKT

Takum obpasom, BbiGUpasi pasnuyHbie BapuaHTbl AeNCTBUN, Bbl CMOXeTe Mpo-
BepuTb peakumio AHTuBMpyca Kacnepckoro npu obHapyxeHun obbekToB pas-
TINYHBIX TUMOB.

MonHbIn pes3ynbTaTt BbINONTHEHNA 3a4a4vYn NOUCKa BUPYCOB MOXXHO NMOCMOTpPETb B
oT4yeTe No paboTe KOMMOHEHTA.



rMABA 13. OBHOBJIEHME

NMPUNOXEHUA

Mopoepxka 3aliMTbl B aKTyanbHOM COCTOSIHUM — 3amnor GesonacHOCTU Ballero
KomnbtoTepa. Kaxabii AeHb B MUpe MOSBMSIOTCS HOBble BUPYChI, TPOSIHCKUE U
Apyrue BpeOoHOCHbIe MporpaMmbl, NO3TOMY KpaiiHe BaXKHO ObiTb YBEPEHHbIM B
TOM, YTO Ballia MHOPMALMSA HAXOANTCA MO HAAEXKHOW 3aLLMTOMN.

OO6GHOBEHNE NPUINOXEHUSI NoApa3yMeBaeT 3arpy3ky U YyCTaHOBKY Ha Ball KOM-
nbtoTep:

Bas AHTUBUpYCa U ceTeBbIX ApaiBepoB

3awmTa nHdopmaumm Ha BaLleM KoMMbloTepe obecnevmBaeTcst Ha OCHO-
BaHMu 6a3 NpunoXeHuna. KomnoHeHTbI 3alnTbl NICNOJBb3YKOT UX NpU Nouc-
Ke onacHbiXx OOBbEKTOB Ha Ballem KOMNblOTEPE U UX o6e3|3pe>KV|Bava|.
Basbl exeyacHO MOMOSHATCS 3anMCsiMM O HOBBIX Yrpo3ax u crnocobax
60pbObl C HAMKW. [103TOMY HACTOATENBHO PEKOMEHAYETCH perynspHo ob-
HOBNATb UX.

Kpome TOro, Hapagy C 6asamu AHTVIBVIpyca OOHOBNAKTCA ceTeBble
Opansepbl, obecneumBatowmne (byHKLI,VIOHaJ'IbHOCTb Aana nepexsarta ceTe-
BOro Tpadmka KOMNOHEHTaMM 3aLUNThI.

B npepblaylwimx Bepcusax aHTUBMUPYCHbIX MpunoxeHun «JlabopaTtopum
Kacnepckoro» nopaepxvBanacb pabota c pasHbiMM Habopamu 6as:
cmaHOapmHbIM NN pacuupeHHbIM Habopom. VX oTrnnmyme cocTosno B
TUNax onacHblX 06BLEKTOB, OT KOTOPbIX OHU 3alUMLLanM Ball KOMMbIOTEP.
B AHTmBMpyce Kacnepckoro Bam He HyXHO 3ab0TuTbCcs O BbIbOpe noaxo-
Asauiero Habopa 6a3. Tenepb Npy paboTe HalMX NPOAYKTOB UCMOSb3YHOT-
ca 6asbl, KOTOpble MO3BOMANT 3awyLiaTe OT PasnMyHbIX BUOOB Bpeao-
HOCHbIX 1 NOTEeHUManbHO-0MacHbIX 0O EKTOB.

Mopaynen npunoxeHus

Momumo 6a3 NpuNoxeHUs Bbl MOXETE OOHOBNATb U BHYTPEHHWE MOAYNU
AnTuBUpyca Kacnepckoro. MNakeTbl OGHOBNEHUI NEPUOAMNYECKU BbIMyC-
katoTcst «JlabopaTopuen Kacnepckoro».

OCHOBHbIM UCTOYHMKOM OBHOBMNEHU AHTMBUpYca Kacnepckoro sBnsitoTcs cre-
umnanbHble cepepbl 06HoBNeHun «JlabopaTtopun Kacnepckoro». [inga ycnewHown
3arpy3km OOGHOBMEHUN C cepBepoB Heobxoammo, 4Tobbl Baw KomnbloTep Gbin
MOAOKMHOYEH K MHTEPHETY.
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Ona ycnewHow 3arpy3ks OOHOBMEHMN C cepBepoB Heobxoammo, 4Tobbl Ball
KOMMNbIOTEP OblN NOAKIIOYEH K MHTEPHETY. Ecnu BbIXO4 B MHTEPHET OCYLLECTB-
nsieTcst 4Yepes3 MNpoKcu-cepBep, TO BaM HeEOOXOAUMMO HacTpouTb napameTpbl
nopkntoyenus (cm. n. 15.7 Ha ctp. 193) Kk Hemy.

B cnyyae ecnu y Bac HeT gocTyna k cepepam obHoeneHun «Jlabopatopumn Kac-
nepckoro» (Hanpumep, HeT A4OCTYNa K UHTEPHETY), Bbl MOXeTe NO3BOHUTL B HaLl
LeHTpanbHbIi opuc no TenedoHam +7 (495) 797-87-00, +7 (495) 645-79-39 n
y3HaTb agpeca napTHepoB «JlabopaTopun Kacnepckoro», KOTopble CMOryT npe-
[OCTaBMTb BaM OOHOBIEHWSA Ha AuckeTax unu guckax B zip-popmare.

3arpyska 0OHOBMNEHMWIN BbINOMHAETCHA B OOHOM M3 CMEeAYHLNX PEXMMOB:

o Asmomamuyecku. AHTMBMPYC KacnepcKkoro ¢ 3agaHHON NepuoanyHOCTbIO
npoBepseT Hanuyme naketa o6HOBNEHWUI B UCTOYHMKE OGHOBNEHu. Yac-
TOTa NPOBEPKMN MOXET YBENMYMBATLCA BO BPEMS BUPYCHLIX 3MMOAEMUN U
cokpallaTbcsa BHe ux. [pn obHapyxeHun CBeXnx 0OHOBMNEHUI Npumnoxe-
HMe CKayvMBaeT UX W yCTaHaBnMBaeT Ha KOMMbloTep. Takon pexum uc-
nonb3yeTcs N0 YMOM4YaHUio.

e [lo pacnucaHuto. OBHOBMNEHNE NPUNOXEHNS NPON3BOAUTCHA B COOTBETCT-
BWW C YCTAHOBIEHHBIM rpacUKoM.

L] prqHyiO. B atom cny4yae Bbl CaMOCTOATENIbHO 3anycKkaeTe obHoBneHne
NpUNoXeHna.

B npouecce obHoBNeHNs mogynun npunoxeHusa 1 6asbl Ha Ballem KOMMNblOTEpe
CpaBHMBAOTCA C PACMONOXEHHbIMM B UCTOYHUKE OBHOBNeHun. B cnyvae ecnn
Ha BalleM KOMMbIOTepe YCTaHOBMeHa nocnegHsAs Bepcus 6a3 n mopynewn, Ha
3KpaH BblAaeTcst MHpopmaLMoHHOe coobLleHne o6 akTyanbHOCTU 3aluThbl Ba-
wero komnbtoTepa. Ecnu 6a3bl 1 MogynM OTNMYalTCH, TO Ha Ball KOMMbOTEP
OyneT ycTaHOBMEHa UMEHHO HefocTawlas YacTb obHoBneHwi. MNonHoe konwu-
poBaHue 6a3 1 Moaynen He NPOM3BOAUTCS, YTO MO3BOMSET CYLLECTBEHHO yBE-
NNYNTb CKOPOCTb OBHOBMNEHMSA U 3aMETHO CHU3UTb 06BbEM Tpadmka.

Mepen obHoBneHnem 6a3 AHTUBMPYC Kacnepckoro co3gaeT MX pe3epBHYH KO-
nnto, ecnu no KakumM-nmobo npuy4nHaM Bbl 3aXOTUTE BEPHYTLCA K UX MCNOSb30OBa-
HWUIO.

Bo3moxHocTb oTkata (cm. n. 13.2 Ha cTp. 160) Heobxoguma, HanpyumMep, B TOM
cnyyae, ecnv Bbl 06HOBUNM 6asbl M B npouecce paboTbl OHM NoBpeannuck. Bel
CMOXeTe BEpPHYTbCS K npeplaylleMy BapuaHTy 6a3, a nosxe nonpobosaTb 06-
HOBUWTb MX eLle pas.

OpgHOBPEMEHHO C OOHOBEHUEM MPUIOXKEHWS Bbl MOXETe BbINOMHATb KOMNMpo-
BaHWe MosyYeHHbIX OOHOBMEHWN B  NOKanbHbIN  UCTOYHWMK (CcM. n. 13.3.3
Ha cTp. 165). [laHHbI cepBUC NO3BONSET OOHOBNATL Ga3bl MPUNOXKEHUA U MOAY-
nn, ucnonb3yemble NpunoxeHuammn sepcun 7.0, Ha KOMMbIOTEPaX CETU B LENsx
9KOHOMUW MHTEPHET-TpadmKa.
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13.1. 3anyck obHoBRneHusn

B nto6on MOMeHT Bbl MOXeTe 3anycTutb obHoBneHne npunoxerHnsa. OHo ByaeT
nNpov3BOANTLCA M3 BbIGPAHHOTO BaMu WUCTOYHMKA O6GHOBReHwun (cm. n. 13.3.1
Ha cTp. 161).

3anycTnTb OGHOBMNEHNE NPUIOXEHNS Bbl MOXETE:!
e 13 KOHTEKCTHOro MeHio (CM. N. 4.2 Ha cTp. 45);
e 13 [MaBHOro OKHa Npunoxexus (cm. n. 4.3 Ha cTp. 47).
Umobsi 3arycmume 06HO8MIEHUE MPUOXEHUSI U3 KOHMEKCMHO20 MEHIO,

1. OTKpoWTe MeHI0 Mo NPaBOoN KMaBULLE MbILN HA 3HAYKE MPUITOXKEHUS B
CUCTEMHOW NaHenu.

2. Bbibepute nyHkT O6GHOBREHME.
Umobbi 3anycmumb 06HO8MeHUE U3 2/1aBHO20 OKHA MPUITOXEHUS],

1. OTKkpoViTe rmaBHOE OKHO NPUIOXeHUs n BbibepuTe KOMMNOHEHT OBHOB-
neHwme.

2. Haxwmute Ha ccbinky O6HOBUTE 6asbl.

WHdopmaumsa o npouecce obHoBneHus 6yanet oTobpaxaTbCsl B FMaBHOM OKHE.
Onsi nonyyeHus noapo6Hon nHdopMauum o npouecce 0GHOBNEHMS BOCMONb3YN-
Tecb ccbinkor [loapobHo. B pesynbTtate GyaeT OTKpbIT AeTanbHbIA OTYET 3agayuu
obHoBneHus. Bbl MoxeTe CKpbITb OKHO OTyeTa. [Anst 3TOro HaXXMuTe Ha KHOMKY
3akpbITb. [1py aTOoM 0GHOBNEHUE ByAET NPOAOIKEHO.

O6paTtute BHUMaHWE, YTO NpPU BbIMNOMHEHNM OOHOBMNEHWS OOHOBPEMEHHO OyaeT
Npou3BeAeHO KOMMPOBaHNe OOHOBMNEHWUI B MOKanbHbIA UCTOYHWK, MPY YCMOBUM,
YTO JaHHbIN cepBuC BKoveH (cm. n. 13.3.3 Ha cTp. 165).

13.2. OTkaT nocnegHero obHoBneHmA

Kaxgbii pas, korga Bbl 3anyckaete obHOBNEHWe npunoxenusi, AHTMBMpPYC Kac-
Nepckoro cHavana co3gaeT pe3epBHYI0 KOMMK0 MUcnonb3yemblx 6a3 u moaynemn
NpUNOXeHna N TONbKO MOTOM MNpuUctynaeT K nx obHOoBNEHMID. OTO NO3BONSET
BaM BEPHYTbCS K MCMONb30BaHUIO NpeablayLiern Bepcmum 6a3 nocrie HeyaayHoro
obHoBNEHMS.

B0O3MOXHOCTb OTKaTa rosie3Ha, Hanpumep, B TOM cryyae, ecnv Bbl OGHOBUMU
6as3bl, HO B Npouecce 0GHOBMEHNS YacTb 6a3 Gbina noBpexaeHa B pesynbTaTe
c6os B coeduHeHUW. Bbl cMoxeTe BepHyTbCs K npedbiaylien Bepcun 6as, a
noaxe nonpo6oeaTtk 0GHOBUTHL KX eLLe pas.
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Ymobbl eepHymbCs K UCM0b308aHuK npedbidywel sepcuu bas,

1. OTKpoWTe rnaBHOe OKHO MPUMOXEHUA U BblibepuTe KOMMNOHEHT OGHOB-
nexue.

2. HaxwmwuTe Ha ccbinky BepHyTbcd k npeabiayuim 6asam.

13.3. HacTpounka o6bHoBNneHun

OGHOBMEHNE MPUINOXEHUA BbIMOMHAETCA B CTPOrOM COOTBETCTBMU C Mapamert-
pamu, onpeaensoLWmuMm:

e C Kakoro pecypca npousBoguTCcs KONMpoBaHUe U yCTaHoBKa OOHOBMEHWN
npunoxenus (cm. n. 13.3.1 Ha cTp. 161);

e B KakOM pexume 3anyckaeTcs npouecc OOHOBMEHMS NPUMOXEHUA N YTO
MMeHHo obHoBnsieTcs (cMm. n. 13.3.2 Ha cTp. 164);

e Kak yacto TpebyeTcsa 3anyckaTb OGHOBMEHWe, B Criydae ecnv HacTpoeH
3anyck no pacnucaHuio (cM. n. 6.7 Ha cTp. 67);

e OT UMEHWU KakoW Y4eTHOW 3anvcu GyaeT BbINOMHEHO OGHOBMEHWE (CM.
n. 6.6 Ha cTp. 65);

e TpebyeTcsa N KONMpoBaTb NOJy4YeHHblE OOHOBIEHUS B NOKAsbHbIA KaTa-
nor (cMm. n. 13.3.3 Ha cTp. 165);

e Kakme AEeNCTBUS HYXXHO BbINOMHATL Mocne OBGHOBNEHUSA MPUNOXEHUS
(cm. n. 13.3.3 Ha cTp. 165).

B paHHoM pasgene PykoBoactBa OyaoyT AeTanbHO pacCMOTPEHbl BCe Nepeync-
NMEeHHble BbilLEe aCneKThl.

13.3.1. Bbi6bop ucrouHmka o6HOBNEeHUNn

UcmoyHuk 0bHoeneHuli — 3TO HEKOTOPbIA Ppecypc, codepXalimii obHoBneHus
6a3 n BHyTpeHHUX moaynein AHTuBMpyca Kacnepckoro. MctouHukom obHoBne-
HWs MoryT 6bITb http- unu ftp-cepsepbl, NnokanbHble NN ceTeBble KaTanoru.

OCHOBHbBIM UCTOYHMKOM AN 06HOBNEHUS SBNATCS cepeepbl 0b6HosneHul «Jfla-
bopamopuu Kacrniepckozo». ITO cneumanbHble WHTEPHET-CaWTbl, Ha KOTOpble
BbIKaabIBaoTCsl OOHOBNEHNS 6a3 1 BHYTPEHHUX MoAynen ansa Bcex NpOoAYyKTOB
«JTabopaTopumn Kacnepckoroy.

B cnyyae ecnu y Bac HeT gocTyna k cepepam obHosneHun «Jlabopatopum Kac-
nepckoro» (Hanpumep, HeT A4OCTYNa K UHTEPHETY), Bbl MOXeTe NO3BOHUTb B HaLl
LeHTpanbHbIi oduc no TenedoHam +7 (495) 797-87-00, +7 (495) 645-79-39 n
y3HaTb agpeca napTHepoB «Jlabopatopun Kacnepckoro», KOTopble CMOryT npe-
[OCTaBMTb BaM OOHOBIEHWSA Ha AuckeTax unu guckax B zip-cpopmare.
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BHumaHue!

lMpun 3aka3e 0OHOBNEHW HA CbEMHbIX AWCKax 00s3aTernbHO YTOYHSNTE, XOTUTe
1 Bbl NONY4YnUTb OBHOBMNEHNS BHYTPEHHUX MOZYIEN NPUIOXKEHNS.

MonyyeHHble Ha CbeMHOM [UCKe OGHOBIIEHMSI Bbl MOXETEe pasMecTUTb Kak Ha
HekoTopoM ftp-, http-caiiTe, Tak 1 B NokanbHOM UM CETEBOM KaTarore.

Bbibop ucToyHMKa 0BHOBREHWIN NPOU3BOAUTCS Ha 3aknagke MCTOYHUK OGHOB-
neHun (cm. puc. 52).

Hactpokia o 6HOB/IE HMA

MCTOqHME 0BHOENEHHE |'ﬂ'on0an1Tean0

Cepeepel obHOENSHMA "MabopaTopkk Kacnepckora” | | AofaemTh. ..

[] 234aTe MecTONONOHEHHE (He HCNONE30EATE SETOOMPEASNEHHE)

@ Cnpabka | ’ OTHEHE

PucyHok 52. Bbibop nctoyHuka o6HoBneHnm

Mo ymonyaHuio Cnncok COAepXMT TONbKO cepBepbl obHoBNeHnn «JlabopaTtopun
Kacnepckoro». Cnncok cepsepoB He AOCTYNeH AN pefaktuposaHus. B npouec-
ce obHoBneHusa AHTuBupyc Kacnepckoro obpalyaeTtcsa K 4JaHHOMY CMMCKY, BblOu-
paeT nepBbIi MO MOPSAKY agpec cepBepa U NbiTaeTcs 3arpy3uTb C Hero obHOB-
nenus. Ecnn BeINoNHNTL 06HOBNEHWE C BbIGpaHHOrO agpeca HEBO3MOXHO, Npu-
noxeHve obpalyaeTtcsa K criegylolemy no CrvcKy cepBepy M BHOBb NblTaeTcs
nonyuutb obHoBNeHus. Agpec cepBepa, ¢ KoToporo 6ygeT nponssedeHo 06HOB-
neHvie, aBTOMaTU4eCKN MOMECTUTCA B Havano cnucka. lMpn oyepegHom OBHOB-
neHun c cepsepoB «JlabopaTopun Kacnepckoro» npurnoxeHne B nepeylo oye-
peab 06paTUTCA MMEHHO K TOMY CepBepy, C KOTOPOro B npeabiayLnin pas 6bino
BbIMOTHEHO yCneLHoe 0bHOBMNEHNME.
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Ymobbl 06HOo8MeHUE PouU38oduUIock C HEKOMOpoeo ftp-, http-calima,
1. Haxmwute Ha kHonky [lo6aBUTB.

2. Bblbepure ftp-, http-caiit B okHe BbIGOp MCTOUYHMKA OOGHOBREHUIM Nnn
ykaxuTe ero IP-agpec, cumonsHoe uvs nnum url-agpec B none Ucrou-
HUK. [pu BbIGOpE B KayecTBe UCTOYHMKA OBHOBMNEHWUA HekoToporo ftp-
pecypca [OMycKaeTCs yKasaHWe napameTpoB asTopu3aumu B url-
agpece cepBepa B dopmare ftp://<umsa nosnb3oBaTe-
Ns1>:<Naponb>@<x0CT>:<nopT>.

BHumaHue!

Ecnun B ka4yecTBe MCTOYHMKA OOHOBMNEHUS BbIOpaH pecypc, pacrnonoXeHHbI BHE
nokanbHoM ceTu, ans o6HoBMNeHNss HE06Xo0ANMO COeaANHEHNE C UHTEPHETOM.

Ymobbl 06HoBIAME NPUIOKeHUe U3 HEKOMOoPO20 Kamasioaa,
1. HaxmwuTte Ha kHonky [lo6aBUTb.

2. Bbibepute katanor B okHe Bbl6op uctoyHnka o6HOBNEHUIA 1K BBe-
AVTE MONHBIA NyTb K HEMY B none UCToOYHUK.

AHTMBUpYC Kacnepckoro foGaBnsieT HOBbIA MCTOYHMK OGHOBMEHWUA B Havarno
cnucka 1 aBTOMaTUYECKU BKIHOYAET €ro MCMosfib3oBaHUe — ycTaHaBnMBaeT psi-
O0M C HUM (PraxoK.

Ecnun B kayectBe MCTOYHMKOB OOHOBMNEHUI BbIOpAHO HECKOMNbKO pecypcos, TO B
npouecce OGHOBINEHWUs1 NpuroxeHne obpaliaeTcsi K HAM CTPOro Mo CMUCKY W
obHoBMsiIeTCA C NEPBOro AOCTYMHOIO UCTOYHUKA. Bbl MOXeTe NOMEHATb NOpsiAoK
CneaoBaHNsi UCTOYHUKOB B CMIMCKE C MOMOLLbHO KHOMOK BBepx / BHU3.

PenaktupoBaTb CNUCOK MCTOYHMKOB Bbl MOXETe Mo kHorkam [lo6aButb, U3me-
HUTb, Yaanutb. CepBepbl oOHOBReHuin «Jlabopatopum Kacnepckoro» — 37O
€OVHCTBEHHBIN NCTOYHWK, HEOOCTYNHBIN ANst peAaKTUPOBaHUS U yaaneHus.

Ecnun B kayecTBe MCTOYHMKA OBHOBNEHUI Bbl UCMONb3yeTe cepBepbl OOHOBME-
HuU «JlabopaTopun Kacnepckoro», Bbl MOXeTe BblbpaTb npeanoyvTuTensHoe ang
BaC MECTOMOJSIOXKEHME cepBepa Anga 3arpy3km obHoBneHuin. «Jlabopatopusa Kac-
nepcKoro» MMeeT cepBepbl B HECKOMbKMX CTpaHax Mupa. Beibop reorpadmyecku
6nivxarnero Kk Bam cepBepa obHoBneHust «Jlabopartopumn Kacnepckoro» nomo-
XEeT COKPaTUTb BPEMS U YBENNYNTb CKOPOCTb MOMy4eHUss OOHOBMEHWN.

[ns BbiGopa Gnuxanwero cepeepa ycTaHOBUTE (HNaXOoK 3aAaTb MecTono-
noxeHuwe (He ucnonb3oBaTb aBToONpeAeneHne) 1 B PackpbiBaOLWEMCS Chu-
cke BblbepuTe Gnvkanwylo K Bawemy TeKyLLeMy MeCTOMNOMNOXEHUI0 cTpaHy. Ec-
nn NaxoK ycTaHoBMeH, TO obHoBneHne BygeT MpPoM3BOAMTLCS C YY4ETOM Bbl-
6paHHOro B cnuncke permoHa. 1o ymonyaHuio pnaxok CHAT n npu o6HOBNEHWM
ucnonb3yetca MHMOpPMaUUs O TeKyleM pernoHe M3 peectpa OnepalyoHHOWN
cuCTeMbl.
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13.3.2. Bbi60op pexxuma n npegmMmera
oGHOoBNEeHus

BaxHblM MOMEHTOM B HacTpouke 0o6HOBNEHUA NPUNOXeHna ABnaeTca onpene-
neHne npegmMmeTta 0BGHOBNEHUA U pexunma 06GHOBMEHUS.

MpeameTr o6HoBNeHus (cM. puc. 53) onpegensieT, 4To UMeHHO GyneT OGHOB-
NATbCHA:

e 6asbl NMPUNOXeHnA;

e ceTeBble ApanBepbl, obecnedmBatome YHKLMOHANBHOCTL ANA nepe-
XBaTa ceTeBoro Tpadmka KOMMNOHEHTaMM 3aLUNThI;

e MOAynu NPUNOXEHUA.

Basbl npunoxeHus n ceTesble ApanBepbl 0OGHOBNAIOTCS BCEraa, a nporpaMmmHble
MOZYNN TONbKO B TOM Cly4ae, eCnn yCTaHOBINEH COOTBETCTBYHIOLLMIN PEXUM.

MNapaveTpel nBHOBNEHKMA

OBHOENATE MOAY M NPHAOHEHA

Hactpofika. ..

PucyHok 53. Beibop npegmeTta ob6HoBnEHNs

Umobnbl 8 npouecce 0bHOBMEHUSI Ha 8aW KOMIbOMep Konupoeanuck U ycma-
Hasrnueanucb 06HosneHuUss Modyrnel NPUOXeHUs,

OTKPOWTE OKHO HACTPOWKM NpUIoXeHusi, Bbibepute pasgen obHoBneHne 1
ycTtaHoBuTe chraxok ¥ OGHOBRATL MOAYNN NPUITOXKEHUSA.

Ecnu Ha JaHHbIi MOMEHT B UCTOYHWUKE MPUCYTCTBYEeT OBHOBEHNE MOAY-
new NpUNOXeHWsl, Ha BalleM 3kpaHe GydeT OTKPLITO chneuuarnbHOe OKHO,
cofiepKalllee onucaHne BCEX TEKYLUMX U3MEHEHWUI B MOAYNSX Mpurioxe-
HUsi. Ha ocHoBaHUM Takoro onucaHusi Bbl CMOXETE caenath BblBOA, Tpe-
OyeTcsa ycTaHaBnuBaTb faHHOE OGHOBIEHWE UKW HET.

Pexvm oGHoBneHusa npunoxenusa (cm. puc. 54) onpepenser, kakum obpasom
OyneT npou3BoauTbCA 3anyck obHOBMeHus. Bbl MoxeTe BbiGpaTb OOuH M3 cne-
OYIOLWKMX pexumoB B 6rioke Pexxum 3anycka:

(&) ABTOMaTMueCKM. AHTMBUpPYC Kacnepckoro c¢ 3agaHHOM NepuOAUNYHOCTBLIO
NnpoBepsieT Hanuune naketa OOHOBMEHUN B WCTOYHUKE OOBHOBIEHWUA (CM.
n. 13.3.1 Ha cTp. 161). MNpn obHapyxeHnn cBexmx 06HOBNEHWIA NPUITOXEHNE
CKaymBaeT VX U yCTaHaBNMBAET Ha KOMMbIOTEP. Takon pexum obHoBneHus
NCMoMb3yeTcs MO YMOMYaHMIo.
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Ecnu e ka4ecmee ucmoyHuKka ebibpaH cemesol pecypc, AHTuBupyc Kac-
nepckoro 6yaeT npov3BoauTb MOMbITKY OGHOBMNEHUS Yepe3 UHTepBarl, yka-
3aHHbIM B npeablgyliem nakete obHoBneHwn. VI3 nokanbHOro MCTOYHMKA
0GHOBMNEHWE NPOU3BOAUTCS C UHTEPBAsioM, yKasaHHbIM B npeablayLiemM na-
KeTe oOHOBNEHMI. Takasi BO3MOXHOCTb MO3BONIAET aBTOMATUYECKU perynu-
poBaTb YacToTy OOHOBMEHWI B Criydae BUPYCHbIX aNMAeMWUiA U ApYyrnx onac-
HbIX cuTyauui. NpunoxeHue cBoeBpeMeHHO OyaeT nonydaTtb camble Mo-
cnepgHvne obHoBneHusa 6a3 1 Moaynen NPUNOXEHUs, YTO UCKIKYUT BO3MOX-
HOCTb NMPOHUKHOBEHMS OMacHbIX NPOrpaMM Ha Ball KOMMbOTEp.

Pexrm zanyoka

(%) ABTOMATHMUECKH
) Eawaeii 1 aeHe
O Bpyryra

PucyHok 54. Beibop pexuvma 3anycka 06HOBNeHUst

® no pacnucaHuto. OGHOBNEHNE NPUNOXEHNS MPOU3BOAUTCS B COOTBETCTBUM
C YCTaHOBMEHHbIM rpadmkoM. Ecnv Bbl XOTUTE NEPEnTU Ha TaKOW PeXnMm
0BHOBIEHUS], TO MO yMOn4aHuio Bam ByaeT npeanoxeHo NpoBoAnTbL OBHOB-
neHve pas B AeHb. YTobbl cdhopmmpoBaTh Apyroe pacnucaHve, HaxMuTe Ha
KHONKy M3MeHUTb psaoM C Ha3BaHWMEM pexuma U B OTKPbIBLUEMCS OKHE
npov3BeauTe COOTBETCTBYIOLME M3MeHeHus (nogpobHee cm. n. 6.7 Ha
cTp. 67).

® Bpy4Hyto. B atom criyyae Bbl camOCTOATENbHO 3anyckaeTe obOHOBMNeHue
npunoxenns. AHTMBMpyc Kacnepckoro o6a3aTensHO yBeAOMUT Bac 0 Heob-
XOAMMOCTN OOHOBMNEHUS.

13.3.3. KonupoBaHue o6HOBNeHMn

Ecnn gomaluHve komnbloTepbl 06beAUHEHbI B NTOKaNbHY CeTb, HET Heobxoau-
MOCTW CKaumBaTb W yCTaHaBNMBaTb OOHOBMNEHUSI Ha KaXObl U3 HUX OTAEMNbHO,
NOCKOSbKY B 3TOM Cryvae yBenuymBaeTcs ceTeBow Tpaduk. Bbl moxeTe Boc-
nonbL30BaTbCA CEPBMCOM  KOMMPOBAHMSA OOHOBMEHWA, KOTOPLIM MO3BONSAET
YMEHbLUNTb TpaduK 3a CYET TOro, YTO nNpoueaypa nonyyvyeHuss 0GHOBMNEHU opra-
HU30BaHa crneaywmm obpasom:

1.  OOuH 13 KOMNBIOTEPOB CETU NOMy4aeT nakeT OOHOBNEHWI MPUNOXEHMS
¢ Beb-cepBepoB «JlabopaTtopun Kacnepckoro» B uHTEpHETE NNbO ApY-
roro Beb-pecypca, cofepallero aktyanbHbin Habop o6HoBneHuin. lMo-
nyyeHHble 0OHOBMEHNS NMOMELLATCs B Nanky obLero gocryna.

2. [pyrve KoMnbloTepbl CeTU ANs MnonyvyeHuss oGHOBNEHWUI MPUNOXKEHNS
obpaluatoTcs Kk nanke obLero gocryna.

[na nogknioveHns cepByca KONMpoBaHUs OOHOBNEHWN Ha 3aknagke [ononHm-
TenbHO (CM. puc. 55) yctaHoBute dnaxok ¥/ KonupoBaTb B nanky u B nosne
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HWXe yKaxuTe nyTb K nanke obuwiero gocTtyna, kyaa OyayT nomewiarbcs nony-
YeHHble oBHoBreHus. NyTb MOXHO BBECTU BPY4YHYO NBO BbIGpaTh B OKHE, OT-
KpbiBaloLwemMcs no kHornke O63op. Ecnu cnaxok yctaHOBNEH, Npu Nomy4yeHun
HOBbIX OBHOBMEHWI OHM ByAyT aBTOMAaTUYECKN CKOMMPOBAaHbI B AAHHYIO NarkKy.

O6patute BHMMaHue, 4to AHTMBMpPYC Kacnepckoro 7.0 nonyyaeT C cepBepoB
«JlabopaTtopun Kacnepckoro» Tonbko COGCTBEHHbIV NakeT 0OHOBINEHWIA.

acTpoiKa 0GHOBIE HHA

MCTOuHME GBHOENEHMA | AON0HHTENEHD

[ 3anyck sanaum oT vuetl

@ Cnpabka [ ok l[ OTHEHS ]

PucyHok 55. Hactpoiika cepBrca KonnpoBaHusi OOHOBEHWI

Ons Toro 4ytobbl Apyrme KOMMblOTEPbl ceTn OOHOBMANUCH M3 Marnku, copepxa-
LLlei CKOMMPOBaHHbIE U3 UHTepHeTa OBHOBMNEHWS, HeO6XOAMMO BbIMOMHUTL Cre-
AyloLmne gencTens:

1.  OTKpbITb OBLLMIA 4OCTYN K 3TON Narke.

2. Ha komnbloTepax ceTu B HacTpoWkax cepBuca OGHOBMEHUA yKasaTb
nanky o6Lero 4ocTyna B Ka4ecTse UCTOYHMKA OGHOBIEHMS.

13.3.4. lencrema nocne o6HoBNeHus
NPUNOXXEeHUA

Kaxpgoe obHoBrneHne 6a3 NPUNOXeHnA coaepXnT B cebe HoBble 3anucu, No3Bo-
nawwne 3amatb Ball KOMNbOTEP OT NOABUBLUNXCA HE4aBHO Yrpos.
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Cneumnanuctel «Jlabopatopumn Kacnepckoro» pekoMeHaylT Bam cpady nocne
obHoBnEHNSA NpUNoXeHna nNpoBepATb O5'beKmbI, rnoMew,eHHble Ha KapaHmuH, 1
06beKmbI agmoa3arnycka.

Moyemy MMEHHO 3TN 06 BEKTHI?

Ha kapaHTVH nomeLlarTcs 06BbEKThI, MPU MPOBEPKE KOTOPbLIX HE YAANOCb TOYHO
onpenennTb, KakKMMu BPEAOHOCHbIMY NporpaMmmMamMy OHW nopaxeHsl (cM. n. 15.1
Ha cTp. 171). Bo3amoxHO nocne obHoBneHus 6a3 AHtuBupyc Kacnepckoro cmo-
)KET OIHO3HAYHO onpeaenuTb ONacHOCTb U 00e3BpeanTh ee.

Mo ymonyaHuio NpunoXxeHve nNpoBepsieT 00bEKTblI HA KapaHTWMHE Nocne KaXaoro
o6HoBneHus. Pekomengyem Bam nepuvoguyeckn npocmatpuBaTb OOBLEKTbl Ha
KapaHTuHe. B pesynbTaTe NpoBepKkM y HUX MOXET M3MeHUTLCS cTaTyc. Pag o6b-
€KTOB MOXHO ByaeT BOCCTaHOBUTb B MPEXHEEe MECTOMNOMNOXEHVNE U NPOAOIKUTb
paboTy C HUMMU.

Y7106bl OTMEHWUTb MPOBEPKY OOLEKTOB HA KapaHTUHE, CHUMUTE (raXxok
I'Ipoaepm'b c¢hannbl Ha KapaHTMHe B Onoke [encTtBue nocrne oGHoBne-
HUs.

OO6bekTbl aBTO3anycka SABMATCA KpUTUYeckon obnacTelo B KOHTekcTe Hesonac-
HOCTW Ballero komnbloTepa. Ecnu gaHHas obnacTte 6yaeTt nopaxeHa BpedoHOC-
HOWM MporpammoMn, TO, BO3MOXHO, BaM [axe He yAacTcs 3arpy3vTb onepaLmoH-
Hylo cucTemy. [1na npoBepkn gaHHon obnactn B AHTMBMpPYce Kacnepckoro ectb
BCTPOEHHas 3ajada MnpoBepkn ob6bekToB aBTosanmycka (cm.lmasa 11
Ha cTp. 136). PekoMmeHayeM HacTpoUTb aBTOMATUYECKUIA PEXMM 3anycka LaHHOW
3adaum nocne kaxaoro obHoBneHus 6as (cm. n. 6.7 Ha cTp. 67).



rNABA 14. YNIPABJIEHME
KJTIOUAMMU

B0O3MOXHOCTb MCNONb30BaHUSA AHTVIBVIpyca Kacnepckoro onpegensetca Hanu-
ynem d)aana Krtoya. Kniov npegoctaBnaeTca BaMm Ha OCHOBaHUU NOKYMKK npo-
OYyKTa 1 gaetT npaBo UCNOJ1b30BaTb NPUIOXKEeHUe CO AHA YCTaHOBKM KIko4a.

Bes kntova B cnyyae, ecnv He BbINO akTMBaLMM NPOGHOW BEPCUMN MPUIOXKEHWS,
AnTuBMpyc Kacnepckoro 6yget pabortatb B pexume — ogHO obHosneHue. B
AanbHenweM HoBble 06HOBMNEHNS NPON3BOAUTLCA He ByayT.

Ecnu 6bina aktnBmpoBaHa npobHas Bepcus NPUIOXeHUs, TO Nocne 3aBepLleHmns
Cpoka ee ucnonb3oBaHus, AHTUBMPYC Kacnepckoro paboTtaTtb He ByaerT.

Mo oKOHYaHMKM CpoKa AENCTBUS KOMMEPYECKOro Kroya (OYHKLMOHANBHOCTb Npu-
NOXeHNs COXpaHseTCcs 3a WUCKIMYeHNeM BO3MOXHOCTU obHoBNeHns 6as npwumo-
XeHus. Bbl no-nmpexHeMy MoxeTe NpoBepATb Ball KOMMbOTEpP MOCPeACTBOM
3ajay noucka BMPYCOB M MCMOMb30BaTb KOMMOHEHTb! 3aliMTbl, HO TOMbKO Ha
ocHoBe 6a3, akTyanbHbIX Ha AaTy OKOHYaHWsi cpoka AencTeus kmtoyva. Cnegosa-
TEnNbHO, Mbl HE rapaHTMpyem BaM CTOMPOLEHTHYI 3alUuTy OT HOBbIX BMPYCOB,
KOTOpble NOABATCHA NOCNe OKOHYaHUS AeNCTBUS Kova.

YT06bl M3bexaTb 3apaxeHusi Ballero KoMnboTepa HOBbIMWU BMPYCamu, Mbl pe-
KOMeHOyeM BaM MpoAnuTb KMoY Ha ucnonb3oBaHue AHTUBMpYca Kacnepckoro.
3a [ABe Hedenu 40 UCTEYEHUS CpoKa AENCTBUS KMoYa NpUnoXeHue yBeaoMnsieT
Bac 06 aToM. B TeueHve AByx Hefenb Npu KaX4oOM 3anycke NpUoXeHUs Ha K-
paH BbIBOOWUTCS COOTBETCTBYHOLLEE COOBLLEHME.

WHdopmauma o6 ncnonb3yemom kntoye npeacrtaBrneHa B pasgene AKTuBauums
(cm. puc. 56) rmaBHOro okHa npunoxeHus. B 6noke YcTtaHoOBMeHHble KMHOYU
yKkasaH HoOMep Kn4ya, ero Tun (KoMMepyveckun, npobHein, Ana 6Geta-
TECTMPOBaHUA), OrpaHUYEHNE KONUYECTBA KOMIMbIOTEPOB, HA KOTOPBLIX MOXHO
MCNoNb30BaTh AAHHbIV KoY, AaTa OKOHYaHMS CpoKa AENCTBUS KIKoYa U Konnye-
CTBO AHeW [0 aTou Aatbl. Ang npocMoTpa SONOSHUTENbHOW MHopMauun Boc-
nonb3ynTech cCblfkon [oCMOTPeTb AeTanbHY MHAOPMALIMIO O KioYax.

YTto6bl 03HAKOMUTLCA C ycnoBmaMn NnUUEH3NOHHOIo cornaweHna Ha ncnonb3o-
BaHME NpPUNoXeHusa BOCI'IOJ'Ib3y17ITECb ccbinkon [1poCMOTPETL NNLEH3NOHHOE
cornaweHuve. [inga yoaneHusa Knova U3 cnncka HaxmMuTe Ha CCbIJIKy ygaﬂVITb.

Ans npuobpemeHus Knda unu rnpodneHusi cpoka e2o delicmeusi 8bIrnofIHUMe
cnedyruwee:

1. TlpuobpeTnTe HOBbLIM KoY. [ns 3TOro BOCMONb3yWTECh CChINKON BE6-
MpuoBpecTn HOBbLIV KNty (B Criydae ecrnu npuroXeHne He ObINo akTu-
BMpoBaHo) unu [lpoanuTb CPoOK AencTBust knioya. Ha oTKpbIBLUEencs
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cTpaHuue Bam 6ygeT npegocTtaBneHa nonHas uHdpopmauusa o6 ycnosu-
SIX MOKYMNKW KNtova yepes uHTepHeT-marasuH «Jlabopatopumn Kacnepcko-
ro» nnMbo y napTHepoOB KOMMaHWK.

Mpu nokynke yepes MHTEPHET-mMarasuH No gakTy onnaTtbl Ha SNEKTPOH-
HbIN afpec, ykasaHHbIi B hopmMe 3aka3a, BaM OygeT otnpasneH chann
Kntoya nmbo Kof, akTUBaLMK NPUMOXKEHUS.

2. YcrtaHoBuTe KoY. [ns 3TOro BOCMOMb3YyMTECH CCbIIKOW YCTaHOBUTb
KoY B pasgene AKTMBaUMA rmaBHOro okHa AHTuBMpyca Kacnepckoro
nmnbo KomMaHoon AKTUBALMA KOHTEKCTHOrO MEHK npunoxenus. B pe-
3ynbTaTe GygeT 3anylieH mactep aktmeauum (cm. n. 3.2.2 Ha cTp. 36).

=
AxTneayus
=
|3 F.nHoy ofecneumEseT NoNHOMYHKLHOHANEHYH patoTy

'—J APHA2#EHHMA, & TaK¥E NP2A2CTAENAST BaM NPSED HA
OGHOENEHME MNPHA0¥EHKA M TEXHHMYECK YR NOAAEDHEY

YCTAHOBAEHHEIE KAHYM
O000-000000 -000000000 FOMMEPYECKMIA Ha 1 KOMMERITED

CpoK AEeACTBMA KNoda weTekaeT 02.05.2008

ocTanoce 357 gHel.

=) MpoANUTb CPOK ABHACTEWA KMOYa

MEepEATH K NPOANEHHHD KNHHA B HHTEPHET-MaraskHe "NabopaTopkm
Kacnepckorao”.

Y¥CTEHOEMTE KN | nDDCNDTDBTb NHUEHZHOHHOE COrNaWEHHE

=3 MNMoOCHMOTPETD AETANbHYHD WHBOPMALLFID O KMoYax
POk ASACTEWA BALED KIKIUE METEKABT YBpES 357 AHEl,
¥AanMTE KAKY

PucyHok 56. YnpasneHue knoyamu

PerynapHo «Jlabopatopus Kacnepckoro» npoBOAMT akuuu, MO3BOMsoLne
NpoaNTb NINLIEH3NIO HA UCMOSb30BaHNE HaLLMX NPOAYKTOB CO 3HAYUTENbHLIMN
ckngkamn. Cnegute 3a akumsmin Ha Beb-cante «Jlabopatopum Kacnepckoro» B
pasgene MpoaykTbl 2 AKuMM U cneunpennoXeHus.




rNMABA 15. AONOJIHUTEJIbHbLIE

BO3MOXXHOCTM

MoMrMMo obecneveHns 3awuTbl BalMX AaHHbIX npunoXxeHune obrnapaet pgonon-
HUTEINbHbIMN CepBUCaMu, paclumparolwMMnU BO3MOXHOCTU pa6OTbl C AHTVIBVIpy-
com Kacnepckoro.

B npouecce paboTbl NpunoxeHne NOMELLAET HEKOTOPble 0OBEKTLI B creuuarb-
Hble xpaHunuuwa. Llenb, koTopasi npu aTom npecnegyeTcsi, — obecneynTb Mak-
CMMarbHYI0 3aLWMTy AaHHbIX C MUHUMArbHLIMU MOTEPSIMMU.

Pe3epBHoe xpaHunuilie cogepXuT Konuu ObBbeKToB, KoTopble Oblnn u3-
MeHeHbl UMK yaaneHsl B pe3ynbrate paboTbl AHTMBMpYca Kacnepckoro
(cm. n. 15.2 Ha cTp. 175). Ecnn kakon-nmbo obbekT coaepxan BaXKHYHO
ANs Bac MHQOPMaLMIO, KOTOPYIO He YAanocb MOMHOCTbIO COXPaHWUTb B
npowecce aHTUBMPYCHOM 06paboTKM, Bbl BCErga CMOXeTe BOCCTAHOBUTb
0OBEKT U3 ero pe3epBHON KONuu.

KapaHTUH coaepXuT BO3MOXHO 3apaXeHHble 06beKTbl, KOTopble He yaa-
nocb o06paboTatb C MOMOLUBIO Tekywen Bepcun 6as NpUNOXeHUs
(cm. n. 15.1 Ha cTp. 171).

PeKomer,yeTc;l nepuoan4yeckn npocmatpuBaTb CrMUCKK 00BEKTOB, BO3MOXHO
HEKOTOpPbl€ N3 HUX YXKe HeaKTyallbHbl, a HEKOTOPbI€ MOXHO BOCCTaHOBUTb.

YacTb cepBMCOB HanpasfeHa Ha MOMOLLb B pa60Te C nNpunoXxexHnem, Hanpumep:

Cepsuc Cnyx0bl TEXHNYECKON NoaaepKkn obecneynBaeT BCECTOPOHHIOK
novowb B pabotre c AHTuBMpycom Kacnepckoro (cm. n. 15.10
Ha cTp. 206). Okcneptbl «JlabopaTtopum Kacnepckoro» nocrapanvcb
BKITIOYNTb BCE BO3MOXHbIE CMocoObl obecneyeHns NoaaepKKu: OH-NanH
nogaepxka, popym nono3osartenen, basa sHaHun.

CepBuc yBegomneHnin 0 cobbITUAX NOMOraeT HacTpamBaTb OMOBELLEHME
nonb3oBaTene 0 BaXHbIX MOMeHTax B paboTe AHTuBMpyca Kacnepckoro
(cm. n. 15.9.1 Ha cTp. 198). 310 MOryT 6bITb Kak cobbITUS MHPOPMALMOH-
HOro xapakTtepa, Tak W ownbku, koTopble TpebyT Be3oTnaratensHoro
YCTPaHeHwus, 1 3HaTb O HUX KpawiHe BaXHO.

CepBuc camo3almnTbl MPUMOXEHNA N OrpaHnyeHns goctyna Kk pabote c
HUM obecneymBaeT 3awnTy COBCTBEHHbIX PanroB NPUMOXEHNS OT U3Me-
HEHNS N MOBPEXOEHWS CO CTOPOHbI 3MOYMBbILLNIEHHMKOB, 3anpeLiaeT
BHELLHee ynpaBneHue cepBucaMmn NPUIoXeHUs, a Takke BBOAWT pasrpa-
HUYeHne npaB ApYrnx nonb3oBaTenen Ballero KOMnbTepa Ha BbIMOSHe-
HWe HekoTopbIX AencTBun ¢ AHTMBMpycom Kacnepckoro (cm. n. 15.9.2
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Ha cTp. 201). Hanpumep, nameHeHne ypoBHS 3aLLMTbl MOXET 3HauYuUTeNb-
HO NOBNUATL Ha 6e30nNacHOCTb NHAOPMALIMK Ha BalLeM KOMMbloTepe.

e CepBuC ynpaBneHuss KOHUrypaumen npunoxeHnss obecneyvBaeT co-
XpaHeHue napameTpoB paboTbl NPUIIOXEHUSI N NepeHeceHe UX Ha Apy-
rme komnbioTepbl (cM. n. 15.9.3 Ha cTp. 204), a Takke BOCCTaHOBMNEHUE
napameTpoB No ymonyaHuio (cM. n. 15.9.4 Ha ctp. 205).

Tarke npunoxeHne npegocraenser noapobHble otyetbl (cm. n. 15.3 Ha
cTp. 177) o paboTe BCEX KOMMOHEHTOB 3aLUMThI U BbINOMHEHUN BCEX 3a4a4 NOUC-
Ka BUPYCcOB, OGHOBNEHUS.

dopmMmrpoBaHMe cnmncka KOHTPONMPYEMbIX MOPTOB MO3BONSIET PEryNMPOBaTh KOH-
Tposnb NOCTyNaloLLen 1 nepegaBsaeMoi Mo HAM UHAOPMaLMM HEKOTOPbIMU KOM-
noHeHTamu 3awmtbl AHTUBMpYca Kacnepckoro (cMm. n. 15.4 Ha cTp. 185). Ha-
CTpolika napaMeTpoB-Npokcu cepeepa (cM. n. 15.7 Ha cTp. 193) obecneunBaeT
AOCTYN NPUMNOXEHUSA K MHTEPHETY, YTO BaKHO AN paboTbl HEKOTOPLIX KOMMO-
HEHTOB MOCTOSAHHON 3aLuUThbl, U OGHOBNEHNS.

CosgaHne Oucka aBapuiAHOrO BOCCTaHOBIIEHMS MO3BOJSISIET BOCCTaHABNMBATb
paboTocnoco6HOCTL KOMMbOTEPa Ha YPOBHE, NPeALUeCcTBYHOLEM 3apakeHWio
(cm. n. 15.4 Ha cTp. 185). 310 ocobeHHO MonesHo B cuTyauumu, Korga nocrne no-
BpEXOEHUSI BPEOOHOCHbLIM KOIOM CUCTEMHbIX (haiifioB HEBO3MOXHO MPOU3BECTU
3arpysky ornepaumoHHOM CUCTEMbI KOMMNbIOTEPA.

Bam Takke npegocTtaBnseTcss BO3MOXHOCTb U3MEHSATb BHELUHWUI BUA AHTUBUPY-
ca Kacnepckoro 1 HacTpavBaTb NapameTpbl TEKYLLEro nHTepdenca npunoxeHns
(cm. n. 15.7 Ha cTp. 193).

PaccmoTpum nogpobHee Bce nepeyncreHHbIe CePBUCHI.

15.1. KapaHTUH BO3MOXHO
3apaXeHHbIX 06beKToB

KapaHTMH — 9TO cneunanbHoOe XpaHunuuwe, B KOTOpoe nomMellarTcA 00BbEeKTbI,
BO3MOXHO 3apaKeHHble B1UpycamMu.

B03MOXHO 3apa¥eHHble 06BLEeKTbl — 3TO 0GbEKThI, NoA03peBaeMble Ha 3apa-
XEHWe Brpycamu Ui ux MoandmkaLmsMu.

MNoyeMy 803MOXHO 3apaxeHHble? He Bcerga MOXHO OJHO3HAYHO OMNpedenuTb,
ABNAETCA OOBEKT 3apaXeHHbIM UK HeT. MpuunHbl MoryT BbITh CrneaytoLme:

e Koo aHanusupyemoceo obbekma rnoxox Ha u3geecmHyr yepoiy, HO 4ac-
MUYHO U3MEHEeH.

Basbl NnpunoxeHust cogepxar Te yrpo3bl, KOTOpPbIE Ha HacTosiLee BPEMSI
n3dyyeHbl cneunanuctamn «Jlabopatopum Kacnepckoro». Ecnn Bpepgo-
HOCHas nporpamma n3meHsietTcs u B 6a3bl 3T 3MEHEHUs elle He BHece-
Hbl, TO AHTUBMPYC Kacnepckoro oTHeceT 0OBbEKT, NOPAXKEHHbIA U3MEHEH-
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HOW BPEOOHOCHOW MPOrpamMmoi, K BO3MOXHO 3apaKeHHbIM obbekTam u
065A3aTenNbHO YKaXeT, Ha KaKyto Yrpo3y Nnoxoxe 370 3apaxeHue.

e K00 obHapyxeHHO20 obbekma HaroMuHaem o cmpykmype epedoHOC-
Hyto npoepammy, oO0Hako 8 6a3ax npurioXeHuUs Hu4deeo nodobHo20 He
3aghukcuposaHo.

BrnonHe BO3MOXHO, Y4TO 3TO HOBbIN BUA yrpo3, noatoMmy AHTMBMpPYC Kac-
NepcKoro OTHOCUT Takon OOBEKT K BO3MOXHO 3apaKeHHbIM 06 bekTaMm.

MopospeHune danna Ha NpUCYTCTBYE B HEM BUpYCa onpeaenseTcs aspucmuye-
CKUM aHanu3amopom Koda. JTOT MexaHu3M AOCTaTOYHO 3(PEKTUBEH U OYEHb
peako NpUBOAUT K NMOXHBIM cpabaTbiBaHUSIM.

Bo3MOXHO 3apaxeHHbIi 0O bEKT MOXET OblTb OGHapYXKEH 1 NMOMELLEH Ha KapaH-
TWH B NpoLecce noucka BUpYycoB, a Takke dannosbiM AHTUBUPYCOM, MoYTOBBIM
AHTMBMPYCOM 1 [1pOaKTUBHOW 3aLLUTOMN.

Bbl camu MoxxeTe NOMeCTUTb OOBEKT HA KapaHTWH, BOCNONb30BaBLUUCH CCbINIKOM
KapaHTuH B crneuuanbHOM yBeAOMIEHMM, KOTOPOE OTKPbIBAETCS Ha dKpaHe Ba-
Lero KoMnboTepa npu obHapy>XeHUn BO3MOXHO 3apaKeHHOro o6bekTa.

|_|pl/l nomeLLeHnn obbekTa Ha KapaHTUH BbINONTHAETCA ero nepeMelleHune, a He
KonmnpoBaHue: 06bekT yoandaeTca ¢ gucka nnnm U3 no4YTtoBoro coo0LeHns 1 co-
XpaHAeTCA B KapaHTUHHOM KaTanore. dannbl Ha KapaHTUHE XpaHATCA B cneuun-
anbHoM cdopMaTe 1 He NpeaCcTaBnsitoT ONACHOCTY.

15.1.1. [lencrBua c o6beKkTamm Ha
KapaHTUHe

Ob6Lee konu4ecTBO OOBEKTOB, NMOMELLEHHbIX HA KapaHTWH, NPMBOAUTCH B pas-
aene OTyeTbl U hannbl AaHHbIX IMTABHOMO OKHa MpuUIoXeHusi. B npaBoi vyactu
rMaBHOro OKHa eCTb creumanbHbi 6nok KapaHTuH, oTobpaxatoLwmii:

® KONMMYECTBO BO3MOXHO 3apa)kEHHbIX OOBLEKTOB, OOGHApPYXEHHbIX B MNpO-
Lecce pabotbl AHTMBUPYca Kacnepckoro;

e TEeKyLMIn pasmep XpaHunuiia.

30ech ke MOXHO yaanuTb Bce 0O6beKTbl kKapaHTuHa no cebinike OQumctutb. Obpa-
TUTE BHUMaHue, YTo Npu 3TOM ByayT Takke yaaneHbl o6bekTbl pe3epBHOro xpa-
HUNMLWa 1 hannbl OTYETOB.

Umobbl nepelimu k o6bekmam Ha KapaHmuHe,

BOCMOMb3yNTECh CCbINKOW KapaHTuH.
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Ha saknagke kapaHTuMHa (CM. puc. 57) Bbl MOXeTe BbIMONHATL cneayowme aen-

CTBUA:.

lMepeHocuTb Ha KapaHTUH dain, nogo3peBaeMblii BaMU Ha NpUCyTCTBME
BUpYyCa, HO He OBHapyXXEeHHbIA NpuUroXeHnem. [nsi 3TOro HaXxmute Ha
kHOMNKy [o6aBUTb U B CTaHOAPTHOM OKHE BbIOOpa YKaXWUTE HYXHbI
dann. OH 6yget gobaBneH B CnuCoOK co cTatycom dobasrieH rnonb3o8ea-

meJsieM.

nomeLleHns darnna Ha KapaHTUH.

Ecrnn Bpy4Hy0 NOMECTUTb Ha KapaHTUH dhann, KOTOpbIA Npu nocneayto-
el NpoBepKe OKaKeTCs He3apaXKeHHbIM, ero cratyc nocrie rnpoBepku
He cpasy byaeT n3MeHeH Ha oK. OTO MPOM30NAET TOMbKO eCcnn NpoBepka
npov3BoAMnacb Yepes HeKOTOpPoe BpeMs (He MeHee Tpex AHen) nocrne
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@ Bozmowno sapawen: Bupyc EICAR-Test-File (Moandmkauns)  Diei BoccraroanTe .. F12:39:06

@ BiozmoxHO sapaxen: supyc EICAR-Test-File (mogndmkauna)  Dilei OTMpEEATE . . F12:38:53

@ Ei0SMOMHO SapaseH: BMpyc EICAR-Test-File (Mogmdmrkaumna)  Diigi MposepuTs F12:35:45

@ Bozmowno sapawen: Bupyt EICAR-Test-File (moandmkauns)  Dilei AoBaEHTb... F12:39:00

@ BiozmoxHO sapaxen: supyc EICAR-Test-File (mogndmkauna)  Dilei n F12:33:09
OMCK. ..

BblaenmTe Bre
KonvposaTe

Bce oTueThl

COXPAHHTE K&k,

[ ¥aAannTE ] [ BOCCTAHOBHTE. .. ] [ J0GaEHTE. .. ]

@Engaana [ Naysa ][ CTon ][ JaKpeITh 1

PucyHok 57. Cnncok 06beKTOB Ha KapaHTUHe

MpoBepATb U NeYnTb C NCNONb30BaHNEM TeKyLIJ,eVI Bepcumn 6a3 npunoxe-
HUA BCe BO3MOXXHO 3apaXeHHble 06BbEKTbI KapaHTuHa. [1na aToro Haxmm-

T€ Ha KHOMKY MpoBepuThb BCe.




174 AHmueupyc Kacnepckozo 7.0

B pesynbtate npoBepku u neyeHus noboro obbekTa kapaHTMHa ero cra-
TYC MOXET U3MEHUTBCA Ha 3apaxeH, BO3MOXHO 3apaxeH, /I0XHoe cpa-
bamebigaHue, oK 1 ap.

CraTyc oGbekTa 3apaxeH 03Ha4vaeT, YTo OObekT Obin naeHTnUUMpoBaH
KaK 3apaKeHHbIW, HO BbINIEYNTb €ro He yaanocb. PekomeHayem Bam yaa-
NATb OOBEKTLI C TAKUM CTaTyCOM.

Bce 06beKTbl CO CTaTyCOM JI0HOE cpabambigaHue MOXHO 6e360A3HEHHO
BOCCTaHaBnMBaTb, MOCKOSMbKY MX MpendblayLunii cTaTyC 803MOXHO 3apa-
JKeH He Bbln NoATBEPXKAEH NPUINOXKEHMEM NPU NOBTOPHON NPOBEpPKe.

e BoccraHaenmeaTth havinel B katanor, 3aAaHHbIi nonb3oBaTenem, Unm ka-
Tanoru, oTKyAa OHW ObINu MepeHeceHbl Ha KapaHTUH (M0 yMOMYaHuio).
[na BoccTtaHoBneHuss obbekTa BblbepuTe €ro B CMUCKE M HaXMUTE Ha
kHonky BocctaHoBuUTh. [Mpu BocCTaHOBNEHNM OBBEKTOB, MOMELLEHHbIX
Ha KapaHTWH 13 apXMBOB, NMOYTOBLIX 6a3 u HannoB NOYTOBLIX POPMATOB
HeobXxoAMMO AOMONHUTENBHO yKasaTb KaTamnor, B KOTOpbIM OHM 6yayT
BOCCTaHaBMNMBaTbCS.

Coser.

PekomeHOyeMm BaM BOCCTaHaBnMBaTb TONbKO OOGBLEKTbI CO CTaATyCOM
JI0XXKHOe cpabamblgaHue, OK, 8bI1€YEH, NOCKONbKY BOCCTAHOBMNEHWE ApY-
X 06bEKTOB MOXET NPUBECTU K 3apaXkeHMWIo BalLero komnstotepa!

e YpanaTte Nnobon oBBbEKT KapaHTMHA unu rpynny BbiOpaHHbLIX OOBHEKTOB.
YpansinTe TONbko Te 0OBbEKTbI, KOTOPbIE HEBO3MOXHO BbINIeYUTb. [N To-
ro 4To6bl yaanuTb 00bEKTLI, BbIOEPUTE NX B CMIUCKE U HAXXMUTE Ha KHOMKY
Yoanutb.

15.1.2. HacTtpouka napamMmeTpoB KapaHTUHa

Bbl MoxeTe HacTpouTb napameTpbl (hOpMUPOBaHUS U paboTbl KapaHTuHa, a
VUMEHHO:

e 3apaTb pexvMm aBTOMaTUYECKOW MPOBEPKU OOBLEKTOB Ha KapaHTWUHe Mo-
cne kaxgoro obHoBneHns 6a3 npunoxexHus (nogpobHee cm. n. 13.3.3 Ha
cTp. 165).

BHumaHwme!

MpunoxeHne He CMOXET MPOBEPUTL 0OBLEKTbI KapaHTUHA cpa3sy nocre
obHoBneHus 6a3, ecny B 3TOT MOMEHT Bbl byaeTe pabotaTb C KapaHTU-
HOM.
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. OI'Ipe,D,eJ'IVITb MaKCMMarnbHbIN CPOK XpaHEeHUs 006BHEKTOB Ha KapaHTuHe.

Mo YMON4YaHUIO CPOK XpaHEeHUsA 0OBbEKTOB Ha KapaHTuHe cocTtasnseT 30
OHEeRn, No UCTEYEHUN KOTOpOro 00BbEKTDI yoanawTca. Bbl moxeTe name-
HUTb MaKCUMarsibHbI CPOK XpaHEHUS BO3MOXHO 3apaKeHHbIX 06BbEKTOB
Unn OTMEeHUTb Takoe orpaHn4yeHne BooOGLLe.

Lns amoeo:

1. OTKpoViTe OKHO HaCTPOWKN MpUNoXeHns n Bblbepute pasgen OTyve-
Thbl U parnbl AaHHbIX.

2. B 6noke KapaHTuH n Pe3epBHoe xpaHunuwe (cMm. puc. 58) ykaxu-
Te BPEMEHHOW Mmepuof, nocfie KOTOporo obbekThl, Haxoaswumecs B
XpaHunuiie, 6yayT aBToMaTU4eCKN yaaneHsoi.

HapaHTHH K PE3EpEHOE XPaHMAHLLE

¥ 4anATe o0 bEKTEI NOCAE 30 o | amed

PucyHok 58. Hactpolika cpoka xpaHeHWs 06 bekToB Ha KapaHTUHe

15.2. Pe3epBHble KONUU ONACHbIX
o6beKkToB

WHorga npu nevyeHnn ob6bEKTOB He yAaeTcs COXPaHWUTb MX LienocTHOCTb. Ecnin
BblNeYeHHbIV han cogepkan BaXxHyt0 MHOPMaLUMIo, N B pe3yrnbTaTte NeyeHnst
OHa cTarna HeJOCTYMHOWM MOMHOCTLI0 UMK YaCTUYHO, MOXHO NOMbITaTbCA BOCCTa-
HOBMWTb MCXOAHbIN OOBLEKT M3 ero pe3epBHO KOMUM.

Pe3epBHas Konusi — KONUSA OPUrMHANBHOrO OMAacHOro obbekTa, KOTOpaa co3aa-
eTCa Npn NnepBoM JnevYeHun mnn yoaneHmmn gaHHoro ob6bekTa U XpaHUTCA B pe-
3€PBHOM XpaHunuuie.

Pe3epBHOe XxpaHunuiule — 37O cneumanbHOe XpaHwnuiie, coaepxaliee pe-
3epBHblE KOMMM OMNacHbIX 0O6BEKTOB, NOABEPrHYTbIX 06paboTke nnu yaaneHuto.
OcHoBHasa hyHKUMSA PE3EpPBHOr0 XpaHUNMLLa — BO3MOXHOCTb B JIFOOOM MOMEHT
BOCCTaHOBUTb UCXOAHbIN 00beKT. Painbl B PE3ePBHOM XpPaHUIMLLE XPaHATCS B
cneuunansHoM chopmaTte 1 He NpeacTaBnaloT ONACHOCTH.

15.2.1. lencrBmaA C pe3epBHbIMU KONMUAMM

OObLee KoNMYeCcTBO pe3epBHbIX KOMUA OOBbEKTOB, MOMELLEHHbIX B XpaHUMNULLE,
npueoautcs B pasgene OTyeTbl U dhannibl JaHHbIX MABHOMO OKHA MpUIoXe-
Hus. B npaBoi 4acTu rmaBHOro okHa ecTb cneumanbHbin 6nok PesepBHoOe xpa-
HunUwe, otobpaxaroLLnii:
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e KONMWYECTBO KOMMUI OMacHbIXx OOBEKTOB, CO34aHHbIX B npouecce paboThbl
AHTMBUpYca Kacnepckoro;

e TEeKyLMI pasmep XpaHunuiia.

30€echb Xe MOXHO yganuTb BCe KOMuK xpaHunuuwa no cebinke Quuetutb. Obpa-
TUTE BHMMaHWe, 4YTO Mpu 3ToM OyayT Takke yAaneHbl 0ObEKTbl KapaHTMHA U
hannbl OTYETOB.

Umobnsi nepeldimu K KonusiM ornacHbIx 06bekmos,

BOMONb3yNTEChb CChINKON Pe3epBHOe xpaHunuile.

B ueHTpanbHOM YacTh 3aknagku (cM. puc. 59) xpaHunuia npeacTaBreH Crncok
pe3epBHbIX konui. [na kaxaon konuu npuBedeHa cneaywowas MHdopmaums:
norHoe nMsa obbekTa C ykazaHWeM NyTu K MCXOOQHOMY MECTOMONOXEHNI0, CTaTyC
06beKTa, MPUCBOEHHBIN MO pe3dynbTaTtam NPOBEPKU, U ero pasmep.

Jawmra : paboraeT

™ 06 6 !
@ Hapy»XeHbl onacHble 06beKTI

Brero npoEepeHo: 6302 Sanyk: 11,05.2007 11:42:57
ObHapyweHo: 66 AnuTensHOCTE: 00:58:49

He obpaboTano: 56

SafinokHpoBaHo aTai: [u]

OBHapyxeHo || Cofbimua | OT4eThl KapaHTHHl PesepeHDe XPaHHIHLLE

CTaTyc OfvekT Paztep
(1] A i ) S i
@ SapameH: smpyc EICAR-Test-File
@ Sapamer: sMpyc EICAR-Test-File

¥aannte
BOCCTAHOBHTD...

Momck...
BelaennTe BC
Konmposate

Bce oT4eThl

COXPAHHTE Kak.. .

[ ¥ A8MMTE ] [ BoCCTaHOBHTE. ..

@EnQaBKa Mayza ] [ CTon ] [ 3akpeITe

PucyHok 59. PesepBHble konuu yAaneHHbIX Ui BblNleYeHHbIX 06bekToB

Bbl MoOXeTe BOCCTaHOBUTL BblGpaHHbIE KOMUU C MOMOLLbI kHOMK BoccTtaHo-
BUTb. OObEKT BOCCTAHABNMBAETCA U3 PE3EPBHOIO XpaHUNuLia C TeM Xe uve-
HeM, KoTopoe ObINo y HEro 4o neveHus.
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Ecnun B ncXogHOM MECTOMOMOXEHUN HAaXoANTCA 0OBbEKT C TakuMm MMeHeM (Takas
CcUTyaums BO3MOXHA NpW BOCCTAHOBMEHUN 0OBbeKTa, KONust KOToporo Gbina cos-
JaHa nepepg nedeHuem), Ha akpaH GyaeT BbiBEAEHO COOTBETCTBYHOLLEE npeny-
npexaeHue. Bbl MOXeTe W3MEHWUTb MECTOMOJSIOXKEHME BOCCTaHaBMMBAEMOro
ob6bekTa nnm nepeMMmeHoBaTb €ro.

PeKomeH,u,yeM BaM Cpasdy nocrie BOCCTaHOBIEHUA NPOBEPUTb 00BbEKT Ha npu-
CyTCTBME BUPYCOB. Bo3moxHO ¢ 06HOBNEHHbIMKN HGa3zamu npunoXxeHuma ero yoa-
CTCS BblfeunTs 6e3 noTtepu LenoCTHOCTU.

He pekomeHZyeM BaM BOCCTaHaBMMBaTb Pe3epBHbIE KOMUWM OOBLEKTOB, ecrnv B
3TOM HeT Oonbllon HeOOXOOUMOCTU. DTO MOXET MPUBECTU K 3apaKEHUIO KOM-
netoTepa.

PekomeHayem BaM nepuoamnyeckn NpocMaTprBaTh XpaHunuiLe 1 NpoBoanTb ero
OYMCTKY C MOMOLLbIO KHOMKM YAaanuTb. Bbl Takke MOXeTe HaCTpoUTb Npuroxe-
HWe, 4TODBbl OHO CaMOCTOSTeNbHO yAansna Hanbonee crapble KOMUKU U3 XpaHu-
nvwa (cm. n. 15.2.2 Ha cTp. 177).

15.2.2. HacTtpouka napameTpoB pe3epBHOro
XpaHunuua

Bbl MmoxeTe onpegenutb MakCUMaribHbIi CPOK XPaHEHMS KOMUW B pe3epBHOM
XpaHunuuie.

Mo ymonyaHuio CpoK XpaHeHUs KoMui onacHbIXx obbekToB coctaBnsieT 30 aHen,
Nno UCTEYEHMM KOTOPOro Konuu yaansoTcs. Bel MoxeTe M3MeHUTb MakcuMmanb-
HbIlA CPOK XpPaHEeHUs! KOMWI NN CHSATb Takoe orpaHnM4eHne BoobLue. [ns aToro:

1. OTKpoWTe OKHO HacTPOWMKM NpunoxeHus n Bolbepute pasgen OTye-
Tbl U ¢harinbl AaHHbIX.

2. HactponTte cpok XxpaHeHusi pe3epBHbIX KONui B XpaHunuiie B b6rnoke
KapaHTuH n Pe3epBHoe xpaHunuue (cMm. puc. 58) npaBon 4actu
OKHa.

15.3. OTUueThi

PaboTa Kaxxgoro KOMMNoHeHTa AHTVIBVIpyca Kacnepckoro u BbIMOMAHEHME KaXKaomn
3aja4yum nNomncka Bmpycos n o6HoBMEHUSA (bI/IKCVIpyETCﬂ B OTYeTe.

ObLiee KONMMYECTBO OTYETOB, CCOPMMPOBAHHBIX MPUMOXKEHWEM Ha TEKYLUMIA
MOMEHT BpeMeHW, a Takke nx obwmn pasmep B banTax oTpaxeHsbl pasgene OT-
YyeTbl M anWnbl AaHHbIX [MABHOTO OKHa MpunoxeHus. [aHHas nHdopmaums
npueeneHa B 6roke OTYeTHI.
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UmobbI nepelimu K MpoCcMoOmMpy om4yemos,
BOCMOMb3yNTECh CChINKOM OTYeThI.

B pesynbtaTte OyaeT OTKpbITO OKHO Ha 3aknagke OTyeTbl (cM. puc. 60). 3pech
npuBeaeHbl NocrneaHMe OTYETbl MO BCEM KOMMOHEHTaM, 3ajadyaM noucka Bupy-
COB 1 OOHOBIEHUS, 3anyLLleHHbIM B Tekyllel ceccun paboTtbl AHTMBMpYca Kac-
nepckoro. HanpoTune Kaxaoro KOMMOHEHTa UK 3a4ayn ykasaH pesynbtaTt pabo-
Tbl. Hanpumep, pabomaem, nay3a vnu ebiknoyeH. Ecnn Bbl XoTuTe NpocMoT-
peTb MOMHY UCTOpUIo (POPMMPOBAHNA OTHETOB TEKYyLLEeh ceccun paboTbl Mpu-
noXeHwus, yctaHoBuTe hnaxok | Moka3biBaTb MCTOPUIO OTHETOB.

|59 3ammTa : paborasT

'a OnacHbix 06bexToB He oGHapyweHo
|
4

Ecero npoeepeHn: 17702 Sanyoe: 10,05,2007 17:04:02
OBHapy®eHo! a AnMTeEneHOCTE: 18148153
He ofpabioTaHo: 1}

OfHapykeHo | CoBormha | OTHETE! | KapaHTHH | PesepBHOE XpaHHIHLE

HoMnoHeHT CTaTyo Hauano CHEOHYEHHE Paztep 25
@ MpoaKTHEHSA SalHTa pafioTaeT 10,05,2007 17:04:02 1]
@ DEANOBEIA AHTHEMPYC pafoTaeT 10.05.2007 17:04:02 2,7 MB
© MouToesid AHTHEMpYC pabaTaeT 10.05.2007 17:04:02 30 KB
@ Befi-AHTHEMPYC pabaTaeT 10.05.2007 17:04:02 101,6 KB
@ OTKaT 0OHOBNEHNA SABEPWEH 10.05,2007 17:05:06  10.05.2007 17:05:09 15KE
'i) CEHOBNEHHE SABEPWEHD 10.05,2007 17:05:13  10,05.2007 17:05:39 06
| L Mooeenxa ofitexTos aeTazan... saeecwens  10.05.2007 17:06:02  10.05.2007 17:06:30  S164KE ™|

[ NokasbisaTs HETopHM OTHSTOE

@EnnaBKa Naysa ] [ CTon ] [ 3aKpeITE

PucyHok 60. OT4eTbl 0 paboTe KOMNOHEHTOB MPUMOXEHMS

Ymobbl 03HaKOMUMbCS €O 8CceMu cobbIMmUsIMU, 3athUKCUPOBaHHbIMU 8 om4yeme
0 pabome KOMMOHeHmMa Usiu 8bIrnosIHeHUU 3adayu,

BblbepuTe MM KOMMOHEHTa unu 3agadv Ha 3aknagke OT4eTbl U HaXMU-
Te Ha kHonky Moapo6Ho.

B pesynbrate GyoeT OTKPbITO OKHO, coaepallee AeTanbHylo MHOpMaLuo o
paboTe BbIOPaHHOrO KOMMOHEHTa unu 3agayn. PesynbTupytolasi crtatucTuka
paboThbl NpuBedeHa B BepXHeN 4acTu OkHa, a nogpobHas uHdopmauns pasme-
LeHa Ha pasHblX 3aknagkax B LeHTpanbHOM YacTu. B 3aBMCMMOCTM OT KOMMO-
HEHTa UNu 3agayn CocTaB 3aKnagoK MOXET ObITb pa3Hblii:

o 3aknagka OOHapyXeHO COOEpPXWUT CMMUCOK OMacHbIX 0OBLEKTOB, OOHapy-
KEHHbIX B pesynbTaTe paboTbl KOMMOHEHTa WM BbINOMHEHHOW 3agayn
rouncka BUpYcoB.
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e 3aknagka CoOGbITUA OTpaxaeT BCe COObITMS B paboTe KOMMOHEHTa Unu
3agaun.

e 3aknagka CrtaTucTMKka BKNoYaeT NoapobHYH CTaTMCTMKY BCeX MnpoBe-
PEHHbIX 0O BEKTOB.

e 3aknapgka MapameTpbl oTOGpaxaeT Habop NapameTpoB, B COOTBETCTBUM
C KOTOpbIMU pa60TaeT KOMMNOHEHT 3alunThbl, 3aava nouncka smpycos uUnm
obHoBneHne 6a3 NpUNoXeHus.

e 3aknagka PeecTp npucyTCTBYeT TOMbKO B OTYETE MPOAKTUBHOW 3aLLUThI
n cogepxart Mchopmau,mo O BCeX NonbiTka N3MEHEHNUA CUCTEMHOIO pee-
CTpa onepauuoHHON CUCTEMBI.

Becb oTyeT Bbl MOXeTe MMMOPTUPOBATbL B TEKCTOBbIM chann. Hanpumep, 3To
nonesHo B TOM Cryyae, ecnu B paboTe KOMMNOHEHTa Unu npu BbIMNONHEHUW 3aa-
4YM BO3HMKNA owwmbKa, yCTpaHUTb KOTOPYHD CaMOCTOSTENbHO Bbl HE MOXETE, U
TpebyeTcsa nomowps Cnyxbbl TEXHUYECKON nopaepxku. B atom cnyvae oTyeT B
TekcToBOM chopmate Heobxogmmo oTnpaBuTb B CriyxOy nogaepxku, 4tobbl Ha-
LM cneunanncTbl MOMMY AeTanbHO M3y4nTb NPOGNeMy M PELUNTb €€ Kak MOXHO
ckopee.

Ans moz2o ymobbi umMnopmuposame om4yem 8 mekcmoshbili ghalisn,

HaxMuTe Ha kHonky [lencTBUA—CoXpaHUTb Kak 1 ykaxute, Kyaa Obl Bbl
XOTENM COXPaHUTb harn oTyeTa.

Mo 3aBepLueHMN paboTbl C OTYETOM HAaXMMUTE Ha KHOMKY 3aKpbIThb.

Ha Bcex 3aknagkax otyeta kpome lMapameTpoB n CTaTUCTUKM pacrosnioxeHa
KHomMka [leMcTBUA, MO KOTOPOIN Bbl MOXETE NMPOU3BECTU Psif AEUCTBUIA HAL OOb-
ektTammn cnucka. o 3Toi KHOMke OTKPbIBAETCS KOHTEKCTHOE MEHI CO creayto-
LMMKW NYHKTaMK (B 3aBUCMMOCTW OT KOMMOHEHTa, OTYET MO KOTOPOMY Bbl NpO-
cMaTpuBaeTe, CNUCOK MYHKTOB MEHI0 OTNINYaeTCA, HUXe npuBeneHbl BCe BO3-
MOXHbIE MYHKTbI):

NeunTtb — NponsBecTn MONbITKY neyYeHnst onacHoro obvekta. Ecnm obes-
BpeauTb 0OBEKT HE MONyYUTCs, Bbl MOXETE OCTaBUTb €ro B 3TOM Cnu-
cKe ANnsi OTNOXEHHON NPOBEPKN C OBHOBMNEHHBIMM Ba3amu NPUNoXeHUs
Unu yaanute. Bbl MoXeTe NpUMeHUTb AaHHOe AeWCTBUE Kak K OfHOMY
06BbeKTy crnucka, Tak 1 K HECKONbKUM BblBpaHHbIM 06bekTaM.

YaanuTtb — yganutb onacHbIn 0OBbEKT C KOMMblOTEpPA.

YaanuTb u3 cnucka — yaanutb 3anucb 06 obHapyxeHun o6bekTa U3 oTye-
Ta.

[Jo6aBuTb B fOBEpPeHHYI 30HY — [00aBUTb OOBLEKT Kak UCKHYEeHVe 13
3awuThl. [py 3TOM ByaeT OTKPLITO OKHO C MPaBUIIOM UCKIYEHUST ANst
[aHHoro obbekTa.

NeunTtb Bce — 06e3BpeanTL Bce 06bEKTHI cnvcka. AHTUBMPYC Kacnepckoro

nonbiTaetcs 0b6pabotaTb 06bLEKTbI C UCMOb3oBaHNEM Ga3 npunoxe-
HUS.
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OumncTuTb — yoannTb BCe onacHble 06BbeKTbl 6e3 NOMNbITKN NX NEeYeHNs.

MokasaTtb dhann — oTkpbITe Microsoft Windows Explorer Ha katanore, roe
pacrnonoxeH AaHHbI 06 beKT.

MocmoTpeTb Ha www.viruslist.ru — nepenTn k onucaHuio oobekTa B Bupyc-
HOW 3HUMKNoneaunn Ha cante «Jlabopatopun Kacnepckoro».

Mownck — 3agaTthb ycrnoBusi movcka no MMeHn obbekTa unu craTycy.
CoxpaHUTb KaK — COXpaHUTb OTYET B TEKCTOBOM hopmarTe.

Kpome Toro, Bbl MOXeTE COpTUPOBaTb MHOpMaLuio, npencrtaBneHHyo B OKHe,
No BO3pacTaHuio n y6blBaHVIPO Kakgoro u3 ctonoéuos.

ObpaboTka onacHbIx 0O6bekToB, oBbHapyXeHHbIX B xode paboTel AHTMBMPYCa
Kacnepckoro, BbINOMHSETCA C MOMOLLBIO KHOMOK JleunTb (Ans ogHoro obbekTa
UNW rpynnel BiGpaHHbIX 06BbekToB) Mnn Jleuntb Bee (ans obpaboTkun Bcex 06b-
ektoB crucka). MNpu obpaboTke kKaxporo obbekTa Ha 3kpaH OyaeT BbiBEOEHO
yBegoMneHue, rae BaMm byget HeobxoAMMO MPUHATL PeLleHne O AarnbHenLmnx
AENCTBUAX Hafd HUM.

Ecnn B okHe yBeooOMNEHUs Bbl YCTAHOBUTE (ONadkoK MpumeHnTL BO BCeX
noAo6HbIX crny4asx, To BbibpaHHoe AencTeue byaeTt npyMeHeHo KO Bcem 00b-
eKTaM C TeM Xe cTaTycoMm, BelbpaHHbIM B CriMcke neped Hadanom obpaboTku.

15.3.1. HacTtpouka napameTpoB OTYUETOB

[lns HacTpOWKK NapaMeTpoB POPMUPOBAHUSA U XPAHEHUS! OTYETOB:

1. OTKpoWTe OKHO HacTPOWKM NpuUnoxeHus n Bolbepute pasgen OTye-
Tbl U ¢harinbl AaHHbIX.

2. B 6noke OtyeTtbl (cM. puc. 61) npoussegute Heobxoanmylo Ha-
CTPOVIKY:

e  paspewmTe uUnu 3anpeTute 3anucb B OTYET cobbITUI MHGOP-
MaLUUWOHHOro xapaktepa. Kak npaBuno, Takue coObiTusi He SIB-
NSATCA BaXHbIMK Ans obecneyerHns 3awmTbl. Ons Toro 4Ytobbl
paspeLnTb 3anuce, yCTaHoBUTE dnaxok
3anucbiBaTb HEKpUTUYECKUE cobbITUS;

e  BKIIOYMTE XpaHEHWe B OT4YeTe TOMbKO COObITUW, Mpou3oLluen-
LUMX NpU nocrnegHeM 3anycke 3agayn. OTO MO3BOMMT CIKOHO-
MWTb MECTO Ha AWCKe 3a CYeT yMeHblUeHWUsi pasmepa oT4yeTa.
Ecnun cnaxok XpaHVITb TONbKO TeKyline cobbITUA ycTa-
HOBMeEH, MHopmMaums, nNpeacTaBneHHas B otyeTe, byaeTt ob-
HOBMATLCA NPU KaXA0M nepesanycke 3agaun. OgHako nepesa-
MMCU NOANEXWT TONbKO MHpOpMaUMA HEKPUTUYECKOro Xapak-
Tepa.
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. YCTaHOBUTE CPOK XPaHEHNA OTHETOB. Mo yMO-n4aHuto CpoK Xpa-
HeHna otyeToB cocTtanseT 30 gHen, No UCTEYEHUU KOTOPOro
OTHETbl YyOandawTCA. Bbl MOXeTe W3MEeHUTb MaKCUMarbHbIN

CPOK XpaHeHUA nUnm oTMeHUTb Takoe orpaHn4eHmne BooOGLLE.

OTHETEI
FaMMCEIBATE HEKPHTHYECKHE CODLITHA
APEHMTE TOMBKD TEKYIWME CoBEITHA

YASNATE OTYETEI NOCNE 30 = | aneri

PucyHok 61. HacTpoika napameTpoB (hopMMpOBaHMs OTHETOB

15.3.2. 3aknapka O6HapyxeHo

[laHHas 3aknagka (CM. puc. 62) coaepXkuT CNMCOK ONacHbIX OGBLEKTOB, OGHapY-
XeHHbIX AHTUBMpPYcoM Kacnepckoro. [ns kaxgoro oGbekTa ykasblBaeTcs ero

MonHoe wuMmsi U craTyc,
ke / obpaboTke.

NMPUCBOEHHLIN MPUIMOXEHWEM MPU €ero nposep-

YT1obbl CNMCOK copepkan He TONbKO onacHble 0OBbEKThI, HO U Te, YTO Obinn yc-
newHo o6e3BpexeHbl, YCTAHOBUTE (raXoK MokasbiBaTb BblfleYeHHbIe

00BLEKTDI.

OBHAPYHEHD | CofibiThA | CTaTHETHRE MapareTpe!

Cratyc

@ ofiHapy#eHo: smpyc EICAR-Test-File
@ ofHapysero: pexnanHas nporpara nal
@ ofHapywenro: pernanan nporpamma nal
@ ofHapyweHo: peknanHan nporparma nal
@ ofHapyweHo: TPOAHCKER Nporpania Bad
@ oBHapyweHo: TPOAHCKER Nporpaniag Bad
@ oBHapyweHo: BPEADHOCHEA Nporpania b
(@ oBHapyweHo: BPEADHOCHEA Nporpania f
@ ofHapyueHO: EPEADHOCHEA NPT Pt |
@ cfHapysweno: TpoAHCKaA Nporpatng Tro
@ ofHapyweHo: EPEADHOCHEA NPOTpatk Y
@) ofiHapyweno: BREATHOCHEA MROrpanME |
@ ofrapyweno: BREATHOCHEA MROTPaNME 1
@ ofHapywero: BpeACHICHEA Nporpania |
@ ofHapywero: nporparMa aETOAGIEOHA 1
@ ofHapywero: nporpanma aETOAD3EOHA 1
@ ofHapyweHo: nporpana aETOAC3EOHA 1

BT E i e i e s e s T

4

MokazEIBaTE BblNEYeHHEIE 00 bEKTEl

OfibekT »~

Neyntb
¥AamTe

AoBEENTE B ADBEQEHHYHD 30HY. .,
Mokasate dain

¥ AAMHTE W3 CHCKa

sicar, com, delete

allection.rarfad'wa
ollection.rar fadwa
allection.rar jadwa
ollection. rarfBackd
ollection. rarfBackd
ollection. rar/Mahwz
ollection. rar ffahwe
allection. rar fMahwz
allection. rar fMahwz

NeumTe BC2
CHHCTHTE

MocMoTRETE Ha wew, viruslist,ru

Momck...

BLIAENHTE BCE allection.rar fMabwz

KonMpoBaTe allection.rar fMabwz
ollection.rarMabwz

Bre oT4eTs!

allection. rar fMabwe
allection.rarfParn..
ollection.rar fPorn..
allection.rar fPorn. .

v

Fllcbim, v i Temim

»

COXPAHHTE Kak...

[ AeAcTEmNA. .. ][ NedkTE BCE ]

PucyHok 62. Cnncok obHapyXeHHbIX onacHbIX 06 beKToB

O6paboTka onacHbIXx 0OBEKTOB, OOHapyXeHHbIX B xode paboTbl AHTUBMpYCa
Kacnepckoro, BbINOMHSETCA C NMOMOLLbIO KHOMOK JleunTb (Ans ogHoro obbekTa
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UNn rpynnbl BblOpaHHbIX 06BbeKTOB) unu JleunTb Bee (anst o6paboTku Bcex 06b-
ekToB cnucka). MNpu obpaboTke Kaxporo obbekTta Ha akpaH ByaeT BbiBEOEHO
yBegomneHune, roe BaMm OyoeT HeoOGXo4MMO MPUHATL pelleHre O AarbHenLmx
[EeNCTBUAX Hag HUM.

Ecnn B OKHe yBedoMNeHWs Bbl yCTAHOBUTE (praxok MpumeHnTb BO BCEX
noAobHbIX cry4vasx, To BblOpaHHoe AencTeue 6ydeT NpUMeHeHO KO BCeM 0Ob-
eKTaMm C TeM e CTaTycoM, BbIbpaHHbLIM B Cnvcke nepen Havanom obpaboTku.

15.3.3. 3aknapka CobbiTnsa

MonHbIA CNMCOK BCEX BaXHbIX COObITUI B paboTe KOMMNOHEHTa 3aluThl UK Npu
BbINOMHEHUM 3aJayn noucka BUPYCOB NMBGo OBHOBMEHUs dMKCMpyeTCs Ha AaH-
HoW 3aknagke (CM. puc. 63), ecnn 3To He BbiNo OTMEHEHO NPaBUMOM KOHTPOMS
aktmBHocTuh (cMm. n. 10.1 Ha cTp. 123).

CobbITns MOryT GbITb CrieaylLMX TUMNOB:

KpuTnuyeckne cobbITUA — COBLITUS KPUTUYECKO BaXKHOCTU, yKasblBatoLLme
Ha npobrembl B paboTe MPUNOXEHUA WM Ha yS3BMMOCTW B 3awyute
BaLlero komnbtotepa. Hanpumep, obHapyxeH supyc, cbol 8 pabome.

BaxHble co6bITUA — COObLITUS, HA KOTOPblE 0BSI3aTEeNIbHO HYXHO 0BpaTUTh
BHMMaHue, MOCKOMbKY OHU OTOGpaxalT BakHble cuTyauuu B pabote
npunoxeHusi. Hanpumep, npepeaHo nonb3oeamesem.

NHdopmaLmoHHble coObITUA — COObLITUS CMPaBOYHOrO XapakTepa, Kak
npaBuIio, He Hecylume BaXHOW nHdopmauun. Hanpumep, ok, He obpa-
6omaH. [JaHHble cobbiTna oToBpaxatlTCsa B XKypHane cobbITUIN TOMbKO B
TOM cryyae, ecnu yctaHoBrneH draxok ¥l [oka3biBaTb BCe COObI-
T™A.

OfHapy®eHo CobbITHA | CrathcTria MapameTpel

Epeta Hra CTaTyc MpHumHa
[+]14.0
'g) 14.05,2007 15:32:46  daiin: D:\eict apxHe RAR
14.05,2007 15:32:46  @adn: DHeidl  OuucTiTe Boe SALLMULEH Napane
14.05.2007 15:32:46  thadn: D:\eic) SALLMLLEH Naponed
14.05.2007 15:32:46  dain: D:leic Mok ... 3ALMILEH Naponew
14.05.2007 15:32:46  dadn: Dileic Brigen e Boe e ZAlMILEH Naponem
14,05.2007 15:32:46  dadn: Dileic HOmpoBaTh A, 3aWwmLEH naponem
14.05.2007 15:32:46  dain: D:leic ABTOMPOKPYTEE rar SEWHLLEH Napones
14.05.2007 15:32:46  dadin: D:leicy +1v FELWMILEH NApOnem
14.05.2007 15:32:46  aiin: Dileic, DO OTUeTHI 3... 3AMWLEH Naponem
Q) 14.05.2007 15:32:46  ®adn: Dileic NOBPEXAEH
@ 14.05.2007 15:32:46  thadn: D:\eic) ak MpoEEpEH
o 14.05.2007 15:32:46  dain: D:leic COXPAHHTS KK, .. ofiHapyweHo: BHpYC. .. -
(I 14 NE 2007 152701 haiine M sie e us BLinanEn eufinaun

MokaseiEaTe Boe CobeITHA AEHCTEMA. .

PucyHok 63. CobbITusi, BO3HUKLLNE B paboTe KOMMOHEHTa

rpoEEpEH

Mokasate dain
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dopmaT npeactaBneHns cobbiTUn B XypHane cobblTUA MOXEeT pasnuyaTbCs B
3aBMCUMOCTM OT KOMMOHEHTa unu 3agayn. Tak, Ans 3agadm o6HOBNEHNs NpUBO-
auTes:

e HasBaHue cobbITUS;

e u1MsA 006beKTa, ANns KOTOpPOoro 3adhMKCUPOBaHO 3TO CObbITHE;
e Bpewms, korga npounsoLuno cobbiTue;

e pasmep 3arpyxaemoro canna.

[ns 3agadm novcka BUPYCOB XypHan COObITUI COAEPXWUT UMS NPOBEPSEMOrO
obbekTa n ctaTtyc, NPUCBOEHHbIN 06beKTY B pe3ynbTaTte npoBepku / 06paboTku.

15.3.4. 3aknapka Crarmcrmka

MogpobHasa ctaTucTuka paboTbl KOMMOHEHTa UMW BbIMOMHEHWUS 3a4ayn noucka
BMpYCOB (DMKCUPYETCHA Ha AaHHOW 3aknagke (cM. puc. 64). 3gecb Bbl MOXeTe
y3HaTb:

o Ckonbko 0ObEKTOB ObIfIO MPOBEPEHO HA HanMyMe onacHbiX OOHLEKTOB B
TeKylem ceaHce paGOTbI KOMMNOHEHTa Unn npu BbINOJIHEHUN 3aauvu. B
TOM YMCre yKasaHO KOMUYECTBO MPOBEPEHHLIX APXMBOB, YNaKOBaHHbIX
(hainnoB, 3alUMLLEHHbIX NAPOSIEM U NOBPEXAEHHbIX 06 BEKTOB.

o Ckonbko 6bino 0GHapYXEHO ONacHbIX OOBHEKTOB, CKOJTbKO U3 HUX HE Bbl-
1ne4yeHo, yaaneHo 1 NoMeLLEeHO Ha KapaHTUH.

QfHapy#eHo | Cofbim;

IapamMeTpel

OfberT Mpoeepeqo | OnacHbix ofbekTos  He ofpafioTano | ¥aanedo | Momewleqo Ha ka|
(d) Bre ofbexTel 110116 0
g CHCTEMHEA NaMATE 3054 1]
B OBBEKTEl ABTO3ANYCKS 1525 1]
B PesepEHOE XPAHWNMILE CHET... 21463 a

MoyToekle Basel 18341 ]

w# Bre WecTkHE AMCKH 65703 i}

=L Bre cMeHHEIE AHCKKH i} i}

ocococoooo
ocoooooo
cooooooo

< ¥

PucyHok 64. Ctatuctuka paboTbl KOMNOHEHTa

15.3.5. 3aknapka lMapamerpsr

MonHbI 0630p NapameTpoB, B COOTBETCTBMU C KOTOPbIM paboTaeT KOMMOHEHT
3aLMThl, BbINOMHAETCA 3afadva Novcka BUPYCOB MM OBHOBMNEHWE NPUNOXEHWUS,
npuBoauTcs Ha 3aknaake MNMapameTpsbl (CM. puc. 65). Bel MoxeTe y3HaTb, KakoWn
YpPOBEHb 3almTbl obecneynBaeT pabota KOMMOHEHTa, Ha KAaKOM YPOBHE BbINO-
HSI€TCH MOMCK BUPYCOB, Kakoe AEWCTBME BbIMOMNHAETCS Hag onacHbiM 06bEKTOM
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UIN Kakve napameTpbl UCNONb3YTCA NPy OGHOBNEHUN NPUNOXEHUs 1 T.4. YTo-
Obl NepernTn K HacTpoWKe napameTpoB, BOCMNOMNb3YWTECb CCbINKOW WN3MeHUTb

napameTpbl.

,D,J'Iﬂ 3aja4y Nnomcka BMPYCOB Bbl MOXeTe HaCTPOUTb AONOJIHUTESIbHbIE YCIioBUA
BbINOJIHEHUA:

e YCTaHOBUTb MPUOPUTET BLINONHEHNS 3a4a4M NPOBEPKU MPWU Harpyske Ha
npoueccop. Mo ymonyaHuo naxok YCTynaTb pecypcbl Apyrum
MPUIOXEHUAM yCTaHOBMeH. Mpu 3TOM NpUnoXeHne OTCNEXuBaeT ypo-
BEHb 3arpysku mpoLeccopa M AMCKOBbIX MOACUCTEM Ha NpeaMeT akTUB-
HOCTM ApYyrux nNpunoxeHuin. Ecnu ypoeBeHb Harpysku CyLLEeCTBEHHO yBe-
nnymMBaeTcsa N mMellaeT HopmanbHon paboTe NpuNoxeHW nonb3oBaTens,
NPUIoOXeHNe CoKpallaeT aKTMBHOCTb BbIMONHEHWUS 3afay NpoBepku. JTO
Be[eT K yBENMYEHNI0O BPEMEHU MPOBEPKM 1 nepedaye pecypcoB Npuno-
KEHWUsIM Nornb3oBaTens.

e YcTaHoBUTbL pexum paboTbl KOMMblOTEpa Mocrne 3aBepLueHus 3adayn
NpOBEPKM Ha BUPYCbI. Bbl MOXeTe HacTpouTb BbIKMOYeHNe / nepesarpys-
Ky KOMMbloTepa NMBO nepexon B PEXUM OXUOAHWSA WUIU CMALLMIA PEXUM.
[Onsa Bblbopa BapuaHTa LWeskanTe feBOW KraBuLIEW MbIWM MO TMnep-
CCbIIKE MoKa OHa He NPUMET HY>KHOe 3Ha4veHue.

Takasi BO3MOXHOCTb NofesHa, HanpuMep, ecnu Bbl 3anyckaeTe NpoBepKy
KOMMbloTEPa Ha BUPYChI B KOHLIe paboyero AHs 1 He XOTUTe XaaTb ee 3a-
BEpLLEHNS.

OpHako ucnonb3oBaHWe 3TOro napametpa TpebyeT cneaytowen gonon-
HUTENBbHOW MOATOTOBKU: HY)XHO A0 3amnycka MPOBEPKMU OTKIHOYMTb 3anpoc
naponsi npu npoBepke 06LEKTOB, €Cni OH GbiN BKIOYEH, YCTAHOBUTbL pe-
XUM aBTOMaTM4eckoin 06paboTku onacHbIx 06beKTOB. B pesynbTaTe Bbl-
MOMHEHHbIX OEUCTBUA UHTEPAKTUBHBIA PEXUM pPaboTbl NMPUMOXKEHUS OT-
kntovaeTcs. MNpunoxeHne He ByaeT 3agaBaTe BONPOCOB, TpebyOWMX OT-
BETOB OT Bac W NpepbIBaOLLMX NPOLIECC NMPOBEPKM.

OfHapymeHo | Cofbimka || CTaTtmcTHka | MapameTpel

MNapareTn 3HAHEHHE 5
Q) YpoEeHE BEz0nacHOCTH PexoMeHAyeMbii
Q) AeicTeHE 3anpocHTE B0 BPEMA NPOBEAKH
Q) Pesin sanycka BpyqHyo
\1_) THNE! dakinos MpoBepATE Bre daking
\1) MpOEEPKA TONBKD HOBBIX W H3MEHERHEL DaFnoE Het
g) MpoEEpATE AREHEL] BCe
Q) MpoEEpKa BNO¥EHHEE OLE-0fbeKToR BCE
\1) He nposepaTe thafnel pasmepom bonee Het
(3) He npoBepaTE ApaEL! pastepom Gonee Het

¥CTYNATE PECYDCE ADYIHM NDHAOHKEHHAR
[ Mo oioHHEHHH BLIKIHHTE KOMOLIOTED M3MEHWTEL NapaMeTpbi

PucyHok 65. MapameTpbl paboTbl KOMNOHEHTa
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15.3.6. 3aknapka Peecrtp

Onepauum ¢ KnyYamm peecTtpa, nonbiTka KOTopbIX Oblna nponssegeHa ¢ MOMEH-
Ta 3anycka NpunoxeHus, UKCMpyoTCca Ha 3aknagke Peectp (cMm. puc. 66), ecnu
NPOTOKONMpPOBaHWe He 3anpeLleHo npasuiom (cMm. n. 10.3.2 Ha cTp. 134).

Ha 3aknagke npuvBOAMTCA MOSIHOE UMS KIlova, ero 3HadeHue, TUM OaHHbIX, a
TaKkKe cBeJeHNsd 0 NPON3BOAMMON onepauun: NonbiTka BbINOSHEHUS KaKoro Aen-
cTBUs Bbina npoun3BeaeHa, B Kakoe BpemMsa u Oblnia nn oHa pas3pelleHa.

OfHapy#eHo | Cofbiha | PescTp

Epeta Mpnnosenke | Knkod | 3Hadedve | Jaddele | Tan Aadder: Tn onepauky | CTaTyc
@ 27.02.2006 17:16:16  C:\Program ... HEKEY... http 0x0000... “ncno 32 BHT YTeHue ofiHapyx
@ 27.02.2006 17:16:16  C\Program ... HKEY... http 0x0000... vcno 32 GrT  YTeHwe paspewe
1) 27.02.2006 17:16:17  Ci\Program ... HEEY... http 0x0000.., Y4cno 32 GUT  4TeHHE obHapyH
@ 27.02.2006 17:16:17  C\Program ... HEKEY... http 0x0000... Yvcno 32 BHT  4TeHHE pazpeLle
1) 27.02.2006 17:16:17  C:\Program ... HKEY... http 0x0000... Yvcno 32 BUT  4TeHHE obHapyw
@ 27.02.2006 17:16:17  C\Program ... HEKEY... http 0x0000... YWcno 32 BHT  YTeHue pazpewe
1) 27.02.2006 17:16:42  CAWINDOW... HEEY... Applnit_... CHPRO... Crpokalni. YTeHwe afiHapyu

Pl/lcyHOK 66. CobbITMS NO YTEHWNIO Y UBMEHEHMWIO CUCTEMHOTO peecTpa

15.4. [inck asapumHOro
BOCCTaHOBJIIEHUSA

B npunoxeHnn AHTMBMpPYC Kacnepckoro peanu3oBaH CepBUC CO3[aHWsA aucka
aBapuMHOro BOCCTAHOBMNEHWS.

Juck aBapuitHOro BOCCTaHOBIIEHUS MpefHa3HadYeH Ans BOCCTaHOBMeHus pabo-
TOCNOCOGHOCTU CUCTEMbI MOCIIe BUPYCHOM aTaku, B pesynbTaTe KOTOpoW rnospe-
XOEHbl CUCTEMHble halifibl OnepaLMoHHOW CUCTEMbI M HEBO3MOXHA €€ MNepBo-
HavanbHas 3arpy3ka. OTOT AMCK BKIOYaeT:

e cuctemHble cpannbl Microsoft Windows XP Service Pack 2;
e Habop yTMnuT ANs ANarHOCTUKN OnepaumoHHON CUCTEMBI;
e bannsl npunoxeHus AHTMBUpYca Kacnepckoro;
e cbannbl, cogepxalume 6asbl NPUNOXKEHUS.

Ymobbl cozdamb OuCK agapuliHO20 80CCMAaHOB/IEHUS:

1. OTkponTe rnaBHOe OKHO MpuroxeHus u BbibepuTe pasgen lMowuck
BMPYCOB.

2. Haxmute Ha CCbIJTIKY Co3gaTb AMCK aBapUNHOIO BOCCTaHOBNEHUSA OIS
Ha4vana npouecca co3aaHuna gucka.
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[vcKk aBapuMHOrO BOCCTaHOBIEHWS MpefHa3HavyeH Ans TOro KoMmmbioTepa, Ha
KOTOPOM OH 6bin co3aaH. Micnonb3oBaHne gucka Ha ApYrux KOMMbOTepax MoXeT
NPUBECTU K HenpeackasdyemblM MOCNEeACTBUSIM, NMOCKOMbKY Ha HEM COAEPXUTCS
MHdOpMaums 0 mapameTpax KOHKPETHOro KomnbioTepa (Hanpumep, MHdopMma-
uus o boot-cektopax).

Co3gaHue ancka aBapuMnHOrO BOCCTAHOBIEHMS OCTYMHO TOSbKO B MPUITOXKEHWM,
YyCTaHOBMEHOM Ha KOMMbloTepe Mo yrnpaBneHueM onepaumoHHon cuctembl Mi-
crosoft Windows XP u Microsoft Windows Vista. Ha komnbloTepax nog ynpasre-
HUEeM Opyrnx NnoaaepXxmBaeMblX cucteM, B Tom uucne u Microsoft Windows XP
Professional x64 Edition n Microsoft Windows Vista x64, co3gaHne gucka He
npeaycMOTPEHO.

15.4.1. Co3paHue guckKka aBapMmMHOro
BOCCTAHOBIIEHUA

BHumaHuve! [Ing co3gaHnst oucka aBapuMMHOro BOCCTaHOBMEHMS Bam noTpebyeT-
cs1 yctaHoBouHbIN anck Microsoft Windows XP Service Pack 2.

[nck aBapuiHOro BOCCTAHOBMEHWUS CO3[AETCA C MOMOLLBIO crieumanbHoW npo-
rpammbl PE Builder.

Onsa cosgaHuns gucka ¢ nomowpio PE Builder TpebyeTca npegsaputensHo ycra-
HOBWUTb 3Ty NPOrPaMMy Ha KOMMbIOTEP.

Co3gaHue gncka aBapuUMHOro BOCCTaHOBMEHMS COMPOBOXAAETCS crneumanbHbiM
MacTepomM, KOTOPbIA COCTOMT U3 MOCINeAoBaTENbHOCTU OKOH (LuaroB), Nepeksito-
YeHne Mexay KoTopbIMK OCyLLecTBRAeTCA npu nomoln kHonok Hasap v fanee,
a 3aBeplueHne paboTbl macTepa npu nomowm kHomnku FotoBo. [nsa npekpalle-
HUSA paboTbl MacTepa Ha Nbom aTane cnyxmTt kHonka OTMeHa.

LWar 1. lMoparoroBka K 3anucu

[nsa co3gaHus gncka aBapvMHOrO BOCCTaHOBMEHMWS YKaXXMTE NyTU K CneyoLumm
KaTanoram:

e KaTtanory yctaHosku nporpammsl PE Builder.

e KaTtanory xpaHeHusi bainoB Avcka aBapuMHOrO BOCCTAHOBIEHUSI Nepes
3anucblo Ha CD/DVD-guck.

Ecnn Bbl co3gaeTe AMCK He BnepBble, AaHHbIN KaTanor yxe coaepxuTt
Habop hannos, NOArOTOBMEHHBIX B Npeablaylmin pas. Ytobbl ncnonb3o-
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BaTb paHee COXpaHeHHble halrbl, yCTaHOBUTE COOTBETCTBYHOLUMI dna-
XKOK.

O6paTtnTe BHMMaHWE, YTO paHee NoAroToBreHHas Bepcust dhannos Anc-
Ka aBapuNHOro BOCCTaHOBIIEHUSA COOEPXUT CTapyto Bepcuto 6a3 npuno-
XeHus. Ytobbl o6ecneunTb onTMMarbHbIN aHanu3 KOMMblOTepa Ha BU-
pyCbl U BOCCTaHOBIIEHWE CUCTEMbI, peKOMeHayeTcs 0OHOBUTL 0asbl U
€o34aTb HOBYH BEPCUIO ANCKA aBapUMHOTO BOCCTAHOBIEHHS.

e YcraHoBo4yHoMy aucky Microsoft Windows XP Service Pack 2.

Mocne BBOAa nyTewn Kk TPebyOLWMMCS KaTanoram Haxkmute Ha kHonky danee. B
pesynbTate O6yaeT 3anylieHa nporpamma PE Builder n HayHeTcs npouecc dop-
MUpPOBaHusi hainoB AucKka aBapuiHOro BoccTaHoBneHus. [loxautech 3aBeplue-
HUS npoLecca, 3TO MOXET 3aHATb HECKOMbKO MUHYT.

War 2. CoszpaHue ISO-channa

Mocne 3aBepLleHns npouecca hopmmnpoBaHma annos gncka aBapunHOro Boc-
cTaHoBneHus nporpammont PE Builder 6ynet oTtkpbito okHo CospaHue 1SO-
canna.

ISO-panin — ato obpas Oyaywiero ancka B Buae apxmea. Pannsl iso-chopmara
KOPPEKTHO BOCMpPUHUMaOTCS 60MbLIMHCTBOM nporpamm 3anvcu CD/DVD-guckos
(Hanpumep, Nero).

Ecnu Bbl co3gaeTe ANCK aBapUMHOIO BOCCTAHOBIEHNSA HE BMEpBbIE, Bbl MOXETE
BblbpaTh Mcnonb3oBaHue ISO-daina npeabiaywen sepcun. [na atoro Beibepu-
Te BapuaHT CyuwecTBytowmn ISO-dban.

War 3. 3anucb Agucka

B naHHOM OkHe MacTepa Bam npeanaraeTtcs ykasaTb, Korga npousBecTy 3anucb
dannoB gucka aBapuiHoro BocctaHoBneHuss Ha CD/DVD-guck: B AaHHbIA MO-
MEHT U NO3Xe.

Ecnu Bbl BbiGpany HEMEANEHHYIO 3anUChb ANCKA, YKaXWUTE, HYXXHO N OYUCTUTb
copepxumoe CD/DVD-HocuTensa nepef 3anucbto. [Ina 3Toro ycraHOBUTE COOT-
BETCTBYHOLLMI hnaxok. [JaHHasi BO3MOXHOCTb AOCTYMHA TOMbKO B Criyyae, ecnv
CD/DVD-HocuTenb  nogdepXuBaeT  MHOTOKpPaTHYH  Mepes3anncb  AaHHbIX
(CD/DVD-RW).

Mpu HaxaTum Ha kHonky Oanee HayHeTcsa npouecc 3anucu CD/DVD-gucka. Jdo-
KOUTECh 3aBepLUEHMSI NPOLIECCa, 3TO MOXKET 3aHSATb HECKONBbKO MUHYT.
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War 4. 3aBepleHMe co3paHMA QUCKA aBapUMNHOIO
BOCCTaHOBNEeHUA

B gaHHOM OkHe MacTep npouHgopMupyeT Bac 06 yCrewHoM Co3haHun aucka
aBapUIHOro BOCCTaHOBMEHWS.

15.4.2. Ucnonb30BaHue AUCKa aBapMMHOrro
BOCCTAaHOBJIIEHMA

OGpaTnte BHMMaHWe, YTO B pexunme aBapuAHOIO BOCCTAHOBIEHUs AHTUBMpPYCa
Kacnepckoro paboTaeT, TONMbKO ecrnu 3anyLleHo rnaBHoe OKHO. [Mpu 3akpbiTim
rMaBHOMO OKHa NMpunoXxeHue 6yaeT BbIrpyXeHa.

B nporpamme Bart PE, ycTaHOBRAEHHOM MO YMOM4YaHuIo, OTCYTCTBYET noaaepxka
chm-cannoB 1 nHTepHeT-6pay3epoB, NO3TOMY B peXMMe aBapUMHOro BOCCTa-
HOBMEHUSA HEeAOCTYMHbI NMPOCMOTP CrpaBoO4YHOW cucTemMbl AHTUMBUpPYca Kacnep-
CKOro, a TakKe CCbIflkM B UHTEpdENce NpUnoXeHus.

Mpv BO3HWMKHOBEHWUM CUTyauuK, KOraa B pe3ynbTate BUPYCHOW aTaku HEBO3MOX-
HO 3arpy3uTb ONepPaLMOHHY CUCTEMY, BbINOMHUTE Crieayolmne OENCTBUS

1. Cospavite guck aBapUNHOrO BOCCTAHOBIEHWS, ncnonb3yd npunoxexHune
AHTVIBVIpyC Kacnepckoro Ha He3apaXeHHOM KOMMboTepe.

2. BcraBbTe anck aBapuiHOro BOCCTaHOBIEHUS B AMCKOBOS 3apaXKEHHOro
KOMMNbloTEPA M NepesarpysuTecb. B pesynbTate OyaeT 3anylieHa one-
paumoHHasa cuctema Microsoft Windows XP Service Pack 2 ¢ uHTep-
dencom nporpammel Bart PE.

Mporpamma Bart PE nmeeTt BCTpoeHHy0 ceTeBylo NOAAEPXKKY ANS Uc-
nonb30BaHUA nokanbHon cetu. [pu 3anycke nporpaMmmbl Ha 3KpaH Oy-
OeT BbiBEJEH 3anpoc Ha ee BkMoYveHue. Cornacutechb C BKMOYEHWEM
CeTeBOW MOOAEPXKKW, eCnv nepea NPOBEPKOW KOMMbioTepa Bbl MiaHuW-
pyeTe o6HOBUTL 6a3bl MPUNOXEHUA U3 nokanbHoW ceTn. Ecnv obHoB-
neHune He TpebyeTcsl, OTMEHNTE BKITOUYEHNE CETEBON NOOOEPKKN.

3. [Ona sanycka AHTuBMpyca Kacnepckoro BbinonHwute komaHgy GO —
Programs —Kaspersky Anti-Virus 7.0 — Start.
B pesynbTate 6yaeT 3anyLeHo rnaBHoe okHO AHTuBMpyca Kacnepcko-
ro. B pexvmMe aBapuiHOro BOCCTAHOBIIEHWUSI OOCTYMHbI TOMbKO 3a4auu

romcka BUpycoB 1 o6HOBreHVe 6a3 NpUNoXeHUs 13 rokanbHon cetu (B
cnyyae, ecnv BKIlOYeHa ceTeBas nogaepxka Bart PE).

4. 3anyctute NpoBepKy KOMMbIOTEPA Ha BUPYChI.
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O6GpaTute BHMMaHue, 4YTO ANs NPOBEPKM MO YMOMYaHUIO MCNOoNb3ytTcs Gasbl
NPUINOXEHUs!, akTyarbHble Ha AaTy CO3[aHWs AUCKa aBapuiiHOrO BOCCTaHOBIe-
Hug. [NoaTomy nepen Hayanom NPOBEPKU pekoMeHayeTCcss 0GHOBUTL 6asbl.

Takke obpallaeM BHMMaHWE, YTO OOHOBMEHHblE Ga3sbl NpUNOXeHus byaoyT uc-
Nnosnb30BaTbCs NMPUMOXEHNEM TOJTbKO B TEKYLLEM ceaHce paboTbl C AMCKOM aBa-
PUAHOIO BOCCTAHOBIEHUS, 0 Nepe3arpy3kn KOMMboTepa.

BHumaHue!

Ecnun npu nposepke komnbtoTepa 6binv 0BHapy>eHbl 3apaKeHHble U BO3MOX-
HO 3apaxeHHble 06bekTbl, U Bbina npoBefeHa Mx ob6paboTka ¢ mocneayLum
NoMeLLeHNEM Ha KapaHTUH U B PE3epBHOE XpaHUNULLE, PEKOMEHOYETCS 3aBep-
WnTb 06paboTKy AaHHbIX OOBHLEKTOB B TEKYLLEM ceaHce paboTbl C ANCKOM aBa-
PUAHOTO BOCCTAHOBIEHMS.

B npotuBHOM cryyae gaHHble o6bekTbl ByayT yTpayeHbl Nnocre nepesarpyskiu
KoMnbloTepa.

15.5. PopmupoBaHme cnucka
KOHTpPONMUpPYEMbIX NMOPTOB

B paboTte Takux KOMMNOHEHTOB 3awuTbl kak [loytoBbIi AHTMBUpPYC, Beb-
AHTUBUPYC, KOHTPOMMPYIOTCA MOTOKM AaHHbIX, NepefaBaemble Mo onpefenex-
HbIM NPOTOKONAaM W NPOXoAsLUMe Yepes onpefeneHHble OTKPbITble NOPThl Balle-
ro komnototepa. Tak, Hanpumep, NoyToBbIN AHTMBMPYC aHanu3upyeT MHdopMa-
uuto, nepegasaemyto no SMTP-npotokony, Be6-AuTnBupyc — HTTP-nakeTsI.

Cnncok NopToB, KOTOpble 0BLIYHO MCMONL3YTCA AN nepedayvn novtel 1 HTTP-
Tpachvka, BKIOYEH B NOCTABKY NPUNOXeHUs. Bbl MoXeTe 106aBWUTb HOBLIN NOPT
WINW OTKIIOYUTb KOHTPOIb HEKOTOPOro NopTa, TEM cambiM, OTKa3aBLUUChL OT aHa-
nu3a Tpaduka, NPOXOAsALLEro Yepe3 AaHHbI MOpT, Ha NPUCYTCTBME OMACHbLIX
06bEKTOB.

[ns pedakmupoeaHusi criucka KOHMPOIUPYEeMbIX [0PMOoe8 6bIrnofHUMme crie-
Oyrouwue deticmeusi:

1. OTKponTe OKHO HaCTPOVKWM MNpunoxeHws u Bblbepute pasgen KoH-
Tponb Tpaduka.

2. Haxmute Ha kHornky HacTporka nopToB.

3. OTKOpPEKTUPYMTE CMIUCOK KOHTPONMPYeMbIX NOPTOB B okHe HacTpoii-
Ka nopToB (CM. puc. 67).

B paHHOM OkHe npeAcTaBneH CNMCOK NOPTOB, KOHTPOMMPYEMbIX AHTUBMPYCOM
Kacnepckoro. [Ins Ttoro 4tobbl NPOBEPATb MOTOKW AaHHbLIX, NOCTYNalLmX Mo
BCEM OTKpbITbIM nopTtam ceTu, BblibepuTe BapumaHT lC?J'Kon-nponwpmaan: BCe
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nopTbl. [ANs pegakTMpoBaHusi Cnmucka KOHTPONMPYEMbIX NOPTOB BPYYHYH BblGe-
puTe BapuaHT ‘%' KOHTponupoBaTb TONbKO BbIGpaHHbIe NOPTLI.

Tak, Y¥mobbl dobasumb HO8bIU MOPM 8 CrIUCOK KOHMPOJIUPYEMbIX,
1. HaxwmwuTe Ha kHonky [lo6aBUTb B OKHE HACTPOWKU MOPTOB.

2. Homep nopTa u ero onucaHve BBeAWTE B COOTBETCTBYHOLUMX MOMSX
okHa HoBbIW nopT.

Hanpumep, Ha BalleM KOMMNbIOTEPE €CTb HECTaHAapTHLIA NOPT, Yepes KOTopbIi
HacTpoeH obMeH AaHHbIMW C yAaneHHbIM KomnbloTepoM no HTTP-npoTtokony.
KoHTponb HTTP-Tpacuka ocyuiectBnsaeTca koMnoHeHTom Beb-AHTuBMpyc. Ons
TOro 4Tob6bl @aHanM3MpoBaTb AaHHbIN TPaduK Ha MPUCYTCTBME BPEAOHOCHOTO
KoAa, BaM HYXHO J406aBWTb 3TOT NOPT B CMMCOK KOHTPONMNPYEMbIX.

HacTtpoika noptos

() KOHTPOMMpOESTE BCE NOPTHI

(® KDHTDAMROEATE, TONEKD BEIODAHHEIS NODTEE

OnHESHHE MopT | | doBaeHTE...
CTaHaapTHEIA SMTP =3
SMTP S50 465 Pl
CTaHAapTHEI POPS 110

POP3 551 995

CTaHAARTHEIA NNTP 119

HMTP 551 563

CTaHaapTHer IMAP 143 v
MpHMEYaHHE

MOCnE MEMEHEHKA 3THX NAPEMETROE PEKOMEHAYETCA
MEPESANYCTHTE NOUTOBYH Mporpamty H Bpaysep.

lE.-vl:m;alal(a [ Ok ][ OTMEHE ]

PucyHok 67. Cnncok KOHTponmpyembix MopToB

Mpun 3anycke nob6oro n3 KOMMOHeHTOB AHTMBMPYC Kacnepckoro oTKpbiBaeT Ha
npocryLMBaHue Bcex BXogsawmx coeguHennn nopt 1110. B cnyyae ecnu gaH-
HbIA MOPT B 9TOT MOMEHT 3aHSAT KakMM-NnbBo NpunoxeHneMm, Ars npocnyLuvBa-
Hus BblbnpaeTcs nopt 1111, 1112 m 1. 4.

Ecnn Bbl ogHOBpeMeHHO nonb3yetecb AHTUBUPYCOM Kacnepckoro n ceTeBbiM
akpaHom (firewall) gpyroni KomnaHmu-npoussoanTens, TpebyeTcs B napameTpax
3TOro CeTeBOro 3KpaHa cos3fdaTb paspeluaromne npasuna ans npowuecca avp.exe
(BHYTpeHHuI npouecc AHTUBMPYCa Kacnepckoro) Ha BCeX NepeyncrneHHbiX nop-
Tax.
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Hanpumep, B BaweM CeTeBOM 3KpaHe CO34aHO MpaBurio AnA  npouecca
iexplorer.exe, cornacHO KOTOPOMY AaHHOMY MpOLECCY pa3pellueHO yCTaHaBnu-
BaTb coeanHeHuns Ha nopTy 80.

OpHako AHTMBMpYC Kacnepckoro, nepexeaTtbiBasi 3anpoc Ha COeguHEHWE, UHU-
umupyemoe npoueccom iexplorer.exe Ha nopty 80, nepenaeTt ero npoueccy
avp.exe, KOTOpbIA, B CBOK O4Yepedb, NbITAETCA CaMOCTOSTENbHO YCTAaHOBUTb
coefuHeHve c 3anpawvBaemon Beb-cTpaHuuen. Ecnv gna npouecca avp.exe
OTCYTCTBYET paspeLuatoLlee npaBuIio, CETEBOW aKkpaH 3abnokupyeT 3TOT 3anpoc.
B pesynbTarte BeG-cTpaHuua 6ynet HegocTynHa Nonb3oBaTernto.

15.6. MNpoBepka 3aWMILEHHbIX
coeguHEeHMM

CoeavHeHne ¢ ucnonb3oBaHuem npotokona SSL obecneunBaeT 3awuTy kaHana
obmeHa AaHHbIMU B uHTepHeTe. [NpoTokon SSL nossonseTt naeHtTuduumposaTb
o6meHMBaKLWmMecss AaHHbIMW CTOPOHbI HA OCHOBE 3NEKTPOHHBIX CepTUUKaTOB,
OCyLLEeCTBNATL WN(POBaHNE NepefaBaemblX AaHHbIX 1 obecneynBaTtb UX LEeno-
CTHOCTb B MpoLecce nepeaaydu.

31K 0cobEeHHOCTN MPOTOKONAa UCMONb3YHTCS 3M0YMBbILLNIEHHUKAMWU ANst pacnpo-
CTpaHeHWs1 BPELOHOCHbIX NPOrpaMM, MOCKOSbKY OOSMbLUIMHCTBO aHTUBUPYCHBLIX
NpoayKToB He npoBepsieT SSL-Tpaduk.

AHTMBMPYC Kacnepckoro npegocTaBnsieT BO3MOXHOCTb MPOBEPKM Ha BUPYChI
Tpadmka no npotokony SSL. lNMpu nonbiTke coeavHeHuss ¢ Beb-pecypcom B
6e3onacHoM pexume Ha 3kpaH OyaeT BbiBeoeHO yBegomrieHve (cMm. puc. 68) ¢
3anpocoM AeWCTBUS Y Nofb3oBaTens.

B yBegomMneHun npvBedeHa MHOPMauMs O MporpaMMme, MHULMKPYIOLWEN co-
efVHeHMe B Ge3onacHOM pexumMe, a Takke yaaneHHble agpec M nopT. Bam
npeanaraeTcs NpPUHATb peLleHne 0 HeoBXOAMMOCTM NPOBEPKN HA BMPYChl OaH-
HOro coeuHeHus:

e OG6paboTaTb — BbINOMHUTL NPOBEPKY Tpadmka Ha BMPYCbl NpU COeauHe-
HUK ¢ Beb-pecypcom B 6e30MacHOM pexume.

Mbl pekomeHayem BaM 0653aTenbHO BhINOMHATL NpoBepky SSL-Tpaduka
B Cfyyae, ecnv Bbl HAXOAMTECh Ha NoAo03puUTENBHOM BEG-pecypce 1 npu
nepexofe Ha crnegymwoLlylo CTpaHuUy HauMHaeTcs nepegada AaHHbIX No
SSL. C 6onblion cTeneHblo BEPOSTHOCTM 3TO MOXET ObiTb NPU3HAKoOM
nepegayv Bpe4oHOCHOW NporpaMMbl MO 3aLLMLLIEHHOMY NPOTOKOMY.

e [ponycTutb — NPOAOMKUTL CoeMHeHWE ¢ Beb pecypcom B Ge3onacHoM
pexumMe 6e3 NpoBepky Tpadrka Ha BUPYChI.

Utobbl B ganbHelweM NpuMeHsTb BbibOpaHHOE AEWCTBME KO BCEM MOMbITKam
ycTaHoBKM SSL-coeguHeHWI, ycTaHoBUTE hrnakok MpuMeHnUTL KO BCEM.
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[ns nposepkun 3awwmndpoBaHHbIX coeanHeHun AHTMBMPYC Kacnepckoro nogme-
HAeT 3anpawmBaembli cepTudurkat 6e3onacHOCTU CaMOMNOANUCHBIM CepTUdU-
KaToM. B HekoTOpbIX criyd4asx nporpaMmbl, yCTaHaBnvBawolime coeaunHeHue,
0TKa3blBaOTCH NPUHUMaTh 3TOT cepTudmKaT, B pe3ynbTaTe Yero coeamHeHne He
MOXeT ObITb YyCTaHOBNeHo. Mbl pekoMeHAyeM OTko4YaTb npoBepky SSL-
Tpaduka B crieqytoLmnx cnyyasx:

e [lpn coegnHeHWn C [oBepeHHbIM Beb-pecypcoMm, Hanpumep, ¢ Beb-
cTpaHuuen Bawero 6aHka, rae Bbl OCYLLECTBMSETE ynpaBreHne NNYHbIM
cyeTtoM. B atom cny4dyae BaXXHO NonyynTb noateBepxaeHne noarMHHOCTU
cepTudukaTta H6aHka.

e Ecnu nporpamma, yctaHaBnuBarwoLwasa coeguMHeEHVEe, OCYLLeCTBrsSeT Npo-
BEPKY cepTucmkarta y 3anpawmBaemoro Beb-pecypca. Hanpumep, npo-
rpamma MSN Messenger npu ycTaHOBKE 3aLLMLLIEHHOTO COEOUHEHUS C
CepBEPOM MpPoBepPSIET NOANMHHOCTL LndpoBo nognucu Microsoft Corpo-
ration.

opuhr TRadmka: ofiyuene

VICHOA A e ZaUHLEHHDE COEHMHEHWE

JFalMLEHHOE COE AMHEHHE MOMET ObITh NPOBEPEHD Ha
EHPYCEI, Bbl X0THTE NPOBEPHTE 3TO COEAHHEHHE?
& Internet Explorer

¥ AaNEHHEIR agpec: 10,104,647

WAANEHHEI NopT: 443

=) O6paBoTaTe

O6pabioTka BEINOMHASTCA YEPEs ZaLUMILLEHHDE
S5L-coeanHEHHE, BHHMAHKE, HEKOTOPEIE
BE0-CaHTEl MOMYT HE pabioTaTe © TaKHMM
COEAHHEHHAMH,

=} MponycTuTb
He NpoEEpATE 3T0 COSAHHEHHE,

[ MprmeriTs ko soem

PucyHok 68. YBegomneHnne 06 obHapyxeHun SSL-coeanHeHns

HacTtponka npoBepku SSL-coeavHeHusi BbinonHsieTcs B pasgene KoHTponb
Tpadmka OkHa HaCTPOMKM NPUNOXeHns (CM. puc. 69):

MpoBepsiTb BCe 3awmilieHHble COeANHEeHUA — NPoBePSATb BeCb TpaduK, Mpo-
XOAALWMIA no npoTokony SSL, Ha BupYyChI.

3anpawmBaTb O nNpoBepKe NpuW OOGHapyXeHMM HOBOro 3alMLLEHHOro co-
eAVHeHUA — BblBOAWTL COOBLLEHMe C 3anpocoM AeiCTBMI Nonb3oBaTtens
npu KaXxgom nonbiTke ycTaHoBku SSL-coeanHeHus.
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He npoBepsTb 3alMuieHHble COeANMHEHUA — He NPOBepPsTb Ha BMPYChbl Tpa-
vk, npoxoasaLLmnin no npotokony SSL.

MPOBEPKS SAULMILEHHELX COBAMHEHME
() MpoEEpATE BCE SALMILEHHBIE COSAHHEHHA

() 3anpaWMBaTE O NPOEEPKE NPH OGHAPYHEHHH HOBOMD
BALUHIUEHHOMD CORAMHEHHS

(¥) He NpoBepATE SaLUHMLEHHEIE COEAHHEHHS

PucyHok 69. HacTpoika npoBepku 3alUmLLEHHbIX COeANHEHNIN

15.7. HacTtpounka napameTpoB
npokKcu-cepeepa

B pasgene Mpokcu-cepBep (cM. puc. PucyHok 70) OkHa HACTPOWKU MPUMNOXKEHMWS
Bbl MOXKETE HacCTpPOUTb NapaMeTpbl MOAKIIOYEHUSA K MPOKCU-cepBepy (€cnu Bbl-
XOA B MHTEPHET OCyLecTBNAeTca yepes3 npokcu). AHTMBUpyc Kacnepckoro uc-
nonb3yeT AaHHble napamMeTpbl B paboTe HEKOTOPbIX KOMMOHEHTOB MOCTOSIHHOW
3aWmnThl, @ Takke Ans 0OHoBNeHus 6a3 1 Moayneln NPUNoXeEHUsI.

MENoMk308aTE OPOKIH-CEPESP

ECNK BBl HCNONBSYETE NPOKCH-CEPEEP ANA BEIX0AS B HHTERHET,
WETSHOBHMTE iNasor H YEOHHTE HHME Mo NapaMeTpr,

MapaMeTpel NpoKCH-CepEEpa
(%) ABTOMATHUECKH ONPEAENATE 3APEC NPOKCH-CEPBERE

(O McnonesosaTh yKasaHHLIE NaPaMeT bl NpOKCH-CEpEENa

He MCNoNE30ESTE NPOKCH-CEPEEP A4NA NOKANEHENX 34PEC0E

[ McnonezosaTe ayTeHTHOHKAURRD

PucyHok 70. HacTpoiika napameTpoB Npokcu-cepeepa

Ecnu ansa Bbixoda B MHTEPHET UCMOMb3yeTcs NPOKCU-cepBep, YCTaHoBUTe dra-
oK [¥] Ucnonb3oBaTb NpoKcU-cepBep M npu HEOBXOAMMOCTM HacTpounTe cre-
Aylolime napameTpsbil:

¢ BbibepuTe, kakme napameTpbl NPOKCU-CEPBEPA HY>KHO UCMOMNb30BaTh!

[¥] AeTOmaTnueckn onpepensitb agpec npokcu-cepsepa. lNpu BbI-
6ope gaHHOro BapuaHTa napameTpbl MPOKCU-CcepBepa onpepens-
I0TCS1 aBTOMaTnyeckn ¢ nomolbio npotokona WPAD (Web Proxy
Auto-Discovery Protocol). B cnyyae ecnu no gaHHoMy npoToKomny
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onpegenuTtb agpec He yaaetcs, AHTuBmpyc Kacnepckoro ncnonb-
3yeT napameTpbl NPoOKCU-cepBepa, ykaszaHHble B Microsoft Internet
Explorer.

Ucnonb3oBaTb yka3aHHble MapameTpbl NMPOKCU-cepBepa — WUC-
nonb3oBaTb NMPOKCU-CEPBEP, OT/IMYHBIA OT 3aJaHHOro B napameT-
pax coeavHeHus G6paysepa. B none Appec Beegute |IP-agpec unu
CMMBObHOE MMS, a B nore MopT — nopT npokcu-cepeepa.

Ons Toro 4To6bl NP 0OOGHOBNEHMU U3 NOKaNbHOIO UM CETEBOrO Kartanora
He Mcnonb3oBaTb NPOKCU-CEpPBEP, YCTAHOBUTE (ONaXoK [¥|He ucnons-
30BaTb NPOKCU-CepBep ANA NoKanbHbIX aapecoB.

e YKaxuTe, UCNonb3yeTcd nn ayTeHTUdMKauusa Ha npokcu-cepeepe. Ay-
meHmucpukayusi — 3TO npoueaypa NPOBEPKN PErmcTpaLMOHHbIX AAHHbIX
nonb3oBaTens B LEeNnsax KOHTponsa AocTyna.

Ecnun ona coegnHeHns ¢ Nnpokcu HeobxoammMo NPonTK ayTeHTudmKauuio,
ycTaHoBUTE hnaxok Ucnonb3oBaTb ayTeHTUUKALMIO N YKaXUTE B
npuvBeaeHHbIX HUXE MoMnaX MMA nonb3oBaTensa u naponbe. B gaHHoM cny-
Yyae BHauvane OygeT nposegeHa nonbiTka NTLM-, a 3atem BASIC-
aBTOpM3aLUN.

B cnyyae ecnu dnaxok He yCTaHOBIEH UMK JaHHbIE He yKa3aHbl, Oyaet
BblNnonHeHa nonbiTka NTLM-aBTOpusaumMm € MCNoOnb30BaHWEM Y4YeTHOM
3anucu, oT MMeHW KOTOpoW 3anylieHa 3ajada (Hanpumep, obHOBReHwue,
cMm. n. 6.6 Ha cTp. 65).

Ecnn aBTopu3aumsa Ha npokcu-cepBepe Heobxoauma, a Bbl He ykasanu
UMSA 1 Naponb, UKW yKa3aHHble AaHHbIE NO KakMM-Nnbo npu4mMHam He Gbl-
NN NPUHATBI NPOKCK-CepBepoM, OyAeT OTKPbLITO OKHO 3anpoca MMEHW U
napons asTopusauun. Ecnn aBTopusauus npoigeT yCcnewHo, ykasaHHble
UMs 1 naponb ByAyT MCNONb3oBaHbl B AanbHellweM. B npotusHom cny-
Yae, napameTpbl aBTopm3aunm 6yayT 3anpoLleHbl MOBTOPHO.

B cny4yae o6HOBMEHUA C ftp-cepBepa no ymon4aHui yCctaHaBnMBaeTCcA coenu-
HeHne C cepBepoM B NAaCCMBHOM pexunme. I'IpM owmnbke OaHHOIO CoeAuMHEeHUst
BbIMNOJIHAETCA NonblTKa cCoegNHEHUA B aKTUBHOM pexnme.

Mo ymonuyaHuio Bpemsi, OTBEAEHHOE Ha coeduHeHue C cepBepoM OGHOBMEHUs,
coctaenaeT oaHy MuHYTY. Ecnu coeavHeHue He MPOM3OLUNo, MO WUCTeYEeHUM
[aHHOTO BPEMEHU TMpPearnpuHNMAETCsl MOMbITKA COEAMHEHUS CO CriedytoLumM
cepBepoM 0GHOBMeHW. Mepebop nNponsBoanTCa 4O Tex Nop, Noka NpoLecc co-
e[VHEeHUs] He 3aBepLUMTCS YCMeLIHo, UNK noka He GyayT nepebpaHbl Bce OoC-
TYMHble cepBepbl OGHOBNEHWIA.
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15.8. HacTpouka mHrepcdhenca
AnTnsupyca Kacnepckoro

AHTMBMPYC Kacnepckoro npegocTtaBnseT BaM BO3MOXHOCTb M3MEHATb BHELLHWN
BUA, NPUNOXEHUS, Co3aaBasi U UCMOMb3ysa PasnuyHble rpaduyeckne anemMeHTbl 1
LBETOBYI0 nanuTpy. Takke npegnonaraeTcsd BO3MOXHOCTb HACTPOWKM MCMOSb-
30BaHMSA aKTMBHbIX 3MEMEHTOB WHTepderica, TakMx Kak 3Ha4YoK MPUIOXEHUS B
CMCTEMHOW NaHenm v BCNIblBatoLLMe COOOLLEHMS.

[nsa Hacmpoliku uHmepgpetica AHmusupyca Kacnepckoeo:
OTKPOWTE OKHO HaCTPOWKM MpunoxeHus u Bblbepute pasgen Bug
(cm. puc. PucyHok 70).

| Bra

Ofilme
lMcnonezoEaTe CHCTEMHEIE LEETS M CTHIH

[ McnonksoBaTe NOMYMPOSREYHOCTE OKOH YEEAOMIEHHI

YESAOMAEHHE O COBEITHAX

BRAMIHHTE YESAOMASHHA 0 CoBEITHAX

[ AononH|TEnsHD, .. ]

SHEHOK B MAHENH 3a4a4

MCMoABE3084TE GHHMALMHD SHAHKE MPH SKTHEHOCTH (NPOBEpKS
$anoE, oOHOENEHKE M T.4.)

WEEAOMNATE O HOBOCTAX C MOMOULERD 3HAUKE B CHCTEMHOM
naHenr

Mok askBEaTE 3H3HOK NOBEPX 3KpaHa NpHEETCTEMA Microsaft
Wirdows

MNanka ¢ onMcaHker rpadkyeckor obonoqKH

PucyHok 71. HacTpoiika napameTpoB UHTepdenca npunoxeHus

B npaBow yacty okHa HaCTPOMKM Bbl MOXETE ONPeaenmnThb:

e Ucronb3ogaHue co6CMEEHHbIX 2pachudecKux aj1eMeHmos U 1yeemosol
nanumpsi 8 UHmMepgelice MPuIoKeHUs.

Mo ymMon4yaHuto B rpacpmnyeckomn obornoyke NPpUNOXeHna MnCcnonb3yrTcA
CUCTEMHbIE LiBETa U CTUNN. Bbl MOXETEe 0TKa3aTbCsl OT HUX, CHAB (hnaKok
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Ucnonb3oBaTb cucTeMHble LBeTa U cTunu. B atom cnyyae Oyayt
MCMOmNb30BaTbCA CTUIU, YKa3aHHble BaMU NPU HAaCTPONKe TEMbI 3KpaHa.

Bce wucnonbdyemble B uHTepdernice AHTUBMpyca Kacnepckoro LBeTa,
WPUTHI, MMKTOrPaMMbl, TEKCTbI MOTYT ObITb M3MeHeHbl. Bbl MoxeTe co3-
AaBaTb cobcTBeHHble rpaduyeckne 060MOYKM ANA NPUMOXKEHUS, MOXeTe
nokanu3oBaTb ee Ha Apyron A3blk. YToObl NOAKNIOYUTL rpaddnyeckyro
060royKy, ykaxute katanor ¢ ee napameTpamu B none Manka ¢ onuca-
HUem rpacduyeckon obonoyku. [1na Beibopa katanora BOCNONb3yNTEChH
KHonkon O630p.

CmerneHb npo3payHocmu 8Crsbi8arouUX coobWeHuUl.

Bce onepauun AHTMBMpyca Kacnepckoro, Tpebytolme Bawero Hemepn-
TNIEHHOro yBEOOMIIEHUS UMW MPUHATUSA pelueHus, odopMIieHbl B Buae
BCMIbIBAKOLLMX COOOLLEHNIA Haf 3HAYKOM MPUITOXKEHWS B CUCTEMHON na-
Henn. OkHa coobLleHnin nonynpo3padyHbl, YTobbl He MeluaTb Ballen pa-
6oTe. NMpu HaBegeHMN Ha OKHO COOBLLIEHNST Kypcopa MbILLW NMPO3PavyHOCTb
ncyesaeT. Bbl MOXeTe MEHATb CTEMNeHb NPO3PaYHOCTU TaKMX COOBLLEHWN.
Ons aTtoro yctaHoBuTe nonadyHok wkansl KoadduumeHT npo3pavyHocTn
B HYXXHO€e nonoxeHue. YTobbl OTMEHUTL NPO3PAYHOCTb COOBLLEHUIA, CHU-
MUTe Onaxok [“] Ucnonbsosats nonynpo3pa4yHoCTb OKOH yBeAOM-
TNeHUN.

Ucnonb3oeame unu Hem aHUMaUUr 3Ha4vyka rpusrioXeHus 8 cucmemHoU
nanHernu.

B 3aBMCMMOCTW OT BbINOSHAEMOW npunoXxedHnem onepaumn 3Ha40K B CUC-
TEMHOW NaHenn meHseTcs. Tak, Hanpumep, ecrnn BbINMOJTHAETCA NpOoBepKa
CKpunta, Ha (bOHe 3Hayka nosiBnsieTcs Hebonbluas NMKTOrpamMmma co
CKpnnTtoMm, a npu npoBepke No4YToBOro coobueHne — NMUKTOrpamMmma nncb-
ma. Mo YMON4YaHUio aHMMauna 3Ha4dyka npunoxeHma Mcnosnb3yeTcA. Ecnun
Bbl XOTUTE OTKa3aTbCA OT aHMMauun, CHUMUTe (bna>|<0|< Ucnonb3o-
BaTb aHMMaUUIKO 3HAYKa NPy aKTUBHOCTMW. B atom cny4yae 3Ha4dokK 6y-
OeT OTpaXaTb TOJNIbKO CTaTyC 3allUTbl Ballero koMmnbrotTepa: ecnu 3awmTta
BKMIOYEHA, 3HAYOK — LIBETHOMW, ecnu 3awuTta npuocTtaHoBrieHa Unn Bbl-
KInto4eHa, 3Ha4Y0K CTaHOBUTCA Ceporo LBeTa.

Yeedomisme unu Hem o nosydeHuu Hogocmeli om «Jflabopamopuu Kac-
repcKoeoy.

Mo ymonyaHuio npy nony4YeHMn HOBOCTEW B CUCTEMHONM NaHenu nosiBns-
€eTCA cneumanbHbI 3HAYOK, MPU HaXaTUM Ha KOTOPbIA OTKPbIBAETCSI OKHO
C TEKCTOM HOBOCTU. ECnu Bbl XOTUTE OTKMOUNTL YBEOOMITEHUE, CHUMUTE
dnaxok yBeAOMnﬂTb O HOBOCTSIX C NMOMOLLbI0 3Ha4YKa B CUCTEM-
HOW naHenm.
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lNokasbigampb unu Hem UHOUKamO,D 3awumesl AHmueupyca Kacnepckozo
rnpu cmapme OﬂepBUUOHHOﬁ cucmemsbl.

Mo ymonyaHuio Takow MHAMKATOP MOSIBMSIETCA B MPaBOM BEPXHEM Yriy
3KpaHa B MOMEHT 3anycka npunoxeHusi. OH MHMOPMUPYET Bac O TOM,
YTO 3alyuTa Ballero KoMnbloTepa oT nboro poaa yrpos BktoyeHa. Ecnu
Bbl HE XOTUTE WCMNOMb30BaTb WHAMKATOP 3allMTbl, CHUMWUTE aXKOK
Moka3sbiBaTb 3HA4YOK NOBepX 3KpaHa npuBeTcTBMA Microsoft Win-
dows.

O6paTunte BHMMaHue, 4TO MU3MEHeHVe napaMeTpoB UHTepdernca AHTUBMPYCa
Kacnepckoro He coxpaHsieTcsi Mpy BOCCTaHOBIIEHUU MapamMeTpoB paboTbl Mo
YMOMYaHWIO UNW yAaneHun NpunoxeHust.

15.9. Acnonb3oBaHue

AOonNosfiHUTe NbHbLIX CepBmMcoB

AHTuBMpYC Kacnepckoro npegnaraeT Bam BOCMOSIb30BaTbCs CNEAyOWUMMU [o-
NOMHUTENBHLIMK CepBUCaMm (CM. puc. 72):

3anyck AHTMBMpYyca Kacnepckoro npu ctapTe onepaunoHHOM UCTEMbI (CM.
n. 15.11 Ha ctp. 208);

yBeAOMIeHe Monb3oBaTens O BO3HWKHOBEHUW HEKOTOPbIX COObITMI B
paboTte npunoxenus (cm. n. 15.9.1 Ha cTp. 198);

camosawmta AHTUBMpYca Kacnepckoro OT BbIKMHOYEHUS, yaaneHus unu
M3MEHEeHUs MoAynel, a Takke 3aluTa JOCTyna K NPUIIOKEHUIO naposiem
(cm. n. 15.9.2 Ha cTp. 203);

aKkcnopT/ UMnopT  napameTpoB  paboTel  AHTMBMpyca Kacnepckoro
(cm. n. 15.9.3 Ha cTp. 204);

BOCCTaHOBIIEHNE NapameTpoB Mo ymonyaHuio (cM. n. 15.9.4 Ha ctp. 205).

4Ymobb! nepelimu K HacmpoUKe UCrofib308aHUs NepeYqUCIeHHbIX Ceps8ucos,

OTKPOWTE OKHO HaCTPOWKM NpUIoxeHus u BbibepuTe pasgen CepBuc.

B npaBoi 4acTtu Bbl MOXeTe onpeaensitb, NCNONb30BaTb AOMOMHUTENBHbIE CEp-
BUCbI B pa60Te NMPUNOXEHNA UM HET.
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ABTOSarpYsKa

JanyCkaTe NPMADHKEHHE NPH BKAKHEHHH KOMIBHTEDS

CaMOZaLUMTa
BIMHIYHTE CaMOZaLMTY

SAMNPETHTE EHELHEE YNPAENSHHME CEPEMCOM

JalWKTa Naponem

[[] BrntoumTe 3aWmTy naponem

YWNPaENEHHE KoKy paUHER

Bibl MOMETE COXPAHHTE TEKYLIHE NaPAMETPEI 3AWLHTHI
KOMMBHITERS B KOHPHrYPALHOHHOM dakine, 3arpysHTe M3 balina
MK BOCCTAHOEHTE PEKOMEHAYEMBIE NADAMETRE 3aILHTHI,

[ 3ArpYIHTE ][ COXpAHHTE ][BUCETBHDBHTb... ]

PucyHok 72. HacTpoika AononHUTEeNbHbIX CEpBUCOB

15.9.1. YBegomneHusa o cobbiTuax
AnTuBmpyca Kacnepckoro

B npouecce paboTtbl AHTMBMpYca Kacnepckoro BO3HWMKAOT PasfiMYHOrO poaa
cobbITA. OHM MOryT GbiTb MHGOPMALIMOHHOTO XapaKTepa, a TakkKe HEeCTU Bax-
Hyl0 UHbopmauuo. Hanpumep, cobbiTue MOXeT yBeaoMnsiTb 06 YCMeLwHo Bbli-
NOSIHEHHOM OBHOBMEHUM NMPUMOXEHUS, a MOXeT (PMKCMPOBaTh OLWKNBKY B paboTe
HEKOTOPOro KOMMOHEHTA, KOTOPY HE0BX0AVMO CPOYHO YCTPaHUTD.

[ns Toro 4TobbI 6bITL B Kypce cobbiTuin B paboTe AHTUBMPYCca Kacnepckoro, Bbl
MOXeTe BOCMONb30BaTbCA CEPBUCOM YBEAOMMEHUN.

YBeomneHust MoryT ObITb peanusoBaHbl OA4HUM U3 CrieayoLmx cnocoboB:

e BcnnbiBatowue cooblieHns Hag 3Ha4ykoMm NPUNOXeHNs B CUCTEMHON Na-
Henu.

e 3ByKOBOE OMOBELLEHNE.
e Co0O6LLEHNSA ANEKTPOHHON MOYTHI.
e 3anucb nHgopmaumm B XXypHan cobbITUA.
Umobbi 8ocrons308ambcsi 0aHHbIM CepP8UCOM, 8aM HYXHO:

1. YcraHOBWTL hnaxok [¥] BkniounTs yBeAOMIIEHUsi O COObITUAX B
6noke YBepomneHue o coObITuAX pasgena Bup okHa HacTpomnku
NpuUnoxeHusi (cm. puc. 71).
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2. OnpegenuTb UMbl cobbiTuin AHTMBMPYca Kacnepckoro, 0 BO3HUKHOBE-
HUWN KOTOPbIX Bbl XOTUTE ObITb YBEAOMIMEHbI, U CNOCOO yBeAOMMNEHUN
(cm. n. 15.9.1.1 Ha cTp. 199).

3. HacTtpoutb napameTpbl OTNpaBKu yBEOOMIIEHUA MO 3MEKTPOHHOW MOoY-
Te, ecnu npegnonaraetcd WMEHHO Takol cnocob yBeAOMIEeHUN
(cm. n. 15.9.1.2 Ha cTp. 201).

15.9.1.1. Tunbl co6biTMM N CNOCO6GBLI OTNPaBKM
yBeaoMIIeHMN

B npouecce pa60TbI AHTVIBVIpyca Kacnepckoro Bo3HuKatoT cobbITus cnenyrwmx
TUNOB:

KpuTnueckne cobbITUsl — COOLITUA KPUTUYECKON BaXKHOCTU, YBELOMIIEHMUS
O KOTOpPbIX HaCToATeNlbHO pekoMeHAyeTCA noJlydaTb, NOCKOJIbKYy OHU
YKa3blBalOT Ha npo6ne|v|b| B pa60Te NpUNoXeHna nnn Ha ya3smMmocCTu B
3awWmTe Ballero Komnbtotepa. Hanpumep, 6asbl npuioxeHUsi rnospex-
OeHbl NN ucmek cpok Gelicmeusi Kii4a.

OTka3 (byHKUMOHaNbLHOCTU — CObbITUA, NpMBoasAWMe K HepaGoTocnocos-
HOCTV NpUNoXeHus. Hanpumep, oTcyTcTBUE Ktoda U 6a3 NpUNoXKeEHUS.

BaxHble co6bITUA — COBbITUSA, HA KOTOpble 06s3aTeNbHO HyXHO 06paTUTb
BHUMaHM1e, MOCKOMbKY OHW OTODpakaloT BaxHble cuTyauuu B pabote
npunoxeHusi. Hanpumep, 3awuma omxmoyeHa Unu Komnsromep dagHo
He rpoeepsisics Ha pucymcmeue 8UpyCcos.

UHdopMaumnoHHbIe cO6bITUSI — COObITUS CMpPaBOYHOrO XapakTepa, Kak
npaBuno, He HecyLume BaxkHOW MHdopMaumun. Hanpumep, ece onacHbie
06bEKMbI BbINIEYEHBI.

Ymobbl ykazamb, 0 Kakux cobbimusix U KakuM 0b6pa3om ebi OO/KHbI O6bimb yee-
OoMII€eHbI:

1. OTKponTe OKHO HacTPOWMKM MpunoxeHus u BblbepuTe pasgen Bug (cm.
puc. 71).

2. YctaHoBuTe hnaxok [*| BknounuTb yBegoMreHue o cobbITusaX B Grioke
YBegomneHue o cobbITUAX W nepenanTe K AeTanbHOW HACcTpoOMKe no
KHOMke JlONONHUTENbHO.

B okHe HacTtpoika yBegomMneHum o cobbITuaAX (CM. puc. 73) Bbl MOXeTe Ha-
CTpOUTL criegytoLine crnocobbl YBeAOMIIEHNI O MEPEYNCIEHHbIX Bbille COBbITU-
AX:

e Bcnnbigarujee coobweHue Hag 3HAaYKOM NMPUIOXKEHMS B CUCTEMHOWN na-
Henu, copepxatliee MHOPMaLMOHHOE COOOLEHNE O BO3HUKLIEM COObI-
™K.
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Y106kl NCNOMBL30BaTh AaHHbIA TUMN YBEAOMIIEHUS, YCTaHOBUTE hriaxok
B rpacpe SKpaH HaNpoOTUB COOLITMSA, O KOTOPOM Bbl XOTUTE ObiTb YBEAOM-
neHbl.

36yK0606 oriogeuweHue.

Ecnn Bbl X0TNTE, YTOOLI faHHOE yBEOOMIIEHME COMPOBOXAArNoch 3BYKO-

BbIM CUrHasnom, ycTaHoBuTe B rpacde 3ByK cnaxok [¥] HanpoTue cobbl-
™s.

YeedomrieHue o 371IEKMPOHHOU rnoyme.

YT06bI MCNOMNBL30BaThb AAHHbLIA TUM YBEAOMIIEHUS, YCTaHOBUTE (DNaXok
B rpace E-mail HanpoTuB cobbiTns, 0 KOTOPOM Bbl XOTUTE ObITb YBEAOM-
NEHbl, U HACTpPoOWTE MapamMeTpbl OTNpPaBku yBegomneHun (cm. n. 15.9.1.2
Ha cTp. 201).

<1 HacTpo#ika yee gomae HHH 0 coBhITHAX

CofibiTHe
@ Bee cofibitia

@ Kprtiaeckie cofisimis
@ (QOBHAPYHEHHE BMPYCOE, YEDEEH, ...
@ OBHapyeHne BOSMOXHD 3apame. .,
@ Nevenne HesozmomHO
@ Cpok asficTenA Kntoua McTek
@ OfHapywerne ceTeBbIx aTak
@ Bazbl cineHo yeTapeni

@ OTraz dYHRLHOHHPOEaHKA
@ Koy He HafAeH, aHHYIHDOBSH W, .,
@ Ownbka np ofHOBNEHMA NpRADH, ..
@ 3ana4a ve moweT GbITb BENOAHEHS
(@ Bazol oTCyTCTBYIOT MK NoBpENKA. ..

(1) BamHble cofbiTia
(1) OfHapy#eHe NPOrPaMH-LNMAHD. .,
(1) Cpok ASACTEMA KNMOHE CKOPD HCT...
(1) Mpane BawHsie cobemra

3BYK E-mail HypHan

]

QIS

&

’\') Basbl yoTapeny

(1) ConblueHHA CaMa3awHTE!

’\') HeofpatoT aHHEIE BPEADHOCHKIE 1.\

(1) MpoBEpKa MOBrO KOMNBKITEPa HE: ...

(1) TpefiyeTca nepesarpyska
@ WHbopHaumoHHEe cobiTia

(3} Meuerine 3apawerir: ofterTos
@ ¥ AANEHHE 33paMEHHED OO LEKTOR
@ ORBEKT NOMEWEH HA KSPAHTHH

e

1000C0O000000O000C0O0000ROO0O000O0F#&
1000C0O0000000000O0000ROO0O000O0E&

e

=

Hactporika e-mail... [ Bribop #vpHana. .. ]

PucyHok 73. CobbiTvs B paboTe NpunoxeHns 1 cnocobbl yBeAOMIEHUIA O HUX
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Banuck uHgopmayuu 8 xypHan cobbimud.

Y106kl hrKcnpoBaTh MHOPMAaLMIO O HACTYNNEHNM Kakoro-nmbo cobbiTns
B XypHane, yCTaHOBWUTE HaNpOTUB HEro naxok B rpade XypHan u
HacTpowTe napameTpbl XypHana cobbitTni (cm. n. 15.9.1.3 Ha cTp. 202).

15.9.1.2. HacTpomnka oTnpaBKkm yBeaomMmsrieHMM no

3NEeKTPOHHOM noure

Mocne ToOro kak Bbl Bbibpanu cobbitma (cm. n. 15.9.1.1 Ha cTp. 199), yBeaomne-
HUS1 O BO3HUKHOBEHWMM KOTOPbIX Bbl XOTUTE MOMNy4YaTb MO 3fIEKTPOHHOW NouTe,
Heob6x0aMMO HAacCTPOUTb OTMPABKY YBEAOMIEHWI. [Ans 3TOro:

1.

OTKpONTE OKHO HACTPOWMKM NpUNoxeHus u Boibepute pasgen Bug (cm.
puc. 71).

HaxmMute Ha kHonky [lononHuTenbHoO B Groke YBegomneHue o co-
ObITUAX.

B okHe Hactponka yBegoMneHMM o coOObITUAX (CM. puc. 74)
yctaHoBuTe B rpade E-mail dnaxok ona  cobbiTuin, npu
HaCTynneHun KoTopbix TpebyeTca OTNpaBnATb YyBeOOMIIEHMEe Mo
3NEKTPOHHON MoYTE.

B okHe (cm. puc. 74), oTkpbiBatoweMcst no kHonke HacTpomka e-mail
3aganTe cnegyowme napameTpbl OTNPABKM YBEAOMIIEHMI MO NoYTe:

e 3apainTe napameTpbl OTNpaBkM yBeAoMneHu# B 6Groke OT-
npaBKa yBeJOMIIEHUA OT UMEHU.

e YKaxuTe agpec 3MeKTPOHHOW MOYTbl, HA KOTOPLIA OyayT OT-
npaensiTbcs yBegomneHus B 6rnoke Monyvatens yBegomne-
HUNA.

e 3apainTe pexum oTNpaBKW yBEAOMMEHWUIA MO ANIEKTPOHHOW MoY-
Te B 6rnoke Pexum paccbinku. Ytobbl npunoxeHne otnpasns-
na nuceMO No akTy BO3HWMKHOBEHUS COObITUS, BblbepuTe

Mpy BO3HUKHOBEHUM cOObLITUA. [N yBeOOMITEHUS] O CO-
ObITUAX 32 onpedeneHHbI MPOMEXYTOK BpeMEHU CopMUpYIi-
Te pacnucaHve OTnpaBKkM WMH(OPMALMOHHOIO MUCbMA, HaXaBs
Ha kHonKky N3ameHuTb. o ymonyaHuio npeanaraeTcs exenHeB-
Hoe yBeJOMIIeHHE.
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HacTpoika nouToBsix yee aomie HuM

OTNPAaEKS YEEAOMAEHHA OT HMEHH

Aapec: admin@company.ru

Cepeep SMTF: mail. server.ru MopT: (25 E
MmA nonezosaTena: | Administrakar

MNapone: LILITITITI YT LY )

Mony4aTens YEEAaMNEHKHA
BApEc: testi@company, ru
Peskn PACCEINKH

(&) [PH BOSHHKHOBEHHK COOBITHA

O Kaw AR 1 AeHE

@Enpasxa [ Ok H OTHEHS I

PucyHok 74. HacTpolika napameTpoB yBeAOMITEHUS MO 3NIEKTPOHHOW noyTe

15.9.1.3. HacTponka napameTpoB XXypHana
cobbiTUM

Umobbl Hacmpoums napamempsbi XypHana cobbimud:

1. OTKpoViTe OKHO HaCTPOWMKM MpUNoxeHns n Bolbepute pasgen Bug (cm.
puc. 71).

2. Haxwmwute Ha kHonky [HdononHutenbHo B Onoke YBegomneHue o
CcoObITUAX.

B okHe HacTtpoika yBegomneHu o cobbiTUSAAX BbiGepuTe Anst kakoro-nvbo
COGbITUS BO3MOXHOCTb 3amnvcy MHGOPMaLMK B XXypHamn U HaXXMUTE Ha KHOMKY
Bbi60op xypHana.

AHnTMBMpYyc Kacnepckoro npegoctaBnseT BO3MOXHOCTb 3anvcu mHdopmaumum o
CObbITMAX, BO3HMKaOLWMX B paboTe npunoxeHusi, B oBLIMI XypHanm CoGbITUN
Microsoft Windows (MpunoxeHune) nbo B oTAENbHbIV XypHan cobbiTuii AHTU-
Bupyca Kacnepckoro (Kaspersky Event Log).

[MpocMOoTp XypHanoB ocyLlecTBnsAeTcs B cTaHaapTHOM okHe Microsoft Windows
Event Viewer, «koTopoe MOXHO BbI3BaTb C MOMOLUbK  KOMaHAbI
Myck/HacTtpoikal/llaHenb ynpaBneHus/AgMuHucTpupoBaHue/llpocmoTp
COObITUN.
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15.9.2. Camo3awmTa NnpunoXXeHmsa m
orpaHuuYeHue AOoCTyna K Hem

AHTUBMpPYC Kacnepckoro siBnsieTca npunoxeHvem, obecneyvBatoleri 6esonac-
HOCTb KOMMblOTEPA OT BPEOOHOCHbIX NPOrpamMm, U B CUIly 3TOrO cama CTaHOBMT-
cs1 06BEKTOM MHTEPECA CO CTOPOHbI BPEAOHOCHOTO NPorpaMmHoro obecneyeHus,
nbiTatowerocss 3abnokuposatb paboTy MPUMOXEHUS UMW OaXe yAanuTb ee C
KOMMbloTEpa.

Kpome Toro, nepcoHanbHbIA KOMMNbIOTEP MOXET MCMNONb30BaTbCH HECKONbKUMU
nogemMu, B TOM YKCHE C PasHbiM YPOBHEM KOMMbIOTEPHON rpamMoTHOCTU. OTKPbI-
TbI OCTYN K NPUIOXEHUIO, €70 NapaMeTpam MOXeT 3HaUUTENIbHO CHU3NUTb Ypo-
BeHb 6e30macHoCTV KOMMNboTepa B LIEMOM.

YTtobbl 06ecneunTb CcTabunbHOCTbL CUCTEMbI 6830MacHOCTU Ballero KOMNblOTEPAQ,
B NpunoxeHune nobaBneHbl MexaHn3Mbl CaMo3allMThbl, 3alWmTbl OT yoaneHHoro
BO34ENCTBUSA, a TaKkke 3amTa A0CTyna K NPpUnoXxeHuo naponem.

Mop ynpaBneHnem 64-paspsigHbIX onepaumoHHbIx cuctem u Microsoft Windows
Vista 4OCTYNHO TOMbKO ynpaBfieHMe MexaHU3MOM CaMO3aLLUTbl NMPUIOXKEHNUS OT
N3MEHeHUs Unu yaaneHnsa coOCTBeHHbIX halnoB Ha AUCKe, a Takke 3anucen B
CUCTEMHOM peECTpe.

Ymobb! eKoYUMb UCMOMb308aHUE MEXaHU3MO8 camMo3allyumal rpusrioXxeHus.

1. OTKpoViTE OKHO HAacTPOWKW MpUNoxeHus n BbibepuTe pasgen CepBuc
(cm. puc. 72).

2. B 6noke Camosawmra BbINOSHATE HEOOXOAUMYIO HACTPOWKY:

[¥] BkniounTs camo3sawmTty. Ecnn yctaHoBneH aToT chnaxok Oyaner
3a[ecTBOBaH MeXaHW3M 3aLLUTbl MPUNOXKEHNUS OT U3MEHEHNSA UNU
yAaneHusi cobCTBEHHbIX halinoB Ha gucke, NPOLECCOB B NamsiTy,
3anuncei B CUCTEMHOM PEECTpE.

3anpe1'wrb BHelLUHee ynpaBrieHue cepBucoM. [lpu ycTaHoBreH-
HOM dnaxke ByaeT 3abnokupoBaHa nobas nonbiTka yAaneHHoro
ynpasneHus cepsucamv NPUNoXeHus.

Mpu nonbITke BbINOMHUTL Kakoe-nnbo 13 nepeyncrneHHbIX 4eNCTBUA Hapg,
3HAYKOM MPUITOXKEHUST B CUCTEMHON NaHenu Gyaet OTKpbITO yBegomrie-
HWe (ecrnv cepBuC YBEAOMITEHNIA HE OTKIIOYEH MOMb30BaTENEM).

YT06bl 3aWMTUTL OOCTYN K NPUIIOKEHMIO C MOMOLLBIO Naporsis, ycTaHoBWUTe dha-
oK [¥| BknouuTb 3alyMTy naponem B OAHOMMEHHOM GIIOke U B OKHE, OTKpbI-
BatoLLLeMCsl Mo kHonke HacTpoiika, ykaxkute naporb 1 obnactb, Ha KoTopyto By-
[eT pacnpocTpaHsATLCS orpaHndeHne goctyna (cM. puc. 75). Bbl MoxeTe 3a6ro-
KMpoBaTb NtoGble onepauun ¢ NPUNoXeHneM, 3a UCKNoyYeHnem paboTbl C yBe-
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AOMNEeHnAMn o6 o6Hapy>Keva| onacHbIX 06beKTOB, nnun 3anpeTnTb BbiNOJIHEHNE
O[HOTO 13 creaylLwnx 4encTBUn:

¢ M3meHuTb NapameTpbl paboTbl NPUNIOXKEHNS.
e 3aBepwutb paboty AHTMBMpPYCca Kacnepckoro.

e BbIKMIOYMTL 3aLLMTY BaLLEro KOMMbIOTEPA UMM NPUOCTAHOBUTL €€ Ha He-
KOTOpOE Bpewmsi.

3awuta napoaem

CTape Naponk:

@ HoBkH naponk: s

MoaTEEpHARHHE: ITIIIT)
OBnacTe ASFCTEMA Napona
() Bre onepaunn (KpoME YEEAOMNEHHE 0f onacHocTH)
(%) OTAgNEHEIE ONERALMH
[] Mzmerenns napameTpoE paBioTl NpHACHEHHA

[] zaeepuwenme pafioTe © nprRoHeHHen

ICTAHOEKA MPHOCTAHOEKS KOMNOHEHTOE SAILMTE! H 38444 |

& Cnpasxa [ ok ][ CITMEHA ]

PucyHok 75. HacTpoiika 3awmTbl NpUnoXeHus naponem

Kaxxgoe na nepevyncrieHHbIX Bbllle OencTeun NpMBOAUT K CHMXEHUIO YPOBHA 3a-
LWKTbl Ballero KomnbTepa, Nno3ToMy I'IOCTapaIZTer onpenennTtb, KOMy 13 Nonb-
3oBarenewn Bawero KOMMNblOoTEepa Bbl AoBepAeTe BbINONMHATL Takme nencreus.

Tenepb Npu NonbITke NMOOOro NONb3oBaTenst Ha Bawem KOMMboTEPE BbINOMHUTD
BblOpaHHbIE BaMK OENCTBUSA NPUIOXeHne Bcerga OyaeT 3anpalwmBaTth Naporsib.

15.9.3. IkcnopTt / MNopT napameTpos
pab6otbl AHTUBMpYca Kacnepckoro

AHTUBMPYC Kacnepckoro npefocTaBnsieT BaM BO3MOXHOCTb 3KCnopTa 1 uMrnopTa
CBOWX NapaMeTpoB.

3710 nonesHo, Hanpumep, B TOM Cry4yae, Koraa npuroxeHue ycTaHoBMeHa y Bac
Ha AOMalUHEM KoMMbloTepe 1 B odmce. Bbl MOXeTe HacTpouUTb NpUoXxeHme Ha
yA0GHbIN ANs Bac pexum paboTbl oMa, COXPaHUTb 3TV NapaMeTpbl Ha AUCK U C
NOMOLLLI0 (PYHKLMKU uMMopTa BbICTPO 3arpy3vTb MX Ha CBOW pabounii KOMMblO-
Tep. MapameTpbl XpaHATCA B cneunansHOM KOHUrypaLMoHHOM doaiine.
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Ans moeo ymobbl akcriopmuposame mekyujue napamempb! pabomabi nNpuoxe-
HuUs,

1. OTKpoWTe OKHO HACTPOWMKWU NPUNOoXeHus u BblbepuTe pasgen CepBuc
(cm. puc. 72).

2. Haxmwute Ha kHonky CoxpaHuTb B Onoke YnpaBneHue KoHdpurypa-
uuen.

3. Bsegute HasBaHMe KOHMUrypauMoOHHOro damnna n ykaxute MecTo ero
COXpaHeHusI.

[ns umnopma napamempos pabomsl U3 KOH¢hu2ypayuoHHO20 alna
1. OTKpoWTe OKHO HACTPOMKM NpUNoXxeHus 1 BblbepuTe pasgen Cepsuc.

2. HaxmuTte Ha kHOnKy 3arpy3uTb 1 BbibepuTe daiin, n3 KoToporo Bbl XO-
TUTEe MMMNopTMpoBaTb NapameTpbl AHTMBMPYCca Kacnepckoro.

15.9.4. BoccTtaHOBNEeHMe napamMmeTpoB no
YMONM4YaHMIO

Bbl Bcerga MoxeTe BepHYTbCA K peKOMeHAyeMbiM napameTpam paboTbl npuno-
xeHna. OHM cumnTaloTcs onTUManbHbIMU Y pekomMeHOoBaHbl cneunannctamum
«JlabopaTopun Kacnepckoro». BocctaHoBrneHve napameTpoB OCYyLLECTBASETCH
MacTtepom nepBoHayanbHOM HACTPONKM NMPUIOXKEHNS.

Ymobbl eoccmaHo8UMb napamempabl 3aW,umel,

1. OTKpoViTE OKHO HAacCTPOWKM MpUNoXeHus n BbibepuTe pasgen CepBuc
(cm. puc. 72).

2. HaxwmwuTte Ha kHonky BocctaHoBuUTb B 6roke YnpaBrneHue KoHdwry-
pauuen.

B OTKpbIBLIEMCA OKHE BaM NpeanaraeTcsa onpeaenuTb, Kakue napamerpbl U Ans
KaK1UX KOMMOHEHTOB CriedyeT Unu He crieqyeT COXpaHATb naparnnenbHO C BOc-
CTaHOBMEHNEM PEKOMEHAYEMOrO YPOBHSi 6€30MacHOCTM.

B cnucke npeactasrieHbl KOMMOHEHTbI NMPUMOXEHUS, NapaMeTpbl KOTOPbIX Gbinu
M3MeHeHbl Nonb3oBaTteneM. Ecnu ansa kakoro-nnGo M3 KOMMOHEHTOB B NpoLecce
paboTbl GbiNy chopMUPOBaHbI YHUKarNbHbIE NMapaMeTpbl, OHU Takke OyayT npes-
CTaBMeHbl B CrNCKe.

TakumMn yHWKanbHbIMW NapameTpaMu SBASIOTCA CHOPMMPOBaHHbIE MpaBuna
UCKMIOYEHNI 3aLnTbl ANS KOMMNOHEHTOB MPUMOXEHWS, CMUCKN OOBEPEHHbIX WH-
TepHeT-aApecoB, ncnons3yembix Beb-AHTMBMPYCOM, a Takke npasuna Ansg npu-
noxeHun NpoaxkTMBHOW 3amThbI.
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[aHHble cnuckn chopmMupytoTcsa B npoLlecce paboTbl C NPUNOXEHWEM, ucxoas 13
nHauBMAYyanbHbIX 3agady u TpeboBaHun 6GesonacHocTU, U X HOPMUPOBaHUE
3a4acTylo 3aHMMaeT MHOro BpemeHW. [103ToMy Mbl peKOMeHAyeM COXPaHATb UX
npu BOCCTAHOBMEHNM NePBOHaYarbHbIX NapaMeTpoB paboTbl NPUIOXKEHNS.

Mo yYMOn4aHuIo BCe yHUKalnbHble NapaMeTpbl, NpeacrtaBfieHHble B CNUCKe, noa-
nexat CoOXpaHeHur ((b]'la)KKVI HanpoTuB HUX CHHTbI). Ecnn COXpaHeHne Kakoro-
nmbo n3 napamMmeTpoB He Tpe6yeT0ﬂ, YCTaHOBUTE HaNpoOTUB HEro cbna>|<0|<.

Mo 3aBepLUEHNM HACTPOVKN HaXXMUTe Ha kHonKy Janee. byaet 3anyleH mactep
nepBOHaYanbHON HACTPOVKN NpunoxeHus (cm. n. 3.2 Ha cTp. 35). CnepynTte ero
yKasaHusM.

Mo 3aBepLueHnn paboTbl MacTepa Ans BCceX KOMMOHEHTOB 3awwuTbl ByaeTt ycra-
HoBneH PekomeHayeMbIn ypoBeHb 6€30nacHOCTU C y4eTOM Tex napameTpos,
KOTOpble Bbl PELUMNN COXPaHUTb Npu BoccTaHoBrneHun. Kpome Ttoro, OyayT umc-
nonbL30BaTbCA NapaMeTpbl, KOTOPbIE Bbl HACTPOMIM B XoAe paboTbl MacTepa.

15.10. TexHunueckana noanepxKa
nonb30BaTenem

MHdopmauma o TexHudeckon noggepxke, npegoctaensiemon «JlabopaTopuen
Kacnepckoro» nonb3oBatensam, npegctaBneHa B pasgene lMoapepxkka (cwm.
puc. 76) rmaBHOrO OKHa MPUINOXEHWS.

B BepxHen 4acTu Bbl MOXeTe NPOCMOTPETb O6LLY0 MHOpMaLUI0 O MpuUnoxe-
HUW: BEPCUSA MPUNOXEHWs, AaTta Bbinycka MCNonb3yeMbixX npunoxeHnem 6as, a
Takke KpaTkne AaHHble 006 yCTaHOBNEHHOW Ha BalLeM KOMMbIOTEpe onepaumoH-
HOW cucteme.

Ecnu npu ncnone3oBaHun AHTMBMpYca Kacnepckoro Bo3HUKNM npobnemsl, npe-
Xae Bcero ybeamTech, He onucaH N MeTof, pelleHns Balen npobnemsl B AaH-
HOW cnpaBo4YHOW cucTeme unu B base 3HaHun Ha Beb-cante Cnyx6bl TexHUYe-
ckol nogaepxkn «Jlabopatopun Kacnepckoro». basa 3HaHui siBnsieTcs oTaenb-
HbIM pasgenom Beb-carita CnyxObl TEXHUYECKON NOAAEPXKKA U COOEPXKUT PeKo-
MeHgauun no pabote ¢ npoayktamu «Jlabopatopum Kacnepckoro», oTBeTbl Ha
yacTo 3agaBaemble Bonpockl. [lonpobyiTe HaWTWM OTBET Ha Ball BOMPOC WUn
pelleHne Bawen npobnembl Ha 3ToM pecypce. OAns nepexoga k base 3HaHui
BOCMOMb3yNTECh CCbINKOW TexHuyeckan noaaepmxka OHManH.

Ewe oanH pecypc, rae Bbl MOXeTe Mony4mTb MHopMaLuuo no paboTe ¢ npuro-
XeHuneM, — aTo PopyM nonb3oBaTenen npoaykToB «JlabopaTopun Kacnepckoroy.
[daHHbI pecypc Takke sBRsieTCs OTAeNbHbIM pasgenom Beb-cavita CnyxObl
TEXHMYECKON NOAAEPXKKU U COAEPXUT BONPOCHI, OT3bIBbl U MOXENaHUA NOnb30-
BaTenen npunoxeHusi. Bl MOXeTe 03HAaKOMUTBLCH C OCHOBHbIMU TeMamMu hopy-
Ma, OCTaBUTb OT3bIB O MPUITOXEHMM UNN OTbICKaTb OTBET Ha CBOW Bonpoc. YTobbl
nepemnTn K 3STOMY pecypcy, BOCNONb3YNTECh CCbINkon Popym nonb3oBaTenein.
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Ecnu Bbl He Hawwnu pelueHns Balen npobnemsl B cnpaske, base 3HaHui unn Ha
dopyme nonb3osartenewn, pekomeHgyem Bam obpaTtutbcs B CnyxBy TexHuye-
ckov nogaepxku «fNabopatopum Kacnepckoro».

O6patute BHUMaHWe, YTO ANA MONyYeHUs TEXHUYECKOW NOAAEPXKKM Bbl OOIMK-
Hbl ObITb 3aperncTpupoBaHHbLIM MONb30BaTENEM KOMMEPYECKOW BepCUn AHTU-
Bupyca Kacnepckoro. MNogaepxka nonb3oBaTenein npobHbIX BEPCUI NPUIoxXe-
HMS He OCyLLEeCTBIAETCS.

Peructpauns nonb3oBaTens BbINOMHAETCA Yepe3 MacTep akTMBauuu npunoxe-
HUa (cM. n. 3.2.2 Ha cTp. 36), B Cnyvyae ecrnu Bbl akTUBMPYyeTe NPUMoXxeHue c
NOMOLLILIO KOoAa akTuBaumu. B gaHHOM criydae mo OKOHYaHuW perucTpauum Bam
OypeT NpuMCcBOEH HOMEP KINMEHTA, KOTOPbIA MOXHO NOCMOTpPeThL B pa3gene Moa-
AepXkKa (Cm. puc. 76) rmaBHOro okHa. Homep knmeHTa - 3TO NepCoHanbHbIN
NOEHTUDUKALMOHHBIA HOMEP NOMb30BaTeNsi, KOTOPbIN ABMAETCA 0693aTenbHbIM
yCrnoB/MEM NS MONyYEHUss TEXHWYECKOW MOAAEPXKKU Mo TenedoHy unu 4vepes
BeG-dopmy.

Ecnu Bbl akTUBMpPYETE NPUNOXEHME C MOMOLLBLO harna knkoya, nporuauTe npo-
ueaypy perucrpaumm HenocpeacTBeHHO Ha Beb-cante CnyxObl TeXHUYecKomn
NnoaAepXKu.

HoBbil cepBuc — [NepcoHanbHbI kKabuHeT — obecneunBaeT 4OCTYN Nonb3oBaTe-
NS K IM4HOMY pasgeny Ha Beb-cante Cnyxbbl TexHudeckon nogaepxku. B lMep-
COHanbHOM KabuHeTe Bbl MOXeETE:

e OTNpaBnATbL 3anpoc B Cnyxby nogaepxku 6e3 npeasaputensHOro BBoAa
permcTpaunoHHon nHhopmaumm;

e nepenucbiBatbcad co Cnyxbon nogaepxku 6e3 MCnonb3oBaHUsI 3nek-
TPOHHOW NOYTHI;

e OTClexmBaTb COCTOAHME BallMX 3anpocoB B pealibHOM BPEMEHU;

e npocMaTpvBaTb MOSMHYI MCTOpPWIO Bawwwux obpaweHun B Cnyx6y noa-
OEPXKKY;

e nonyyaTtb pe3epBHYI0 KOMuio darna Knrova.

Ons obpaweHna B Cnyxby TexHM4Yeckon nopaepxkku yepes Beb-chopmy BoOC-
nonb3ynTecb ccbinkon Cosaath 3anpoc. Ha oTkpbiBluencsa Be6-cTpaHuue Criyx-
Obl TEXHMYECKON MoaaepXku BoManTe B cBOM lMepcoHanbHbI kKabuHeT 1 3anon-
HWUTe cpopmy 3anpoca.

[nsi pelueHns cpoYHbix Npobnem no3BOHUTE MO yKasaHHbIM B CMPaBKe KOHTAKT-
HbiM TenedoHam (cm. n. C.2 Ha cTp. 250). MNMopoepxka nonb3oBaTtenew no Te-
nedoHy OCYLLECTBMAETCHA B KPYrNOCYTOYHOM PEXUME Ha PYCCKOM, aHrMMNCKOM,
dpaHLy3CKOM, HEMELIKOM U UCMAHCKOM SA3bIKaXx.
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Moanepxka

HaWWH CRELHANKETE OTESTAT Ha MHOGEIS BALK EONPOCE O
EPEADHOCHEE MPOrPEMME HARYTHE YTPO05EX, NPHHLHNGX HX
AEHCTEMA, METOASH NEHEHHA H CNocofax NPeADTERAWEHHA,

WHpopMayma o NpuRodeHH

BeprHA NpHnoseHya 7.0.0.93
Aata Beinyoka baz 10,05,2007 15:15:03

CONEpaLMoHHAA CHETEMA Microsoft Windows %P Professional Service Pac, ..

= TexHWueckan NoaAepkKa oHMadH

MeperTH Kk Dase sHaHHA Cryerbel TEXHMHECKOR NOALERHEN
"MNabopaTopkk Kacnspokora”,

dopyM NONES0EATENEA

= MepcoHanbHblA KabWHeT

MepeiTH K BalleMy NepoHaNEHOMY KSEHHETY Ha Bef-caliTe Cnyubel
TEXHHYECKOH No4AEPH*ER,

C034aTE 3aNpoC

PucyHok 76. NHdopmaLms o TeXHUYeCKon nogaepxke

15.11. 3aBepwieHme paborbl C
NMPUIIcKEeHUueMmM

Ecnun no kakon-nn6o npuumHe Bam TpebyeTca MOMHOCTbIO 3aBepluMTb paboTy
AHTMBMpYca Kacnepckoro, Bbibepute NyHKT BbIxop KOHTEKCTHOrO MeHIo (CM.
n. 4.2 Ha cTp. 45) npunoxenus. B pesynbraTte npunoxexHve byaeT BbIPYXeHO 13
onepaTtMBHOW MaMATW, YTO MogpasyMeBaeT, YTO Ball KOMMbOTEP Ha OaHHbIN
nepvog paboTaeT B He3aLUMLLEHHOM PexuMe.

Ecnn B MOMEHT 3aBepLUeHns pa6OTbI Ha KoMnbloTEPE Obinn YCTaHOBJIE€HbI CeTe-
Bble CO€NHEHUA, KOHTpONnpyembie NpUuroxXeHnem, Ha 3KpaH 6yueT BbiBEJEHO
yBeaoMIieHne O paspbiBe 3TUX coeauHeHnin. ATo Heobxoaumo ans KOPPEKTHOro
3aBepLlieHna nNpunoxeHus. Pa3prB npoucxognt aBToMaTU4eCkn Nno UCTeveHun
10 CeKyH nméo npn HaXxaTtun Ha KHOMKY [a. bonblWMHCTBO NpepBaHHbIX coeaun-
HEeHWI BOCCTaHaBNMBaeTcs 4yepes3 HEKOTOpPOoe BpeMA.
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O6paTtute BHUMaHWE, YTO ecrnv BO BPeMsi paspbiBa COeAMHEHUS Bbl CKayvBae-
Te dpanvn 6e3 ncnonb3oBaHWs MeHeKepa 3arpysku, nepegada gaHHbIX Oyaet
npepsBaHa. [Ina nony4eHusa gavna sam notpebyeTcs NOBTOPHO MHULUUPOBATb
€ro 3arpysky.

Bbl MOXeTe OTMEHUTb pas3pbiB COEOMHEHUN, ANS 3TOro B OKHE yBegoMI1eHunaA
HaXXMUTE Ha KHOMKY Hert. Mpn aTOM NpunoxeHme NpogosmKUT CBOKO paGOTy.

Ecnu Bbl 3aBeplunnm paboTy NpUnoXeHWs, BKIOYNTb 3aLUMTy KOMMbOTEpPa CHO-
Ba Bbl MOXeTe, 3arpysuB npunoxeHne AHTMBUPYC Kacnepckoro u3 MeHio
Myck — Mporpammbl — AHTUBMpPYC Kacnepckoro 7.0 - AnutBupyc Kac-
nepckoro 7.0.

Tarke 3awmTa MoxeT ObITb 3anylleHa aBTOMATUYECKM Nocrne nepesarpysku
onepauroHHON cucTeMbl. YTOObI BKMIOYNTL 3TOT PEXMM B OKHE HACTPOWMKN Mpu-
noxenus Bblbepute pasgen CepBuc (CM. puc. 72) n yctaHoBuUTe Naxok
3anyc|<a1'b npunoxeHue Npyu BKIOYEHMU KoMnbloTepa B 6rnoke ABTO3a-
rpyska.



NMABA 16. PABOTA C

NMPUNOXEHMEM U3
KOMAHOHOMU CTPOKM

Bbl moxeTe pabotatb ¢ AHTMBMpYycoM Kacnepckoro nocpeactBOM KOMaHOHOM
cTpoku. Mpu 3TOM NpeaycMOTpeHa BO3MOXHOCTb BbIMOSIHEHMSA CeayoLmx one-

pauun:

3anycCkK, oCTaHOBKa, NPMOCTaHOBKa U BO306HOBMEHNE pa6OTbI KOMMNOHEH-
TOB NPUITOXEHUA;

3anyck, 0OCTaHOBKa, NPUOCTAHOBKA U BO30GHOBIEHWS BbINOSHEHNS 3aaaY
NpOBEPKM Ha BUPYChI;

nony4yeHune MHdopmaLmm o TeKylwemM ctaTtyce KOMNOHEHTOB M1 3aja4 U ux
CTaTUCTUKN;

npoBepka BbIOpaHHbIX 06 BEKTOB;
o6HoBneHue 6a3 1 moadynemn NPUNOXeHus;
BbI30B CMpaBKW MO CUHTAKCUCY KOMaHOHOW CTPOKMU;

BbI30OB CMpaBKM N0 CUHTAKCUCY KOMaHAObl.

CwvHTaKkcnc kKoMaHgHOM CTPOKU:

avp.com <KOMaHIa> [mapaMeTpH]

O6an.l,eHV|e K NPpUoXxeHuw 4epe3 KOMaHOHY CTPOKY OOJTKHO OCYLLEeCTBNATbCA
M3 KaTtasnora yCtaHOBKM NpoayKTa nmbo ¢ YKa3aHueM nosiHoro nyTmn K avp.com.

B kavecTBe <xomMaum> NCMONb3YIOTCS:

ACTIVATE aKTMBaLNUA MNPUNOXEHUa 4Yepe3 MHTEPHET C MOMOLLbIO

KOoAa aktusauuum

ADDKEY aKTUBaUmMsa NPUNOXEHUS C NOMOLLb dhanna Knwya

(BbINONHEHME KOMaHAbl BO3MOXHO TOMbKO C BBOAOM
naponsi, 3afaHHoOro Yyepes UHTepdenNc NPUNOXKEHUS)

START 3anyCcK KOMNOHeHTa unn 3agayn
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PAUSE npuocTaHoBka paboTbl KOMMOHEHTa Wnu 3agayn (Bbl-
NofHeHne KoMaHbl BO3MOXHO TOSMbKO C BBOAOM Mapo-
N8, 3afaHHOTO Yepes NHTepdEeNC NPUNOXKEHNS)

RESUME BO306HOBMEHNE paboTbl KOMMOHEHTA UMK 3ada4n

STOP ocTaHoBKa paboTbl KOMMOHEHTa WM 3aJauun (Bbinos-
HeHue KoMaHAbl BO3MOXHO TOMbKO C BBOAOM Mapors,
3aaHHOro Yepes UHTEePdENC NPUIIOKEHUS)

STATUS BbIBOJ Ha 3KpaH TeKylLlero cratyca KOMMOHEeHTa wunm
3apayv

STATISTICS BbIBOJ Ha 3KpaH CTaTUCTUKM MO paboTe KOMMOHeHTa
Unun 3agayu

HELP NOMOLLb MO CUHTaAKCUCY KOMaHAbl, BbIBOL CNUCKa KO-
MaHg,

SCAN npoBepka 06 LEKTOB Ha NMPUCYTCTBUE BUPYCOB

UPDATE 3anyck 06HOBMNEHNSA NPUIOXKEHUS

ROLLBACK oTKaT MOCregHero npousBedeHHOro OBHOBMEHWS npu-

noxeHus (BbIMOSIHEHNE KOMaHAbl BO3MOXHO TOJSbKO C
BBOJOM Maponsi, 3afaHHOro Yepes uHTepdeic npumno-
XKEeHUs)

EXIT 3aBeplleHne paboTbl C npunoxeHvem (BbINONHEHWE
KOMaHZbl BO3MOXHO TOMbKO C BBOAOM Maporns, 3agaH-
HOro Yepes UHTepEenc NPUNOXeHns)

IMPORT UMMOPT NapamMeTpoB 3aluUTbl MPUIOXKEHUS (BbIMOIHe-
HMWe KOMaHAbl BO3MOXHO TOMbKO C BBOAOM Mapons,
3a[1aHHOro Yepes MHTepenc NpUNoxeHus)

EXPORT 9KCMNopT NapaMeTpoB 3alUnTbl NPUNOXEHUSs

Kaxgon komaHge cooTBeTCTByeT COOCTBEHHbIN Habop napameTpos, cneundny-
HbI AN KOHKPETHOro KoMNoHeHTa AHTUBMPYca Kacnepckoro.
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16.1. AKTUBaAUMA NPUIOXKEHUA

AKTUBALMIO NPUNOXEHNST BO3MOXHO NPOU3BECTU ABYMSA cnocobamum:
e 4yepes UHTepHEeT C NomMoLlblo koaa aktuBauum (komanga ACTIVATE);
e C nomoLubto harna knova (komaHga ADDKEY).

CuHTaKCcUC KoMaHabl:

ACTIVATE <Kom_ axkTuBaumUm>

ADDKEY <mmsa_daia> /password=<eam_mnapoJjb>

OnuncaHve napaMmeTpoB:

<Ko&_akxTuBaumum> KOA aKTUBauuuM NPUNOXeHUs, npegoCTaBreHHbIN
NPy NOKYrKe.

<umsi_danna> ums cparna KnYa K NpUnoXeHNo ¢ paclumpeHmem
*.key.
<Bam_napose> naponb k AHTMBMpYcy Kacnepckoro, 3agaHHbI B

MHTepdence NPUNOXKEHUS.

O6paTtute BHMMaHWe, 4To 6e3 BBOAA Naporisi KoMaH4a ADDKEY BbINOMHATLCS He
Oyner.

[Mpumep:
avp.com ACTIVATE 00000000-0000-0000-0000-000000000000
avp.com ADDKEY 00000000.key /password=<eam mapoJjib>

16.2. YnpaBneHme KOMMNOHEHTaMm
NMPUIIOXXEeHUA U 3agavamMmm

CUHTaKCcUC KoMaHabl:

avp.com <koMaHma> <npodan|uMma 3amadn>
[/R[A] :<dams_orTueTa>]

avp.com STOP|PAUSE <npodainy|mma sanadm>
/password=<sam_naposs> [/R[A]:<dpaitn_oTueTra>]

OnucaHve napaMeTpoB:

<KomaHpa> YnpaBneHne KOMMOHEHTaMu U 3agadamv AHTUBU-
pyca Kacnepckoro u3 KOMaHgHOW CTPOKW BbINOM-
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HAETCA C MOMOLLBIO CrieaytoLlero Habopa koMaH4;:

START - 3anyck KOMNOHEHTa NOCTOSHHON 3aLLUThI
N 3agadn.

STOP - ocTtaHoBKka paboTbl KOMMNOHEHTa NOCTOSIH-
HOW 3aLLUTbI UMK 3aJa4uu.

PAUSE — npuocTtaHoBka paboTbl KOMMOHEHTa Mo-
CTOSIHHOW 3aLLMThbl MW 3aAa4uu.

RESUME - B0306HOBNEHMe paboTbl KOMMOHEHTa
MOCTOSIHHOW 3aLMTbl UK 3a4auu.

STATUS — BbIBOg Ha 3KpaH Tekyllero craTyca
KOMMOHEHTa NOCTOAHHOW 3aLMThbl UM 3aa4n.

STATISTICS — BbIBO4 Ha 3KpaH CTaTUCTUKU MO
paboTe KOMMNOHEHTa MOCTOSIHHOW 3aWuThbl UNn 3a-
Aaun.

OGpaTnte BHMMaHue, 4YTo ©e3 BBOAA Naponsi Ko-
mMaHabl PAUSE n STOP BbinonHaTbCs He 6yayT.

<npodann|umsa_sagaun>

B kayecTBe 3HauyeHWn pAns napameTpa <npo-
cdann> Bbl MoXeTe ykasaTb MO6GON U3 KOMMOHEH-
TOB MOCTOSIHHOW 3alUWTbl NPUIOXEHUS,, a Takke
MOZynu, BXoAsLLUME B COCTaB KOMMOHEHTOB, ccop-
MVpOBaHHbIE 3afJayn MpoBepkn Mo TpeboBaHwuo
Unu OBHOBMEHUsI (MCMOMb3yeMble MPUMOXEHNEM
CTaHfapTHble 3Ha4YeHus NpuBOAATCA B Tabnuvue
HUXE).

B  kauectBe 3HaueHWh gns  napameTpa
<UMs_3agaumn> MOXeT ObiTb ykasaHo ums niobon
chopMUPOBaHHOM Monb3oBaTenemM 3agadn npo-
BepKu No TpeboBaHuto NM6o 06HOBNEHMS.

<BalWl_naponb>

naponb K AHTUBMpPYcy Kacnepckoro, 3afaHHbi B
WMHTepence NPUNOXKEHNS.

IR[A]:<cpann_oTuyeTa>

R:<c¢pann_ot4yeta> - ukcupoBaTtb B OTYeTE
TONbKO BaXkHble COBbITUSA.

IRA:<cpanin_oTt4yeTa> — 3anucbiBaTb B OTYET BCE
CcoObITHS.

[onyckaeTca ucnonb3oBaHne abCoMTHOrO unm
OTHOCUTENBHOrO NyTH K charny. Ecnu napameTp He
yKasaH, pe3ynbTaTbl NPOBEPKU BbIBOOATCA Ha K-
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paH, oTobpaxatoTcs Bce COObITUS.

B kayecTtBe napameTtpa <npoédarn> yKasblBaeTca OAHO U3 crnefyroLux 3Have-

HUR:
RTP BCE KOMMOHEHTbI 3aLLUThI
KomaHpa avp.com START RTP 3anyckaeT Bce
KOMMOHEHTbI MOCTOSIHHOM 3alMTbl, €Ccnu 3awmTa
6bina nonHocTbl OTkMoyeHa (cm. n.6.1.2 Ha
cTp. 61) nubo npuocTaHoBneHa Ha Bpemsi (CM.
n.6.1.1 Ha cTp. 60). Takke gaHHasi komMaHga 3a-
nyckaet nobol M3 KOMMOHEHTOB MOCTOSIHHOW 3a-
WnThl, paboTa KOTOPOro NPUOCTaHOBMNEHA U3 rpa-
dunyeckoro mHTepdenca npunoxeHns nmbo Ko-
MaHAon PAUSE KOMaHOHOW CTPOKW.
B cnyyae ecnu KOMMOHEHT Obin BbIKMHYEH U3
rpacdomyeckoro UMHTepderica npuroxeHns nméo
KOMaHaon STOP KOMaHAHOW CTPOKWU, OH He Oyaer
3anyleH KomMaHgon avp.com START RTP. [ng
3TOro HeOBXOAMMO BbIMOSTHUTL KOMaH4y avp .com
START <mnpodarur>, rge B Kadectse <mpodpawn>
MCcnonb3yeTcs 3HavYeHne A5 KOHKPETHOro KOMMo-
HEeHTa 3aluTbl, Hanpumep, avp.com START FM.
FM dannosbin AHTUBUPYC
EM MoyToBbIN AHTUBMPYC
WM Be6-AHTHBUPYC
3HaueHus Ans nogkoMnoHeHToB Beb-AHTuBUMYypca:
httpscan — nposepka http-Tpaduika;
sc — NpoBepKa CKPUMTOB.
BM lMpoakTnuBHasg 3awmTa
3HaueHus Ana  NOAKOMMOHEHTOB [1poakTuBHOM
3aLnThI:
pdm — aHann3 akTUBHOCTU NPUINOXEHUNA.
UPDATER O6HoBneHne
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Rollback OTkaT nocnegHero 0OHOBNEHMUS
SCAN_ OBJECTS 3apava «[llouck BupycoB»
SCAN MY COMPUTER 3apada «Mow Komnblotep»

SCAN_CRITICAL_AREAS | 3agava «Kputuyeckue obnactu»

SCAN_STARTUP 3apaya «O6bekTbl aBTO3anycka»
SCAN_QUARANTINE 3aja4va NpoBepKkM OOBLEKTOB KapaHTUHA
SCAN_ ROOTKITS 3ajaya novcka pyTkuToB (rootkit)

KomnoHeHTbl 1 3agaun, 3anyuweHHble 13 KOMaHgHOM CTPOKW, BbINOJTHAKTCA C
napamMmeTpamMu, yCTaHOBJ1IEHHbIMU B I/IHTepq)eVICG npoaykra.

Mpumepsbl:
Ans moeo umobbi exkmodume ®alnoswili AHmueupyc, 8 KoMaHOHOU cmpoke
egedume:

avp.com START FM
[ns npocMompa mekyuweeo cmamyca poakmueHoU 3awumbl 8alWie20 KOMIb-
tomepa 8 kKomMaHOHOU cmMpoKe egedume:

avp.com STATUS BM
[ns ocmaHoeku 3adayu nposepka Moezo Komrnbromepa 8 koMaHOHOU cmpoke
egedume:

avp.com STOP SCAN MY COMPUTER /password=<sam HnapoJib>

16.3. AHTMBMpPYCHaA npoBepKa
o6bekToB

KomaHfHas cTpoka 3amnycka npoBepku HEKOTOpoW o6racTv Ha NpucyTcTBMEe BU-
pycoB 1 06paboTkn Bpe4OHOCHBIX OOBEKTOB UMEET CreaytoLwmin obLwmn Bua:

avp.com SCAN [<oOBeKT OpoBepku>] [<zmemcTeue>] [<TUIIE
bansor>] [<uckiwoueHMs>] [<KOHOUT'YPaAUMOHHBI Gami>]
[<napaMeTprel oTueTa>] [<OONOJIHUTEJIbHBIE IapaMeTph>]
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[ns npoBepkn OOGBLEKTOB Bbl TAKKE MOXETE BOCMOSb30BaThLCA CHOpMMPOBaH-
HbiM B AHTUBMpPYce Kacnepckoro 3agayamu, 3anyCTuB HYXHYH U3 KOMaHOHOMW
cTpoku (cM. n. 16.1 Ha cTp. 212). MNpn 3TOM 3agaya OyadeT BbINONHEHa € napa-
MeTpamu, yCTaHOBMNEHHbIMU B MHTepdence NpoaykTa.

OnucaHve napaMeTpoB:

<oB6BeKT mpoBepku> - NapamMeTp 3agaeT nepeveHb 06bLEKTOB, KOTOpble ByayT
NpoBepeHbl Ha NPUCYTCTBUE BPEAOHOCHOTO KoAa.

MapameTp MOXET BKIHOYaTb HECKONbKO 3HAYEHWUA U3 NPEACTaBEHHOIO CMMCKA,
pasfgeneHHbIxX npobenom.

<files> Cnucok nyTen K hannam n/vnu katanoram gns npo-
BEPKMU.

Honyckaetcsi BBog abCoOMOTHOIO MM OTHOCUTESb-
Horo nyTun. PasgenutenbHbll CMMBON ANSA drneMeH-
TOB cnucka — npoben.

3ameyaHus:

e ecnn umsi obbekta coaepxuT npo6en, OHO
OOIMKHO ObIThb 3aKMOYEHO B KaBbIYKY;

e €Cnv ykasaH KOHKPETHbI kaTarnor, NnpoBeps-
10TCA BCE (paiinbl, coaepKallnecs B HEM.

/MEMORY 06beKTbl OnepaTMBHOW NAMATH.
/STARTUP 06beKTbl aBTO3anycka.

/MAIL no4yToBble 6asbl.

/REMDRIVES BCE CbEMHbIE ANCKM.
/FIXDRIVES BCE OKarnbHbIe OUCKM.
/NETDRIVES BCe CeTeBble OUCKW.
/QUARANTINE 0OBbEKTbI HAa KapaHTUHe.

/ALL nosHasa nNpoBepkKa KoMnbloTepa.
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/Q@:<filelist.lst> nyTb K channy co cnnckom oBbLEKTOB M KaTaroros,
BKIIOYaEeMbIX B NPOBEpPKy. Pann JormkeH UMeTb Tek-
CTOBbIV hopMaT; Kaxabll 0O6bEKT NPOBEPKN Heob-
XOOMMO YyKa3sblBaTb C HOBOW CTPOKM.

Honyckaetcs BBOg abCOMOTHOIO MMM OTHOCUTENb-
Horo nyTu K canny. NyTb yka3biBaeTcs B KaBblykax,
€CNy B HEM COAEPXMUTCA CUMBON «npobeny.

<memcTeEMe> - NapameTp onpegenser OEWCTBUA Hag  BPEeAOHOCHbIMU
oGbekTamn, obHapyXeHHbIMW B XOAe npoBepku. Ecrnv napameTtp He 3agaH, no
YMOIYaHMIO BbINOMHAETCA AeCTBME, COOTBETCTBYIOLLEE 3HaYeHNIo /i8.

/i0 He coBepllaTb Hag OOBLEKTOM HUKaKUX OEeWCTBUWA,
TONbKO (OMKCUMPOBaTL MHOPMaLMIO O HEM B OTYeTE.

/il NeynTb 3apaxeHHble OGbLEKTbl, ecrny rnevyeHue He-
BO3MOXHO — MPOMNYCTUTb.

/i2 neynTb 3apaXeHHble OObLEKTbI, €CMU fleYeHne He-
BO3MOXHO — YyAansiTe; He ydansTe 3apaXeHHble
06beKTbl M3 KOHTEWHEPOB (COCTaBHbIX OOBLEKTOB);
yAansTb KOHTEMHEPbl C WUCMONHAEMbIM 3arofioBKOM
(sfx-apxuBbl) (OaHHOe AencTBMe WCMoNb3yeTcs Mo

YMOMYaHuIo).
/i3 neynTb 3apaxeHHble OObEKTbl, eCnu feyeHne He-
BO3MOXHO — yAanaTb; yAanaTb 06beKTbI-

KOHTEMHEpPbl MOSTHOCTbIO, €CNMN HEeBO3MOXHO yoa-
NNTb BNOXEHHbIE 3apaKeHHble dansbl.

/i4 yAanaTb 3apaxeHHble o6bekTbl; yAanaTb 00bekTbl-
KOHTEWHepbl MOMIHOCTbIO, €CNU HEBO3MOXHO Yyaa-
NWTb BIOXEHHbIE 3apaXeHHble anrbl.

/i8 3anpawmvBaTb OelCcTBME Yy Nonb3oBaTensi npyu obHa-
PYXEHUU 3apa)keHHOro obbLekTa.

/19 3anpawmvBaTtb LENCTBUE Yy nonb3oBatena no OKOH-
YaHUU NPOBEPKN.

<Tunm dansor> - NapameTp onpegenseT Tunbl davnos, kotopble byayT noa-
BepraTtbCs aHTUBMPYCHOWN nposepke. [10 ymonyaHuio, ecnn napameTp He 3afaH,
NpOoBEPATCA TONBKO 3apaxaemMble dawinbl N0 COAePXUMOMY.




218 AHmueupyc Kacnepckozo 7.0

/fe NpoBepPSATb TOMNbKO 3apaxaemble annbl No paclum-
peHuto.

/fi NpoBeEPSITb TONBbKO 3apaxaemble dainbl No coaep-
XKUMOMY.

/fa NpoBepsiTb BCe hannbl.

<muckiouenusr> - NapameTp onpeaensieT o6bEeKTb!, UCKNIOYaeMble 13 NPOBEPKW.

MapameTp MOXET BKIHOYaTb HECKOSbKO 3HAYEHWUA U3 NPEeACTaBEHHOIO CMMCKA,
pasgeneHHbIxX npobenom.

-e:a He NpoBepPATb apXMBHbI.

-e:b He NpoBepsATb NoYTOBbIE 6a3bl.

-e:m He npoBepsATb NoYTOBble coobLieHuss B dopmare
plain text.

-e:<filemask> He nNpoBepsiTb 06BLEKTLI MO Macke.

-e:<seconds> nponyckatb  OBbeKTbl, KOTOpble MPOBEPSIOTCA
Aornblle ykasaHHOro napaMeTpom <seconds> Bpe-
MEHM.

-es:<size> nponyckaTb 06beKTbI, pasmep koTopbix (B MB) npe-
BblLLIAET 3Ha4YeHue, 3afjlaHHoe napameTpom <size>.

<xkOHOMTypaumoHHH darr> - ONpeaenseT nyTb K KOHpUrypaunoHHomy cham-
ny, cogepxawemy napameTpbl paboTbl NPUIOXKEHUSA NP MPOBEPKE.

KoHdmrypaumoHHbii danin npeacraBnset cobon dann TekctoBoro dopmara,
copepxawmn Habop napameTpoB KOMaHOHOW CTPOKW Ans aHTUBUPYCHOW Mpo-
BEPKMU.

[JonyckaeTca BBOoA4 abCcoONOTHOrO UM OTHOCUTENBHOTO MyTH K danny. Ecnu na-
pamMeTp He 3ajaH, MCMOMb3YTCH 3HAYeHWsi, YCTAaHOBMEHHblE B UHTepdence
AHTUBMpYCa Kacnepckoro.

/C:<mms1_danna> MCMNOJSIb30BaTb 3HAYEHUA napameTpoB, 3afaHHble B
KOH(UrypaunoHHoM dhaiine <mmst_danna>.
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<napameTpm oTueTa> - NapameTp onpefenseT opMar oTyeTa O pesynbTa-
Tax NpoBepKy.

[JonyckaeTca ucnonb3oBaHMe abCOMOTHOMO UMM OTHOCUTENBHOIO MyTU K chainy.
Ecnn napameTp He ykasaH, pe3ynbTaTbl MPOBEPKW BbIBOOASTCSH Ha 3KpaH, OTO-
OpaxatoTcs Bce cobbITus.

/R:<pann_oruera> 3anncbiBaTh B yKa3aHHbIW bann oTyeTa TOMbKO BaX-
Hble COObITHS.

/RA:<dain_oTueTa> | 3anucbiBaTb B yKasaHHbIN haiin otyeTa Bce cobbITus.

<monoNHMTENLHEE napaMeTpr> — NapameTp, onpeaensiownin UCnonb3oBa-
HMEe TeXHOIOMMM aHTUBUPYCHOW NPOBEPKM.

/iChecker=<on|off> | BKNIOUYNTL/ OTKIMIOYNTb WCMOMb30BaHNE TEXHOMNOrUn
iChecker.

/iswift=<on|off> BKNIOYNTL/ OTKMIOYNTL  UCMONb30BaHWE TEXHOMOornn
iSwift.

Mpumepsbl:

Banycmumb nposepky onepamugHoOU namsimu, 06beKkmoe aemo3sariycka, ro4-
mosbix 6a3, a makxe kamanozoe My Documents, Program Files u ¢patina
test.exe:
avp.com SCAN /MEMORY /STARTUP /MAIL "C:\Documents and
Settings\All Users\My Documents" "C:\Program Files"
"C:\Downloads\test.exe"

lMpuocmaHosumMb MpPo8epKy 8bibpaHHbIX 06BLEKMOS, 3arycmumb MOIHYH MpPo-
B8EPKY KOMIbOMepPaA, o OKOHYaHuu KomopoU npo0osmKume MOUCK 8UPYco8 cpe-
Ou 8bIbpaHHbIX 06bEKMO8:
avp.com PAUSE SCAN OBJECTS /password=<Bam HIapoJib>
avp.com START SCAN MY COMPUTER

avp.com RESUME SCAN OBJECTS

[Mposepumb 06bEKMbI, CrIUCOK KOomopkIx npueedeH 8 ¢haliie object2scan.txt.
Ucnonb3oeamb Ons pabombl KOHgbuaypaUyuoHHbIlU ¢halin scan_setting.txt. [1o
pe3ynbmamam rposepku cchopMmuposams omyem, 8 KOMopom 3aghukcuposams
ece cobbimusi:

avp.com SCAN /MEMORY /@:objects2scan.txt
/C:scan_settings.txt /RA:scan.log
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Mpumep KoHUrypaLUmnoHHoro cdanna:

/MEMORY /@:objects2scan.txt /C:scan settings.txt

/RA:scan.log

16.4. O6HOBNEeHMe NpUNoXeHus

KomaHpa onsi obHoBnenuss 6a3 n mopynen AHTuBupyca Kacnepckoro umeer

cneayoLLmMn CUHTAKCUC:

avp.com UPDATE [<MCTOUHUK OOHOBJIEHMII>]
[/R[A] :<damns_orueTa>] [/C:<mumsa_ daitna>] [/APP=<on]|off>]

OnuncaHve napameTpoB:

<MCTOYHMK_OGHOBIEHMIA>

HTTP-, FTP-cepBep wnu ceTeBon katanor ans
3arpysks OOHoBrneHun. B kayecTtBe 3HauveHus
ONS OaHHOro napameTpa MoXeT ObiTb ykasaH
NOMHbIA MyTb K WCTOMHUKY oBHOBReHwi nubo
url-agpec. Ecnu nyTb He ykasaH, UCTOYHUK 06-
HoBrneHu ByaeTt B3AT M3 NapameTpoB cepBuca
OBOHOBMNEHMSA MPUNOXKEHMS.

/R[A] :<daitn_oTuera>

/R:<pann_oruera> - QUKCMPOBATL B OTYETE
TONBKO BaXHble COObITUS.

/RA:<pain_orTuera> - 3aNMCbiBaTb B OTYET
BCe COBbITHA.

HonyckaeTca wucnonb3oBaHve abcontoTHOro
UNu OTHOCUTENBHOrO NyTN K danny. Ecnu na-
pameTp He ykasaH, pe3ynbTaTbl MPOBEPKN Bbl-
BOOSITCS Ha 3KpaH, oTobpaxalTcsi Bce Cobbl-
™S,
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/C:<umsi_danna> NyTb K KOHUrypaumoHHomy canny, cogepxa-
lwemy napameTpbl paboTbl MPUNOXEHUs npu
0BHOBNEHUN.

KoHdurypaumoHHbIi chann npegcraBnsieT co-
bon chann TekcToBOro dpopmara, coaepaliui
Habop napamMeTpoB KOMaHOHOW CTPOKU Ans
0BGHOBNEHNSA NPUIOXKEHUS.

JonyckaeTcss BBOA abCOMOTHOrO MU OTHOCK-
TenbHOro Nyt k canny. Ecnu napametp He
3ajaH, UCMOnb3yITCHA 3HaYeHWs napameTpos,
yCTaHOBMNEHHblE B UWHTepdence AHTMBMPYCa
Kacnepckoro.

/APP=<on|off> BKMHOYUTL/ OTKMIOUUTL OOGHOBMEHWe Mogynen
NPUNOXKEHUS.

Mpumepsbl:

ObHosumb 6a3bl AHmuegupyca Kacnepckozo, 3aghukcuposas ece cobbimusi 8
omyeme:

avp.com UPDATE /RA:avbases upd.txt
Ob6Hosumb Modynu AHmusupyca Kacrnepckozo, Ucrosib3ysi napamempbl KOHQU-
2ypayuoHHoeo ¢patina updateapp.ini:

avp.com UPDATE /APP=on /C:updateapp.ini

Mpumep KoHUrypaLlmoHHoro cdanna:

"ftp://my_server/kav updates" /RA:avbases upd.txt
/app=on

16.5. OTkaT nocnegHero ooHoBneHmA
NPUINOXXeHUnA

CuHTaKCcUC KoMaHabl:

ROLLBACK [/R[A]:<dpain_oTuera>] [/password=<Bam napoJjib>]
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/R[A] :<dpaitn_oTueTa>

/R:<dain_oruera> - QUKCUPOBATb B OT4eTe
TONbKO Ba)KHble COObITUS.

/RA:<¢1)ar7m_o'rqe'ra> - 3anucbliBatb B OTYEeT BCe
cobbITHS.

HonyckaeTca wucnones3oBaHue abCcoMTHOrO unn
OTHOCUTENbLHOrO NyTW K danny. Ecnn napametp He
yKkasaH, pesynbTaTbl MPOBEPKU BbLIBOAATCA Ha K-
paH, oTobpaxatoTcsa Bce COObITUS.

<Bawm_naponn>

naponb Kk AHTUBMpYcy Kacnepckoro, 3afjaHHbil B
MHTepdence NpUNOXKEHUS.

O6paTtnTte BHMMaHMe, 4TO 6e3 BBOAA Napons gaHHas kKoMaHAa BbIMOMHATLCS He

Oyner.

Mpumep:

avp.com ROLLBACK /RA:rollback.txt /password=<sam Hapojb>

16.6. AkcnopT napamMmeTpoB 3aLiUThI

CuHTaKkCcUC KoMaHabl:

avp.com EXPORT <mnpodarn> <uma odania>

OnwucaHve napaMeTpoB:

<umsi_panna>

nyTe K dpanny, B KOTOPbIA 3KCNOPTUPYIOTCA napa-
meTpbl AHTUBUPYca Kacnepckoro. MoxeT 6biTb yka-
3aH abCoMTHBIN UMW OTHOCUTENBHBIN NYTb.

KoHdurypaumoHHbIi darin coxpaHseTcs B GuHap-
Hom cbopmaTe (datf), ecnu He ykasaH MHOW chopmaTt
nmbo dopmaTt He 3adaH, 1 garnee MOXeT UCMOoNb30-
BaTbCs AN NepeHoca napameTpoB MPUMOXEHNS Ha
apyrve komnbioTepbl. Kpome Toro, Bel MOXeTe CO-
XpaHUTb KOH(UrypaumoHHbIA ann B TEKCTOBOM
dopmaTte, AnNA 3TOr0 B MMEHM anna ykaxute
pacwuperue txt. Obpatute BHUMaHUE, YTO MMNOPT
napameTpoB 3alUMTbl U3 TEKCTOBOro danna He
noaaepXXvMBaeTCsi, AaHHbIA dhani MOXET MCMOoNb30-
BaTbCsl TOMbKO AN MPOCMOTPA OCHOBHBLIX Napa-
MeTpPOB PaboTbl NPUNIOXKEHNS.
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<npodarin> KOMMOHEHT Unu 3agada, Ans KOTopbIX BbIMOSHSAETCS
3KCMOPT NapamMeTpoB.

B kayecTBe 3HayeHus napameTpa <npodann> mo-
XeT ObITb Mcnonb3oBaHo noboe 3HayeHue, ykasaH-
Hoe B Nn. 16.2 Ha cTp. 212.

Mpumep:
avp.com EXPORT c:\settings.dat

16.7. UMmnopT napameTpoB 3alimThbl

CuHTaKCcUC KoMaHabl:

avp.com IMPORT <mmMmsa_ odanna> [/password=<sam Nnaposib>]

<mms1_daitna> nyTb K charnny, u3 KOTOporo UMMOPTMPYHTCA napa-
meTpbl AHTUBUPYca Kacnepckoro. MoxeT 6biTb yka-
3aH abCOMTHBIN UMW OTHOCUTENBHBIN MYTb.

MMnopT napameTpoB 3aluTbl BO3MOXEH TOSMBLKO U3
gaiina B GuHapHom copmaTe.

<Baw_naposn> naponb Kk AHTMBUpYcy Kacnepckoro, 3apgaHHbli B
UHTEpderice NPUNOXEHNS.

O6paTtute BHUMaHWe, YTo 6e3 BBOAA Mapons AaHHash KOMaHAa BbIMOMHATLCS He
Oyner.

Mpumep:

avp.com IMPORT c:\settings.dat /password=<sam naposb>

16.8. 3anyck npunoxeHus

CuvHTaKcUC KoMaHab!:

avp.com

16.9. OcTaHOBKa NpUNIOXEeHUA

CuHTaKkCcUC KoMaHabl:

EXIT /password=<Bau mnapoJib>
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<pam_napons>

naponb Kk AHTMBUpYcy Kacnepckoro, 3agaHHbIn B
UHTEepderice NPUNOXeHNs.

OGpaTI/ITe BHUMaHWe, 4YTo 6e3 BBOAaA Mapond AaHHad KoMaHda BbIMOJTHATLCA He

Oyner.

16.10. MonyueHue channa
TPaACCUPOBKM

CospgaHue dhaiina TpacCcMpPoBKU MOXET noTpeGoBaTbCa Npy HanuyMmn npobnem B
paboTe npunoxeHusa ans Gonee TOYHOM MX OUArHOCTMKM crieunanucTamm Cryx-

Bbl TEXHUYECKON NOAAEPIKKN.

CuHTaKkCcUC KoMaHabl:

avp.com TRACE [file] [on|off] [<ypOBeHb_TpaCCI/IpOBKM>]

OnucaHve napaMeTpoB:

[on]off] BkntounTb/ OTKMIOUNTL co3daHve danna Tpaccu-
POBKM.
[file] Mony4nTb TpaccmMpoBky B BUae danna.

<ypoOBeHb_TpacCUPOBKU>

Ona paHHOro napameTpa AOMYCTUMO Yka3sbiBaTb
yncroBoe 3HayeHve B Auana3oHe ot 0 (MUHU-
MarnbHbIA YPOBEHb, TOMbKO KpUTUYEckue coobLue-
Hus) o 700 (MakcMManbHbIA YPOBEHb, BCE COO6-
LLEHNS).

Mpu obpaiweHnn B Cnyx0y TexHu4eckow nopa-
OepXku crneunannct OOMKeH ykasaTb Heobxoau-
MbIl YPOBEHb TpaccupoBkn. Ecnv oH He 6bin yka-
3aH, TO pPeKOMEeHOyeTCa yCTaHaBNMBaTb YPOBEHb
500.

BHumaHuve! PekomeHnayeTcs BkntovaTb co3gaHue hannoB TPacCUPOBKU TOSMbKO
ONa ANarHOCTUKM KOHKpPeTHOW npobrieMbl. MOCTOsIHHOE BKIHOYEHNE TPaCCUPOBKHN
MOXeT MPUBECTU K NoTepe NpOoM3BOAUTENBHOCTU paboThl KOMMbIOTEpPa U nepe-

NMOJTHEHUIO XXEeCTKOro gucka.

Mpumepsbl:

Omknoyums co3daHue ¢hallyioe mpaccuposKu:
avp.com TRACE file off
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Cosl0amb ¢halin mpaccuposku Onsi omrpasku 8 Cryxby mexHudeckol nood-
OepXKKU C MakcuMallbHbIM ypOBHEM mpaccuposku pasHbiM 500:

avp.com TRACE file on 500

16.11. MNpocmoTp cnpaBxku

[na npocmoTpa CrnpaBky MO CUHTAKCUCYy KOMaHZHOW CTPOKU npedycMoTpeHa
KomaHga:

avp.com [ /? | HELP ]

[na nonyyeHust cnpaBku MO CUHTAKCUCY KOHKPETHOW KOMaHAbl Bbl MOXeTe BOC-
Nnonb30BaTbCs O4HOM U3 CeayLmnX KOMaHA:

avp.com <komMaHma> /?

avp.com HELP <kxomaHnma>

16.12. Koabl BO3BpaTa KOMaHOoHOM
CTPOKM

B naHHOM pasfene npvBedeHO onvcaHWe KOJOB BO3BpaTa KOMaHAHOMW CTPOKMW.
O6LWwme koabl MOryT GblTb BO3BpaLLEeHb! oGO KOMaHAoM KoMaHaHOW CTpoku. K
Kogam Bo3BpaTa 3adadv oTHocaTcs oblive KoAbl, a Takke Kofbl, cneunduyHble
AN KOHKPETHOrO TuMa 3aJaqu.

O6wue Koabl Bo3BpaTa

0 Onepauus BbINOMHEHA YCMNELHO
1 HeBepHoe 3Ha4eHne napameTpa
2 HeunsBecTHas owmnbka

3 OwmnbKa BbINOMHEHUA 3a4a4n

4 BbinonHeHne 3agayn oTMEHEHO

Koabl Bo3BpaTa 3agay novcka BMPYCoOB

101 Bce onacHble 06bekTbl 00paboTaHbl

102 O6GHapyxeHbl onacHble 06bEKTbI




rNMABA 17. UIBMEHEHME,
BOCCTAHOBINEHMUE UITA
YOANEHME NPUNOXEHMUA

YaanuTb NpunoxeHne MOXHO CreayroLwmnMm cnocobamm:
e C MOMOLLbI0 MacTepa yCcTaHOBKM Npunoxenus (cm. n. 17.1 Ha cTp. 226);

e 13 KOMaHOHOM CTpokK (cM. n. 17.2 Ha cTp. 228).

17.1. UameHeHue, BOCCTaHOBJIEHUuE
M yaaneHue npuroXeHuvs ¢
NMOMOLLbLIO MacTepa YyCTaHOBKM

BoccTaHoBneHe npunoxeHust Nosie3Ho NPOBOAUTL B TOM clny4yae, ecnm Bbl 006-
Hapy>Xunum Kakne-nnbo ownbkn B ee pa60Te BCNEeACTBME HEKOPPEKTHOW Ha-

CTPOWIKM MW NOBpeXaeHns ero arnnos.

M3aMeHeHe KOMMNOHEHTHOro CoCTaBa MO3BOMsEeT BaM AO0YyCTaHOBUTbL HegocTato-
e KOMMOHEHTbI AHTI/IBI/Ipyca Kacnepcxoro nnn ygannutb Te UX HUX, KOTOpble

MeLLalT BaMm B paboTe unu He TpebytoTcs.

[ns moa2o 4mobbi nepedmu K 80CCMaHO8/IEHUI0 UCXOOHO20 COCMOSIHUS rpursio-
XKeHUSA, ycmaHO8Ke KOMIIOHEeHIMos8 AHmueupyca Kacnepckoeo, komopblie He 6blI-

Jlu ycmaHoeJs1eHbl u3Ha4aribHo, unu ydaneHwo rnpurioXXeHus,

1. BblrpySMTe NPUNoOXeHne 13 onepaTMBHOM NaMaTK. [nsa 3TOro WenkHnTe
npaBoOW KNaBuLLEN MbILLM HA 3HAYKE MPUIIOXKEHNS B CUCTEMHON NaHenum

N B OTKpPbIBLLEMCA KOHTEKCTHOM MEHIO BbIGEpVITe MYHKT Bbixoa.

2. BcraBbte CD-guck c guctpubytnsom npunoxenns s CD\DVD-ROM-
YCTPOWCTBO, €CNN YCTaHOBKA MPUITOXEHWUs1 Npou3Bogunack ¢ Hero. B
cnyyae ycrtaHoBkuM AHTMBMpyca Kacnepckoro m3 Apyroro MCTOYHMKA
(nanka obulero gocTyna, nanka Ha XecTKoM aucke u T.4.) ybeauTecs,
4YTO ANCTPUBYTMB NPUIOXEHUS NMPUCYTCTBYET TaM M Y Bac €CTb K HEMY

JocTyn.

3. Bbibepute MNMyck — Mporpammbl — AHTMBUpPYC Kacnepckoro 7.0 —

N3meHeHMe, BOCCTaHOBNEHUEe Unu yAaneHue.
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B pesynbTaTe Gydert sanyleHa nporpamma YCTaHOBKM, KOTOpasl BbIMOMHEHa B
BuZe macTtepa. PaccMoTpum noapo6Hee Lwarv no BOCCTAaHOBIIEHUIO, U3MEHEHUIO
KOMMOHEHTHOrO COCTaBa MPUIOXEHUS U €T0 YAANEHWIO.

LWar 1. Bbibop onepauun

CHavana BaM HYXXHO OMnpeaernuTb, Kakylo MMEeHHO onepauuio Bbl XOTUTE BbIMOI-
HWUTb Haf MPUMOXEHWeM: BaM NpeanaraeTca U3MeHWTb KOMMOHEHTHbIN COoCTaB
MPUMNOXXEHNSA, BOCCTAHOBUTb MCXOOHOE COCTOSIHE YCTAHOBIMEHHbLIX KOMMOHEHTOB
VM1 yOanuTb Kakme-nmbo KOMMOHEHTHI MMV MPUIIOKEHWe MOMHOCTLI0. Onsa Bbli-
MOSIHEHWUSA HY)KHOM BaM OMnepauuu HaXMWTE Ha COOTBETCTBYIOLLYH KHOIMKY.
JanbHelwee OeiicTBUe NMporpaMMbl YCTAHOBKM 3aBUCUT OT BblGpaHHOM onepa-
umm.

N3MeHeHVe KOMMOHEHTHOrO COCTaBa BbINOMHSAETCA aHanorM4yHo BbliGOPOYHOM
ycTaHoBke npunoxerus (cm. Lar 6 Ha cTp. 33), rae Bbl MOXeTe yka3aTb, Kakue
KOMMOHEHTbI Bbl XOTUTE YCTaHOBUTb, a Takxke BbiOpaTh Te, KOTopble XoTuTe yaa-
nnTb.

BoccTaHoBneHnne npunoxenusi nponsBoanTCca ncxoga M3 yCTaHOBITIEHHOIO KOM-
NMOHEHTHOro cocTtaBa. Ey,D,yT 0OHOBNEHLI BCE bannbl TEX KOMNOHEHTOB, KOTOPbIE
Obinn YCTaHOBJEHbI, N ONA KaXgoro n3 HMx 6y,u,eT yCTaHOBIEH PeKOMeH,D,yeMbII;I
YpoOBEHb obecneymBaemMon 3aLlUmnTbl.

Mpv yganeHuv NpunoxeHus Bbl MOXeTe BblbpaTb, kakne daHHble, chopmMmpo-
BaHHblE U Ucnonb3yemble B paboTe NPUMoOXeHUs, Bbl XOTUTE COXpPaHUTb Ha Ba-
lwem KomnbtoTepe. YTobbl yaanuTte Bce AaHHble AHTuBMpYyca Kacnepckoro, Bbl-
6epute BapuaHT '@'Y.qanmb npunoxeHue MNONHOCTbLIO. [InNs coxpaHeHus
AaHHbIX BaM HY>XHO BblOpaThb BapuaHT ® CoxpaHUTb 06BEKTbl NPUNOXEHUA U
yKkasaTb, Kakme MMEeHHO OOBbEeKTbl He HY)XXKHO yaansaTb:

o UHgopmayus 06 akmusayuu —panin Knova NnpunoxXeHns.

e basbl MpusioxeHUs — NOMHbIN HAboP CUrHaTypP OMacHbLIX NPorpaMM, BUPY-
COB 1 OpYruX yrpos, akTyanbHbIi Ha gaTty nocrnegHero oGHOBNEHMs.

o  Ob6BEeKmMbI pe3ep8HO20 XpaHuUIuwWa — pe3epBHbIe KOMUKU yaaneHHbIX unm
BblfIe4YEHHbIX 06BbEKTOB. Takme 06bEeKTbI PEKOMEHAYETCS COXPaHWUTL AN
BO3MOXHOCTM MOCIIEAYIOLLErO0 BOCCTAHOBIEHUS.

e Obbekmbl KapaHmuHa — OOBLEKTbl, BO3MOXHO 3apaXkeHHble BMpycamu
unu nx mogndukaumammn. Takne oObeKTbl cogepXaTt Kof, KOTOPbIA MOXOX
Ha KO M3BECTHOrO BMpYCa, HO OHO3HAYHO CyaAUTb 06 X BPEAOHOCHOCTH
Henb3si. PekomeHayeTca nx coXpaHUTb, MOCKOMbKY OHU MOTYT OKasaTbCH
HEe3apaXXeHHbIMU UNK NX U3nedveHne byaeT BO3MOXHO nocrne 0GHOBNEHMS
6a3 NpUNoXeHus.

o [lapamempbl 3auumsl — 3HA4YEHNSA NapaMeTpoB paﬁOTbI BCeX KOMMNOHEH-
TOB NPUINOXEHUA.
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e [aHHbie iSwift — 6a3a, cogepxalwas MHpopMaLmMio O NMPOBEPEHHBLIX 00b-
ektax avnoBon cuctembl NTFS. OHa no3BonsgeT yckopuTb NPOBEPKY
o6bekToB. Vcnonb3yst AaHHble aTon 6a3bl, AHTUBUPYC Kacnepckoro npo-
BepsieT TOMbKO Te 0OBEKTbI, KOTOPblIE U3MEHUMUCL CO BpeMEHU nocneg-
Hel NpoBepKU.

BHumaHue!

Ecnn mexay ypaneHuem ogHow Bepcum AHTMBUMpYca Kacrnepckoro u
YCTaHOBKOW APYron OO0CTaTOYHO MPOAOIDKUTENbBHbBIA NMPOMEXYTOK Bpe-
MEHU, HE peKoMeHdyeM BaM UCMOSb30oBaTh 6asy iSwift, COXpaHeHHy ¢
npeablaylwen yCcTaHOBKM NPUIoXeHus. 3a 3TO BpemMsi Ha KOMMbTep
MOXET NMPOHMKHYTb OMacHas nporpaMma, BPeAOHOCHbIE LEeNCTBUS KOTO-
poi He ByayT BbISIBMEHbI MPU UCMNOMb30BaHUN AaHHOW 6a3sbl, U 3TO MO-
KEeT NPUBECTU K 3apaKeHNto KoMnbloTepa.

[ns 3anycka BbIGpaHHOM onepaumu Haxmute Ha KHonky [lanee. 3anyctutcs
npouecc KONMpoBaHWs Heobxoammbix hannoB Ha Ball KOMMbIOTEP unv ygane-
HUS BbIBPaHHBIX KOMMNOHEHTOB W AaHHbIX.

LWar 2. 3aBepLueHne onepaunm BOCCTAaHOBIIEHUSA,
M3MEHEeHUSA Unu yaaneHusa npurnoXxeHus

Mpouecc BoCCTaHOBMNEHNS, U3MEHEHUA UK yaaneHus byaet otobpaxaTbCcs Ha
3KpaHe, nocne yero Bbl byaeTe yBeAOMIIEHb! O €e 3aBePLUEHNM.

YpaaneHue, kak npaeuno, TpebyeT nocrepywwen nepesarpy3kM KOMMbOTEPA,
NMOCKOSbKY 3TO HEOOXOAMMO ANS yyeTa M3MEHEHUIN B cucteme. 3anpoc Ha nepe-
3arpys3ky komnbtoTepa byaeT BolBeAEH Ha akpaH. HaxxmuTe Ha kHonky Aa, 4Tobbl
BbINOMHNUTbL Nepes3arpysky HemeaneHHo. Ana Toro 4Tobbl nepesarpy3vnTb KOMMb-
HOTEP MO3XEe BPYYHYH, HAXMUTE Ha KHoMKy HerT.

17.2. YpaneHue npunoXXeHvsa m3
KOMaHAHOM CTPOKMU

Umobsl ydanumb AHmusupyc Kacniepckozo 7.0 u3 KkomaHOHOU cmpoKu, Habe-
pume:

msiexec /x <mMmsa_mnakera>

BypeT 3anyLeH macTtep yCTaHOBKM, C NOMOLLbIO KOTOPOrO Bbl CMOXETE MpoBeC-
TV NpoLeAypYy yaaneHus npunoxenus (cm. n. Mnasa 17 Ha cTp. 226).

Takke ONA yOaneHns Bbl MOXETE BOCMONb30BaTLCA OMUCAHHBIMU HUXKE KOMaH-
Jamu.



UsmeHeHue, soccmaHoerieHue unu yoaneHue 229

s moeo umobbl ydanume rpuioXeHue 8 CKpbIMoM pexume 6e3 nepesazpys-
KU Komribtomepa (nepesazpy3ky criedyem npousgecmu 8py4Hyto rnocne ydarne-
Hus), Habepume:

msiexec /x <mMsa_makera> /qn
Ans mo2o 4mobbi ydanume MpuioXXeHUE 8 CKPbIMOM pexume ¢ rnocnedyrouel
nepesazpy3koll Komrblomepa, Habepume:

msiexec /x <mMsa nakera> ALLOWREBOOT=1 /qn



NNNMABA 18. YUACTO
3AQAABAEMBIE BONPOCHI

B paHHO rmaBe Mbl OCBETMM HauGornee pacnpocTpaHeHHble BOMPOCH! MOSb30-
BaTeneln No ycTaHoBKe, HAaCTPOiike U paboTe NMPUMNOXEHNs U NocTapaemcsi OTBe-
TUTb Ha HUX Hambonee nNoapPo6Ho.

Bonpoc: 803moxHo nu ucnons3osaHue AHmuesupyca Kacnepckozo 7.0 ¢ aHmu-
8UpPYCHbIMU rpodykmamu Opyaux rnpouseodumenel?

Bo nsbexaHve KOHMONUKTOB Mbl peKOMeHAyeM yAansaTb aHTUBMPYCHbIE
NpoayKTbl CTOPOHHUX Npou3BoanTenen Ao yctaHoBkm AHTuBMpyca Kac-
nepcKoro.

Bonpoc: AHmusupyc Kacrniepckoeo He nposepsiem ¢hatinn noemopHo. lMoyemy?

OencteutensHo AHTMBUPYC Kacnepckoro He mnpoBepsieT MOBTOPHO
dalinbl, KOTOpblE HE U3MEHUITUCH C MOMEHTA NOCNEeLHEN NPOBEPKM.

370 BO3MOXHO Griarogapsi NPUMEHEHMI0 HOBbIX TexHororni iChecker™
v iSwift™. [Ina peanusaumm TEXHONMOrMM ncnonb3yeTtca 6asa KOHTPOIb-
HbIX CyMM OOBEKTOB M XpaHEeHWe KOHTPOIbHbIX CyMM (daiinoB B AOMNOr-
HUTenbHbIX NnoTokax NTFS.

Bonpoc: dns yeeco mpebyemcsa akmusayusi npunoxeHusi? Moxem nu AHmusu-
pyc Kacnepckozo pabomamb 6e3 ¢hatina knroya?

AHTMBUpYC Kacnepckoro moxeT paboTatb 6e3 kntova, ogHako cepsuC
0OHOBMNEHUSA NPUNOXEHNsT 1 NOMOLL CryXObl TEXHNYECKOW NOAAEPKKN
He ByayT OOCTYMHbI.

Ecnu Bbl elle He pelumnucb Ha npuobpeteHne AHTMBUpYca Kacnepcko-
ro, Mbl MOXeM NpefocTaBUTb BaM NPOGHbLIN KMo, KoTopbld ByaeT pa-
6oTaTb B TeYeHWe ABYX Hegenb unu mecsiua. Mo nctevyeHnn gaHHoro
Cpoka ko4 6yaet 3abrnoknpoBaH.

Bonpoc: nocne ycmaHoeku AHmusupyca Kacrnepckozo onepayuoHHasi cucmema
Hayvana eecmu cebsi HecmaHOapmHbIM 06pa3om («nadeHue 8 CUHUU
3KpaH», MOCMOsIHHasi nepe3agpy3ka KoMmrsomepa u m.n.). Ymo de-
name?

Takasa CUTyauunda penka, HO BO3MOXHa npu KOHpnnKTe AHTVIBVIpyca
Kacnepckoro n nporpaMmmHoro obecneyenus, YCTaHOBJIEHHOIO Ha Ba-
LemM KoMnbrTepe.
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[na BoccTaHoBneHusi paboToCnOCOGHOCTU OMNEpPaLMOHHON CUCTEMbI
BbINOMNHUTE criegyoLine AeNCTBUS:

1. B camoM Havane 3arpy3ku KOMMblOTEPa HaxumawTe Ha Knasu-
wy F8 oo tex nop, noka He 0To6pasnTCca MeHo BbiGopa BapMaHTOB
3arpy3ku onepauuoHHON CUCTEMBI.

2. Bbibepute nyHKT BesonacHbI peXxum 1 3arpysute onepaumoH-
HYIO CUCTEMY.

3. Banyctute AHTMBUPYC Kacnepckoro.

4. OTKpoWiTEe OKHO HaCTPOMKM NpUNoxeHns n Bbibepute pasgen Cep-
BUC.

5. CHumute cnaxok 3anyckaTb NPUNOXEeHue Npu BKMHOYEHUU
KOMNbIOTepa 1 HaxMuTe Ha kHonky OK.

6. I'Iepe3arpy3V|Te onepaunmoHHy0 CUCTEMY B 0OblYHOM pexunme.

OtnpaBbTe 3anpoc B Cnyxby TexHudeckon noapepxku «JlabopaTtopum
Kacnepckoro». [na aToro OTKPOWTE rnaBHOE OKHO MPUNOXEHUs, Bblbepu-
Te pasgen Nopaepikka 1 Bocnonb3yntech cebinkon Cosagate 3anpoc. Kak
MOXHO nogpobHee onuwnTe Npobnemy n ycnosus, B KOTOPbIX OHa BO3-
HUKaeT.

K 3anpocy obs3atensHo npunoxute darnn nonHoro gamna namsti orne-
paumoHHon cuctembl Microsoft Windows. [Ins ero co3gaHusi BbINONHUTE
cnepyroLime AenNCTBUS:

1.  HaxmuTe npaBoi knaBuwen Mbiln Ha 3Hadok Mon KomnbloTtep 1
B OTKpbIBLLEMCH KOHTEKCTHOM MeEHL0 Bbibepute nyHkT CBOMCTBA.

2. B okHe CBomcTBa cucteMbl BbibepuTe 3aknagky [JononHuTenb-
HO U B pa3gene 3arpy3ka U1 BOCCTaHOBIIEHUE HAXXMUTE Ha KHOM-
Ky MapameTpbl.

3. B okHe 3arpyska u BoccTtaHOBNeHue B pasgene 3anucb oTna-
OOYHOW MHOPMaLMKU 13 packpbiBaOLLErocs crvcka BbibepuTe
3HayeHvie MonHbIN AaMn NamaTH.

Mo ymonuaHuio dann gamna coxpaHseTcs B CUCTEMHbIN KaTtanor
nog nmeHem memory.dmp. Bbl MoXeTe M3MEHUTb KaTanor xpaHe-
HWS damna, Ans 3T0ro U3MeHWTe MMSA KaTanora B COOTBETCTBYHO-
Lem norne.

4. Bocnpoussegute npobremy, cBA3aHHylo ¢ pabotonm AHTMBMpPYCa
Kacnepckoro.

5. Y6egutecb, 4to bann NONHOro Aamna namsaTy YCrewHo coxpa-
HEH.



NMPUNTOXEHME A.
CNMPABOYHAA
UHOOPMALIUA

B paHHOM npunoXxeHun cogepXkuTcst cnpaBoyvHas MHGopMauus no dopmaram
npoBepsemMbIx PannoB 1 pa3peLLleHHbIM Mackam, NCNonb3yeMbIM NPy HACTPOWKe
AHTMBMpYca Kacnepckoro.

A.1. Cnucok o6beKToB,
npoBepAeMbIX Mo pacuwMpeHuIo

Ecnn B kavectBe 06bekToB nposepku Pannosoro AHTVBMpYCa Bbl Bblbpanu
@® MpoBepATb NporpaMMbl U AOKYMEHTbI (MO pacluMpeHuto), To Gyayt ge-
TanbHO aHanW3upoBaTbCA Ha NPUCYTCTBME BUPYCOB hannbl ¢ NpuMBeAeHHbIMU
HUXe paclwmpeHnamn. Takue xe davnbl npoBepstoTca NoyToBbiM AHTUBKPY-
COM, €Cfny Bbl BKIOYMNW hunbTpaumnio NpucoeamHeHHbIX K No4YToBOMy cooblue-
HMIO 0O BLEKTOB:

com — UCNONHAeMbI hain NnporpaMmmeil.

exe — UCMOorHaeMbIn hann, caMopacnakoBbIBaOLMACA apXuB.

SyS — CUCTEMHbIV apanBep.

prg — TekcT nporpammbl dBase, Clipper unu Microsoft Visual FoxPro, npo-
rpamma naketa WAVmaker.

bin — GuHapHbIA dann.
bat — chann nakeTHOro 3agaHus.

cmd — komaHaHbI dann Microsoft Windows NT (aHanorvdeHn bat-coaiiny
ansa DOS), OS/2.

dpl — ynakoBaHHasa 6ubnmoTeka Borland Delphi.

dll — 6ubnmoTeka AUHaMUYECKON 3arpysKu.

scr — (pann-3actaBka akpaHa Microsoft Windows.

cpl — moaynb naHenu ynpaenenus (control panel) B Microsoft Windows.
ocx — 06bekT Microsoft OLE (Object Linking and Embedding).

tsp — nporpamma, paboTatLlas B pexnmMme pasgeneHusi BpeMeHu.

drv — apanBep HEKOTOPOro YyCTPOWNCTBA.

vxd — gpaviBep BMpTyanbHoro yctpornctea Microsoft Windows.

pif — dpann ¢ nHcpopmauumert o nporpamme.
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Ink — dpann-cceinka B Microsoft Windows.

reg — ann perncrtpaumm knoyen cuctemHoro peectpa Microsoft Windows.
ini — bann uHMUManmsauun.

cla — knacc Java.

vbs — ckpunT Visual Basic.

vbe — Bugeo-pacwmpenue BIOS.

JS, jse — ncxoaHbin TekcT JavaScript.

htm — rMNepTeKCTOBbIA AOKYMEHT.

htt — runepTtekctoBas 3arotoka Microsoft Windows.

hta — runepTtekcToBas nporpamma ans Microsoft Internet Explorer.
asp — ckpunt Active Server Pages.

chm — ckomnunupoBaHHbin HTML-cann.

pht — HTML-cann co BCTpoeHHbIMK ckpunTamu PHP.

php — ckpunT, BcTpanBaembii B HTML-channsl.

wsh — gpann Microsoft Windows Script Host.

wsf — ckpunT Microsoft Windows.

the — chann 3acTaBku gns paboyero crona Microsoft Windows 95
hip — dann cnpasku dopmata Win Help.

eml — noutoBoe coobuieHne Microsoft Outlook Express.

nws — HoBoe no4yTtoBoe coobuieHne Microsoft Outlook Express.
msg — no4toBoe coobuieHne Microsoft Mail.

plg — no4ToBOE COOGLLEHME.

mbx — pacwmpeHune ans coxpaHeHHoro nucsma Microsoft Office Outlook.
doc — pokymeHT Microsoft Office Word.

dot — wabnoH gokymeHToB Microsoft Office Word.

fom — nporpamma 6a3 gaHHbIX, cTapToBbin darn Microsoft Visual FoxPro.
rtf — nokymeHT B popmaTte Rich Text Format.

shs — dparmeHT Shell Scrap Object Handler.

dwg — 6a3a gaHHbIx YepTexen AutoCAD.

msi — nakeT Microsoft Windows Installer.

otm — VBA-npoekT ansa Microsoft Office Outlook.

pdf — nokymeHT Adobe Acrobat.

swf — ob6bekT naketa Shockwave Flash.

Jpg, jpeg, png — dann rpadmyeckoro hopmarta XpaHeHus CxaTbIXx n3obpa-
XKEHUN.
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emf — dann cdopmata Enhanced Metafile. Cnepgytoliee nokoneHne meta-
davina onepaumoHHon cuctembl Microsoft Windows. ®aninel EMF He
nopgaepxueatotcs 16-paspsgHon Microsoft Windows.

ico — chann 3Hayka obbekTa.

ov? — ucnonHsaemsle dpannsl MS DOC.

xI* — pokymeHTbl 1 dannbl Microsoft Office Excel, Takue kak: xla — pacwum-
penune Microsoft Office Excel, xlc — pnarpamma, x/t — wWabnoH JOKyMeH-
TOB 1 T.4.

pp* — nokymeHThbl 1 dannbl Microsoft Office PowerPoint, Takve kak: pps —
cnang Microsoft Office PowerPoint, ppt — npeseHTaumsa u 1.4.

md* — pokymeHTbl U davinbl Microsoft Office Access, Takve kak: mda — pa-
6ouas rpynna Microsoft Office Access, mdb — 6a3a gaHHbIX U T.4.

[MoMHUTe, YTO hakTU4ecknn opmaTt danna MoxeT He coBnagaTtb ¢ popmaTom,
yKa3aHHOM B paclumpeHun canna.

A.2. PaspelneHHble MaCcKu
mckKknwovyeHum chamnos

PaccmoTpyM npuvmMepbl paspelleHHbIX MacoK, KOTOpble Bbl MOXETE MCMOMb30-
BaTb Npu hOPMMPOBaHUN CMIMCKA UCKIOYaeMbIX (anmnos:

1.  Macku 6e3 nyTen k aninam:
e *.exe — Bce halnbl C paclUMpeHneM exe

e *.ex? - Bce dalnbl C paclUMpeHneM ex?, roe BMecto ? MoXeT
ucnonb3oBaTbca Mobor oanH CUMBON

o test— Bce dalinbl c uUmeHemM test

2. Mackn ¢ abconoTHbIMKU NYTAMM K dhannam:
e  C:\dir\*.* unu C:\dir\* unu C:\dir\ — Bce davnel B nanke C:\dir\
e C:\dir\*.exe — Bce haiinkl ¢ paclumpeHneM exe B nanke C:\dir\

e C:\dir\*.ex? — Bce cbaiinbl ¢ pacwmpeHnem ex? B nanke C:\dir\,
rae BMecTo ? MOXeT Mcnonb3oBaTthbes nobon oanH cuMBon

e C:\dir\test — Tonbko davin C:\dir\test

Ona Toro 4tobbl He NMpoBepPANUCH halrbl BO BCEX BIIOXEHHbLIX Nan-
Kax yKa3aHHOro kararora, Npy CO34aHuM Macku yCTaHOBUTE (Priaxok
Bknioyas BNoXeHHbIe Nanku.
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3. Macku ¢ oTHOCUTENBHBLIMK NYTAMK K hannam:
o din\*.* unu dir\* unu dir\ — Bce channbl Bo Bcex nankax dir\
o dir\test — Bce dpannbl test B nankax dirl

e dir\*.exe — Bce channbl ¢ pacluMpeHneM exe BO BCeX narnkax
dir\

o dir\*.ex? — Bce dhaninbl ¢ pacluMpeHnem ex? BO BCeX Kararnorax
dir\, rge BMecTo ? MOXeT UCnorb3oBaThed NMobon oanH CUMBOI

Onsa Toro 4YTObbI HE npoBepAnncCb Cbalhﬂbl BO BCeEX BJIOXEHHbIX nan-
KaX yKa3aHHOro Kartanora, npu co3gaHun Mackm yctaHoBuUTe cbnamox
Bknroyas BrnoxeHHbIe Nanku.

CoserT.

Mcnonb3oBaTb Macky UCKMOYEHUs *.* unn * gonycTMOo TOMbKO MpU yKasaHuu
TUNa UCKMYaeMon yrpo3sbl cornacHo BupycHol sHumknoneguun. B atom cnyyae
yka3aHHas yrposa He OyaeTt obHapyxumBaTbCcs BO Bcex obbekTax. cnonb3osa-
HMe OaHHbIX Macok 6e3 ykasaHus TvMna yrposbl PaBHOCWUMbHO OTKITHOYEHMWIO 3a-
LTI,

Tarke He pekoMeHAyeTCs B KayeCTBe WCKIIOYEHWS BblOMpaTb BUPTYyanbHbIV
ONCK, CHOPMUPOBAHHbIA HA OCHOBE KaTanora annoBov CUCTEeMbl NOCPEACT-
BOM KOMaHAbl Subsf. OTO He MMEeeT CMbICNa, MOCKOMNbKY BO BpeMs NMpPOBEPKM
NpUoXeHne BOCMPWHUMAET 3TOT BUPTyarbHbIA AUCK Kak KaTamor, criefosa-
TenbHO, NPOBeEpPSET €ro.

A.3. PaspelneHHble MaCKu
MCKIIOUYMEeHMM No
knaccucdumkaumm BupycHom
SHUMKNnoneaum

Mpn pobaBneHun B KayecTBE MCKITHOYEHUSA Yrpo3bl C ONpPeferieHHbIM CTaTyCcoMm
no krnaccugukaumm BupycHom sHUMKNONeamMm Bbl MOXETE yKasaThb:

e [OHOE UMSA Yrpo3bl, Kak OHO MpeacTaBNeHO B BMPYCHOWM 3HLUMKNONEAMU
Ha cante www.viruslist.ru (Hanpumep, not-a-
virus:RiskWare.RemoteAdmin.RA.311 unu Flooder.Win32.Fuxx);

e UMM4 yrposbl No Macke, Hanpumep:
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e not-a-virus* — ncknoYaTh N3 NPOBEPKN NeranbHble, HO NMOTEH-
LmanbHO onacHble NPorpammbl, a Takke NPorpaMmMbi-LLYTKU.

e *Riskware.* — uckniwoyatb M3 NpoBEpKM BCe MOTEHUMarnbHO
onacHble nporpaMmbl Tuna Riskware.

e *RemoteAdmin.* — nckno4atb U3 NPoOBEPKN BCE BEPCUMMU MNPO-
rpaMmmbl yaaneHHoro agMMHUCTPUPOBAHKS.



NMPUNOXEHME B. 000
«KPUNTO3KC»

[na dopMmpoBaHusa 1 NPOBEPKM INEKTPOHHON LIMPOBOA NOANMUCU B AHTUBUPY-
ce Kacnepckoro ncnonb3yeTtcs nporpammHas 6ubnvoTteka 3awutbl nHdopmaumm
(MB3W) «KpmnTo-Cux», pazpabotaHHas OO0 «KpuntoIKe».

000 «Kpunto3dkc» umeet nuueHanm PAMNCU (PCB) Ha paspaboTky, npous-
BOACTBO W pacnpocTpaHeHue LndpoBarnbHbIX CPeACTB KOMMMEKCOB, npeaHa-
3HaYeHHbIX AN 3awWwuTbl UHOPMaUUW, He coaepxallen cBedeHWn, cocTas-
NSOLWMX FOCYAapPCTBEHHYHO TalHy.

MB3N «Kpunto-Cu» npegHasHavyeHa ANs MCMNOMb30BaHUSA B CUCTEMAX KOM-
NMEKCHON 3awuTbl KOHMAeHUMansHon nHdopmaumm no knaccy KC1 n umeer
ceptudmkat cootsetcTBusas PCB Ne CPH/114-0901 ot 01 mronsa 2006 roaa.

Mopgynu 6ubnuotekn peanusytoT LWNdpPoBaHMe U paclunmdposKy Brnoka AaHHbIX
hMKCMPOBaHHOW PasmMepHOCTM U (Ufn) NOTOKa AaHHbIX B COOTBETCTBMM C KpUM-
Torpadpmyeckum anroputmom (FTOCT 28147-89), reHepauuio U NPOBEPKY 3EK-
TPOHHOW LmncpoBoin nognmcu B cootseTcTeumn ¢ anroputmamm (FTOCT P 34.10-94
n FOCT P 34.10-2001), xaw-dpyHkumio (FTOCT P 34.11-94), reHepaumio kntoye-
BOM MHOPMALMM C UCMONb30BaHMEM NMPOrPaMMHOro AaTymKa nceBaocyYanHbIX
yncen. Peann3oBaHa Takke cxema pacrnpefeneHvst KnoYeBon nHdopmauum un
BblpaboTka nmmtoBekTopoB (FTOCT 28147-89).

Mogynu 6ubnunoTtekn peanusoBaHbl Ha A3blke nNporpammupoBaHus «Cu» (B co-
oTtBeTcTBUM co cTaHaapTomM ANSI «C») n MoryT 6bITb MHTErPUPOBaHBLI B NPUIIO-
XKEHVA B BMAE CTaTU4YECKU U OMHAMMUYECKU NOATPYXaeMoro koda u nogaep-
XMBaKT BO3MOXHOCTb UCMOMNHEHUSA Ha nnatdopmax x86, x86-64, Ultra SPARC Il
1 COBMECTUMbIX C HUMMU.

Mogynun ©OuGnmMoTekn nepeHoCMMbl NoA onepaunoHHble cpeapbl:  Microsoft
Windows NT/XP/98/2000/2003, Unix (Linux, FreeBSD, SCO Open Unix 8.0,
SUN Solaris, SUN Solaris gnsa Ultra SPARC 1I).

Be6-caint OO0 «Kpuntodkey»: http://www.cryptoex.ru
E-mail: info@cryptoex.ru




NMPUNOXEHME C. 3A0
«JIABOPATOPUA
KACIMNMEPCKOI'O»

3AO «Jlabopatopusa Kacnepckoro» 6bina ocHoBaHa B 1997 r. CerogHsi 310 ca-
MbIl N3BECTHBIN B Poccumn paspaboTyumk LUMPOKOro crnekTpa MporpaMmMHbIX Mpo-
OYKTOB Ansi obecneyeHnst nHopmMaLMoHHON 6e30nacHOCTU: CUCTEM 3aLUUTbI OT
BMPYCOB, HEXXenaTenbHOM NoyThl (CNamMa) U Xakepckux aTak.

«JlabopaTopusi Kacnepckoro» — MexayHapoaHasi komnaHus. LlieHTpanbHbIi
ochmc HaxoguTcs B Poccum, OTKpbITbl nokanbHble oguckl B BenvkobputaHum,
®OpaHumn, 'epmanun, AnoHnn, B ctpaHax benuntokca, Kutae, MNonble, Pymbl-
Hum n CLUA (KanudopHus). Bo ®paHumm oTKpbITO HOBOE OTAENEeHNe KOMMaHum —
EBponevickuii LeHTp aHTMBMPYCHbIX MccrnegoBaHwui. Hawa napTHepckas ceTb
o6beguHseT 6onee 500 komnaHu NO BCEMY MUPY.

«JlabopaTopusa Kacnepckoro» cerogHs — 370 6onee 4eTbipexcoT NATUAECATU
BbICOKOKBaNMMULMPOBAaHHbIX CNELVanucToB, AeCiTb U3 KOTOPbIX MMEKT AWMo-
mbl MBA, wecTHaguaTb — CTENeHU KaHauaaToB Hayk. Beaylime BupycHble aHa-
nuTukn «Jlabopatopum Kacnepckoro» sSiBRSIOTCA YNE€HaMU NPECTUXHOW OopraHu-
3aumm Computer Anti-virus Researcher's Organization (CARO).

MaBHas LeHHOCTb KOMMNaHWW — YHUKamnbHble 3HAHUSA U OMbIT, HaKoMNMeHHble ee
COTPyAHMKaMU B TedeHne bonee Yyem YeTbipHagLaT neT HenpepbiBHON 6opbObI
¢ Bupycamu. brnarogapsi NOCTOAHHOMY aHanu3y BUPYCHOW akTUBHOCTU Mbl yMe-
eM npefyragbiBatb TEHAEHUMW Pas3BUTUS BPEOOHOCHBLIX Mporpamm v 3abnaro-
BpeMeHHOo obecneynmBaem nornb3oBaTenen HagexXHou 3alnTon OT HOBbIX BMAOB
aTak. 3TO MpeMMmyLLecTBO — OCHOBa MPOAYKTOB U ycnyr «Jlabopatopumn Kacnep-
ckoro». Mbl Bcerga Ha war Bnepeay KOHKYPEHTOB W MpedoCcTaBfsieM Halivm
3aKasqymKkam HaumyyLyo 3auTy.

loabl ynopHor paboTbl MO3BONWAM KOMNaHWW cTaTb NuaepoMm B paspaboTke
TEXHOMornn 3awuTel OT BUpycoB. «Jlabopatopusa Kacnepckoro» nepsomn paspa-
6oTana MHOrMe CoBpPEMEHHblE CTaHAapThl @HTUBUPYCHBIX MPOrpaMMm. OcHoBHoM
NPOAYKT KOMMaHun, AHTUBMPYC Kacnepcxoro obecneymBaeT HageXHYHO 3aLUNTy
BCeX 06BEKTOB BMPYCHbIX aTak: paboynx cTaHuui, dannosbix CepBepoB, NOYTO-
BbIX CUCTEM, CETEBbIX 3KPAHOB W MHTEPHET-LUMI030B, KAPMaHHbLIX KOMMbIOTEPOB.
YOobHble cpeacTBa ynpaBneHus AaloT Monb3oBaTensM BO3MOXHOCTb Makcu-
ManbHO aBTOMaTU3MpPOBaTb AHTVMBMPYCHYIO 3alUMTy KOMMbIOTEPOB W Kopropa-
TUBHbIX ceTen. MHorve 3anagHble pa3paboTumku JICrOnb3yioT B CBONX MPOAYK-
Tax nporpammHoe sapo AHTMBMpPYca Kacnepckoro®, Hanpumep, Takue kak: Nokia
ICG (CWA), F-Secure (PuHnangus), Aladdin (U3pannb), Sybari (CLUA), G Data
(Fepmanns), Deerfield (CLUA), Alt-N (CLUA), Microworld (MHawms), BorderWare
(Kanapa).
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KnuneHntbl «Jlabopatopum Kacnepckoro» obecneynBaloTcs LUMPOKUM CMEKTPOM
AONOMHUTENBHbLIX YCNyr, rapaHTupyowmux 6ecnepeboliHyio paboTy NpoaykToB 1
TOYHOE cooTBeTCTBME NobbIM cneuunduryecknm busHec-tpebosaHnsam. Mbl npo-
eKTMpyeM, BHeApseM M COMpoBOXOAEeM KOpnopaTWBHblE aHTUBUPYCHbIE KOM-
nnekcbl. Hawwn 6a3bl 0bHOBRsOTCA Kaxabih Yac. Mbl obecneymBaem Hawmnx
nonb3oBaTenen KPyrnocyTOYHON TEXHNYECKON NOAAEPKKON HA HECKOMbKUX A3bl-
Kax.

C.1. Apyrve paspaborkm
«JlabopaTtopumn Kacnepckoro»

HoBocTHoM AreHT «JlabopaTtopun Kacnepckoro»

Mporpamma HoBoCTHOWM AreHT npeaHasHadeHa gnsi onepaTUBHOM OOCTaBKU HO-
BocTen «Jlabopatopumn Kacnepckoro», OnoBeLleHUs O «BUPYCHOW noroae» wu
nosiBfeHnn ceexunx HosocTen. C 3afaHHOW NEepUoaMYHOCTLIO MporpaMmma cyu-
TbIBAa€T C HOBOCTHOro cepepa «Jlabopatopumn Kacnepckoro» CnMcoKk AOCTYMHbIX
HOBOCTHbIX KaHamnoB 1 COAEPXKaLLYyCsa B HAX MHOpMaUMIO.

HoBocTHOM AreHT Takke No3BONseT:

e  BU3yanu3upoBaTb B CUCTEMHOW MaHenn COCTOSHNE «BMPYCHOW Mo-
roAbi»;

e  MOAMNMCLIBATLCS U OTKa3bIBATLCSA OT MOAMUCKU HA HOBOCTHbIE KaHa-
nbl «JlTabopatopun Kacnepckoroy;

. nony4yatb C 3a4aHHOM NEPUOAMNYHOCTBIO HOBOCTHU MO KaXgomy noa-
NMMCaHHOMY KaHany; TakXe OCYyLleCTBdeTCAa onoBeleHne o nosB-
NeHNN HeNnPO4YNUTaHHbIX HoBOCTEW;

. npocMaTpmBaTb HOBOCTU MO NOANNCaHHbIM KaHanaw;
. npocMaTpumBaTb CMUCKU KaHaroB U NX COCTOAHUE;
L] OTKpbIBaTb B 6pay3epe CTpaHuubl C I'IO/J,pOGHbIM TEKCTOM HOBOCTEMN.

HoBocTHon AreHT paboTtaeT nog ynpasneHMeM OnepaLuoHHOW CUCTEMBI
Microsoft Windows n moxeT ncnonb3oBatbCs kak OTAernbHas nporpamma, Tak v
BXOAMTb B COCTaB Pa3nunyHbIX MHTErpUpoBaHHbIX pelueHnn «JlabopaTtopun Kac-
NepcKoroy.

Kaspersky® OnLine Scanner

Mporpamma npencrtaBnseT cobort 6ecnnaTHbI CepBUC, AOCTYMHbIA NOCEeTUTE-
nsiMm Beb-cariTa KOMMNaHWW, NO3BOMSALWWNA NPon3BecTM 3PGEKTUBHYHO aHTUBU-
PYCHYI0 MpOBEpPKYy KOMMbloTEepa B OHNanH-pexume. Kaspersky OnLine Scanner
BbINOMHSIETCA HenocpeacTBEHHO B Opay3epe. Takum obpasom, nonb3oBaTenu
MOryT MakCcMMarbHO OnepaTMBHO Mofy4YyaTb OTBET Ha BOMPOCHI, CBS3aHHbIE C
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3apaxeHueM BpPeAoHOCHbIMU NporpaMMamu. B pamkax npoBepku nonb3oBatenb
MOXET:

e UCKNIOYaTb apXuBbl 1 NOYTOBblE 6a3bl M3 NPOBEPKY;

e  BblOMpaTb ANS NPOBEpPKM CTaHAapTHbIE / paclumMpeHHble 6a3bl;

e COXpaHsTb OTYETbI O pe3dynbTatax NpoBepku B opmatax txt n html.
Kaspersky® OnLine Scanner Pro

Mporpamma npeacTaBnsieT coO0M NOAMUCHOW CEPBUC, AOCTYMHbIA NOCETUTENAM
Beb-canTa KoMnaHum, No3BONAIOLLMIA NPOU3BECTU IWPEKTUBHYIO aHTUBMPYCHYHO
NPOBEPKY KOMMbIOTEPA M NEYeHWe 3apaXeHHbIX avnoB B OHMNaWH-pexvMme.
Kaspersky OnLine Scanner Pro BbinonHsieTcss HenocpeacTBeHHO B 6paysepe. B
pamMkax NpoBEPKN MNONb30BaTENb MOXET:

®  VCKNIOYAaTb apXuBbl M NOYTOBLIE Ga3bl U3 MPOBEPKY;

e BblbMpaTb ANA NPOBEPKM CTaHAapTHbIE / paclumMpeHHble 6a3sbl;

e neynTb OBHapyXeHHbIe 3apaXeHHble OObeKThI;

e  COXpaHsTb OTYETbI O pe3dynbTartax NpoBepku B opmarax txt n html.
Kaspersky® Internet Security 7.0

Kaspersky Internet Security 7.0 — kOMMneKcHoe pelueHne Ansi 3awmTbl Nepco-
HanbHOro KOMMbOTEPA OT OCHOBHbLIX MH(OPMALIMOHHBIX Yrpo3 — BUPYCOB, XaKe-
poB, cnama W LUMNWUOHCKUX MporpamMmm. EAWHBIA nonb3oBaTenbCKUn MHTEpPdENC
obecneymBaeT HACTPOWKY U yrpaBreHne BCEMN KOMMOHEHTaMU PELLEHNS.

DYHKLMN aHTUBMPYCHOW 3aLUMThl BKMOYaOT B cebs:

e @HMUBUPYCHYIO MPOBEPKY MOYMO8020 mpachuka Ha ypOBHE MPOTO-
kona nepegayn gaHHeix (POP3, IMAP n NNTP ans Bxoaswmx co-
obuweHnt 1 SMTP ansa nexogsawmux) He3aBMCMMO OT MCMONb3yeMomn
NoYTOBOW Mporpammebl. And nonynspHbIX NOYTOBLIX nporpamm Mi-
crosoft Office Outlook, Microsoft Outlook Express n The Bat! npeay-
CMOTpPEHBI NIIarvHbl U fIe4eHne BUPYCOB B MOYTOBbLIX Oa3ax;

e [IposepKy UHMepHem-mpaguka, noctynawmowero no HTTP-
NPOTOKOMY, B peXNME pearibHOro BpeMeHu;

e 3awumy ¢halisiogoli cucmeMbl: aHTUBMPYCHOW NPOBEPKE MOTyT ObITh
noABeEpPrHyTbl Niobble oTAenbHble dannbl, Nanku M avcku. Takke
BO3MOXHa MPOBepKa TONbKO KPUTUYECKMX obnacTen onepauuoHHON
cucteMbl U 0OBEKTOB, 3arpykaemblX Mpu cTapTe onepauyoHHOMN
cuctembl Microsoft Windows;

e  [IpOaKMUBHYyl0 3auwumy: nporpaMMa OCYLLeCTBMsSEeT MOCTOSAHHOe
HabnoaeHne 3a akTUBHOCTLIO NMPUINOXEHWUI U NPOLEeCCoB, 3anyLleH-
HbIX B OMEepaTUBHOW MamATU KOMMbIOTEepa, npefoTBpaliaeT onac-
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Hble U3MeHeHUs arrnoBo CUCTEMbI U peecTpa, a Takke BOCCTa-
HaBMBaeT CUCTeMy nocrie BpeaoOHOCHOro BO3JJ,el7ICTBVIF|.

Bawuma om uHmepHem-moweHHU4ecmea obecneunBaeTca Gnarogaps pacno-
3HaBaHUI0 (PULLMHIOBLIX aTak, 4YTO MO3BONISIET MPEeAoTBpPaTUTL YTEYKy Ballen
KOHpmaeHumanbHON nHgopmaumm (B NepByto odepedb naponen, Homepos 6aH-
KOBCKMX CYETOB U KapT, a Takke GITIOKMPOBAHMIO BbINOSTHEHUS OMACHbIX CKPUMTOB
Ha Beb-CTpaHuLax, BCNMbIBAKLLMX OKOH U peknaMHbix 6aHHepoB). ®yHkuns 6s10-
KupogaHuUsl asmomMamu4yeckoeo 00380Ha Ha [MlamHbie Pecypcbl UHMepHema
nomoraeT UOeHTUPOULMPOBATL NpPOorpamMMbl, KOTOpble NbITalTCA UCMosb3oBaTb
Ball MOAEM AN CKPbITOro COEAMHEHUS C NMaTHLIMU TenedOoHHbIMI CEPBUCAMMU,
n Gnoknposatb ux paboty. Moaynb 3awuma KoHgpudeHyuanbHbiX OaHHbIX
o6ecneymBaeT 3allnTy OT HECAHKLIMOHMPOBAHHOMO AOCTYMNa U nepegavn MHdop-
Maumm nMYHoro xapakrepa. PyHkuma Podumenbsckuli KOoHmMposib obecneymBaeT
KOHTPOIb JOCTYyMa Nonb3oBaTernen KOMMbTepa K UHTEPHET-Pecypcam.

Kaspersky Internet Security 6.0 ¢hukcupyem mnonsimku ckaHUpPoO8aHUs Mopmos
galwie20 KOMIMbomepa, YacTo NpefLlecTBYLWMe CeTEBbIM aTtakam, U YCMeLHo
oTpaxaeT Haubonee pacrnpocTpaHeHHble TuMbl ceTeBblX aTtak. Ha ocHose 3a-
OaHHbIX fpasusl nporpamma OCYLLECTBNSAET KOHTPOMb BCEX CETEBbIX B3aUMO-
[EeNCcTBUN, OTCReXunBas Bce 8xodsuwue u ucxodsuwue nakemsi 0aHHbiX. Pexnm
HEBMAMMOCTK npedomepawaem obHapyxeHue KoMmrnbromepa u3eHe. Npn nepe-
KIMIOYEHNN B STOT PEXUM 3anpeLLaeTcsa BCA ceTeBas AeATENbHOCTb, KpoMe npe-
OYCMOTPEHHbIX NpaBuiamMmmn UCKIMIOYEHUIA, KOTOpbIe ONpeaensaAlTca caMmuM Nofb-
3oBaTenem.

B nporpamme npuMMeHsieTCS KOMMMEKCHbIA Noaxod K unbTpaumMm BXOLSLLMX
NOYTOBbIX COOBLLEHUI HA HannyMe cnama:

e [poBepKa Mo «4epHbIM» U «benbiM» cnvckam agpecaToB (Bkrtovasi
agpeca VLLIMHIOBbLIX CalToB);

e npoBepka hpa3 B TEKCTE NMUCbMA;

L] aHanu3 Tekcta nncbMa C NOMOLLbIO caM006yqarou.|,eroc;| anropuT-
Ma;

e  pacrnosHaBaHuWe crnama B BUae U3obpaxeHuin.
AHTUBUpPYC Kacnepcxoro® Mobile

AHTMBUpYC Kacnepckoro Mobile o6ecneumBaeT aHTMBMPYCHYO 3almuTy MOGUnb-
HbIX YCTPOMCTB, paboTalownx nNoa ynpasneHneM ornepauuoHHbIX cuctem Sym-
bian OS n Microsoft Windows Mobile. lNporpamma nossonsier ocyLwecTBnATb
KOMMIEKCHYIO aHTMBMPYCHYIO NPOBEPKY, BKITHOYaoLLyto B cebs:

e [IposepKy no mpeboeaHuo NamsiTM MOBMUNBHOrO yCTPOMCTBA, KapT na-
MSATW, OTAENbHOM nanku nNnbo KoHkpeTHoro dhanna. Mpu obHapyxeHun
3apaxeHHOro obbekTa OH NoOMeLLaeTCsa Ha KapaHTUH Unu yaanseTcs;
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e [TOCMOSIHHYIO 3awjumy: aBTOMaTWYeCK/ MPOBEPSIOTCS BCE BXoAsLine
Unn nameHsitoLLMecss 06bEeKTbI, a Takke aiinbl Npy NoMnbITKe AocTyna K
HUM;

. 3awumy om sms- u mms-criama.

AnTuBupyc Kacnepckoro ans ¢gannoBbix cepBepoB

MporpamMmHbIZ NpoAyKT obecnevmBaeT HaZeXHyK 3aluTy (annoBbIX CUCTEM
cepBepoB Mop, ynpasrneHnem onepaunoHHbix cuctem Microsoft Windows, Novell
NetWare, Linux n1 Samba oT Bcex BnOoB BpeOOHOCHbIX Mporpamm. B coctas
nporpamMMHOro NpoAykKTa BXogaT cnefyolime npunoxeHusa «Jlabopatopun Kac-
NepcKoro»:

e Kaspersky Administration Kit.

¢  AnTtmBuMpyc Kacnepckoro ans Windows Server.

e AnTmBuMpyc Kacnepckoro ans Linux File Server.

e AnTmBUpyC Kacnepckoro ans Novell Netware.

o AnTmBUMpYyC Kacnepckoro ans Samba Server.
MpevmyLecTBa U PyHKLMOHANbHbIE BO3MOXHOCTY:

e 3awuma ¢halifiogbiX CUCMEM Cepeepos 8 pexume peasnbHO20 8pe-
MeHu: Bce (hannbl cepBepoB NPOBEPSIOTCS NPU MOMbITKE UX OTKPbI-
TUSI U COXPaHEHMWsI Ha cepBepe.

e pedomepawieHue 8UpycHbix anudemud;

e [ipoeepka rno mpebosaHuro Bcel HpannoBon CUCTEMbI UMK OTOENb-
HbIX ee NanoK u anos;

®  [IpUMEeHeHuUe mexHoso2ull onmuMuU3ayuu Npu NpoBepke OOBEKTOB
bannoBon CUCTEMbI CEPBEPA;

. 80CcCcmaHos/IeHUe cucmemsbl rnocrie 3apaxkeHus,

e MacwmabupyemMocmb npoepamMmMHoe0 npodykma B npepenax aoc-
TYMHbIX PECYPCOB CUCTEMBI;

e cobrirodeHue banaHca 3a2py3KU cUCMEMbI,

o popmuposaHue criucka 008ePeHHbIX MPOUECcCco8, Ybsl aKTUBHOCTb
Ha cepBepe He NoABePraeTcs KOHTPOMO CO CTOPOHbI MPOrPaMMHOIO
npoaykTa;

e ydaneHHoe ynpaesieHue NporpaMMHbIM MPOAYKTOM, BKMiovawLiee
LieHTPanu“3oBaHHyIo YCTaHOBKY, HACTPOMKY 1 ynpaBrieHue;

e XpaHeHue pe3ep8HbIX KOMul 3apaKeHHbIX U yOaneHHbIX 06beKmos
Ha TOT cnyyaw, ecnv noTpebyeTcs nx BOCCTaHOBIEHME;
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. u3osiauus rlodospumeanb/x 0bbekmos B crneumanbHOM XpaHunu-

uie;

e onoeeweHusi 0 cobbimusix B paboTe MporpaMMHOro npoaykta ag-
MUHMCTPaToOpa CUCTEMBI;

e geldeHue demaribHbIX OMYemos,

. asmomamuyeckoe obHoeneHue 6a3 nporpamMmMHOro npoaykra.

Kaspersky Open Space Security

Kaspersky Open Space Security — 3T0 nporpamMmMHbIi NPOAYKT, peanuayloLuii
HOBbIN Noaxod K 6e3onacHOCTU COBPEMEHHbIX KOpnopaTMBHbIX ceTen nioboro
MacwTaba, obecneymBaloLMn LEHTPaANN30BaHHYO 3alnUTy  WHAPOPMALMOHHBIX
CUCTEM, a TaKKe NOAJEPXKKY YAaNeHHbIX 0hNCOB U MOBUIBHBIX NONb30BaTENEN.

MporpamMmHbIN NPOAYKT BKITHOYAET B Ce0s YeTbIpe NpoayKTa:

e  Kaspersky Work Space Security

e Kaspersky Business Space Security

o  Kaspersky Enterprise Space Security

e Kaspersky Total Space Security

PaccmoTpym noapobHee kaxablii NPOAYKT.

Kaspersky WorkSpace Security — 910 npoaykT Ans ueHTpann3oBaHHON
3aLWnTbl paboymx CTaHUMI B KOPNOPaTMBHOM CETU U 3a ee npegenamm ot
BCEX BWAOB COBPEMEHHBIX WHTEPHET-Yrpo3: BUPYCOB, LUMUOHCKUX MNpO-
rpamm, Xakepckux atak u cnama.

anI/IMyLIJ,eCTBa n d)yHKLI,I/IOHaJ'IbeIe BO3MOXHOCTW:

uesriocmHas 3awuma om eupycos, WIMUOHCKUX rnpoepamm, xa-
KepCKux amak u crama,

npoakmueHasi 3aujuma oT HOBbIX BPEeAOHOCHbLIX Nporpamm, 3a-
M1CK O KOTOPLIX ellle He JobaBneHbl B 6asb;

nepcoHarsbHbill cemegoli 3KpaH C CUCTEMOW OBHapyXeHus
BTOPXEHUI U NPeaynpexaeHus CeTeBbIX aTak;

ommMmeHa SpeaOHOCHbIX u3MeHeHul 8 cucmeme;

3awuma om cpuliuHe-amaK U HexenamesbHoU noYmosol
KoppecrnoHOeHyuU,;

duHamudeckoe repepacrnpedesieHue pPecypcos Mpu MOSHO
MPOBEpPKe CUCTEMBI;

yOarneHHoe ynpasieHue NporpamMMHbIM MPOAYKTOM, BKIHOYato-
Lee LeHTpanu3oBaHHyo YCTaHOBKY, HACTPOMKY U yrpaBrieHue;
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noddepsxka Cisco® NAC (Network Admission Control);

nposepka 3neKmpoHHOU MoYmbl U UHMepHem-mpadguka B pe-
XVMMe peanbHOro BpeMEHM;

6r10KUpogaHuUe 8CrblealoUUXx OKOH U peKnamMHbIX b6aHHepos
npu paboTte B MHTEPHETE;

be3onacHasi paboma e cemsix noboz2o muna, Bknoyvasa Wi-Fi;

cpedcmea 0t co3daHusi OucKa asapuliHO20 80CCMaHOBIEHUS,
NO3BONSIOLLEr0 BOCCTaHOBUTL CUCTEMY MOCIIE BUPYCHOW aTaku;

pasgumasi cucmema 0m4yemoe O COCTOSIHUM 3aLUUTbI;
asmomamuyeckoe obHoeseHue 6a3s;
rnosiHoyeHHasi noddepxkka 64-6UumHbIx onepayuoHHbIX CUCMeM,

onmumu3sayusi pabomsi npoepamMmmMHoO20 MpPodykma Ha Hoymoy-
Kax (TexHonorus Intel® Centrino® Duo ansa mobuneHbix MK);

803MOXHOCMb yOarneHHo20 sle4yeHusi (TexHornorus Intel® Active
Management, KOMNOHeHT Intel® vPro™).

Kaspersky Business Space Security o6ecneumBaet ontMmanbHyto 3a-
LWMTY MHEOPMAaLMOHHBIX PECYPCOB KOMMAaHWM OT COBPEMEHHbIX MHTEp-
HeT-yrpo3. Kaspersky Business Space Security 3awuuiaet pabouve
CTaHuMu 1 dannoBble cepBepbl OT BCEX BMOOB BUPYCOB, TPOSHCKUX NpO-
rpamm u YepBen, NpefoTBpallaeT BMPYCHbIE anNvaeMuu, a Takke obec-
ne4ymBaeT COXPaHHOCTb MHAOPMaLMN U MIHOBEHHbIA AOCTYN MOMb3oBa-
Tenewn K ceTeBbIM pecypcam.

anI/IMyLIJ,eCTBa n d)yHKLI,I/IOHaJ'IbeIe BO3MOXHOCTW:

yaaneHHoe ynpaesieHue nporpaMmMHbIM NPOAYKTOM, BKIHOYaro-
ee ueHTpann3oBaHHYy0 yCTaHOBKY, HaCTpOVIKy n ynpasneHue;

rnoddepxxka Cisco® NAC (Network Admission Control);

3awjuma paboyux cmaHyul u ¢halifiosbix cepeepo8 om 8cex
8udo8 UHMepHem-yepos;

ucrnosib308aHUe mexHonoauu iSwift Ons UcKoYeHUs Noemop-
HbIX MPOBEPOK B paMKax CeTu;

pacnpederneHue Haspy3Ku Mexdy npoueccopamu cepeepa,

uzonayusi nodospumeribHbiX 06bekmog pabounx cTaHuMn B
crneynanbHOM XpaHUIULLE;

ommMmeHa S,DGOOHOCHbIX usMeHeHul 8 cucmeme;
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Macwmabupyemocms MpozpaMMHO20 npodykma B npepenax
ZAOCTYMHbIX PECYPCOB CUCTEMBI;

npoakmueHasi 3awuma paboymx CTaHUMIN OT HOBbIX BPEOOHOC-
HbIX MPOrpamm, 3anvncu o KOTOpbIX eLle He AobaBneHbl B 6asbl;

rposepka 3neKmpoHHOU MoYmbl U UHMepHem-mpaguka B pe-
XUMe pearnbHOro BpeMeHu;

nepcoHarsbHbIll cemegoli 3KpaH C CUCTEMOW OBHapyXeHus
BTOPXXEHUI 1 NpeaynpexaeHns ceTeBbIX aTak;

3awuma ripu pabome 8 becrnposodHbix cemsix Wi-Fi;

MmexHOo2Usi camo3auumsl aHmuseupyca om epedOHOCHbIX
rpozpamm;

u3onauus nodospumersibHbIX 06LEKMO8 B CcrieunanbHOM Xpa-
HUNULE;

asmomamuyeckoe obHosseHue b6as.

Kaspersky Enterprise Space Security

MporpamMmmHbIA NPOAYKT BKMOYAeT KOMMOHEHTbl AN 3alwmTbl paboymx
CTaHUMN N cepBepoB COBMECTHOWN paboTbl OT BCEX BUAOB COBPEMEHHbIX
MHTEPHEeT-Yrpo3, yaanseT BUPYCbl U3 NOTOKa SMEKTPOHHOW NouyThl, obec-
neynBaeT COXPaHHOCTb MHpOPMALIMM N MIHOBEHHbIV 6e3onacHbIvi 4OCTyn
nonb3oBaTenew K CeTeBbIM pecypcam.

I'Ipemmyu.l,eCTBa n beHKLI,VIOHaJ'IbeIe BO3MOXHOCTWU:

3awuma paboyux cmaHyul u cepeepos om 8UPYCO8, MPOsIH-
CKuX npoepamm u yepseu;

3auwjuma noymossix cepgepos Sendmail, Qmail, Postfix u Exim,

nposepka ecex coobuweHull Ha cepsepe Microsoft Exchange,
BKIto4asi obLume nanku;

obpabomka coobweHutl, 6a3 daHHbIX U Opyeux obbekmos cep-
eepos Lotus Domino;

3awuma om c¢pulwuHe-amaKk U HexesamersbHolU noYymosol
KoppecrnoHOeHyuU,;

npedomepawjeHUe Macco8biX PAacChiioOK U 8UPYCHbIX 3nude-
mud;

Macwmabupyemocms rpoepaMmMHo20 npodykma B npepenax
OOCTYMHBIX PECYPCOB CUCTEMBI;

yaaneHHoe ynpaesieHue nporpaMmMHbIM NPOAYKTOM, BKIHOYaro-
ee UeHTpann3oBaHHy0 yCTaHOBKY, HaCTpOVIKy n ynpasneHue;
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noddepsxka Cisco® NAC (Network Admission Control);

rpoakmueHas 3awjuma paboumx CTaHUMIN OT HOBbIX BPE4OHOC-
HbIX MPOrpamm, 3anucu o KOTOpbIX eLle He AobaBneHbl B 6asbl;

nepcoHarsbHbIll cemegoli 3KpaH C CUCTEMOW OBHapyXeHus
BTOPXEHUI U NpeaynpexaeHus CEeTEBbIX aTak;

b6e3onacHasi paboma 8 6ecripogodHbix cemsix Wi-Fi;

rpoeepka UHmMepHem-mpaghuka B pexvnme pearbHOro Bpeme-
HU;

ommeHa 8pedOHOCHbIX U3MEHEHUUl 8 cucmeme;

OuHamu4eckoe nepepacripedesieHue pPecypcoe Npu MoSHOM
npoBepke CUCTEMbI;

usonayus nodospumerbHbIX 06bEKMOE B creluanbHoM Xpa-
HUMKLLE;

cucmema om4emog 0 COCTOAHUN CUCTEMbI 3aLLUNTDI;

asmomamuyeckoe obHosseHue 6a3.

Kaspersky Total Space Security

PelueHne koHTponupyeT BCe BXOAsLLME U UCXOOALIME NOTOKN OAHHbIX —
3MNEKTPOHHYIO MOYTY, MHTEPHET-TPaUK U BCE CETEBbIE B3aUMOOENCTBUS.
MpooyKkT BKMOYAET KOMMOHEHTbI AMS 3alMTbl paboumx CTaHuuMi U MO-
OGUNbHBIX YCTPOWMCTB, obecneynBaeT MrHOBEHHbIN 1M 6e3onacHbI A0CTyN
nonb3oBaTtenen K MHOOPMaLMOHHBLIM pecypcam KoMnaHum n cetu HTep-
HeT, a Takke rapaHTupyet 6e3onacHble KOMMYHUKALMW MO 3NEKTPOHHOW

no4Te.

MpeumylecTBa u pyHKUNOHAmNbHbBIE BO3MOXHOCTU:

ueslocmHasi 3auuma om 8Upycos, WIMUOHCKUX rpo2paMM, Xa-
KepCKUX amak U crlaMa Ha BCexX YPOBHSIX KOoprnopaTuBHON ceTu:
oT pabounx cTaHUUI 40 UHTEPHET-LLIMI030B;

rnpoakmueHas 3awuma pa6oqu CTaHUWUA OT HOBbIX BpPeaoHOC-
HbIX MporpamMm, 3anncu o KOTopbIX eLle He nobaeneHbl B 6asbl;

3awuma no4Ymosebix cepeepos U Cepeepos CO8MECmHOoU pa-
6omeil,

nposepka uHMepHem-mpaguka (HTTP/FTP), noctynatowiero B
NOKanbHYK CETb, B PEXMME pearibHOro BPEMEHM;

Macwmabupyemocms Mpo2paMmMHO20 npodykma B npeaenax
JOCTYMHbBIX PECYPCOB CUCTEMBI;

briokuposaHue docmyna € 3apaxeHHbIx pabo4ux cmaHyu;
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npedomepaujeHue 8UpPYyCHbIX arudemud;
UeHmpanu3o08aHHble 0Mm4yemsl O COCMOSHUU 3aujumal;

ydaneHHoe ynpaesneHue nporpamMmMHbIM NpoAYKTOM, BKIHOYalo-
ee ueHTpann3oBaHHyO YCTaHOBKY, HaCTpOVIKy N ynpasneHue;

noddepsxka Cisco® NAC (Network Admission Control);
rnoddepxkka annapamHbiX MPOKCU-Cep8epos;

unbmpayusi uHmepHem-mpaghuka no CNUCKy AOBEPEHHbIX
cepBepoB, TUNam o6LEKTOB 1 rpynnam nonb3oBartenen;

ucrnosib308aHUe mexHonoauu iSwift Ons uckoYeHUs Noemop-
HbIX MPOBEPOK B paMKax CeTu;

OuHamuyeckoe rnepepacripedesieHue pecypcog npu MNOSHON
NpoBepKe CUCTEMBI;

nepcoHarsbHbIl cemesoll 9KpaH C CUCTEMOWN OBHapyxeHus
BTOPXXEHWI N NpeaynpexaeHns ceTeBbIX aTak;

be3onacHasi paboma nons3oeamerneli 8 cemsix noboeo muna,
Bkntoyas WiFi;

3awuma om buwuHe-amak U HexernamersbHolU no4Ymoeol
KoppecrioHOeHyuU,;

803MOXHOCML yAaneHHo20 neqeHusi (TexHonorust Intel® Active
Management, KOMNOHeEHT Intel® vPro™);

ommeHa 8pedOHOCHbIX U3MEHEHUl 8 cucmeme;

mexHoo2usi camo3auwumsl aHmusupyca om 6pedOHOCHbIX
npozpamm;

nonHoueHHasi noddepxka 64-6UmHbIX orepauyUOHHbIX CUCMEeM;

asmomamu4eckoe 0bHoesseHue b6as.

Kaspersky Security Ansa noytoBbIx cepsepoB

MporpamMmmHbI/ NPOAYKT ANst 3alUMThl MOYTOBbLIX CEPBEPOB U CEPBEPOB COBMECT-
Hol paboTbl OT BPEAOHOCHbLIX NMporpaMM U cnama. lMpoaykT Bkn4vaeT B cebs
NPUNOXEHUsT ONA 3aWmTbl BCEX MOMYMSPHbIX MOYTOBbLIX cepBepoB: Microsoft
Exchange, Lotus Notes/Domino, Sendmail, Qmail, Postfix n Exim, a Takxke no-
3BOMNSET OpraHn3oBaTh BblAENEHHbIN NOYTOBLIV W03, B coctaB pelieHus Bxo-

OaT:

e  Kaspersky Administration Kit.

o  Kaspersky Mail Gateway.
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AHTnBUpyc Kacnepckoro ans Lotus Notes/Domino.
AnTnBUpYCc Kacnepckoro ans Microsoft Exchange.

AnTuBmpyc Kacnepckoro ans Linux Mail Server.

Cpenu ero BO3MOXHOCTEN:

HadexHasi 3aujuma om 8pPedOHOCHbLIX U MOMEHUUaTbHO OMacHbIX
npozpamm;

unbmpayusi HexxenamesibHoU 1o4Ymosoll KoppecrioHOeH yuU;

rnposepka 8x00AWUX U UCXO0AUWUX M0YMO8bIX COObweHUl u er1o-
JKeHuU,

aHmueupycHasi rposepka ecex coobujeHul Ha cepsepe Microsoft
Exchange, Bkntovas obLume nanku;

nposepka coobweHull, 6a3 daHHbIX U Opyaux 06bLEKMO8 cepsepos
Lotus Notes/Domino;

gunbmpayusi coobuwjeHul No TMNam BOXEHWN;

usosauus nodoapumeanb/x o0bbekmos B crneumanbHOM XpaHunu-
uie;

ydobHasi cucmema ynpasieHuUsi NPOrpamMmmMHbIM NPOAYKTOM;
npedomepalyeHue 8UpPyCHbIX anudemul;

MOHUMOPUH2 COCMOSIHUSI cuCmeMbl 3aljumbl C NMOMOLLBIO YBEAOM-
neHun;

cucmema om4yemaos O pa60Te NPUNOXEeHUA,

MacwmabupyemMocms MpoapamMmMHoz0 MpodyKkma B npepenax aoc-
TYMHBLIX PECYPCOB CUCTEMBI;

asmomamuyeckoe obHoerieHue bas.

Kaspersky Security ans UTHTepHeT-LLNIO30B

MporpammHbIi NpodykT obecnevmBaeT GesonacHbI AOCTYN K ceTu MHTepHeT
ONsi BCEX COTPYOHWKOB OpraHu3auun, aBTOMaTU4YecKn yaanss BpeOoHOCHble U
noTeHuMarnsHO onacHble MporpamMmmbl U3 NOTOKa AaHHbIX, NMOCTYyNalLLLero B ceTb
no npotokonam HTTP/FTP. B coctaB npoaykTa BXoOsT:

Kaspersky Administration Kit.
AnTuBUpYC Kacnepckoro ans Proxy Server.
AHTMBUpYC Kacnepckoro anst Microsoft ISA Server.

AnTnBUpyc Kacnepckoro ans Check Point FireWall-1.
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Cpeau ero BO3MOXHOCTEN:

e HadexHas 3awuma om 8pedOHOCHbIX U MOoMeHUUasrbHO OnacHbIX
npozpamm;

e nposepka uHmepHem-mpacgpuka (HTTP/FTP) B pexvnme peanbHOro
BpPEMEHU;

e punbmpayus uHmepHem-mpacghuka no Crimcky AOBEPEHHbIX CepBe-
poB, TUNaMm OOBHLEKTOB M rpynnam nosib3oBaTenew;

o usonayus nodoapumeanb/x 06beKkmos B cneynanbHOM XpaHUnn-
we;

e  y0obHas cucmema yrnpasreHus;
e cucmema omyemos o0 pabome MpPUIOKeHUs;
e 1000epxKa arnnapamHbiX MPOKCU-CEPBEPOS,;

. Macwma6upyemocmb rnpoepamMmMmHoO20 npoamea B npegenax AOoc-
TYMHbIX PECYPCOB CUCTEMBbI;

e asmomamu4deckoe 0bHoeneHue bas.

Kaspersky® Anti-Spam

Kaspersky Anti-Spam — nepBblii pOCCUACKUIA NPOrpamMMHBIA KOMMIEKC ANS 3a-
LWMTBI OT HexenaTenbHbIX NMceM (cnama) AN NPeanpuaTUn CPeLHUX U MarblX
MacwiTabos. [NpoayKkT coyeTaeT peBOMOLNOHHBLIE TEXHOMOMMU FIMHIBUCTUYECKOTO
aHanu3a TeKCTOB, BCE COBPEMEHHblE MeTOAbl (hUNbTpaLnm ANEKTPOHHOW NOYThI
(skmtovas cnuckn DNS Black List n doopmanbHble npusHakn NnMcbma) U yHukanbs-
HbIl HABOp CepBMNCOB, KOTOPbLIE NMO3BOMSAIOT NOMNb30BATENSIM PACMNO3HaTb U YHUY-
TOXWUTb A0 OEBAHOCTA NATU NPOLIEHTOB HeXernaTernbHOro Tpadgwvka.

Kaspersky® Anti-Spam npegcTtaBnsaeT cobow punbTP, KOTOPLIA yCTaHaBNMBaeT-
Csl Ha «BXOAe» B CeTb NPeAnpuATMS U NPOBEPSAET BXOASLUMI MOTOK MMCEM Ha
npegmeT o6HapyxeHus cnama. NpoaykT coBmecTum c nobor noyToBon cucre-
MOW, UCNOSb3yeMON B CETU 3aKasdmka, U MOXET ObITb YCTAHOBIEH KaK Ha YXe
CYLLIECTBYHOLLMIA NOYTOBLIN CepBep, Tak N Ha BblAENEHHbIN.

Bbicokas addekTMBHOCTE paboTbl mporpammbl gocTuraeTca Gnaropgaps exe-
OHEBHOMY aBTOMaTn4eckomy OOHOBMNEHMIO 6a3 KOHTEHTHOM bunbTpauumn obpas-
LuaMu, npegocTaBnseMbliMy CneuuanucTaMmm INUHIBUCTUMYECKOW nabopatopuu.
O6HoBneHus 6a3 BbinyckatoTcsa kaxable 20 MUHYT.

AuTtueupyc Kacnepckoro® ans MIMESweeper

AHTMBUpPYC KacnepCKoro® ans MIMESweeper ob6ecneynBaeT BbICOKOCKOPOCTHYHO
aHTUBMPYCHYIO MpoBepKy Tpadmka Ha cepsepax, ucnonb3yowmx Clearswift
MIMEsweeper for SMTP / Clearswift MIMEsweeper for Exchange / Clearswift
MIMEsweeper for Web.
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Mporpamma BbINONHEHa B BUAE nnarvHa (MOAYNsA paclMpeHns) 1 ocyLLecTBns-
€T B pexvume pearnbHOro BPEMEHU aHTUMBMPYCHYI NPOBEpPKY n obpaboTky BXO-
OALWNX N UCXOAALLMX NOYTOBbLIX COOBLLEHNIA.

C.2. Hauum koopauHaTtbl

Ecnn Y BaC BO3HUKHYT Kakune-nmobo BOMpPOCHI, Bbl MOXeTe 06paTVITbCFI K Hawum
anctpubblotopam unu HenocpencteeHHo B 3AO «Jlabopatopus Kacnepckoroy.
Bam Bceraa 6yayT npedocTaBneHbl NoApoGHble KOHCyNbTauum Mo TenedoHy
WK 3NEeKTPOHHOM noyTe. Ha Bce Balum BONpOChl Bbl NOSy4YUTE NOSMHbIE U UCYep-

nbiBakwoLWne OTBEThI.

Appec: Poccua, 123060, Mocksa, 1-n Bonokonamckuin npo-
e3n, o.10, cTp.1
dakc: +7 (495) 797-8700, +7 (495) 645-79-39

OKCTpeHHasi Kpyrnocy-
TOYHasi MOMOLLb!

+7 (495) 797-8707, +7 (495) 645-79-29

Mopaepxka nonb3oBa-
Tenel nNepcoHanbHbIX
npoayktoB u Business
Optimal:

+7 (495) 797-8707, +7 (495) 645-79-29
(c 10 go 19 vacos)

http://support.kaspersky.ru/helpdesk.html

Mopaepxka nonb3oBa-
Tenen Corporate Suite:

TenedoHbl 1 3MEeKTPOHHBIN agpec NpefoCTaBNATCA
npu nokynke Corporate Suite B 3aB1MCMMOCTU OT nake-
Ta TEXHNYECKON MNOAAEPXKKM.

Beb-copym «Jlabopa-
Topun Kacnepckoro»:

http://forum.kaspersky.com

AHTMBMpYCcHaa nabo- | newvirus@kaspersky.com

patopusi:
(TONbKO ANS OTNpaBKM HOBbLIX BUPYCOB B apXvMBUPO-
BaHHOM BMAe)

pynna noaroToBkn | docfeedback@kaspersky.com

Nnonb30BaTeNbCKON

[OKyMEHTALMM: (Tonbko OnsA OTNpaBKM OT3bIBOB O AOKYMEHTauUMu U

SMEKTPOHHOW CNpaBoYHON cucTeme)
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[enaptameHT npogax:

+7 (495) 797-8700, +7 (495) 645-79-39

sales@kaspersky.com

O6was nHhopmaums:
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