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Mpepucnosue

Ora KHuUra ObUIA HamKcaHa GJy1aromapsi CIIOHCOPCKOM MOAAEePXKKe OOHOM 13
KPYIHEUIINX MEXTyHApOIHbIX TIaTeXXHbIX cucTeM Europay International
(ceromns komnanus Europay International o0bequHSETCS C APYTM MUAPOBBIM
JIiepoM B 00J1acTv Oe3HATMYHBIX TI1aTexeir — Komranuein MasterCard).

Kommnanust Europay International BHOCUT 3HaUMTENTBHBIN BKIIAT B IO pa3-
BUTHS DJIEKTPOHHON KOMMEPLIMU, U TOTOMY POJib KOMITAHWU B KayecTBe
TeHEePaTIbHOIO CIIOHCOPA JAaHHOW KHWTH, TIPONaraHaupyollieil HaaeXHble
Cpe/CTBa 3alllMThl OT MOIIIEHHUYECTBA NPY MPOBEACHUN PACUETOB MO TPaH-
3aKIUSIM 3JIEKTPOHHOI KOMMEPILIVU, TIOHSTHA U €CTECTBEHHA.

ABTOp KHUTY B TEYCHUE HECKOJIBKUX JIET SIBJISUICS] YWIEHOM Pabo4Yero KOMu-
tera Europay Operations Advisory Committee ¥ moToMy MMea BO3MOX-
HOCTb M3HYTpU KoMIlaHuu Europay yoeauThcsl B TOM, KAKOe BHUMaHUE OHa
yaessila pa3BUTHIO HAJIEXKHBIX TEXHOJIOTUIM Oe3HATMYHBIX TUIaTEXEN.

Hecmotpst Ha To, 4TO KOMIaHMS He TTPUHUMAJIA HETTOCPESICTBEHHOTO YYaCTHSsI
B pa3pabotke criermukanmii Secure Electronic Transaction (SET), ee poinb
B pacpOCTpaHEHUH U Pa3BUTUM STOrO CTAHAAPTA ITepeoLieHUTh TpyaHo. He
CITyJaiiHO UIMEHHO eBpoIeiicKre GaHKU OoJiee BCeX TIPOABUHYJIMCH B BOIIPOCE
BHenpeHus craHaapta SET B cBomx cucTeMax 3JIKTPOHHBIX TIATEXEH.

CraB ogHuM u3 yupeaureieit SETCo (koMmaHusl, 3aHUMAIOILASICS Pa3BU-
THEM CTaHIapTa, cepTuduKaleil MPOrpaMMHbBIX MTPOMYKTOB Ha COOTBET-
ctBue crtanaapty SET, a Takxke siBisitoniasicss KOpHEBbIM LIEHTPOM CEpTU-
¢uxkanuu B uHdpacTpykrype 1ieHTpoB ceptucdukaunu SET), Europay
HemaJio caenaia st pa3Butus SET, B yacTHOCTH, 17151 yTBEPXKIESHUSI OTHO-
IO U3 OCHOBHBIX paciivpeHuit mporokosa SET, cBsI3aHHOIO ¢ UCMO/Ib30Ba-
HHUEM MUKPOIIPOLIECCOPHBIX KapT ctaHnapta EMV.

DakTUYEeCKHU MOJIEITb «TPEX JOMEHOB», BBeICHHAS IPYTUM JIMIECPOM 3JICKTPOH-
Hoi KomMepLMu KoMmnaHueit VISA, Oblia BriepBbie «HalllyriaHa» Europay
B (hopMe TMporaraHaupoBaBlieiics KoMmmaHueil TexHonoruu Issuer Remote
Wallet. B cooTBeTcTBIM C 3TO#1 TeXHOIOTHEH (DYHKIINH JIEKTPOHHOTO OyMasK-
HMKa TTOKYyMAaTeNsl «[IepeHOCINCh> Ha OTIENbHbBIN CEpBEP SMUTEHTA.

3HaunTeseH BKian Europay 1 B pa3BUTMM MOOMILHOM KOMMEPLIMM 1 B HIC-
noab3oBaHuM KapT EMV ni1s coBepiieHus1 TpaH3aK1uii MOOMILHOM KOM-
MEpLINHN.

2-2103



10 Mpepucnosue

151 yMeHbIlIeH ST pacXoloB OAHKOB Ha BHEIPEHUE JOPOrOCTOSIIEH TeXHO-
soruu SET xommnanus Europay mpemoctaBisieT Ha YCIOBUSIX ayTCOPCUHTA
CEPBUCHI IJIaTEXHOTO 1IUIK03a, CEPBEPa SMUTEHTA U LIEHTPOB cepTUdUKALIMKN
TOPrOBbIX TOYEK, LILTIO30B U MOKYIAaTeei.

Kpowme Toro, Europay nobuBaetcst ot nocraBimkoB perreHuid i1t SET cku-
JIOK Ha UX MPOrpaMMHOE oOecrieueHue ISl HEKOTOPbIX €BPOIEHCKUX OaH-
KOB.

C yvacteM Europay ObUTO 3aITyIlIeHO HECKOJIBKO MWJIOTHBIX ITPOEKTOB I10
BHeapeHnuto SET. B wactHocTr, B Poccyn Takoit TMIOTHEIN TTPOEKT OBLT 3a-
My1ieH a1 6aHka «OJMMIUNCKU».

MHoro ycwinii 0bL10 NMpeanpuHsaTo Europay u B 00acTé pacrpocTpaHe-
HUSI TEXHOJIOTMM BUPTYaIbHBIX KapT. B EBporie ObU10 peatn30BaHO HECKOJIBKO
JIECSITKOB TTOIOOHBIX TIPOEKTOB. OMUH M3 HUX CBSI3aH C POCCUICKIM «AJTbha-
OGaHKOM» — TepBbIM B Poccrn aMUTEHTOM BUPTYalibHBIX KapT MasterCard.

Becnoii 2001 roma BMecTe ¢ Maestro kommnanus Europay mpeacraBuia Ha
PBIHOK HOBOE OPUTHMHAILHOE PEllIeHUe /IS SMUTEHTOB IO UCTIOb30BAHUIO
JUIST TpaH3aKIM 3JIEKTPOHHOM KOMMEPLIMKA BUPTYaJIbHBIX HOMEPOB KaprT.
TexHonorvst He TOJIBKO MPAKTUYECKU CBOAUT K HYJIO BEPOSITHOCTH KOM-
MpoMeTalMM PEKBU3UTOB TUIATEXKHOM KapThl BO BpeMsl MPOBEACHUS TpaH-
3aKIIUU SJIEKTPOHHON KOMMEPIIA, HO Y TIPEIOCTABIISIET AOTIOTHUTEIBHBIE
BO3MOKHOCTHU TI0 00€CTIEYEHHUIO 1IEIOCTHOCTH HEKOTOPOi MH(MOpMaLiu, CBsI-
3aHHOM C TpaH3aKIIUEN.

C 1 ampens 2001 roma st MOBbIIIEHNsT OE30IMACHOCTY TPAH3aKIMIA 3JIeK-
TPOHHOI KOMMEPIIMU Bce OAaHKM-YYaCTHUKU TUIAaTeXXHOM cucteMbl Europay
ucnosb3ytoT 3HaueHUe CVC2 npu MpoBeJeHUU TpaH3aKIMi 2JeKTPOHHON
KOMMEpLIMH.

Kommanusa Europay npemioxuia 1 LeIbli psifi OpraHU3allMOHHBIX MHULIN-
aTWB, CBSI3aHHBIX C JICKTPOHHOM KOMMepITrell. B yacTHOCTH, 3acTy:KiBaeT
yroMuHaHUs TiporpamMma Shop Smart!, uaeHTrduIMpyoiLas Haudosee Ha-
nexHple IHTepHeT-Mara3uHbl.

Taxkum 06pa3oM, MOXKHO YBEpeHHO TOBOPHUTH O Cephe3HOM BKitane Europay
International B ne10 pa3BUTHS 3aLIMIIEHHON 3JIEKTPOHHON KOMMEPIIUH.

KoMnaHusi mpoBOAUT MHOTOYMCIIEHHBIE CEMUHAPHI JJISI CBOMX OaHKOB
C LIEJIbIO Pa3bsCHEHUS W TOMY/ISIpU3alMi HauOosiee MepeJoBbIX TEXHOJIO-
T 3JIEKTPOHHOI KOMMEPLIMU. XOUeTCsl BEpUTh, UTO U KHUTA BHECET CBOM
BKJIaJ B 3TO JEJIO.



BBeneHve

Hogble npeacraBieHus: 0 MPOCTPAHCTBE U BPEMEHM, POXKIEHHbIE TeOpUeli
OTHOCUTEJIbHOCTY DWHINTEHA, pa3BUTUE HAIlMX MpeICcTaBIeHUi O MaTe-
puM (KBaHTOBAsI TEOPUSI TTOJIs1, SJIEMEHTAPHBIE YaCTULIbI, TOTYTTPOBOIHUKM,
CBEPXTEKY4eCTb, CBEPXIIPOBOAMMOCTh U T. I1.), TIOSIBJIEHWE SiIepHON (pusn-
KU (OT IIepBBIX IIpeAcTaBIeHnii 00 atome Pesepdopma u bopa, mo pacuier-
JIEHUSI ¥ CUHTE3a aTOMHOTO SIIpa U YIPaBJIsSIEMbIX TEPMOSIIEPHBIX pEaKIIUii),
TOJIEThI YeJIOBEKA B KOCMOC M Pa3BUTHE KOCMOHABTUKU, KOMITbIOTEPU3AIIS
o0I11ecTBa — BCE 3TO CUMBOJIbI MpoLIeAIero XX Beka. 3a OJHO CToJIeThe
YeJIOBEUYECTBO COBEPILIMIIO B CBOEM Pa3BUTUU OeCIIpelieIeHTHBII 110 3HAYM-
MOCTH 111ar Brepes.

Ycnexu B Hayke MpUBEIM K TOMY, yTo XX BEeK CTal BEKOM aBTOMaTU3alliy
B CaMbIX Pa3HBIX 00JIACTSIX YETIOBEUECKOM NEATENbHOCTH (HayKa, MPOMBIILII-
JIEHHOCTb, (pHAaHCOBAasi aKTUBHOCTb, OBIT U T. I1.). IIprMepom BHeapeHMsI
aBTOMATU3ALMK MOTYT CIIY>KUTh pa3HOOOpa3HbIE CUCTEMBI YIIPaBJIEHMS, CO-
3MaHHBIC YEJIOBEKOM TSI 00eCTieUeHMsT HaIesKHOTO KOHTPOJIS U YIIpaBACHUS
(byHKIIMOHMpPOBAaHVEM KaK OTAETbHBIX TEXHUYECKUX YCTPOMCTB, TaK U 1ie-
JIBIX OTpacjieil IPOMBIIIUIEHHOCTH.

ABTOMaTU3alIMsl KOCHYJIACh IIMPOKUX CIOEB HacelleHHs TutaHeThl. Cerom-
HS Ha MHOTUX TIPEANPUSTUSX IS TTOBBILIEHUST 3(P(HEKTUBHOCTU PabOThI
COTPYAHUKOB BHEAPEHBI JIOKAIBHBIC CETH MEPCOHAIBHBIX KOMITHIOTEPOB,
TTO3BOJISTIONIHE IITUPOKO UCTTOIb30BATh CUCTEMBI 3JIEKTPOHHOM TTOYTHI, JTEK-
TPOHHOTO TOKYMEHTOO00POTA, IOpUINIECKUE 1 OyXTalTepcKue KOHCYIBTa-
LIMOHHBIE CUCTEMBI M MHOTOE, MHOTOE JIPYTOE.

YcnenHoe MMpoKoMacTabHOe BHEIPEHNE CPEICTB aBTOMATHU3aIlK CTa-
JI0 BO3MOXKHBIM TOJIBKO GJ1aronapst TIOSBJICHHIO JIEKTPOHHBIX BEIYVCTATEITb-
HbIXx MaiH (D BM). Kommnbiotep Hapsimy ¢ siiepHOi (hM3KUKOI 1 KOCMOHAB-
TUKOM CTaJl OMHMM W3 IJIaBHBIX CMMBOJIOB TIPOILIEIIeTO BeKa. Bimsaaue
TTOCTIENICTBUI TIOSBJICHHS BBIYMCIMTETLHBIX MAIllMH Ha Pa3BUTHE YeJIOBe-
YeCKOTOo OOITIeCTBa MTePeOIICHUTh HEBO3MOXKHO.

KomribioTep BriepBbIe TTO3BOIMI Y€I0BEKY 00pabaThiBaTh KOJOCCAIBHEIE
00beMbI MH(MOPMALIMK B TeueHUE KOPOTKUX MHTEPBAoB BpeMeHU. Ilepe-
XOJ, «<KOJIMYECTBA» B «KAUECTBO» He 3aCTaBUJI cebst J0JIro kmath. Ha crpa-
HHUILIAX 3TO KHUTU HEBO3MOXHO JaXe TIepeurCINTD BCEro, YTO CTAJIO BO3-
MOKHBIM OJ1aromaps mosiejicHno DBM.
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He craBs cebe 3amady pacckasaTh O BcexX 1modenax, oaep:kaHHbIX YeJIOBEKOM
GJiaromapsi MOSIBJICHUIO KOMITBIOTEPa, OTMETUM JIMILIB ABA JOCTATOYHO 9K30-
TUYECKUX OTKPBITHSI — PaciIM(pPOBKY reHOMa YeJIOBEKAa 1 TOKA3aTeIbCTBO
BeJIMKOI TeopeMbl DepMa (TTpoOJIeMBbl TEOPUH YUCEN, CTOSIBLIEH ITepel Ma-
TeMaTUKaMM B TeUeHHE HECKOJIBKMX BEKOB), — CJIeJIaTh KOTOpPbIe 0€3 MCII0/Ib-
30BaHUsI KOMITBIOTepa ObLIO ObI BeChbMa 3aTPYIHUTEIbHO.

BypHoe pa3BuTHe BHIMUCIUTEILHOM TEXHUKH, BHUIMBILICECS B IOSIBJICHUE
KOMITBIOTEPOB Pa3IMUHON MPOU3BOAUTEILHOCT M HAa3HAYEHHS (OT BBICO-
KOIPOU3BOIUTEIBHBIX MAMHGPENMOB 0 MUKPOITPOLIECCOPOB HAa IIACTUKO-
BBIX KapTax), B CBOIO Ouepelb CTUMY/IMPOBAJIO Pa3BUTHE CUCTEM Tepeaaun
uudpoBoit MHMGOPMaIIMK, OObEIMHSIOIIUX PA3IMYHbIE BBIYUCINUTEbHbIE
CpPeICTBa B MOILIHbIE KOMIUIEKCHI 00paboTky nHMopManyu. CHCTeMBI epe-
Jauy MHGOpMAIIMY MPOLUTA SBOMIOLMIO OT CIIeLMAIM3MPOBAHHBIX CUCTEM,
MO3BOJISIIOIIMX € TIOMOIIBIO CITELUAIBHBIX TIPOTOKOJIOB MOIKIIOYUTD K LIEHT-
paIbHOMY KOMITHIOTEPY €r0 YAAlIeHHbIE TePMUHATBI 0 PACIIPeAeIeHHBIX BbI-
COKOITPOU3BOIUTENILHBIX CETEH, UCIOMB3YIOIIMX IS TIOTKITFOUEHMSI TTOJTb30-
BaTeJieil caMble Pa3HOOOpa3HbIe, HO CTaHIAPTHBIE TEXHOIOTUU 1 TIPOTOKOJIBI
repegaun nHopMauuu. [1o cBoeMy Ha3HaYEHUIO 3TO ObUIA CETH OOILIETO
JIOCTYIIA WK KOPIOPATUBHEIE ceTh. KyTbMUHALIElN pa3BUTHSI CeTei OOIIEro
nmoctyna ctan MHTepHer.

O0OMeH nHdopMalueit 1o KaHajaaM CBSI3U B KOJIJIEKTUBHBIX MHOTOIOJIB30-
BaTeJIbCKUX CUCTEMax B CBOIO ouepeb ITOTpeOOBasl pellieHMsT 3a1a4n ooec-
TIeYEeHUST 3alMThl UHDOPMALMK OT HECAHKIIMOHUPOBAHHOTO JOCTyMa. JTO
CTUMYJIMPOBAJIO pa3BUTUE KpuIiTorpachudeckux Meronos. B 70-e ronpl yeno-
BEUECTBO B3SJI0 Ha BOOPYXXEHME OTKPBIThIE CTAHAAPTHI 1M(POBAHUS UH-
¢dopmaimu, 9To OBLIO EAMHCTBEHHO BO3MOXKHBIM PellIeHHEM MPo0JIeMbl 00ec-
TIeYeHUS 3aIUThl TH(OPMAIIMU B OOJIBIIMX MH(POPMALIMOHHBIX CUCTEMAaX.

Pa3zButre nepedncaeHHbIX paHee TEXHOJIOIHIA IPOMCXOAUIIO Pa3HBIMU CITO-
cobaMU 1 pa3HbIMU TeMIiaMu. B To e BpeMst OHO MMeJIo OOLIIKE YEPTHI, OT-
paxarolue ooIIMe U BceX TEXHOIOIUIM TeHaeHIMU. O IByX TeHAEHLIMIX
XO4YeTCs CKa3aTh 0C000.

IlepBass — 31O CTaHAAPTM3ALIMST UCTIONB3YEMbIX TEXHUYECKUX CPENCTB (ar-
MapaTHbIX W MPOrpaMMHbIX). Hannuue oO1enpruHsIThIX CTAaHAAPTOB SIBJISI -
€TCSl eTMHCTBEHHBIM U3BECTHBIM YEJIOBEUYECTBY CITIOCOOOM ODOECTieueHu sl CO-
BMECTMMOCTH CPEICTB pa3IMuHbIX NpousBoauteeit. HykHo ckazaTh, 4TO
JIIOM HETUIOXO HAayYWIKMCh pelllaTh 3Ty 3a1ady, MPUAECPXKUBASICh ITPOCTOrO
MpaBWjia — CHavajia CTaHIapT, a [IOTOM Ha €ro OCHOBE ITPOU3BOJICTBO.

BTO])aH TCHACHIMWA — WHIWBUAYAJIU3aIA WK, NHAYEC, TICPCOHAINU3alMA
PasINMYHbIX TEXHUYCCKUX CPEACTB. TexHomorun Pa3BUBAIOTCA TaKUM o6pa—
30M, YTOOBI HOBbIE TEXHUYECKUE cpeacTBa MO BOMTHU B apCeHaJl KaXXa0ro
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yesioBeKa. IlepcoHambHBIE KOMIIBIOTEPHI, MOOWIBbHBIC TeedoHbl, MHTep-
HET — BCE 3TO CPEACTBa, IpeaHa3HAYCHHBIC IJIS MHANBUIYAIbHOTO IpH-
MEHEHMUSI.

Cpeau nocTrxKeHui yieanero seka MHTepHeT SBIsieTcsl OMHUM U3 Hanbo-
Jiee 3HauMMbIX. [Ilupokoe BHenpeHue MHTepHETa HE MOIVIO HE OTPa3UThCS
Ha pa3BUTUHU JIEKTPOHHBIX (DOpM OM3Heca (e-business), OMHOI U3 KOTOPbIX
SIBJISIETCS 2JIEKTPOHHAsI KOMMepHUs. TakuMm o6pa3oM, 31eKTpOHHAsk KOM-
MEpLMS CTala TIOPOXKIEHUEM CaMbIX COBPEMEHHBIX TEXHOJOIUIA TMpPOLLe-
1IEr0 CTOJIETUSI.

MHorue KpyrHble KOMIMaHUK yKe TaBHO NPUOETraloT K MOMOIIM 3JIEKTPOH-
HOl KoMMepLMHU (electronic commerce, Wi e-commerce) Npu MpOBEACHUN
JIEJIOBBIX omepaluil. DIeKTpOHHBII 00MeH JaHHbIMU (electronic data
interchange, EDI) mo yacTHbIM KOMITBIOTEPHBIM CEeTSIM Havaicst B 60-x ro-
nax. [loutu ¢ Toro xe BpeMeHU 0aHKM Hayalu YCMEIIHO UCTIONb30BaTh Te-
JIEKOMMYHUKAIIMOHHbIE CETU ISl 3JIEKTPOHHOIO MepeBoia NEHEKHbIX
cpenctB (electronic funds transfer, EFT).

Cuctembl 3/IEKTPOHHOM KOMMepIK Ha 06a3e ripoTokonoB EDI (ANSI X 12,
EDIFACT) ucnosb30Bauch KPyIMHbIMA KOMITAHUSIMU (HaIIpyUMep, TaKu-
mu, kak General Electric, General Motors) 11s1 opraHM3aLMu 3aKyIOK KOM-
TJIEKTYIOLLMX, 3aM4acTeld, ChIpbsl Y CBOMX MAapTHEPOB-IIOCTABILIMKOB (CHCTe-
MbI e-procurement, WK 3J€KTPOHHOro cHabxeHus). [1pu 3ToM oOMeH
nHbopMalyeid MPOU3BOIMIICS Yepe3 KOPIIOPaTUBHbIE TeJIEKOMMYHUKAIIM-
OHHBIE CETU 3TUX KOMITaHHUI.

CucteMsbl, TIOCTPOSHHBIE Ha OCHOBE IPOTOK0I0B EDI, He momyunnu mmpo-
KOI'0 paclpOCTpaHEHUsI B CHJIy CBOEil JOpOroBu3HbL. OHM 0OKa3aaucCh J0-
CTYITHBIMU JUTSI UCITOJIB30BAHUSI TOJIBKO KPYITHBIM KOMITAHVSIM.

C nosienenreM MHTepHETa CUTYaIUS B QJIEKTPOHHOM KOMMEPITMHA M3MEHH -
Jlach KOPEHHBIM 00pa3oM. Y KaXIOTO ITOJIb30BaTelIsl IePCOHATBHOTO KOM-
TIbIOTEpa TIOSIBWJIACH BO3MOXKHOCTH 32 OTHOCHUTEIBHO HEOOJBINE NeHBIT
TTOJTYYUTh JOCTYI K TIPAKTUYECKHU JIFOO0MY MH(DOPMAITMOHHOMY PECYpCy, 4To
TTOJTHOCTBIO M3MEHIJIO TIPpeICTaBIeHNe 00 37IeKTpoHHON KoMmMmeprn. C po-
CTOM MONyJIsIpHOCTH MHTepHeTa M MOSIBJICHHEM HOBBIX TEXHOJOTHIA 3JIeK-
TPOHHAsT KOMMEPITVSI BOIIUIA B XKM3Hb MHOTMX OOJIBIIIMX M MAJTBIX TOPTOBBIX
upm, a TakKe YaCTHBIX JIMII.

DJIeKTpOHHAss KOMMEPLIMSI 3HAMEHYeT cO00l TpeTuii 5Tar pa3Butust MHTep-
HeTa (0usHec B MHTepHeTe HaunmHaics ¢ yeayr Internet Service Provider,
Janee CMEHWICS obecrieueHueM MH(POPMALIMOHHOrO HamonHeHus MuTep-
HeTa U CETOIHSI B 3HAUUTEIBHOM CTETICHU MPEICTABIeH Pa3TMUHbIMKA CUC-
TEeMaMU 3JICKTPOHHOM KoMMepLvn). [Ipu 3ToM ee pasBuTHe He SIBISICTCS
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MOHOTOHHO BO3pacTalolieil (pyHKIimel BpeMeHu. byM B 31eKTpOHHOM KOM-
MepLHuK, oTMedeHHbI JieToM 2000 T., yke K KOHILY TOTO e Toga CMEHUJICS
Maccoi NMeCCUMUCTUYECKUX COOOILEHWI, CBSA3AHHBIX C 3aKPLITUEM WM CO-
KpalleHreM TiepcoHana 1enoro psima MHTepHeT-Mara3uHoB U MIHTEpHeT-
KOMITaHU.

Takoe pa3BuTHE COOBITUI HE CIIEAYET IPaMaTU3UPOBATh, BEIHOCS JIEKTPOH-
HO KOMMEDPILIMM CMEPTHBINA MIPUTOBOP, KaK 3TO MHOIIA JIEJIAETCS B TIpeCCe.
OHO XapaKTepHO ISl HAYaJIbHOTO 3Tara pa3BUTHS JTI000ro Ou3Heca, Korua
HOBasl TEXHOJIOTUSI OEpETCs HA BOOPYXKEHME, W B TEX CIIydasix, KOrma OHa
Ou3HeCy He OYeHb HYXXKHA. B pe3ysbTare 4acTh MMOHEPOB, HE TTPOTyMaBIINX
JI0 KOHIIa HEOOXOAMMOCTb MCMOJB30BaHUS 3JIEKTPOHHON KOMMEPLIMM IS
pEIIEHUsT CBOMX 33a4, OblTa BbIHYXKIEHA COUTU C TUCTAHIIUU.

DIIeKTpOHHAsE KOMMEPIUSI CYUTACTCSI OMHUM M3 BUIOB 3JIEKTPOHHOIO OM3-
Heca. B coorBerctBum ¢ mokymenramu OOH, Gu3Hec mpu3HaeTCs 2JeK-
TPOHHBIM, €CJTM XOTSI OBI IBE €r0 COCTABJISIIOIIME M3 YeThIpeX (ITpOM3BOI-
CTBO TOBapa WJU YCIYyTM, MapKEeTUHT, JOCTaBKa TOBAapOB U PacYCThl)
OCYILIECTBIISIIOTCS ¢ IoMonibio MHTepHeTa. [TostoMy B Takoii MHTEpIIpeTa-
LIMM OOBIYHO ITTOJIATalOT, YTO IMOKYINKA OTHOCUTCS K 3JEKTPOHHOM KOMMeEp-
LINH, €TV KaK MUHAMYM MapKeTUHT (OpraHu3alins CIpoca) U pacyeThl IPo-
N3BOOATCA CpEeaACTBaMU I/IHTepHeTa.

Bonee y3kas TpakToBKa MOHSTHUS «3JIEKTPOHHAS KOMMEPILIMS» XapaKTepu-
3YE€T CUCTEMBI Oe3HAIMYHBIX pacye€ToB Ha OCHOBE IIJIACTUKOBBLIX KapT. B stom
cilyyae orepaiys MOKyIKY CYMTAeTCs 3IeKTPOHHOM, eC/Ii PEKBU3UTHI Kap-
ThI MEPEAIOTCS TOPrOBOMY MPEANPUSATUIO WU €T0 areHTy yepe3 MHTepHer.
IIpu 3TOM TOBap MOXET MpeIaraThesl Ha mpoaaxy 6e3 oMo MHTepHe-
Ta, HalIpUMeEpP Yepe3 XXypHATbHbIE KaTaJory.

M Bce-Takm HamboJjiee MOMyJIIpHAs TPAKTOBKA 3JICKTPOHHON KOMMEPILIMM
COCTOUT B ciieaytoiieM. [Toa aneKTpoHHOI KoMMepLIMEN Moapa3syMeBaeTcst
Mpojaaka TOBapoB, IIPY KOTOPOI KaK MUHMMYM OpraHM3alus CIIpoca Ha TO-
Bapbl ocyllecTBisieTcs: yepe3 MutepHet. Ipu 3TOM CIIoco0 oruiaThl He UMe-
€T 3HaYCHUsI: pacyeThl 3a ITOKYITKY MOIYT COBEPIAThCS JaXe HAIMIHBIMMU.

B Hacrosieii kHure 6y,[[y1‘ MCIIOJIL30BaTbhCA ABa IMOCJICOIHUX OIPEACTICHUA
TTaTCXKHBIX CUCTEM. HpI/I 9TOM, Korjia p€ib UICT O 0e30MacHOCTH PacyeToB,
NCIOJIB3YETCSA OIIPEACIICHUE, BBCACHHOC MEXIYHAPOOHBIMHM ILIATCXKHBIMU
cucreMamMu, a B ClIy4dyasdax, Koraa IpruBOAWUTCA CTaTUCTHUKA IO o0BeMaM 3JIeK-
TPOHHOI'O 6I/IBH€CEI, — MOCJIEAHEC OIIPEACIICHUEC.

CerofHs peIHOK 3JIEKTPOHHOW KOMMEDPLWHM B 3aBMCHMOCTH OT TOTO,
KeM SIBJISTFOTCS TTOKYTIaTeNIb W TIPOIaBell, TTPUHSTO JAEUTH 10 HECKOIBKIM
CEKTOPaM:
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*  Business-to-Business (koraa mokKyrmareneM 1 IpoaaBLOM SIBJISTIOTCST I0py-
IYeCKYe JINIIA); CETOMHsI 3TO HanboJiee KPYITHBIA CEKTOp 3IeKTPOHHOM
KOMMEPLIMH, 3aHUMAIOILMIA 0K0JI0 80 % BCEro phIHKa;

* Business-to-Consumer (B OTIM4YMe OT TMPEObIOYIIEH CXeMBI ITOKYyIaTe-
JIEM B 3TOM CJIy4ae sIBIsieTcsl hu3ndecKoe JTUII0); Ha ITOT CEKTOP IMPUXO-
JIATCS TIPAKTUYECKX BCs OcTaBIIasics 9actb DK

+  Consumer-to-Consumer (TIOKyrartejieM W MPOOaBLOM B 3TOM CJydae SIB-
JIAI0TCS (DU3NYECKHE JINIA; TUITMYHBIN TPUMEP — ayKLIMOHEI);

*  Business-within-Business (korga posib HOKyIaTesisi U MPOAaBlia UIParoT
pa3IMyHbIe MOAPA3NeSIeHUs] OHOM U TOM e KOMITaHWH);

* Business-to-Government (BbITIOJTHEHWE 3aKa30B IJIsI TTPABUTEIBCTBEH-
HBIX YUPEXICHUIA).

DNeKTPOHHAsT KOMMEPLIMST HAYMHAJIACh C Oepalyii KyIuTi-Ipoaaku 1 Tie-
pEeUYNCIIEHUs] JEHEXHBIX CPEICTB IO KOMITbIOTEPHBIM ceTsIM. B ee ocHoBe
JieXasa TpaguloHHass KomMepiust. [1py 53ToM KCIOIb30BaHUE 3JIEKTPOH-
HBIX CeTell JO0ABISIO 3JIEKTPOHHOM KOMMEPLIMKA TMOKOCTH B pEIlEHUH 3a-
Ja4y OpraHU3alldy CIIPOCa U PacueToB, a TAKXKE B OTHENIbHBIX CIydasX U JI0-
CTaBKU TOBapOB.

CerofHs1 LieJIv 3JIEKTPOHHOM KOMMEPLIMU C TOYKW 3peHUsT OM3Heca paciiu-
puauch. OHU BKJTIOYAIOT B ce0S1 HE TOJBKO JICIOBBIC OIEpaluu, MpsMo
CBSI3aHHBIE C KYIUTeH-Tpomakeil ToBapoB M YCIYT 1T HETTOCPEICTBEHHOTO
M3BJICYEHUST MPUOBITA. DJICKTPOHHAS KOMMEPIIMS TTOApa3yMeBaeT W IO~
JEPKKY U3BJICUEHMS] TTPUOBUIM: HApUMep, CO3IaHKMe CIpoca Ha TOBAphI
W YCIIYyTW, OPTraHM3alMIo0 TOCIENPOAaKHON TOMAECPKKA U OOCTy:KUBAHMS
KJIMEHTOB, a TaKKe TOBBIIIeHNe 3¢ (HOEKTUBHOCTH B3aNMOICHCTBUS MEXITY
JEJIOBBIMU TTapTHEPaMHU.

Onepupys LMppoBoit MHMOPMaALIEH B KOMITBIOTEPHBIX CETSIX, JIEKTPOH-
Hasi KOMMEPILIMS TpeyiaraeT OM3Hecy MPUHIMITMAIBHO HOBBIE BO3MOXKHOC-
TH: HalpuMep o0jerdaeT COTPYOIHMYECTBO NEJIOBBIX Ipynm. Eciam Takue
TPYIIIbI TIPEACTABIISIIOT OO0 IMoapa3aeaeHNs] ONHOM KOMITAHUM, TO OHM
MOTYT OOMEHUBaThcsl MHMOpMaIUeil TIpyu TUIAHUPOBAHUM MapKETUHTOBOM
cTpaTeruu. DJIeKTPOHHAsE KOMMEPIIMS ITOMOXET B COBMECTHOM paboTe Haf
HOBBIMM TOBapaMM WIM YCIyTaMM, JacT BO3MOXKHOCTb (pMpMaM YIIydIIUTh
CBSI3U C TIOTPEOUTEIISIMH.

KoMmMmepueckast IeTeIbHOCTb Yepe3 3IEKTPOHHBIE CeTH CHUMAET psii hu-
3UYECKUX OTPAaHUYECHUN, eCTeCTBEHHBIX JJIsi pabOThl OOBIMHBIX TIPEIIPUSI-
THi1 TOProBiu 1 cepprca. KoMmbloTepHble cucteMbl B MTHTEpHETE CIIOCOGHBI
obecreyrBath MOAACPXKKY KIMEHTOB 24 yaca B CYyTKU, CEMb JHEH B HEIeTIO.
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3aKa3bl Ha MPOMYKIIMIO MOTYT MPUHUMATECST B JIOOOE BpeMsI U U3 JIIOOOTO
MecTa Hallleil TUTaHeTHI.

Pa3BuTHIO 371€KTPOHHON KOMMEPIIMU B HEMAJIOM CTETIEHU CIIOCOOCTBOBAJIO
OTCYTCTBHE TAMOXEHHBIX orpaHndyeHuii. Eie B 1996 1. crielmagn3mpoBaH-
Hast komuccust OOH onybnrkoBaia «AKT 0 OECIONUTMHHON 3JIEKTPOHHON
TOProOBJIE M MEXIyHapOTHOM TOpProBoM mpaBe». C 1998 r. GecroluMHHYIO
3JIEKTPOHHYIO TOPTrOBIIfO BemyT crpaHbl EBpomeiickoro Coroza m CIIIA.
B Mae Toro xe rona pelieHue o BBeAeHUN OeCITOIUIMHHON TOPTOBIY MPUHSI-
na BcemupHast ToproBass OpraHusaiiusi, YIeHOM KOTOPOH FOTOBUTCS CTaTh
Poccus.

DJIeKTPOHHAST KOMMEPIIMS TIpeayiaracT HOBbIe (pOPMBI OpTaHM3aIlN TIpe]-
MIpUSTYS 1 BeeHus OusHeca. [TpumepoM MOXeET CITy>KUTh (haKTUIeCKU CUM-
BOJI 3JIEKTPOHHOTO OM3Heca — KHUroTopronas pupma Amazon u3 Custia.
He nimest TpanMIIMOHHBIX Mara3uHOB C IIPWJIaBKaMU, OHA IIPoJaeT BCIO IIPO-
IyKimio yepe3 MHTepHET M HampsiMyl0o KOOPIUHMPYET JOCTaBKYy TOBAapOB
OT U3IATeJIeN K TTOKYIATEIISIM.

Hpyroii npumep HOBOI (hOpMbI OpraHu3aluu OM3Heca — KoMraHust Soft-
ware.net. Bcst mpomyKimnst 3Toit KOMITaHMM — KOMMepPJYecKoe TTporpaMMHOe
obecrieyeHre, HAXOIUTCSI Ha TOM K€ KOMITBIOTEpE, KOTOPBI HMCIOJIb3yeTCs]
JUISI TiprieMa 3aKa30B yepe3 MHTepHer.

B pesynbrate obopoTtHble (hoHABI KoMmaHuii Amazon u Software.net mosn-
HOCTBIO LIM(PPOBEIE.

KimtoueBbIM BOIIPOCOM JTIF000I KOMMEPYECKOM CAENKU SIBJISIETCSI CIOCO0 ee
oruiathl. [1py IMMpoKoM pa3HOOOPa3Ni MEXaHM3MOB OILIATHI, KaK CYIIECTBY-
TOINX, TaK U pa3pabaThbIBacMBIX, 3Ta YaCTh 2JIEKTPOHHON KOMMEPIIMY Hau-
OoJiee MOIBIKHA U YyBCTBUTETbHA K M3MeHeHUsIM. [ToKymates MOryT UCTIONb-
30BaTh IUIACTUKOBBIE KapThl, JICKTPOHHBIC YeKH, LIU(PPOBYIO HATMYHOCTD,
CMapT-KapThl U T. T1.

B HacrosIeit KHUTe B OCHOBHOM PacCMAaTpPUBAETCS CITOCO0 OIIAThI 10 Iiia-
CTHKOBBIM KapTaM, SIBJISTIOLIUIACST Ha CETONHSIIIHII JeHh HanboIee YyHUBEP-
CaJTbHBIM U XOPOLIO arpoOMPOBAHHBIM METOIOM Oe3HAIMYHOM OIIaThl TO-
BapOB U YCJIYT.

OXu1maeTcst, 4To MO3ULIMK 3TOTO CITOC00a OILIATHI TOJIbKO YKPETISITCS TI0 Mepe
pacrpocTpaHeHUs] MUKPOITPOLIECCOPHBIX KapT, OCYILECTBIISIEMOTO CETOIHS
BCEMM KPYIMHEHUIIMMU MEXIYHAPOIHBIMU IUIATEKHBIMU CUCTEMaMu. MUK-
POITPOLIECCOPHBIEC KAPThI 00JIANAIOT PSIOM CYILIECTBEHHBIX TIPEUMYIIECTB TI0
CPaBHEHUIO C IPYIMMU CPENCTBaMU OIiaThl. K 4nciy Takux mpenMyIecTs
B TIEPBYIO OUYepe/Ib CeAyeT OTHECTH BBICOKYIO 3alIMIIIEHHOCTD ONepaivii OT
MOIIIEHHWYeCTBa Oarogapsl MPUMEHEHUIO KPUNTOrpauIecKuX METOOB,
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peaM3yeMbIX KapTol, a TAKXKE HaJIMYME IMMPOKOr0 Habopa TEPMUHAIBHBIX
YCTPOMCTB, B KOTOPBIX MOKYMATETb MOXET COBEPIIUTD OTEPALNIO SJIEKTPOH-
HOU KOMMEPLIMU C TIOMOIIBIO MUKPOITPOLIECCOPHOI KapThl (TIEPCOHATbHbBIN
komriblotep, GSM-TenehoH, MprCTaBKa 151 TEIEBU3NOHHOTO TTPUEMHUKA
Set-Top-Box).

3HaYeHMEe MUKPOITPOLIECCOPHBIX KAPT [JIs1 pa3BUTHSI 3JIEKTPOHHOM KOMMEp-
LMK BO3pacTaeT C pOCTOM phIHKA 3THX KapT. KpynHeiilye raTexXHble CHc-
TeMbl emie B 1996 r. mpusHamu craHmapT EMV u o0bSBUIN O MUrpanuu
BCEX CBOMX KapTOYHBIX IPOAYKTOB C MATHUTHOI MOJIOCOM Ha CMapT-KapThI,
MOAAEPKUBAIOIIME 3TOT cTaHaapT. [1IpoTOKObI, pa3paboTaHHbBIE IS JIeK-
TPOHHOM KOMMEPLIMM, YUWUTHIBAIOT 3TOT (PAKT U IMO3BOJIIOT 3(PHEKTUBHO
ucrojb3oBaTb EMV-KapThl B 3JIEKTPOHHONH KOMMEPLIVU.

B cBolo ouepenb v craHmapThl B 001aCTH MUKPOIIPOLIECCOPHBIX KapT Pa3Bu-
BalOTCS B HAIlpaBJICHUM ydeTa TPeOOBaHMI1 JIEKTPOHHOI KoMMepLMK. Tak
B 1999 r. B Bepcuu v.3.1.1 cranmapra EMV 0bU1M OITyOJIMKOBaHbI Crieliy-
katmn Chip Electronic Commerce, a B rtocienneit Bepcuu 4.0 Toro e cTaH-
nmaprta, TipuHATON B MroHe 2000 T., IpUBOIUTCST OompeaeicHe MPOLEaypHI,
IO3BOJISIIONIEH 00BeTMHUTD BhIrToIHeHHe KoMaHabl Generate AC (KoMaHaa
reHepaluyyd KPUITOrpaMMbl) M AMHAMWYECKON ayTeHTU(PUKALUKM KapThl
(Dynamic Data Authentication). HoBast mporienypa BecbMa mojie3Ha IIst
peanm3anyy MOOWIBHON 1 TeJIeBU3MOHHON KOMMEPIIUN.

Ha xonrpecce GSM World Congress, nipomeaiineMm B ¢ebpane 2001 r.
B KaHHax, BrepBble OblIa MPOJEMOHCTPUPOBaHA TPaH3aKIIUSI MOOMIIbHOM
KOMMEpIIMH, BBIMOJHEHHAS IO KapTe, Mojaepxkusatouieir craHmapt EMV.
Kapra 6p11a cozgana kommanueid Oberthur 1 comepskana 1Ba MpHIOKEHNS:
M/Chip Lite (Bepcus crangapra EMV MexXIyHapOIHBIX IJIATEKHBIX CHC-
teM Europay/MasterCard) u npuioxenue SIM GSM. TpaH3akiius OblLia
BBITIOITHEHA ¢ TToMolIeio TejepoHa Motorola Timeport GSM. EMV-nipu-
JIO>KEHME UCTIONB30BAIOCH /TSI PACYETOB 3a 3JIEKTPOHHYIO MOKYIIKY, a Mpu-
JoxeHue SIM GSM — misi BBINOJIHEHUST CTaHAAPTHBIX (DYHKIIUIA, OTOBO-
PEHHBIX B MMPOTOKOJIE MOOWIBbHOM cBsizu GSM.

OTHOCUTETLHO HEIABHO TMOSBUIICS MEXIyHAPOMHBIM CTAHIAPT Ha 3JIeK-
tpoHHEIN KomeneKk CEPS (Common Electronic Purse Standard). Bmiekr-
POHHBIE KOIIEIBbKY, MOAICPXKUBAIOLIME 3TOT CTAHAAPT, a TAKXKE yXKe IOJy-
YYBIIME pacIIpoCTpaHeHNE 3IeKTpOHHBIe Komrebku Mondex, GeldKarte,
Proton, VISA Cash, HecoMHEeHHO, CO BpeMeHeM 3aiiMyT CBOIO HMIITY B 3JICK-
TPOHHOM KOMMEPLIVIH.

Brionne BO3MO2KHO, YTO YK€ B OJIVDKaIlMe ToAbl MOSIBSITCSI HOBbIE METOIbI
oraTel. B YaCTHOCTU, BECbMa IICPCIICKTUBHLIM IIPEACTaBIACTCS 6bICTpO
paSBPIBaIOH.[PIfICSI CIT0CO0 OILIaThI TOBapoOB HeOOJIBLION CTOMMOCTU C TIOMOLBIO
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MUKpoIeHeT (microcash) WM 37IeKTpOHHOM HaTMIHOCTH. CeToIHsT Ha CITyXy
cucTeMbl 3JekTpoHHO HammuHoctu eCash, DigiCash, Web Money
Transfer, PayCash, CyberCash u npyrue.

DNeKTpOHHAs KOMMEPILIMS pa3BUBACTCS HAa HAIIIMX TIa3ax. XOTs ellle He UC-
yepraHbl Bce BO3MOXHOCTU, OOeCTieuMBaeMble TEKYIIMM YPOBHEM TEXHO-
JIOTMYECKOTO Pa3BUTHsI, HOBbIE CETEBbIE TEXHOJOTMM U TPUKIIAIHBIE TPO-
rpaMMbl MOTYT TIOSIBUTBCS YK€ 3aBTpa. 3/eCh B IIEPBYIO OuUepelb CleayeT
OTMETUTH TIOSIBJICHUE HOBBIX CPEACTB AOCTyNa B MIHTepHET, MOBBIIIAOIINX
BO3MOXHOCTH KJIMEHTOB. K TakuMm cpenctBam JOCTyIa OTHOCSITCSI YCTPOA-
ctBa Set-Top-Box, npeaHa3HaueHHbIe 7151 OpraHU3alui UHTEPAKTUBHOTO
TeJeBUACHUS, MOOUJIBHEIE TeneoHbI cTaHgapta GSM, KapMaHHBIE ITePCO-
HabHBIE KoMITbloTepbl (Personal Digital Assistant).

Oxupgaercs, 4to B OyrKaiiiieM OymyleM MOOWILHBIN TenedOH CTaHeT ca-
MBbIM PacIpOCTPAHEHHBIM CPEICTBOM ITPOBEACHMS ONepalyy MOKYIKA B
3JIEKTPOHHOM KoMMepiuu. 1o JaHHBIM HEKOTOPHIX MCCIIEIOBAHMII yKe B
2004 . ¢ IOMOIIBI0 MOOMJIBHOM KOMMEPIIMH (4acTo IIsl 0003HAYEHMSI MO-
OMJIbHON KOMMEPIIMM MCIIONB3YeTCsT TEPMUH m-comrnerce) OyaeT coBep-
1mathcst 0KoJ10 40 % 2J1eKTPOHHBIX ITOKYIIOK.

3HayuTeIbHOE BHUMAHUE YIEISIETCS U Pa3BUTUIO TEJIEBUBMOHHOM KOMMED-
M (t-commerce). TeaeBU30p ocTaeTcsl caMbIM MacCOBBIM U TIPUBBIYHBIM
3JIEKTPOHHBIM YCTPOMCTBOM, HaXOMSIIUMCSI B PacOPSDKEHMM YesoBeKa.
HoBbie hopMbI 111 POBOTO TENEBUACHUS TTO3BOJISTIOT 3(PHEKTUBHO UCTIONb-
30BaTh €10 U /151 peleHus 3a1a4 (pMHAHCOBOTO PhIHKA, B YACTHOCTH, 9JIEKT-
POHHOTO OHKMHTIA U 3JEKTPOHHOI KoMMepiu. CeroaHsl ycTpoiicTBa
yrnpasieHus Set-Top-Box or kommanwmii Pace, Philips, Pioneer 1 Sony yxe
TMPOILITN cepTU(UKALINIO Ha COBMECTUMOCTh cO cTaHmapTroM EMV 1o ypoB-
Hio Type Approval Level 1. O6 ncnoiap30BaHUN MUKPOITPOLIECCOPHBIX KapT
B BJICKTPOHHOM KOMMEpPLIUM B 3TOM KHMUTE OYyIIET paccKa3aHO ITOIPOOHO.

Hacrosias kHura mocBsilieHa IJIaBHBIM 00pa30oM OIHOMY acIieKTy 2JIeK-
TPOHHOI KOMMEPLIMM — pacdyeTaM. DTa 4yacThb IEKTPOHHOM KOMMEPLIH SB-
JIIeTCsT Haubolee CIIOXKHOM U (pyHIaMeHTanbHOM. OT KadyecTBa OpraHu3a-
MK pacyeToB (OCOOEHHO OT 00eCIIeUeHST X 0€30IMaCHOCTH) 3aBUCHUT YCIIEX
JIo0oro 6M3Heca, OCHOBAHHOIO Ha TEXHOJIOTUH 3JIEKTPOHHON KOMMEPLIMUI
B LICJIOM.

HCpBOHa‘IEU[bHO B INTaHbI aBTOpa BXOAWJIO JOITOJIHUTEIIBHO PAaCCKa3aTb
O IIOCTPOCHUUA I/IHTCpHeT-MaFa?:I/IHOB 1 OpraHusalnmn MHTepHCT—KOMMCp—
vu B uenoM. Ilo MEpE pa60TbI Hall KHATOM CTaJio TIOHATHO, YTO IIEPEIYUC-
JICHHbBIE aCIEKTbI JOJDKHBI CTaThb TEMOU OTIEIbHOW KHWIM. CiikoM 00-
HII/IpHOfI n CHeHH(i)HqCCKOfI 110 COACP2KaHMIO OKasajlaChb IIaBHad TEMa —
0e30ImacHOCTb 9JI€KI’pOHHOfI KOMMCEPLIMNA.
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B xHure paccMOTpeHBI BCe U3BECTHBIC HA CETOAHSIITHUI IEHb ITPOTOKOJIbI
aJIeKTpoHHOU KoMmMmepuuu, Bkaodas SET, 3D SET, SSL, 3D SSL, 3D
Secure, TEXHOJIOTHIO BUPTYyaIbHBIX HOMepoB KapT (Proxy Numbers). O0-
CY2KIIAIOTCS IOCTOMHCTBA U HEMIOCTATKA PACCMOTPEHHBIX MTPOTOKOJIOB. [1po-
BOIUTCS UX CPaBHEHUE.

HecMotpst Ha TO uTO crienmduKanum mmpoTokona Secure Electronic Tra-
nsaction OOILEIOCTYITHEI, B KHUTE, ITOXaIyil, BIIEpBBIC Ha PYCCKOM SI3bIKE
MPUBOIUTCS JOCTATOUHO MOAPOOHOE OIMMCAHUE TIPOLIEAYDP TOIyYEeHUs cep-
TU(PUKATOB ¥ COBEPILICHUS 3JICKTPOHHBIX TTOKYITOK C KOMMEHTAPUSIMU, TTO-
SACHAIOILLIUMU HeO6XO£[I/IMOCTb TEX WX UHBIX 1IaroB aJITOPUTMOB IIPOTOKOJIA.

st TOro 4ToGBI YMTATENb CMOT TIOJTHOCTBIO pa3o0paThcsl ¢ OCHOBHBIMU
TIPUHITUTIAMH, JIEKAITUMH B OCHOBE TTPOTOKOJIOB 6€30IacHOM KOMMEPITUH,
aBTOP B OTAEJILHON IJIaBe TOCTApaICs AaTh OOLLee MpeACTaBIeHNe O COBpe-
MEHHOI MPHUKIATHOM KpunTorpaduu. ABTOp HaIeeTCs, YTO 3TO TTOMOXKET
YUTATEITIO OLIEHUTH KAYeCTBO OTIETBHBIX ITPOTOKOJIOB C TOUKU 3pSHUS 00eC-
TTeYNBaEMOI MU O€30TTaCHOCTY 1 SKOHOMIH TTOTPEOIISTEMBIX BEIYUCTATETh-
HBIX PECYPCOB.

ITomumMo onmcanust TPOTOoKOJI0OB HTEpHET-KOMMEPIIMU U OOCYKACHMS UX
JIOCTOMHCTB U HEIOCTAaTKOB, YNTATETh CMOXET MTO3HAKOMUTHCSI C TMpaBuia-
MU MEXIYHAPOMHBIX TUIATEXHbBIX CUCTEM, OTHOCSIIIUMMUCS K 3JIEKTPOHHOMN
kommepimu. He octamick 6e3 BHUMaHMSI ¥ BOTIPOCHI CTaHIAPTHU3aIUU B 001a-
CTU 2JIEKTPOHHOI KOMMEPLIMH, a TAKXKE MTPABOBbIE aCMEKThI ITOr0 OM3HECA.

ABTOp TaKKe ITOCYMTAI HEOOXOOMMBIM JIaTh B Havalle KHUTU KpaTKHil 00-
30p peIHKa MHTepHET-KOMMEPLIH, a TAKKE paccKasall O TNIABHBIX (DaKTo-
pax, OKa3bIBAIOIIMX BIMSHUE HA 3Ty TEXHOJOTMIO. DTO OBUIO BaXKHO Clie-
JIaTh HE TOJIBKO 151 TOTO, YTOOBI AaTh IIPEICTaBICHIE YUTATEIIIO O TEKYILIEM
COCTOSIHMU JIeJT B 3JIEKTPOHHOI KoMMepLu. HeoO6xoammMo Takke MOHSITh,
B KaKOM HaIIpaBJIeHUM OyIeT pa3BUBAThCS 3Ta TexHOMOrusI. OT IIpaBUIIbHO-
r'O TIOHMMAaHMS TeHIESHIIMI pa3BUTHS 9IEKTPOHHO KOMMEPLIM 3aBHUCUT YC-
MeX TEXHUYECKOIo U TEXHOJOTMIECKOIro 00ecIeueHMsT 3Toli HOBOI (DOPMBI
BelleHUs On3Heca.

OTtusparenncrea

Baim 3ameuaHnust, peaiokKeHUs1, BOITPOCHI OTIPABJISIATE 10 aapecy J1eKT-
POHHOIi TIouThl comp@piter.com (M3naTenbcTBO «IluTep», KOMIbIOTEpHAs
penaxkims).

Mpb1 Oynem pambl y3HaTh Baille MHEHUE!

ITompo6Hyto MHMOPMALIMIO O HALIMX KHUATAX BBl HaineTe Ha Web-caiite n3-
JarenbeTBa  http://www.piter.com.
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3J/IEKTPOHHOU KOMMepLUUn

Ba3oBble NOHATUA U onpeaesieHns

Ha ceromHsiHMit IeHb OAHKH-YYACTHUKN KPYITHEUIIIAX MEXTYHAPOIHBIX
ratexHbix cucreM VISA, MasterCard, Europay u American Express amu-
TUPOBAIM (BbIAAJIM CBOMM KJIMeHTaM) Gosee 2 miapa kapT. [loatomy MHo-
TUM KUTEJISIM Hallleld TIJaHeThl XOTsI Obl B OOIIMX YepTax M3BECTHO O TOM,
YTO COOOI MPENCTABIISIIOT TIACTUKOBBIE KapThl. M Bce-Taku 1T TOTO, 4TO-
OBl B IJIbHEMIIIEM B 9TON KHUTE MPUAEPKMBATHCS OOILEH 1 TTIOHSITHOI BCEM
TEPMUHOJIOTAH, KOPOTKO OMUIIIEM, KAKUM 00pa3oM (DYHKITMOHUPYIOT CHC-
TeMbl OE3HAIMYHBIX PACUETOB, OCHOBAHHBIE HA UCTIOIb30BaHUM TUIACTUKO-
BBIX KapT.

B mepBy1o odepenps HEOOXOMMMO OTMETUTD, UTO IUIATEXKHAsI CMCTEMa IIpe-
CTaBJISIET COOOI accolMalvio OaHKOB, Ha3bIBaEMbIX OaHKAMU-yJ4aCTHUKA-
MM 3TOM IUIATeXKHOI crcTeMbl. Korma 0aHK IprcoequHsIeTCs K aCCOLMALMI
(BCTyITaeT B Hee), OH TeM CaMbIM MOATBEPKIACT CBOIO TOTOBHOCTH M OEpeT
Ha cebs1 00s13aTeNIbCTBO CIeIOBATh IIPAaBWIAM 3TOM accolManuy (IDIaTexk-
HOI CHCTEMBI), OTPEeIISTIONIMM TeXHUYECKUE, I0puandeckre 1 (puHaHCo-
BBIE aCIEKThI (PYHKIIMOHUPOBaHUsI OaHKa B cucteMe. Takoe IIpu3HaHue 6aH-
KOM TIPaBWJI CUCTEMBI SIBJISIETCSI OCHOBOI IS B3AUMHOIO JOBEPUST MEXTY
HEM3BECTHBIMM JIPYT APYTY OaHKAMU IIPH OpraHM3allii UMY Oe3HATMYHBIX
pacyeToB JUISl CBOMX KJIMEHTOB.

B matexxHol cucteMe 6aHK MOXET BBICTYIIaTh B ABYX MITOCTACSIX: BO-TIEp-
BBIX, B KadecTBe OAHKAa-3MUTEHTA M, BO-BTOPBIX, B KAUECTBE OOCTYKMBAIO-
mero 6anka. Kaxnpiid 6aHK MOXET ObITh OQHOBPEMEHHO U SYMUTECHTOM
¥ OOCITYKMBAFOIINM OAaHKOM.

B kauecTBe aMuTeHTa GaHK BbIIAET CBOEMY KJIMEHTY (pusndeckomy u/vimn
OPUIMYECKOMY JIMILY, UMEIOIIIEMY B TaHHOM OaHKe CYeT) CrieluaIbHOe YI0-
CTOBepeHre (TUIAaCTUKOBYIO KapTy), OOeCieunBalolliee yIaleHHbIM AOCTYIT
KJIMEHTA K CBOEMY CUETY C LIEJIbIO MOTYyYeHUS Pa3IUUHbIX YCIIYT: Oe3HAINY-
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Hasl TTIOKyTIKa B ToproBoM mipeanpusituu (TI1), momydeHne HaTMIHbIX B OaH-
KOMare WIX OTAeJIcHUH OaHKa 1 T. I1. Takum o0pa3oM, IJIaCTMKOBasI KapTa
CBSI3aHA CO CYETOM (CUeTaMMU) KJIMEHTa B OaHKe.

InacTtukoBasi Kapra COAEPXKUT JIOTOTUTIBI TUIATEKHOM CHUCTEMbI M OaHKa-
SMUTEHTA, TOJIOTPAMMY TUIATEXKHOM CUCTEMbI U CIIELUATbHBIE CUMBOJIbI,
TMOBBIIIAIOLINE YCTOMYMBOCTh KAPThl K BO3MOXHBIM €€ MOJI/IEIKaM, a TakxKe
“H(bOpMaIIMIO, Ha3bIBAEMYIO PEKBU3UTAMU KapThl (HOMEP KapThl, CPOK ee
JIEACTBUSI, UMSI Bafe/blia KapThl, KOA OOCTy>KMBaHUSsI, CIIELUATIbHYIO WH-
(hopmaliuio, reHepUpyeMyI0 SMUTEHTOM U UCTIOb3YEMYIO UM ISl TIPOBEP-
KU TIOJJTMHHOCTY KapThl). YacTh 3Tol MHGOPMAIIMK HAHOCUTCS Ha IJIACTUK
KapThl C TOMOIIBIO CTIeMATbHOM MeYaT U CYUTHIBACTCS B IIPOLIECCE COBEP-
IICHUS TPaH3aKIMKM BU3yaJIbHO. DTa MHMOpMAIUS UCIIOJIb3YeTCs MPOIaB-
oM TTI py1st mpoBeieHUs TaK HAa3bIBAEMOM T0JI0COBOI aBTOpU3alivu. Jpyras
4yacTb MH(pOpPMAIIMK HAHOCUTCSl HA MATrHUTHYIO T0JI0CY M/WUJIM MUKPOMPO-
1ieccop (4uMm), pacrosioXeHHbie Ha KapTte. MHbopMmaiusi ¢ MarHUTHO To-
JIOCHI WJTM YMIIa CYUTHIBAETCS C TIOMOILBIO CTIIEIIMAIbHBIX YCTPOUCTB, Ha3bl-
BaeMbIX CUMTBIBATENISIMU KapThl WM KapT-pujaepaMu. DJIEKTPOHHbIE
tepmuHaibl B TI1 (Point-of-Sale, i POS-TepMuHaibl), a Takke aBToMa-
TUYECKHME YCTPOMCTBA BbIIAYM HAIMYHBIX (0aHKOMAThI) OCHALLEHHI 110100-
HBIMM KapT-pUIEPaMH.

OO0cyXuBaoIIMi 6aHK 0OecrieunBaeT MOAIEPKKY UH(MPPACTPyKTyphI MpH-
€Ma IJIACTUKOBBIX KapT, K KOTOPO B OOI1IEM CITydyae OTHOCSTCSI 0aHKOMATbI,
MyHKTHI BBIIAYM HAJIWMUYHBIX W MPEANPUSTHS TOPTOBIM U CepBHca (B MUpe
HACYMTHIBACTCSI OKOJIO 21 MJIH TOPrOBBIX MPEANPUSITHI, TIPUHUMAIOLINX
B Ka4eCTBE CPEACTBA OIIaThl CBOMX TOBAPOB IIACTUKOBBIE KapThl). O0OCIy-
SKUBAIOIIMI OaHK 3aKJTIOUAET TOTOBOPBI C TOPTOBBIMU TIPEANPUSITUSIMU Ha
00CITy)KMBaHUE B HUX IIACTMKOBBIX KaPT, TapaHTUPYS TOPrOBOMY MPEITIpy-
SITUIO BO3BpAT CPEACTB 3a OIEepalliio, COBEPIICHHYIO B HEM 10 KapTe JIt000-
ro 6aHKa-y4aCTHMKA TUIATeXKHON CUCTEMBI.

Korna kimeHT 6aHka A codupaeTcst coBepinTh Nokynky B TIT obcmyzkiiBa-
toniero 6aHka B, To ToproBoe npenrnpusitue B MepBYIO OUEPelb TOJLKHO Yoe-
JIUThCSI B TOM, YTO B COOTBETCTBUM C JIOTOBOPOM C OOCITY>KMBAIOIIMM OaH-
KoM B ormepaiivsi o nmpeabsiBasieMol 7151 OIj1aThl KapTe OyaeT Bo3MelleHa.
Hpyrumu cnoBamu, TI1 noskHO yOeaIUThCS B TOM, YTO OAHK-3MUTEHT A
U 00Cy>KMBaloLLMii 0aHK B sIBSI0TCS ydacTHUKaMU OTHOM T1aTeXXHOM ch-
CTeMbl. DTO yCTaHABIMBAETCS T10 JIOTOTUITY TUIATEXKHOM CUCTEMbl, HAHECEH-
HOMY Ha IUTaCTUKOBOM KapTe KJIMEHTa.

IMpoliecc omarkl ycIyrd B o0LIEM ciydae COCTOUT U3 ABYX 4acTeil. [lepsas
4yacTh — aBTOPU3aLMs TpaH3aKIMK. CXeMaTUYHO OHA MoKa3aHa Ha puc. 1.1.
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Puc. 1.1. ABTOpm3aums TpaH3akummn

TTI «cunThIBacT> ¢ MPEABSBISIEMON KIIMEHTOM [Tl OTLIAThI TIOKYIKY TUIac-
TUKOBOI KapThl HEOOXOIMMYIO MH(MOPMALIMIO, a TAKXKE, BOBMOXKHO, TIOTyJaeT
HEKOTOPYIO UIEHTUDUIIMPYIOLIYIO KJIMEHTa MH(MOPMALIMIO HEMOCPEACTBEH-
HO OT CaMOro KJIMEHTa (Harnpumep, NMepCOHATbHbINA UAEHTU(MDUKAIIMOHHbI
HOMep BJanesbiia KapThl). [ToxydeHHast OT KJIMEHTa U CUMTaHHAs C KapThl
UHbOpMaLIYs, a TaKKe MH(DOpPMAaLIMsI O MOKYIKe (CyMMa MOKYIKU, BaTioTa
TPaH3aKIMU U T. M.) U TOPrOBOM MNpeAnpusatuu (uaeHtudukatopsl TTI
U YCTPOICTBA MpUeMa KapThl) TiepeaeTcsi TOProBbIM MPEANPUSTUEM CBOE-
My oOCITykMBaroIlieMy 0aHKy B (hopMe aBTopu3allMoHHOro 3amnpoca. C mo-
MOIIIBIO aBTOpU3alIMOHHOTO 3amnpoca TT1 crpaiiBaeT y 06CTyKMBAOIIETO
0aHKa, MOXET JIM OHO TPENOCTaBUTh TAHHOMY KJIUEHTY 3amnpaliuBaeMylo
UM yciyry. B cBoro ouepenb o0cyKuBaollnii 0aHK oOpalliaetcs 3a paspe-
IIIEHMEM Ha OKa3aHUe YCIYTU K 0aHKy-aMuTeHTy A. T1pu atom 6anku A u B
0OMEHUBAIOTCSI COOOIIEHUSIMU B COOTBETCTBUU C ITPaBUJIAMU, YCTAHOBJIEH-
HBIMU TLIATEXHOM crucTeMoid. [103ToMy CMHTaKCUC U CeMaHTUKa CooOIIIe-
HUI1 TIOHSITHA 000MM OaHKaM.

OMUTEHT A, TIOJIYJIWB 3aIIpoc OT OOCIyKMBalolero 6aHnka B, mposepsier
JIOCTOBEPHOCTh MH(OPMALIK O KapTe U €€ Baaesblie: MPaBUIbHOCTb PeK-
BU3UTOB KapThl U UICHTU(UKATOPA BIaaebla KapTel. [Tocie 3toro 6aHk A
OnpeeNsieT TOCTaTOYHOCTh CPEJICTB Ha cueTe KJIMEHTa JUIsl OIliaThl 3arpa-
1mMBaeMoi um yciryru. Eciu Bce mpoBepKu 3aBepUIMJIUCD YCTEITHO, OaHK A
OTBeYaeT Ha 3arpoc 6aHka B paspeliieHreM Ha coBepllieHUE TTOKYTKU, TIPe/-
BapUTEJILHO CITHMCAB (WIM TOJbKO «3aMOPO3MB») CO CUeTa KJIMEHTa CTO-
MMOCTb MOKYITKM BMECTE C HEKOTOPHIMU YCTAHOBJIEHHBIMU UM KOMUCCUSIMU.

ITony4yuB pa3pelneHue ot 6aHka A, 0OCIyKMBaloLINi 6aHK B CBOIO o4epeab
paspelaer ornepamnuio MoKynku csoemy TII, TemM cambIM rapaHTHpysI T10-
CJieIHEMY BO3MEILIEHME CPEJICTB 332 COBEPIIAEMYIO TOPTOBBIM MPEITIPUSTUEM
Mpoaaxy ToBapa/yciayr. B OONbIIMHCTBE CIydaeB, €C/d OOCTy>KMBAIOLIUIA
0aHK TIpPeACTaBUI SMUTEHTY IMPaBWILHYIO M JOCTAaTOYHYIO (IO IIpaBWJIaM
CHCTEMBI) ISl aBTOpU3allid MH(OPMAIIMIO, OTBETCTBEHHOCTD 3a TpaH3aK-
LIMIO B CJTyyae BOBHUKHOBEHUS Criopa (AMCITyTa) JIOXKUTCSI Ha SMUTEHTA.

Bropast yacTh Ge3HATMYHON OIIAThI TOBAPOB,/YCIYT 3aKITIOYACTCS B pacye-
Tax MeXIy BCeMM yJacTHMKaMM TpaH3akuuu. Kak yxe ormevanoch, TII
TOJTy4aeT BO3MEIICHIE 3a OIEePaIdIo MOKYITKM OT CBOETO OOCTYKMBAIOIIIe-
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ro 6aHka. OOCTyXMBaOIIMiA GaHK B CBOIO OYepeb IOYJacT BO3MEIEHUE
¢ Ganka-aMuTeHTa. ['apaHTOM pacyeToB MeXmy OaHKaMM BBICTYIAeT Ilia-
TeXHasT ciucTeMa. B 3ToM cocTouT ee BaxkHelIas ¢hyHKLMS. PacyeTsl, Kak
MPaBUJIO, TIPOU3BOIATCS OE3aKLENTHO (TO €CTh 0e3 MOMyYeHUs CeLHATb-
HOTO pa3pelleHNsT) yepe3 CliealbHbIe CYeTa, OTKPhIBaeMble GaHKaMU B pac-
YeTHBIX OaHKAaX TUIATeXHOM CHUCTEMBbI.

Haxonel1, 6aHK-3MUTEHT CIMCHIBAET CPEICTBA CO CYeTa CBOETO KIIMEHTA.
Takum obpaszom, TIpH YIaCTUM M TApaHTHM TUIATEKHOM CHCTEMBI peajn3y-
eTcs TIepefadya CpecTB co cueTa KimeHTa Ha cuer TII.

OcHOBaHUMEM [IJISl PacyeToOB MEXIy YYaCTHUKAMU TpaH3aKIIMU MOTYT ObITh
aBTOPU3ALIMOHHBIE COOOIEHMSI, KOTOPHIMU OOMEHSIIMCH B MPOLIECCE COBEP-
ILIEHUST TPAaH3aKLIMU OOCTYKUBAIOIIUI 0aHK M OaHK-3MUTEHT. B 3TOM City-
yae 110 OKOHYaHWUY OM3HEC-THS TUTaTeXHasl CCTeMa Ha OCHOBE UMEIOILIeiCs
y Hee MH(OPMALIMKM OCYLIECTBIISIET pacyeThl MEXKITy BCEMU CBOMMM OaHKa-
MHU-y4aCTHMKAaMU 3a MPOLIeAIINil Ou3Hec-neHb. CUCcTeMbl, B KOTOPBIX pac-
YeThbl MPOU3BOMISATCS Ha OCHOBAHWYM aBTOPU3AILMOHHOTO TpaduKa, Ha3bIBa-
forcst Single Message System (SMS).

MHorna npaBusia 1aTeXXHOM CUCTEMbl TaKOBbI, YTO Ui MHULMATU3aLN
pacueToB MeXIy YJaCTHUKAaMU TpaH3aKIIMM OOCTyXKMBAIOIIMIA OaHK HOJI-
JKeH OTIIPaBUTh B IIATEXXHYIO CUCTEMY CIelIMaIbHOE COOOILEHHEe, KOTOPOe
Jajnee nepenaercsi 6aHKy-3MUTEHTY. ToJIbKO Ha OCHOBaHUU 3TOTO COOOIIIE-
HMS TJIaTeXHasi CUCTEMa OCYIIIECTBUT PacyeThl MEXIy BCeMU ee GaHKaMU-
yyacTHUKamMu. CrieliMaibHOe COODIIIEHNe Ha3bIBaeTCsl TIPE3CHTMEHTOM (pre-
sentment), a CHCTEMBI, MPOU3BOISIIIIUE PACUETHI HA OCHOBE MPE3EHTMEHTOB, —
Dual Message System. CeromHst OOJBIIMHCTBO MEXIyHAPOMHBIX ITIATEXK-
HBIX CUCTEM OTHOCSITCSI UMEHHO K 3TOMY KJIACCY CUCTEM.

Hecmotpst Ha 1o uTO crctembl Dual Message System SIBJISTIOTCS (DYHKIIMO-
HaJIbHO OoJiee TMOKUMM, X TeXHUYECKasl MOAIepKKa SIBJISIETCS 00JIee CIIOXK-
Hoii. B pesyibraTe o0IIas TEHACHIMSI COCTOUT B IIEPEXOIE BCEX CUCTEM Ha
pexxnm SMS.

B miarexxHolt cuctemMe BpeMs OT BpeMEHU TI0 pa3IuYHbIM MPUYUHAM MOTYT
BO3HUKATh CIMOPBI (TUCITYThI) MEXITy OaHKOM-3MUTEHTOM U OOCITY>XMBaIO-
MM OaHKOM, CBSI3aHHBIE C HEKOTOPOI TpaH3aKIMe, UMEBILIEH MECTO B CU-
creme. Hanpumep, Bnagenelr KapTel MOXET YTBEPXKIAaTh, YTO HUKOIIA HE
COBepILIAT TPAH3aKIMH, 32 KOTOPYIO C €ro cueTa ObUIM CITUCAHbI JEHBIU, WU
COBepIlIa] TPaH3aKIIMI0, HO Ha JAPYTyio CyMMy. 2KU3Hb MHOTOrpaHHa U Mo-
JIOOHBIX «MJI» MOXET ObITh OYE€Hb MHOTO. {7151 pa3pelleHusT BOZHUKAIOIINX
CIIOPOB TUIATEXHBIE CUCTEMbI pa3padaThIBAIOT MpaBWiia, MpeIycMaTpUBalo-
1I1i€ UCTIONBb30BaHUE CIEIIUATbHBIX COOOIIEHUI, KOTOPHIMU OOMEHUBAIOTCS
OaHKU-YYaCTHUKU CUCTEMBI.
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B vactHOCTH, eciii OAaHK-3MUTEHT CUMTAET, YTO HEKOTOpasl TpaH3aKIus,
BBITIOJTHEHHAS TI0 KapTe €ro KJIMEHTA, SIBJISIETCS 10 KaKUM-TO MTPUYUHAM
HEBEpHOU (HampuMep, KJIMEHT He COBEpIa TaHHOW TpaH3aKIWK, CyMMa
TpaH3aKLIWU SIBJISIETCS] HEMPABWJIBHOW, TPAH3AKIIMS SIBJISIETCS TyOTMKATOM
TpaH3aKIUU, IO KOTOPOIl OE3HATMYHBIE PACUETHI YK€ ObLUTA COBEPILICHbI
U T. 11.), OH HaIpaBJIsIeT OOCTYXMBAIOIEMy OaHKy CIielMaTbHOE COOOIIe-
HUe, Ha3biBaeMoe chargeback (oTka3 ot ratexa). Ha ocHoBaHUM 3TOTO CO-
OOILIEHYSI TITaTeXHas! CETh BO3BPAILIaeT Ha cUeT OaHKa-3MUTEHTA CPENCTBRa,
CBsI3aHHbIE C TpaH3aKIIKeW, Ha KoTopyto ripuiiien chargeback. Bo3ppaiiae-
MbI€ CPEICTBA CITUCHIBAIOTCS CO cYeTa 0OCTy>KMBarolero 6aHka. Jlanee 6aHk-
SMUTEHT BO3BpAIllaeT CIIMCAHHBIE CPEJCTBA HA CUET KITUEHTA.

Onepanyy 6e3HATMYHBIX PACUSTOB B TUIATEXXHBIX CUCTEMAaX Ha3bIBAIOT TPaH-
3akOusiMK. [1maTtexxHble CUCTEMBI TIOAAEPKUBAIOT TPAH3aKIUU Pa3IMIHBIX
BMIOB: MOKYITKA, CHSITE HATMIHBIX B OTICJCHUN OaHKa, CHSITUE HATMYHBIX
B OaHKOMATe, TToJTy4eHre MH(MOPMALIN 00 OCTATKe Ha cYeTe KITMeHTa U ApyTHe.

TpaH3aKIIMM pa3IMIaloTCsT TAKKe 0 CIOCO0Y TIpeACTaBIeHUsT MHDOpMa-
MY O KapTe B TUIATeXKHYyIo cucteMy. CYIIeCTBYIOT 3JICKTPOHHBIE TpaH3aK-
mn (MHGOPMAIINS O KapTe CYMTHIBAETCS ¢ MATHUTHOM TTOJIOCHI/JHIIA)
¥ TpaH3aKIIMX TOJI0COBOI aBTOpu3anuu (paper-based).

ITo onpenenenmio CNP-tpanzakims (Cardholder Not Present) rpencras-
JIsIeT co0Oil orepaluio MOKYIKU 10 MJIACTUKOBOM KapTe, B MOMEHT COBEp-
IIeHUs1 KOTOPOW KJIMEHT He MPUCYTCTBYET JIMYHO B MPEANPUSITUM TOPTOB-
Jii/cepBuca, a coobiaet Toproomy npeanpusituio (TT1) pekBu3uTh cBoeit
KapThl (0OBIYHO HOMED KapThl U €€ CPOK FTOAHOCTH ), HEOOXOAUMBIE J1J1s1 TPO-
BEIEHUSI aBTOpU3AIIMU, 320YHO (MMMCbMOM, IO TejiehOHy, CeTH Tepenauun
JaHHBIX U T. 11.).

B aT01i KHUTE BCSIKUMIA pa3, KOraa peub WAET O pacdyeTax ¢ IMTOMOIIIBIO TUIACTH -
KOBOI KapThl, IO TpaH3aKIIrel 31eKTpoHHOM KoMMepun (DK) rmonmma-
ercst CNP-Tpanzakims, mpy coBepIIeHUH KOTOPOi 00MeH TaHHBIMIA MEXKITY
BJaeIblIeM TUIacTMKOBOM KapThl U TII o pekBU3MUTaX KapThl MPOUCXOIUT
yepe3 THTepHeT.

OO0bBIYHO TIpoliece MOKYNKU B DK BeIMISIIUT criemytoiyM oopasoM. KiueHT
C TIOMOIIIBIO ITEPCOHATEHOTO KOMITbIOTEpa (MJIH APYTOro YCTPOCTBA, HAIPU-
Mep GSM-tenedoHa), MOAKIIOYEHHOTO K ceTn MHTepHeT, BRIOMpaeT MHTe-
peCyIoIIIre ero ToBaphl B BUPTyalibHOM BUTpUHE (Storefront) ToBapoB Web-
caiita ToproBoro npearnpustus. [ToaTBepauB BEIOOp TOBAPOB U COIJIacHe
C UX CTOMMOCTBIO, KIeHT coobiiaeT TII o xkenaHum 3ar1aTUTh 3a MOKYIIKY
C TMOMOILIBIO TUIACTUKOBOU KapThI.

Hanee npoucxomut muanor mexay TI1 u BragenblieM KapThl, LIEIbIO KOTO-
POro SIBJISIETCST TIOJydeHe PEKBU3UTOB KapThl ITOKYMIATENs IS WX IIpe-
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CTaBJICHUSI B CE€Th B BUIE CTAaHAAPTHOI'O aBTOPU3ALIMOHHOTO 3arpoca. B te-
yeHue 31oro auanora TI1 1 mokymnarenb MHOTAa UMEIOT BOSMOXKHOCTD ayTeH-
TUDULMPOBATH APYT APYra, yTo oOeCIeunBacT 0e30MacHOCTh TPaH3aKIIMU
BK.

ITonmydyeHHBIE OT KJIMEHTa JaHHbIE O peKBU3UTaX KapThl (KcTatu, TII Moxer
U «HE BUIETb» 3TU JIaHHbIE) TOProBOe MpeANpUsITUe TiepeaaeT CBoeMy 00-
CITy>XKUBaloIeMy OaHKy, KOTOPbIi Ha OCHOBE 3TUX JaHHBIX (hDOPMUDPYET
U TIPEACTaBISIET B CeTh aBTOPU3ALIMOHHBIN 3anpoc. HauuHas ¢ 3Toro
MOMEHTa, TpaH3aK11s1 00padaThIBAeTCs MO TEM Xe MpaBUiiaM, UYTO U OObIY-
Hasl oreparysl MOKYIMKY MO TUIACTUKOBOM KapTe. ABTOPU3AlIMOHHBIIA 3arpoc
00CTyXMBaoIIero 6OaHKa B BUAE COOOLIEHUS B (hopMate, IIPUHSITOM B COOT-
BETCTBYIOIICH TIaTEXHOI crcTeMe, TIepefaeTcsl 0aHKy-9MUTEHTY KITUEHTA,
KOTOPbIN aBTOPU3YET TPAH3aKIIMIO U O Pe3yJibTaTe aBTOPU3allMy COOOIIAeT
obcayxuBarolieMy 0aHky. OocmyxkuBaronuii 6aHk repegaer TII pereHue
SMUTEHTA, KOTOPOE COOOIIAETCs BIaJelblly KapThl. B cilydae ycrenHoro
3aBEPIICHUS TPAH3AKIMKA KIIMEHT MOJIy4YaeT 3JeKTPOHHBINA YeK, COmepxKa-
it anpec TI1 B UHTepHeTe, Ha3BaHue TII, cyMMy MOKYIIKY U T. II.

Ha stom o6pabotka Tpanzakiu DK MoXeT 3aBepIIUThCS, U TOTIa MEXIY
BCEMM YYaCTHMKAMM TPaH3aKIMU OymIyT NPOM3BeleHbI pacueThl. MHorma
TpaH3aKIIMsI CYUTACTCS 3aBEPILIEHHOI TOJIBKO Mociie Toro, kKak TT1 nepenact
0OCITy>KMBaOIIIeMy OaHKY CIelIMaIbHOE COOOIIEHUE, TTOATBEpXKAatoIiee hakT
BBITTOJTHEHMSI TOPTOBBIM TTPEANPUSITHEM 3aKa3a, CBI3aHHOTO € TTIOKYTTKOM.

B03MOXHOCTb COBEPIINTH MOKYIIKY 3a04HO (0€3 IMPUCYTCTBUS MOKYIIATEIs
B TII) Bcerna siBsiIach MPUBJIEKATEIBHOM KaK JUISI TTOKYMATENsI, TaK M TSI
npoaasua. st moKymnaressi — 13-3a yaoOCcTBa criocoda (He BBIXOAS 13 J0Ma,
B JII0O0OE BPEMSI CYTOK, B CIIOKOITHOM peskuMe 0e3 ouepey 1 T. 11.), IS IIPO-
JaBlia — OJiaromapsi, IJIaBHbIM 00pa3oM, BO3MOXKXHOCTH CHYDKEHMST HaKJIaj-
HBIX PacX0OlI0B Ha OPraHM3alldi0 TOPTOBIM U BO3MOXHOCTH KPYIJIOCYTOUHO
peKIaMrpOBaTh CBOM TOBAp IIMPOKOU ayIUTOPUU MOTCHIMAIBHBIX TTOKY-
MaTesei.

Ha miepBoM sTane pa3BUTHS «3a0YHOI» TOPTOBJIM HaWOOJEe pacrpocTpa-
HEHHBIM CITOCOOOM MPOBEICHUS TaKOM MOKYITKM ObUT 3aKa3 TOBapa I1o To-
yte, Teaerpady m tenedony. IlosroMy momoOHBIC TpaH3aKIIK TTOTYIMIIN
Ha3zBaHue MO/TO-tpanzakuuii (Mail Order/Telephone Order). Enun-
CTBEHHasl TIpobjieMa B TO BpeMsI COCTOSUIA B OpraHM3alIMKM PAcUeTOB 3a Ta-
KHe TIOKYIKH. [Tponasily XoTenoch 3apaHee MACHTU(MUIIMPOBATH TIOKYIATES
U yOoemuThes B €ro KpenutocnocobHocTr. C pacipocTpaHeHEM TIACTUKO-
BBIX KapT 3Ta MpobjieMa YaCTUUHO PeIlInIach — Y TOPTOBOTO MPEATIPUSTHUS
MOSIBUJIACh BO3MOXHOCTh TIOJYYUTh OTHOCUTEIbHO HANCXKHBIC TApAHTHH
KPEIUTOCIIOCOOHOCTH TTOKYIIATEJIS.
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OTHOCUTETLHOCTb rapaHTXH1 3aKJII0Yaiach B TOM, YTO ITPU 3a0YHBIX TTOKYII-
KaxX BEPOATHOCTb MOILICHHMNYECTBA 110 KPEAMTHBIM KapTaM BCE-TaKM OCTaBa-
J1ach BBICOKOM. /{7151 yCTIEIIIHOTO BBITIOTHEHNSI OTepallik 3a04HOM TTOKYTTKU
JIOCTaTOYHO OBLIO 3HAThH BCETO JIUILb HOMEP KapThl U €€ CPOK NeHCTBYSI.

OcHoOBHbIE NpPeanocbUIKU K PasBUTUIO
3JIEKTPOHHON KOMMepLuuu

Cutyanuyst B 001aCTH «3204HBIX» TOKYIOK CTajla KAYeCTBEHHO MEHSITHCS
o Mepe pacrnpoctpaHeHust MHTepHeTa Kak I00aIbHOM cpebl MH(MOpMa-
LIMOHHOTO B3aMMOJIEHCTBHSI ITOJIb30BaTeN el mpyr ¢ ApyroM. beictpomy pas-
BUTHIO DJIEKTPOHHOI KOMMeEpPLMH Yepe3 MHTepHET CITOCOOCTBYIOT:

*  OBICTPBIA POCT MPOJAXK MEPCOHATLHBIX KOMITHLIOTEPOB (OLIEHKA CKOPOC-
TH pocTa ymcia nponanHeix PC, cnenannHas B 1998 r., mokasaja yBesm-
yenue B 10 pa3 3a 10 nrer);

* CTPEMUTENIBHBIN POCT MPOU3BOIUTENBHOCTH TIPOLIECCOPOB, TTAMITH U Ka-
HAaJIOB Mepelavyr JaHHBIX (B COOTBETCTBUM C 3aKOHOM Mypa Bpems
yIBaWBaHUS TIEPEUMCIICHHBIX BBIIIE ITOKA3aTesIeil COCTaBIISIET COOTBET-
CTBEeHHO, 18, 12 1 9 Mecs1ieB);

* OTCYTCTBME TaMOXKEHHBIX HAJIOTOB, CBSI3AHHBIX C 3JEKTPOHHBIMU IIPO-
Jakamu;

* OBICTpPOE pacrpocTpaHeHUe aTbTePHATUBHBIX CPeACTB Aoctyra B MHTep-
HeTe, MpeKIe BCero — MOOWIBHBIX TeJie(hOHOB M MIHTEPAKTUBHOTO TeJle-
BUEHUSI,;

* OTHOCUTEJILHO HM3Kasi CTOMMOCTb IocTyma B IHTepHeT, a TakoKe MOCTOSIH-
Hasl TEHIEHLIMS K YMEHBIIIEHUIO TUJIaThI 32 10CTyN B UHTepHET 1 MOoJIb30-
BaHUE ero pecypcamu;

* MOBBILICHUE OE30MaCHOCTA 00paOOTKM TpaH3akKuUuil B HTepHeTe Ona-
ronapsi MosIBICHUIO HOBBIX TEXHOJIOTMI M CTAHIAPTOB, CBSI3aHHBIX ¢ DK

*  yHIOOCTBO M MPOCTOTA TEXHOJIOTUH 3JIEKTPOHHBIX IMTOKYIIOK Yepe3 MHTep-
HET M1 TIOKYTIaTelIsl: MHTEPECYIONINI ero TOBap MOXHO HPUOOPECTH
He BBIXOIST M3 JIOMa, B JTI000E BpeMsI CYTOK, 63 o4epeny M T. TL.;

*  BO3MOXKHOCTB JUISI TIOKYIATEISl TTOJYYUTh TIPETOKEHNE Ha TIOKYITKY MH-
TepecyIoILero ero Topapa cpasy ot MHorux T11;

* JOCTYIHOCTb MH(OpMalIMU O TOBapax M yciayrax B MHTepHeT-marazu-
Hax B pexkuMe pealbHOTO BPEeMEHH;

+ Bo3MoxHocTb st TTI gath mpemiokeHUe Mo Tpoaake CBOMX TOBApOB
OOJIBIION ayAUTOPUU MOTEHIIMATBHBIX TTOKYTIaTeNei;
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* mpusnekaTesbHOCTh DK my1s1 TII B CBSI3M ¢ yMEHBIIEHUEM HaKJIaTHBIX
pacxoIoB Ha OpraHMU3aliio On3Heca.

B ocHoge pazButust DK nexaT OypHbIA pocT ceT VIHTepHeT U KOMIIbIOTe-
puzarms HacesneHust. K koHiry 1996 r. uyncio nosb3oBateseit MHTepHeTa 1o
pasHbBIM OLEHKaM HacuuTthiBajio 50-60 miuH yenoBek. Ilo maHHBIM uccie-
TOBaHWMS, TIpoBeneHHOro kommanueit Nua, B Hagasre 2001 r. UaTepHeToM
nons3ytotest 407,1 MiTH, yTo OoJiee yeM B JIBa pa3a MPEeBBIIIAET KOJTUYECTBO
rmoJjb3oBaresieit B ceHTss0pe 1999 r. B wacTHOCTM, OBICTPBIM POCT YMCIIa
0JIb30BaTeIeli HabIoaaucsd B A3MaTCKO-THXOOKEaHCKOM PErvoHe: B Ha-
CTOsIIIIee BpeMsT KOJIMUYECTBO TMOjIb3oBareneii MHTepHeTa 31ech MpeBbIlIacT
100 myH yestoBek. [1pu 5ToM Ha pervoH rpuxoautcst 26 % Bcero HaceJIeHUs
mupa. JlumepoM 1o KOJMYeCTBY Iojb3oBareieil MHTepHeTa mpomomkaer
ocraBatbest CeBepHast AMepuka. Ha Hee mpuxonurcst 41 % Bcex MoJb30Ba-
teneir. OmHako B 2000 T. HaOMIOMATIOCH CHIDKEHME TEMITOB pOCTa KOJTYe-
cTBa moJjib3oBaTesicii CeTd B 3TOM PErMOHE, YTO BO MHOIOM OOBSICHSICTCS
GJIM30CTBIO PBIHKA K HackIleHHIo. B EBpore rpoxxuBaet 27,8 % Bcex MoJb30-
Batesieit MurepHeTta, B JlatuHckoit Amepuke — 4 %, B Adbpuke — 0,8 %, aHa
Cpemnnem Bocroke — 0,6 %.

B CIIA, KoTophble SIBJISIIOTCSI MAPOBBIM JIMACPOM O YMCIY MOJIb30BaTe ek
Hurepnera, B 2001 r. 3apeructpupoBaHo 110,83 MiH monb3oBaresneil (0Ko-
710 41 % HaceneHusI CTpaHBbI).

Jpyrimu TuaepamMu 1o KpUTEPUIO «I0JIsT TIoJIb3oBatesieii MiHTepHeTa cpe-
IV BCeX KUTeliel cTpaHbl» siistiorcs LBerus (44 %), BenukoGpura-
Hus (24 %), l'onnannus (19 %), Fepmanwst (15 %), @pannus (10 %), Hra-
st (8 %), Ucnanus (7 %).

CerofHsIlHAE TEMIIBI POCTA YKC/IA TIOJIb30Barteseil MIHTepHeTa cocTaBisi-
101 92 % B rOx.

ITo naHHBIM Monitoring.u, pa3Mep ayIuTOpuun poccuiickoit yactu MHTepHeTa
(Pyner) Ha koner1 2000 r. paBHsuics 11,4 MiTH yentoBek, uto coctapisuio 10,3 %
OT B3pocJjioro HaceseHust ctpanbl (110,5 MitH yenoBek). Aynutopusi PyHera
MpOIOJDKAeT yBeIMIMBaThest. B meoM, 3a rox (¢ HossOpst 1999 r. o HOSIOpb-
naexka6ps 2000 r.) poct cocraBwi 10 % (npumepnHo Ha 20 % BhIlIE, YeM
B cpemHeM B Mupe). HeperysipHast aymuTopusi, BKIIIOYAIOIIAs BCEX IOCETH-
TeJieil, KpoMe TeX, KTO UMEET TOJIBKO €IMHUYHBII OIBIT MOJIb30BaHusT MH-
TEPHETOM, BhIpocia B cpenmHeM Ha 0,9 MitH yenoBex (5,1 MJIH B Mae-HIOHE,
6,0 MIH B HOs1Ope-nekabpe). HenenbHast aynuropust PyHera (e, K10 pery-
JISIpHO TIocenaeT MHTepHEeT NpUMepHO pa3 B HEEIIO) 3a ToM IIPaKTUIECKH
HE M3MEHUIACh, €€ YMCIEHHOCTb CTA0MIM3UPOBaAIach Ha YpOBHE, 3apuK-
crpoBaHHOM B TpeTbeM KBapTasie 2000 r. Hanbomee akTuBHAsI aymUTOpUS
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(Te, KTO peryJisipHoO noceiaet MHTepHET 1 IIPOBOIUT TaM HEe MEHEe OIHOI0
yaca B HeJlemio) ¢ Hos1opst 1999 r. mo Hostopb-nekadps 2000 . mpaKTHYeCKn
He BbIpociia. YMCIIeHHOCTh aKTUBHOM ayAUTOPUU COCTaBIISIET 1,8 MITH uesto-
BeK. Slapo ayautopuu oOpasyroT MOCETUTETH, KOTOPbIE TPoBOAAT B MHTep-
HeTe He MeHee 3 yacoB B Heaenmo. B PyHerte ux 900 ThIc. yeoBeK.

OCHOBHOI pocT ayautopyuy PyHeTa TTpOMCXOIUT 3a CYET TeX, KTO TOJIbKO-
TOJILKO TPMOOPEST TIEPBBIiA OIBIT, HO HE CTaj TOKa PeryJIsipHbIM T0JIhb30Ba-
teaeM. C masi-uioHs 1Mo HOs10pb-nekadopsh 2000 T. Takue IoJIb30BaTeNn
obecrneynn pocT MaKCuMaabHOI aynutopur PyHera (Bce mocetutenu MH-
TepHETa, BKITIOYAsT TeX, KTO MMeJT XOTS Obl eAMHUYHBIN OITBIT MOCELICHUS
Cetn) B cpegHeM Ha 2,2 MJIH 4yejioBeK (9,2 MiaH B Mae-utoHe, 11,4 MuiH
B HOSIOpe-zIeKaope).

JaHHble monitoring i OTIMYAIOTCS OT TMTPOTHO30B CIIEUATMCTOB KOMITAHUU

A. T. Kearney, olieHMBAIOILIMX CPEMTHETOJOBbIE TEMITbI POCTA YMCJIA TeX, KTO
peryJsipHoO noinb3yercs: Pynerom, npumepHo Ha 50-70 %.

Poct aynuropun PyHera cka3biBaeTcsl M Ha UIBMEHEHUU IPYTHX €€ XapaKTe-
puctuk. Ha Havyasno 2000 r. morckoBas cucteMa «AropT» 3aperucTpupoBa-
JIa B pyCCKOsI3bIYHOM ceKkTtope MHTepHeTa okoso 70 Thic. cepBepoB 1 Oosee
6,2 MitH Web-cTpaHull, Ha KOTOPBIX pa3MelleHo 54 I'GaifT JOKyMEHTOB.

Ceromns 95 % Bcex TpaHzakiuit DK coBepiiaeTcst ¢ MOMOLLBIO MTEPCOHAb-
HBIX KOMITbIOTepoB. OIHAKO Bce GOJbIIIee pacpocTpaHeHUE MTOyJYaroT HO-
BbIe BU/Ibl TEPMUHAJIbHBIX YCTPOICTB, TIpelHa3HAYeHHBIX ISl OpraHU3aIuu
OK. K H1M B iepByI0 ouepeib CIeyeT OTHECTH MOGHITbHBIE TeJIe(hOHBI CTaH-
napta GSM u ycTpoiicTBa AOCTyNa K UHTE KTUBHOMY TeJIeBUAeHUIO Set-
Top-box (STB-ycrpoiictBa). Yxke B 2005 r. mpemcka3bIiBaeTCsl CIeAyIolee
pacripeneneHe 00beMoB DK Mex Iy TpeMsi OCHOBHBIMU KaHaJIaMU:

* TepCOHAJIbHBIE KOMITHIOTEPHI — 29 %;
* MOOWIbHBIE TenedoHbl — 35 %;
* MHTEpaKTMBHOE TejieBuaeHne — 36 %.

ITo marueM VISA International Hambosee IepPCIEKTUBHBIM CPEICTBOM JIO-
ctynia B IHTepHeT siBiisieTcss MOOWIBbHBIN TesepoH. B yacTHOCTH, KOMMa-
HUS TIPOTHO3UPYET, YTO 00beM MOKYIOK DK, ocylIecTBIsIeMbIX B MUDPE
B 2003 r. yepe3 MOOWIILHBIE TeJePOHBI, COCTABUT OKOJIO $66 MIIpiL.

Bbonee ckpomHuble olieHKHM Tipemiaraer kommanus Jupiter Media Metrix.
ITo pannbIM Jupiter, yxe B 2001 . BIagesbLbl COTOBBLIX TeIe(OHOB ITOTpa-
T B MHTepHeTe 0Ko1o $260 MuiH. K 2005 rofy mosib3oBare/isiMu MOOWITb-
Horo MHrepHeTta craHyT yke 171 MJIH 4JenoBeK, a 00beM MpoaK IOTHU-
Metes 1o $10,8 mp.



Mob6unbHasa TenedoHns 29

MoOunbHasa TenedoHusa

OcTtaHoBUMCSI KOpPOTKO Ha MOOMJIbHOM TC.TIC(I)OHI/II/I 1 MHTCPAKTUBHOM TEJIC-
BUICHUMN.

B 1998 r. B EBpornie HacuutbiBanoch 120 muH BrnanensieB GSM-tenedo-
HOB, a K KOHIIy 1999 1. x KonmuecTBo JocTurio 170 mitH. J1jist cpaBHEHUS —
YUCITO MEPCOHATLHBIX KOMITbIOTEpOB B EBpoIie Ha TOT kK& MOMEHT BpeMeH!U
(xoHer 1999 r.) cocraBsio 42 MITH.

ITo maHHBIM pa3IMYHBIX areHTCTB, K Hadamy 2000 1. B Mupe ObLIO 3aperucT-
prpoBaHO 0K0J10 470 MITH a0OHEHTOB COTOBOI CBsI3M (8 % OT Bcero Hacelie-
HUS TUIAHETBI), T0JIs LIM(POBBIX CTaHIApTOB aocTUriIa 83 %, a moss cTaH-
nmapra GSM npesbicuia 54 %.

Poct uncna BmagensueB GSM-TenedoHOB B MUpPe MPOMCXOINT ¢ KOCMU-
YECKOM CKOpPOCThIO. B cooTBeTCTBMU € MporHo3amu kommanuu Ericsson,
B 2004 1. 4CI0 MOOWIBHBIX TeJIe(hOHOB B MUPE TIPEBLICUT 1 MJIpA anmapa-
ToB. Emie 6onee onTMMUCTYHEINA MPOTHO3 TIpemaracT KoMmmanus Nokia.
CornacHO ee IIPOrHo3y IUIaHKa B 1 MJIpI COTOBBIX TeJIe(hOHOB OyIeT IPEBbI-
meHa 1o koHra 2002 r.

MHTepHET-TEXHOIOTMY 1 MOOWJIbHASI CBSI3b B HACTOSIIIICE BPeMsI MPeCTaB-
JISIIOT cO0OI 1Ba HanboJlee ObICTPO Pa3BUBAIOIIMXCS TEIEKOMMYHUKALIMOH-
HbIX pbIHKA. [1o mporHo3y uccienoBartebcKoi rpymiibl Strategies Group of
Washington B 2001 r. OyzaeT yxke okojo 15,6 MiIH MOOWIBHBIX IT0JIb30BaTe-
Jieit UHTepHeTa, YiClio KOTOPBIX B JIFOOOM CTpaHe 3aBUCUT TOJIBKO OT CKO-
POCTU Pa3BUTHSI CETE U BO3MOXKHOCTENM 000pYI0BaHMUSI MIepeadn JaHHbIX.

CeromHst MaJio KTO COMHEBAeTCs B TOM, UTO MOOWIbHBIN MIHTepHET B Hena-
JIEKOM OyJIyllieM CTaHET YacTblO Hallleil MoBcenHEBHOM XuU3HU. OCHOBHbBIE
MMPOM3BOAUTEIN CPEACTB Mepeaadynd COOOIIEHMI IO 3JIEKTPOHHOM TTouTe
(IBM/Lotus Notes, MS Mail u Da Vinci eMail) yxke BKIIOUMIN BO3MOX-
HOCTHM MOOWJIBHBIX MIHTEpHET-KOMMYHMKAIIMI B CBOM ITPOIXYKTHL. Bee 00i1b-
11Iee YMCJIO OTePaToOpOB COTOBOM CBsA3U BMecTe ¢ ISP-TipoBaiinepaMu mipef-
JIararoT yeIyrid MoouibHoro MHTepHeTa.

IMosuun GSM-tenedoHOB B KauyecTBe CpeACTBa MocTyrna B MIHTepHeT
YOPOYMIUCH TIOC/IE MOSIBJIEHUST OTKPBITOTO I1obaibHOro craHaaptra WAP
(Wireless Access Protocol), onmuchIBaoIIero 3aiuiyiieHHbI MPOTOKOJ 00-
MeHa JaHHeIMU GSM-TeniepoHa ¢ cepBepoMm.

HeobxonuMocTb co3naHusi CelUaIbHOIO CTaHaapTa i A0CTyIa K pecyp-
caMm MHTepHeTa yepe3 MOOUIbHBIN TeneOoH OObICHATCS ABYMS MPUUMHA-
mu. Bo-TiepBbIX, (haiiibl, nepenatoiiyecs mo nporokory HTTP, TpynHo Obi10
Obl CMOTPETh Ha MaJIEHBKOM 3KpaHE COTOBOTO TejiehoHa (MUHUMATbHBIN
pasmep Web-ctpanuiisl — 640 x 480 mukcenoB, a MAKCUMaIbHBIN pa3Mep
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cortoBoro TejedoHa — 96 x 65 nukcenos). Bo-BTopbIx, 00beMbI MHGOpMAa-
LIMK, TiepeJaBacMble BO BpeMsl IpoBeAeHMS TpaH3aku DK, coBepIlIeHHO
HE PacCUMTaHbI Ha T€ CKOPOCTH CBSI3M, KOTOpPHIE CETOMHS AOCTYITHBI BJia-
JieJTbliaM MOOWIIBHBIX TesiechoHoB (9,6 Kout/c mis TeneoHOB B cTaHAapTe
GSM u 14,4 Kout/c ms tenedonoB B crangapte CDMA). I1pu aTom cTo-
WT OTMETHUTh, 9TO Oojiee ckopocTHOM ctaHgapT CDMA B Poccum miponBm-
raercd ¢ 6ompmmM TpymoM. B 2000 r. B cTpaHe HaCUMTHIBAIOCH HE Oojee
30 TeIC. BIamenbleB TeJae(OHOB, pabOTAIOIINX B 3TOM CTaHIApPTE.

Crangapt WAP (mtocniennsist Bepcusi 1.2) orpenesnsieT MoHbIA CTeK MPOoTo-
KOJIOB, HAUMHAs ¢ (PU3NYECKOTO U 3aKaHYMBasI MPUKIIATHBIM YPOBHEM 3Ta-
JIOHHOU MOJIEeNIu B3aUMOMAEUCTBUSI OTKPBITHIX cUCcTeM. OH MCIOJb3YyeT
JIBOUYHBIN (hopMar MpeACTaBICHUST TaHHBIX, YTO MO3BOJISIET 3 (PEKTUBHO
CXXUMaTh MakeThl iepeaaBaeMoli uHdopmaruu. Kpome Toro, mpoTokos afar-
TAPOBAH Mo OOJIBIION MEPUO OXKUIAHUS M HUZKYIO MIPOITYCKHYIO CITOCO0-
HOCTbh KaHanoB. CrneunanbHblil 1361k WML (mipousBogHoe oT XML),
¢ MoMoIlbio KoToporo co3natrorcss WAP-coBMecTimbie Web-cTpaHULIbI, MHO-
3BOJISIET ONTUMATBHO UCIOJIb30BaTh MaJIble TUCIIJIEU COTOBBIX TeJIE(OHOB,
BKJTIOYAST ABYXCTPOYHBIE TEKCTOBBIE U TTOJTHOCTBIO rpadudeckue. biarona-
psi BCTpOEHHOMY B MoOWbHBIN TenecdoH WAP-Opaysepy, monb3oBatenv
CMOTYT 3aMyCcKaTh pa3JINuHbIe MPUTIOXKEHUS 0e3 MOMOIIM KOMITbIOTepa Mpsi-
MO Ha cBoux TenedoHax. Eine omHo mpeumytiectBo WAP — nmoagepxkka
Pa3IMYHBIX TPAHCHIOPTHBIX MPOTOKOJIOB. Kpome Toro, mpemxycMaTpuBaeTcst
€ro COBMECTUMOCTb C JOMAITHUMM PaauoCceTsIMU cTaHaapTa Bluetooth.

Cranmapt WAP 12 BxmodaeT B ce0s TexHonmorrio WIM (Wireless Identity
Module), obecnieunBaroltyio mm@poBanue 1 HUGPOBYIO HOANICH JAHHBIX
Ha OCHOBE AJIFTOPUTMOB CUMMETPUYHOTO 1IM(PPOBaHUSI. DTO MMO3BOJISIET UC-
nojb30BaTh WAP 12 miis peannzaliny IpOEKTOB MOOWIIEHOI KOMMEPIIUN
1 0aHKOBCKMX OMepaluii, rapaHTUpys MpUuemieMylo 6e30MacHOCTb 3TUX
npunoxeHuii. [Tpyu atom WIM-Momynb Haxomutcst B mamsit SIM-kapr (Ta-
KU KapThl ke IpounsBoasaTcs komnanusamu Gemplus u Schlumberger).

B naygarne 2001 r. kommanuu Nokia, KPN Mobile 1 roimaHackuii mpoiec-
cop Interpay mpoBesi yCrelHoe UCTIbITAHUE CUCTEMbI M-Ccommerce ¢ uc-
TOJIB30BaHUEM IIpoToKoIa WAP 1.2,

Jo xonma 2001 1. oxxmumaeTcd nosiBiieHne Bepcnm 1.3 cranmapra WAP, ko-
TOpast TOJDKHA CYIIECTBEHHO TOBBICUTH YPOBEHb GE30MACHOCTH MPUIOXKe-
HUI, QYHKIMOHUPYIOIIMX Ha OCHOBE OecIpoBOomHON cBs3u. [Iporokon
WAP 1.3 Oyzmer momaep:knBaTh aCHMMETPUIHBIE aJITOPUTMBI IMN(PPOBAHUST
Y TMHAMUYECKYIO MTPOKCU-HABUTALINIO. [JuHaMITdecKas TPOKCH-HABUTAIIUST
SIBJISIETCSI METOIOM Tlepeaapecarviv, TTOIIePXKUBAOIINM COSIMHEHNE MEX-
ny TenedoHHO TpyoKoit 1 Web-cepBepoM 0e3 IpOMEXKYTOIHOM pacing-
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POBKM JJaHHBIX. B HacTos11ee Bpemst nH(pOpMaLusI IIpU €€ epeaade oT ore-
paTopa MOOMJIBHOM CBSI3M JIO CepBepa Ha pa3HbIX y9acTKax Iepeaadn 3ali-
maetcs mpoTokonamu WTLS n SSL. Ilpn mrepexome oT omHOTo IIPOTOKOJIa
K JIPYrOMY JaHHBIE pacilii(pOBBIBAIOTCS U OKA3bIBAIOTCS MOIBEPKEHHBIMU
PUCKY OBITh epexBaueHHbIMU MoIlleHHMKaMu. B mpotokone WAP 1.3 obec-
IeYMBaeTCs CKBO3HOE IIM(pOBaHME TaHHBIX C IIOMOIIIBIO IIpoToKona WTLS.

ITo naHHBIM Pa3IMYHBIX AHAIMTUYECKUX areHTCTB B 1999 1. 13 80 MTH mpo-
nma"HbeX B CIIIA n EBporte pammoteredoHOB MeHee YeTBepTH OBIIM CHA0-
>keHbl Bo3MoxkHocTsiMU WAP-tipotokona. B 2001 r. ux mosst no/okHa Oblia
JOCTUTHYTH 95 %. OIHAKO yXKe CErOIHS [IOHITHO, YTO CTOJIh MACCOBOTO pac-
MpocTpaHeHUs TeeoHOB, noaaepxuBaronmx WAP, He mpon3oiaeT.

ITo MHEHMIO 5KCIIEPTOB, CPOK XKU3HU NpoTokojia WAP orpaHuyeH mosiiie-
HMEM CKOPOCTHBIX ITPOTOKOJIOB Tepeladynd JaHHBIX B MOOWJIbHOM Tesedo-
HUU, TTO3BOJIIONINX IIEpeAaBaTh 3a pa3yMHOE BpeMsI IIOJIHOLICHHYIO rpadu-
Ky. I1potokorr WAP mist 3T0T0 COBEpIlIcHHO He IprcnocoosieH. Oxuaaercs,
yto ¢ nosieieHneM GPRS (ckopocth mepenaun gaHHbIx go 115 Kout/c)
yepe3 1-1,5 roma BpeMs mpotokona WAP mpoiiner.

Takum obpasoM, cieayeT Nnpu3HaTh, 4To TIpoTokosl WAP He 10 KoHIIa orl-
paBaaJl BO3JIOKEHHbIE Ha HEr0 HaAeXKbl. DTO MPOU3OIILIO MO Pa3InYHbIM
MpUYMHAaM, BKJIIOYasi 1oporoBru3Hy WAP-coBMecTUMBIX Tesie(hOHOB U CTO-
HMMOCTH YCJIYT, a TAKXKE HU3KYIO CKOPOCTb MEPeIaum IAHHBIX B PEXUME KOM-
mytauuu KaHajnoB CSD (Circuit Switch Data).

B Poccuu nomyunnu pacnpoctpaHeHue moaenn WAP-TeehoHOB OT KOM-
nannit Motorola, Nokia 1 Siemens. Ha ceromHamHmii 1eHb Bce KpyITHE-
1IIME OIepaTopbl COTOBOM CBsi3M, Bkmouass bu Jlaitn, MTC, North-West
GSM, zamyctuim WAP-cepBUCHL, 1 aOOHEHTHI 3TUX KOMITAHUIM YXKe ceidac
MOTYT BOCIIOJIb30BAThCs TOCTYIIOM K MHTEpHETY uepe3 MOOMIbHBII Tejie-
¢oH. I1pu 3TOM CTOMMOCTb JOCTYIIA OCTAETCSI BBICOKOI — OT 5 10 30 LIeHTOB
32 MUHYTY.

B ycinoBusix oTHOCUTETbHO HM3KOTO pacripoctpaHeHuss WAP omeparopbt
GSM Hayuanu MOUCK aJibTePHATUBHBIX BAPUAHTOB JOCTYTIA K YK€ TOTOBBIM
WML-caiiTaM ¢ TOMOIIIBIO CYIIIECTBYIOIIEH IMPOKOi1 6a3bl anmapatoB GSM
dazel 2+. Uaes cocrosiia B ToM, 4ToOBI cpeactBamu SIM Application Toolkit
(STK) BcTponts B SIM-KapTy MUHUOpay3ep, KOTOPEI OBl (hopMUpOBaT
SMS-3anpochl, a Takke 00padbaThiBal OTBEThI M BHIBOAMII Ha AUCTLIEH Telie-
¢doHa conepxalyiocs B HUX MH(GopMaiuio. B KayecTse s13bIKa IIpeacTaBie-
HUS TaHHBIX paccMaTpuBaics sI36lk WML, Mcrtons3oBanune kKaHama SMS
C OIHOI CTOPOHBI YMEHBIIIAET CTOMMOCTh TIepenavyn JaHHBIX, a C IPYroil —
TTO3BOJISIET 00ECIIEYUTh CKOPOCTh PaboThI, cpaBHUMYIO ¢ CSD.
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HznoxeHHbI 30ech nmoaxon noayyns HazsaHue WML/STK-6paysunra,
a TS €TO CTaHAApTU3AIM OBLTO co3aaHo coodimecTBo SIM Alliance (Wwwsi-
malliance.org), B KOTOpoe BOIUTM Beaylnue mpoussonutenn SIM-kapt: KoM-
maaun Bull, Gemplus, Giesike&Devrient, Graphium Denmark, Oberthur
Card Systems, ORGA, Schlumberger.

Htorom pabdotel coobmectsa SIM Alliance ctaim HOBBIe CHIeIIM(PUKALINN
S@T (SIMAlliance Application Toolbox), onpenesnsitoniue GpyHKIMOHATb-
HOCTh MMHUOpay3epa B SIM-kapTouke, a TAKXKe YPOBHHM Tiepeaadn nHGhop-
Mallu B KaHajie cBs13u SMS 1 nx cooTBeTcTBUE YPOBHSIM WAP-3ampocoB.

Takum obpazoM, perieHne S@T obecrieurBaeT KaHal J0CTyIa K MHMopMa-
uu B popmate WML Ha ocHOBEe HemOpOroil cereBoii MH(PACTPYKTYPhI
SMS. TloaxoueHHas K JitodoMy MoowibHOMY TejeoHy GSM dasbr 2+,
5@T-coBMecTMasl KapTouka obecrieunBaeT moctylt K WML-ycimyram ve-
pe3 cepBep S@T Gateway, CBSI3aHHBIN C LIEHTPOM KOPOTKUX COOOIIICHUIA.

Apxutektypa S@T obecrieynBaeT BCTPOCHHYIO CKBO3HYIO 0€30I1aCHOCTh
MeXTy MPUIOXKEHUSIMU Ha cepBepe U OpayzepoM S@T, TeM caMbIM MTO3BOJISISI
OCYLLECTBJISITh O€30MacHble TPAH3aKLIMKA MOOMIIbHOM KoMMepLmu. Obecre-
yeHue 6e3omacHocTy S@T moka 6a3upyeTcsi Ha TEXHOJIOTUSIX IIM(POBAHUS
Y 3JIEKTPOHHOI TOAMMCU C UCTIONBb30BaHUEM CUMMETPUYHBIX aJITOPUTMOB,
XOTs YK€ CerofiHsl BemyTcsl pa3paboTky crielvdbukanmii 6paysepa ¢ acum-
METPUYHBIM ITU(DPOBAHUEM.

Ornpe/ie/ieHHbIM MHTEPEC ISl Pa3BUTHUSI 3JIEKTPOHHOM KOMMEPLIMM IIPe/-
CTaBJISIOT TAKKe MHUIIMATUBLI opraHu3anyy Mobile Electronic Transactions
Initiative (MeT) (http://www.mobiletransaction.org), cchopMHpOBaHHOI He-
CKOJILKMMM JINJEpaM MHAYCTPUH COTOBOM CBSI3H. DTa OpraHM3allns BBIITY-
cTuia cnenyguKany B 00J1acTy 6e30MacHo MOOVTbHOM KOMMEPILIMH.

Opranuzaumst MeT ObUta ocHOBaHA PSIIOM JIMIEPOB TEIEKOMMYHHUKALIMOH-
HOI MHAYCTPUHU, BKJIIOYAsI TaKMX TMTaHTOB, Kak Nokia, Ericsson, Sony
n Matsushita, ¢ 1eabpI0 CKOpelIeil pa3padoTKN TeXHOJIOTU MOOWIIHLHOM
KoMmMepiuu. B nonomHeHune K cienUKaiysaM opraHu3aiys mpujiaracT He-
CKOJIBKO BapMaHTOB MX UCTI0JIb3oBaHus. Crienmdukaiy MoXHO OecIuiar-
HO ckayatb ¢ Web-caiita MeT.

CornacHo koHuenuuu MeT, paspadaTbiBaeMble TEXHOJIOTMU JOJDKHBI pa-
0oTaTh B paMKax JIIOOBIX CETeil, CO BCEMM CITy>KOaMU U JIIOObIMU yCTPOMA-
ctBamM. B yacTHocTH, crieliMbukaum obecneunBaroT COBMECTUMOCTb C CY-
LIECTBYIOIIMMU CTaHAAPTaMM U TeXHOJOTMsIMU, Takumu Kak WAP, WTLS
(rmpoTokos Ge3oracHoi nepenaun JaHHbIX), WIM, uHbpacTpykTypoii or-
KPBITOTO KJII0Ya U TeXHosoruei o6ecrnpoBonHoil cBsa3u Bluetooth. Crienu-
dukanuu MeT obecrieunBaloT ayTeHTU(PUKALIMIO BIajiesiblia COTOBOTO Te-
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nedoHa, a TakxKe 00eCreYrBaloT KOHPUIEHIIMATbHOCTh U LIEJIOCTHOCTD MH-
(opmaLmm, KOTOpoil KITMEHT OOMEHUBAETCS C TUIATEXXHON CHUCTEMOIA.

IIpomykTel, co3maHHbBIe ¢ NCTIONb30BaHNeM crrienudukanmii MeT, momKHb
nosiButThkes yxe B 2001 T.

YI00HBIM CPEICTBOM MHUIIMAIN3ALUN TPaH3aKIUU JIEKTPOHHONM KOMMED-
1 yepe3 GSM-tenedoH siBisieTcsl 6aHKOBCKask MMKPOITPOLIECCOPHAsI Kap-
Ta. CeromHs1 Ha pIHKE TIPUCYTCTBYIOT IBE OCHOBHBIE KOHIIETIIIMI OpraHn3a-
LU CUCTEeM MOOWIbHON KoMmMepiuu. [lepBasi ocHoBaHa Ha NMPUMEHEHUM
nByxcyotoBbiX (dual slot) TenechoHOB, UMEIOIIMX BCTPOEHHBIN pUIEp, CIO-
COOHBII CUMTBLIBATh MHMOpMALMIO ¢ AByX ctaHmapTHeIX (ISO 7816-1,2,3)
MUKPOITpOLIeCCOPHBIX KapT. GSM-TeneoHbI ¢ ABYMST cI0TaMH (OIMH CJIOT
1151 SIM-KapThl TeJIEKOMMYHUKAIIMOHHOIO oIlepaTopa, a BTOPOil — s
IUIATEXXKHOM CMapT-KapThl) YXKe IEMOHCTPUPOBAIUCh KoMmaHusMu Alcatel,
Motorola, Gemplus.

Psin GaHKOBCKUMX TIPUIIOXKEHUI, TAKMX KaK ITOMOJTHEHUE JIEKTPOHHOTO KO-
1IeJTbKA, TPEIOCTARICHIE BBIIMMCOK T10 CYeTaM, a TAKKEe MHbIE BUIbI MOOMITb-
HOTo OaHKOBCKOT'O OOCTY>KMBaHMS 1 IPOrPAMM JIOSUTBHOCTH MOTYT IIPEI0C-
TaBJISITHCS Yepe3 ABYXCIOTOBbIE MOOMIIbHBIE TeIe(OHBI C MCITOIb30BAaHUEM
SIM-kaprouek, peamsyrommx DI, yxxe ceromns. [TomobHbIe ycmyru mipe-
TIocTaBistioTcst B psne eBporreiickux (l'epmanms, Hsenms, Yexus), a Takke
asmatckux (l'orakonr, Cunramnyp) crpad. Ilpn stom SIM-kapra oOMeHMBa-
eTcsa uHdOopMaIMeil ¢ YMITOBOM KapToM, pealu3yloleil To Wi nHoe OaH-
KOBCKO€ TPUJIOXKEHHUE, C TIOMOIIBIO KOMaH/I, OMPENeJIeHHBIX CTaHIApTOM
GSM SIM Application Toolkit Commands GSM 11.14.

Bropast KoHIIenimsi OCHOBaHa Ha BCE BO3pacTalOIIMX BO3MOXKHOCTSIX SIM-
KapToueK, CIMOCOOHBIX BBITIOJHATh HE TOJBKO CBOIO OCHOBHYIO (DYHKIIWIO
MOJyJIsl uaeHTUdUKaMK abOHEeHTa, HO U 00ecrieunBaTh (hyHKIIMOHUPOBA-
HUE IPYTruX IPWIOXKEHUM, HarpuMep (pMHAHCOBBIX. XOpOIIeld WUTIOCTpa-
L€l 5TOM KOHILICTILIMM SIBJISIETCS] HEAaBHO MPOJEMOHCTPUPOBAHHAST KOMIIa-
Hueit Oberthur Card Systems SIM-kapta SIMphonic 3G, obecnieurBaroiiast
Hapsiay co cTaHAapTHoU dyHKIMoHaabHOCTEI0 GSM SIM (byHKIIMOHATIb-
HOCTb IUIATEXXHOTO MpuioxeHus ctaHnapta EMV. Bcerasnss sty kapty
B TuiaTexkHbiii POS-TepMuHai, nogaepxxusatoiuii cranmapt EMV, MoxHo
BBITIOJTHUTh Oe3HATMYHBIN 1uatex no EMV-kapre.

BaxkHeii11yio poJib B pa3BUTUN KOHIIEILIHY UCITOb30BaHUsI SIM-KapThl Kak
YHUBEPCATBHOTO CPEACTBA ISl peali3alliy JOCTyNa K CeTM MOOWIbHOM
CBSI3U U JIPYTUX IIPWIOXEHUI (B TOM 4YHMCIie (DMHAHCOBBIX) ChI'PaJIO MOSIB-
nenne criennduxkanmnii SIM Application Toolkit (STK). Cranmapr STK
MO3BOJISIET XPaHUTD U BBITIONHSITh Ha SIM-KapTouke pa3HOOOpa3HbIE MpH-
KJIa[HbIe MPOrPaMMBI, a TAKXKe MPeayCMaTPUBAET BO3MOXKHOCTh YIAICHHOTO

3-2103
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MPOrpaMMUPOBAHYS WJTM OOHOBJIEHUS XpaHUMou Ha SIM-kapTouke nH¢op-
maiuu. [Tpu aToM obecrieuriBaeTcs 3aiiyTa nHMOpMalIvK Mpy ee repeaaye o
pamviokaHanaMm. SIM-kapTel B coueTaHuu co crangaptoM STK mo3Bossitor
ayTeHTUOUIIMPOBATh A00OHEHTOB HA OCHOBE TEXHOJIOTUU 3JIEKTPOHHOM 1T d-
POBOIi MOAMUCH, a TAKXKE MTU(PPOBATh KOHPUIECHIIMATEHYI0 UH(MOPMAITHUIO.
ITpu aTOM ypOBeHb 6€30MaCHOCTU, 00ECTIeYMBAEMbIif MU, BBIILIE, YEM TIpe-
JTOCTaBJISIEMBII IPYTUMU TEXHOJIOTHSIMU, B YaCTHOCTU TIPOTOKOTIoM WAP.

Texnonorust STK 1mo3BossieT pa3pabaTbiBaTh pa3HOOOPa3HbIe (DMHAHCOBBIC
npuwioxkeHust Ha SIM-kapre. OmHaKO Ha CETrOTHSIIIHUM IeHb HE CYIIIECTBYET
MHOTO(YHKIIMOHANIBHOM SIM-KapThI € TTOJIHOCTBIO PelICHHBIMM IIpo0IeMa-
MU pa3rpaHUYEHMSI JOCTYyIa MEXIy NpuioxeHussMu. [ToatoMy HecoOMHEH-
HOe TOCTOMHCTBO KoHIenuu dual slot cocTouT B paznaefneHun (hUHAHCO-
BBbIX 1 KOMMYHUKAIIMOHHBIX MPUJIOKEHUM C 00eCTIeYeHUEM JUTST KaKI0To 13
HMX HE3aBUCUMOTO KOHTPOJISI IOCTYMa U TIOJHBIM UCKITIOYEHUEM BO3MOX-
HOCTU MX UHTEeP(DEPEHIINU.

Jpyroe TOCTOMHCTBO 3TOM KOHIIETIIINY 3aKITI0YAeTCsI B BOBMOXKHOCTH TTOCT-
poeHusT 60JIee TMOKMX OTHOIIEHUI MEXITY OIlepaTopaMi KOMMYHHMKAIIOH-
HBIX YCITYT ¥ OaHKAMM, a TAKKe B UCITOJIb30BAHUY Pa3IMYHbIX TIPUIOKESHUIA
JUTST OpTaHM3aLN O¢3HATMYHBIX PAcYeTOB B MOOWITBHOM KOMMepITHH. B T e
BpeMsl OUeBUIHBIM HemocTaTKoM KoHuernuuu dual slot sBisieTcss HeoOxo-
JIMMOCTDb 00ECIIeUeHIsT TTOJTb30BaTeleil IBYXCIOTOBBIMY Tele(DOHAMM, BbI-
00Op KOTOPBIX HEBEJIMK, a (PYHKIIMOHAJIBHBIE BOBMOXKHOCTA M 3PTOHOMMKA
B JIyYIIIeM CJTyJae CpPeIHue.

AKTUBHBIMU CTOPOHHHUKaMM KOHUIECTIINH dual slot siBiIsIeTCSI GAHKOBCKOE
COOOIIIECTBO 1 ITIaTeXKHBIE CHCTEMbBI HA OCHOBE TJIACTUKOBBIX KaprT. DTa KOH-
LIeNys TTO3BOJIIET OaHKaM 00eCIEeUYNTh KOHTPOJIb HaJl CBOMMM IIPUJIOXKE-
HUSAMMU.

COTOBBIE OIIEPaTOPhl B CBOEM OOJIBIIMHCTBE HE MONACPKMIBAIOT KOHLICITLIAIO
dual slot, 9BISIICh CTOPOHHMKAMHU KOHIIEIIIINN YHUBepcambHoi SIM-kap-
Thl. TeM caMbIM KOMMYHUKAIIOHHBIE OIEPATOPhI MBITAIOTCS COXPAHUTh
nMeroIreecst y HUX TPeMYIIecTBO, CBI3aHHoe ¢ TeM, yTo GSM SIM-kapra
pa3pabaThIBajiach MPEXKAE BCETO KaK MPIJIOXKEHUE 71T MOOMILHOM CBSI3U.
OMmccusa SIM-KapT Bcerna KOHTPOIMPOBAIACh 1 TTPOIOIEKACT KOHTPOJIM -
pOBaTbCSI COTOBBIMU OIIEPaTOpaMU, KOTOPEIM OBl O4EHb XOTEJIOCh OCTABUTh
CYILIECTBYIOILIEE TOJIOXEHNE AT KaK MOXHO JOJbIIIE.

Kpome Toro, konneniusa dual slot mpemocTaBisieT BO3MOXKHOCTD IOJIb30Ba-
TEJII0 COTOBOIO TeJle(pOoHa MCITONB30BaTh SIM-KapThl pa3IMYHbIX OIepaTo-
POB COTOBOI1 CBSI3M, YTO TaKXKe HE COOTBETCTBYET MHTEpPECaM OIEpPaTOpPOB
COTOBOM CBSI3U.
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Taxkum o6pazoM, Ha CErOAHSIIIHUI TeHb 0AHKOBCKOE COODILIECTBO MPEArIo-
YyTaeT pellieHus] Ha 0a3e IBYXCIIOTOBBIX allllapaToB, B TO BpeMsl Kak Tejle-
KOMMYHUKAIIMOHHBIE OTIepaTOpPhl, @ TAKXKE ITPOU3BOIUTEI MOOWIBHBIX TE-
J1e()OHOB UCI0 ABYXCJIOTOBOro TeynedoHa «SIM-+0aHKOBCcKast KapTa» He
npuHUMaloT. I1pu 310M (prHAHCOBBIE BO3MOXKHOCTH MHOTMX TaKMX OITEPaTO-
OB 3HAYMTEIHHO MPEBOCXOMIT UMEIOIIMIACS TTOTEHIIAT OAHKOBCKIX CTPYK-
Typ. B pesynbrate otmeuaercss 60pp0a 3a KJMeHTa TeIeKOMMYHUKAIIOH-
HBIX OIEpaTOpPoOB ¢ OAHKOBCKMMM OpraHM3auusMu. Ilpmdyem ceromHst ata
OopnOa BenmeTcs Ha mojie 6aHKOBCKUX YCITYT.

Kontponupysa smuccuio SIM-kapT, oneparopbl COTOBOI CBS3M aKTUBHO
MpeyIaraloT BHEAPEHUE HAa phIHKE MHOTO(YHKIIMOHATBHBIX SIM-KapT vmmn
B KpaitHeM cily4ae — ABYXCJIOTOBbIX SIM-kapt (omuH ciotr — mist GSM
SIM-kaptsl, a apyroit — st SIM-KapThl ¢ GAaHKOBCKMM ITPUJIOKEHUEM).

Haubosnee cepbe3Hbie apryMeHThl OaHKOBCKOI'O COOOIIECTBA B MOJb3Y IIPU-
HSATUSI KOHLETIINM IBYXCJIOTOBOTO «SIM+0aHKOBCcKass KapTa» TeiepoHa
COCTOSIT B TOM, YTO OaHKW Ha CETOAHSIIHUI JIeHb 00IalaloT M0 KpaiHel
Mepe IByMsI MPOpadOTaHHBIMU (PMHAHCOBBIMU TEXHOJIOTHSIMU B OOJIACTU
cmapt-KapT (EMYV, CEPS), a Tak:ke OCTpOMIN MOLIHYIO pacIpeeIeHHYIO
UHGPACTPYKTYPY MpHUeMa TJIACTUKOBBIX KapT, 00pabOTKM IIaTEXKHbIX TpaH-
3aKIMN U MEXXOAHKOBCKMX PACUYETOB 3a TpaH3aKlMK. OueHb MHOIroe OyneT
3aBUCETh OT TOTO, KaK ObICTPO OaHKM OyIyT BHEAPSTH 3TU TPUIOXKEHUS Ha
DBIHKE TIaTEeXHBIX CPEACTB (OCOOEHHO 3TO KAacaeTcsi CKOPOCTU PacIpo-
crpanenusi EMV-kapt). Haanuue Ha pblHKE OOJIBIIOTO KOJIMYECTBA
0aHKOBCKMX MMKPOIPOLIECCOPHBIX KapT MOXET 3aCTaBUTh TEJIEKOMMYHU-
KALIMOHHBIX OMEPAaTOPOB MPUHSTH KOHLEINIO IBYXCJIOTOBBIX TeJIE(POHOB.

JlomoTHUTETbHBIM apTyMEHTOM B II0JIb3Y OAHKOB SIBJIIETCS TOT (DaKT, YTO
COTOBBIC OIIEPATOPhl B OCHOBHOM ITOJIEP>KUBAIOT 3aMKHYTBIE CHCTEMBI,
B KOTOPBIX IOJIb30BaTe/b MOXET BBIINOJHUTH TPAH3AKLUIO 3JIEKTPOHHOM
KOMMEPLIUM, TOJIBKO €C/IM M TIPOIaBell IOAKIIOUEH K TOMY Ke OIepaTopy
COTOBOI CBSI3U. B yCIIOBMSIX KOHKYPEHIIMM MEXIy OrepaTopaMu COTOBOM
CBSI31 BPSI, JIU CTOUT HANESIThCS, YTO B OyvpKaiiiiee BpeMsl ITOIYIUTCS TI0-
CTPOUTDb EANHYIO CUCTEMY MOOMJIBLHOI CBSI3M Ha 0a3e HECKOJIbKUX OIlepaTo-
POB, HE TOBOPSI YK€ O IUIATEXXHBIX CHCTeMax C IJI00aJIbHBIM reorpaduye-
CcK1M TOKphITUEM. Kpome Toro, onepaTopbl COTOBOI CBS3U TIOHUMAIOT, YTO
IJIaTeXKU 110 KapTaM JaayT BeCbMa He3HAYUTEIbHBIN B OTHOCUTEIBHOM BbI-
paXkeH!UM JOXO KaK C TOUYKU 3PEeHUS IUIaThl 3a TpadUK, TaK U ¢ TOYKU 3pe-
HUS KOMHUCCHI 32 00pabOTKY TpaH3aKIIUIA.

YT0OBI KaK MOXHO CKOpEe 3aKPEUTh CBOU TIO3ULIMU B 00IaCTH MOOUIIBHOI
CBsI3U, GaHKM NPeITTPUHUMAIOT TTOMBITKU CAEIaTh 00s13aTe/TbHBIM TSI TIPO-
M3BOIUTEJIEH 000PYIOBaHMS 111 MOOMJILHOM CBSI3W BHEAPEHUE CTaHIapTa
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FINREAD, naxopsierocs: cerogHs B Ipouecce pazpadorku CEN/ISSS
(www.cenormbe/ under ISSS). B paspaborke mpoekra MIpUHUMAIOT YJacTHe
OTIeNTbHBIC 3aMHTepecoBaHHbIe OaHKM, a Takke European Committee for
Banking Standards.

CepbesHble IBMEHEeHMS B 001aCTh MOOMJTEHON KOMMEPLIMU MOTYT IIPOM30¥i-
TH TIOCJIE TIOSIBJIEHUS HA PIHKE CMapT-KapT, MOAIEPXKUBAIOIIMX MHOTO(DYHK-
LIMOHAJTbHBIE OTEepaIIMOHHBIE crucTeMbl. Ha ceromHsIIIHMiA IeHb CyIeCTBYET
TPU OCHOBHBIE MHOTO(YHKIIMOHAIbHBIE onepaliioHHble cucteMbl (OC):

* MULTOS, nomgnepxuaercs kKoHcopimymoM MAOSCO, ocHOBHBIM
YJaCTHUKOM KoToporo siBiisietcst MasterCard;

» Java Card, nommepxusaetrcsi VISA International u Sun Microsystems;
*  Windows for Smart Cards, monaep:xuBaercsa Microsoft.

M3 nepeuyncieHHbIX onepallMOHHBIX CUCTEM OOJIBIIION MHTEPEC Ha Cero-
nHsuHui geHb npenctasisier OC MULTOS. D1o o6bsicHSIETCS Clienyto-
LIMMU TPUYMHAMU:

* MULTOS sBnsiercst Hanbosee CTaOMIbHON crienudpuKalyeil, He moj-
BEPKEHHOM, B OTIMYKE OT IPYTMX NepednciaeHHbIX Boiie OC, yacTbiM
U3MECHCHUSIM.

« MULTOS obecnieuriBaeT BBICOKMIA YPOBEHDb O€30ITaCHOCTH IS TIPUJIO-
JKEHUM, (PYHKIIMOHUPYIOIIUX IO/ €€ YITPaBJIeHUEM, UTO MTOITBEPXKAAETCS
ceptudukanueii aroit OC no BeicIeMy ypoBHIO 6e3omacHocTi ITSEC
E6 (mpumepHo cooTBeTcTBYET YpoBHIO Al OpankeBoii kHuru CIITA).

* MULTOS neiicTBUTENTEHO SICHO CIICHU(UIIAPYET ONepalui 3arpy3Ki-
yHoaJleHUsI IPWIoKeHUI B oTiimune ot Apyrux OC, KOTopble TOJIBKO 3a-
SIBJISIIOT TTOMOOHYIO (DYHKIIMOHATBHOCTb, HO HE OMPENEISIOT ee ¢ Heo0-
XOIVUMOM JIJIsI pean3aliy CTEIICHBIO JeTaTbHOCTH.

MULTOS siBnsiercst HanoOosee acdexktruBHO OC ¢ TOYKM 3pEHUST CBOUX
OITepalIOHHBIX IToKazaTteseit. CpaBHeHMsI MHOTOPYHKIIMOHATBHBIX OC TIpo-
BOOWJIMCH crienuanicraMmu koMmrnaHuu Consult Hyperion. MeTtoauka aHa-
J3a 0a3MpoBajIach Ha CPABHEHMM XapaKTePUCTUK BHIMOTHEHNST HEKOTOPOTO
(GUKCHUPOBaHHOIO HAabOpa MPWJIOXKEHUI, HAIMMCAHHBIX HA Pa3JIMYHbIX SI3bI-
Kax Bbicokoro ypoBHs (MEL, C, Java). C Touku 3peHus1 pa3mepa Konia BbI-
sicHwIoch, ytouaepoM sipisiercsst MULTOS. IpunoxeHust, HarmicaHHbIE HA
s3p1ke MEL mog MULTOS, tpe6oBaim HauMeHbIIMX 3aTpat nmamMsatu. bo-
Jiee TOro, ObIIO YCTAHOBJIEHO, UTO pa3Mep Kojia MPUIOXKEHMsI, HAIMCAaHHOTO
Ha s3p1ke C mom MULTOS, MeHbIIe pa3Mepa Koia TOro Ke MPWIOKEHNS,
HarmvcaHHoro Ha si3bike Java nmopa Java Card. Yrto KacaeTcst Takoro nokasa-
tend apdexrTuBHOCTH OC, Kak BpeMs MCIIOJTHEHNST KOIa ITPUI0KEHNS,
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TO WCCAeIOBaHMS TOKa3aau, 4To MpuiioxeHue ron ynpabiaeHueM OC
MULTOS Beinonnsiercst Ha 50 % 6bicTpee o cpaBHeHuto ¢ OC Java Card.

Kak yxe ormeuanocs, OC MULTOS siBisieTcsl BhICOKO3aIIUILIEHHBIM pe-
menneM. Kaprtel, ommepxkuBarompe 31y OC, 00s3aTebHO comepkaT Co-
npoueccop RSA. Takum obpa3om, pelleHue 3aaa4 JMHAMUYECKOM ayTeH-
TU(UKALIUKM BIaaesIbla KapThl IPY UCIIOIB30BAHMUYI 3TON KapThl SIBIISIETCS
obecrie4eHHbIM. OTO 0cOOeHHO BaxkHO W1s npwioxeHuit EMV, CEPS, digi-
tal ID, Windows 2000 logon, GSM SIM uT. 11.

B camom kon1ie 2000 r. kommanust MasterCard oObsiBUJIa O 3aITyCKE MHOTO-
(yHKIIMOHaNBHOI cMapT-KapThl Ha 6aze OC MULTOS, croumocTh KOTO-
poii Ha GoJbLIMX TUpaxax cocrasisger $3. IIpu 5TOM Kapra MMeeT pasmep
EEPROM, pasnbiii 16 K, conporieccop RSA, peanusyroriuii mmdpoBaHue
Ha kmovax pmuHoi 1024 oura. Iocneansst Bepcust OC MULTOS nns xap-
THI pa3pabdoTtaHa aBcTpaimiickoil Kommanueit Keycorp Ltd. ITpu stom B T13Y
KapTouku Tpouutsl punoxenuss M/Chip Lite (EMV-npunoxenue cuc-
tembl MasterCard) u Public Key Infrastructure.

Ho xoHna 2001 1. nosBSITCS KAPTOYKKU HECKOJIBKMX MPOU3BOANTEIIEH Ha Oasze
MULTOS ¢ EEPROM, pasasim 32 K. Mukpomnporieccop OyaeT ImocTaB-
Jnatbest komnaHusiMu Infineon Technologies AG u Philips Semiconduc-
tors NV. Oxunaercsi, YT0 CTOUMOCTb TAKOM KapThl TakXe He OyleT mpe-
BblILATh $3.

B camom Hauvane ampenst 2001 1. kommanust Keycorp yxe oObsiBUiIa O 3a-
nycke Ha peIHOK KapToukt MULTOS ¢ ooseMomM EEPROM, paBubm 32 K.
Pemrerne Keycorp 6azupyeTcst Ha IpUMEHEHUN KPUTITOKOHTpoIuTepa 66 Plus
(SLE66CX320P) xommanuu Infineon Technologies AG. MUKpPOKOHTPOJI-
Jiep ObUT cepTU(ULIMPOBAH 10 HAMBBICIIEMY IS MUKPOIIPOLIECCOPOB YPOB-
gio 6e3ommacHocTr ITSEC E4. Ipon3BomuTeIbHOCTh KPUTITOKOHTPOJIIEpa
B TPY pa3a BHIIlIE MPOM3BOAUTEILHOCTA MMKPOIIPOLIECCOPOB, MMEBLIMXCS
Ha pBIHKE /10 ero nossieHus. Kapra, Hapsay ¢ npuioxeHusmu EMV, mo-
KeT MOAJCPKMBATh TaKMe JIEKTPOHHbIE KOILIeabKK, Kak Mondex, Proton,
a Takke MPUWIOXKEHUE ayTeHTU(PUKAIIMY KIMEHTA.

Heobxommumo ocTaHOBUTHCS Ha O4eHb BaxkHOM cBoiicTBe KapThl MULTOS —
BO3MOXKHOCTH 3arpy:KaTh HOBbIE IIPWJIOXKEHMS B yIaIeHHOM pexume. Pak-
TUYECKM 3TO O3HAYaeT BO3MOXKHOCTb CYILIECTBOBAHUSI HECKOJIBbKUX Pa3/INy-
HBIX LIEHTPOB SMMCCUY MPWIOKeHN. HampuMep, SMUTEHT NPWIIOKEHNS
GSM SIM — cotoBblit oniepatop, 3MUTeHT npuioxeHuit EMV u CEPS —
KpeIuTHAsT OpraHu3alns U T. II. B 3ToM cilygae MOTyT IpencTaBisiTh MHTE-
PeC OIHOCIOTOBbIE MOAEIN MOOWIBHBIX TeaeOHOB. Bo3MoXHO, 3T0 U SB-
JISIETCS CEPhE3HBIM OIMACCHMEM JIJIST TeJICKOMMYHNKALIMOHHBIX OIIepaTopoB,
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TMOHUMAIOIINX, YTO €CJIM MPUHSATh KOHLEMIUIO ABYXCJI0TOBOro «SIM+
0OaHKOBCKasi KapTa» TejiepoHa, TO HAIMYMe OaHKOBCKON MHOTO(MYHKIIMO-
HaJIbHOW KapThl NIPUBEAET CO BpeMeHeM K ToMy, uTo SIM-kapra Oyzer 3a-
MeHeHa 6aHKOBCKOI, nonnepxuBaolei pyHkimoHanbHoct GSM SIM.

HOBTOpI/IM, 4YTO Ha CCFOI[HSIHJHI/IP'I JC€Hb CYHIECTBEHHbBIM OI'PaHUYCHUEM U1
UCTIONIb30BaHMSI MOOMJIbHBIX TeJIe()OHOB B KayeCcTBE MHCTPYMEHTA IMpOBe-
JneHust TpaH3akuuii DK aBisroTcs aBa pakropa: HU3Kas CKOPOCTh Mepena-
YU JAHHBIX B CETSX, OCHOBAHHBIX Ha MCIOJb30BaHUU cTaHaapta GSM,
Y MaJIEHbKU TUCTIIel TeedoHa, orpaHMYMBAIOIINIA BO3MOXKHOCTH OTOOpa-
JKEHUSI Ha HeM MH(bOpMalIuK, HEOOXOIMMON KIIMEHTY B MPOLIECCce COBEpILe-
HUS JIEKTPOHHOM MOKYIIKH.

IIpoGnema MOBBIIEHUS CKOPOCTH Tepeaayy JAHHBIX MEXIY MOOVIEHBIM
Tesie(hOHOM U CEPBEPOM pelllaeTcsl BHEAPSHUEM CTaHaapTa Il CPEICTB MO-
OMJIBHOM CBSI3M TpeThero nokoyeHnus Universal Mobile Telecommunications
System (UMTS), npemnoxeHHoro EBporielickuM MHCTUTYTOM 3JIEKTPOCBSI-
3u (ETSI). Cranmapr UMTS oTKpbIBaeT HOBbIE BOZMOXHOCTH JJIsI MOOWJIb-
Holi cBsi3u. 1IMpurHA MOMIOCH! YacTOT U CKOPOCTh Tepeiaul JaHHBIX B HEM
BO MHOTO pa3 Bbillle, yeM B ctaHmapte GSM (no 2 Mour/c BMecTo 9,6 Kout/c).
Taxkum obpa3oM, MOOMIBHBIN Teae(OH B CKOPOM BPEMEHU MPEeBPATUTCS
B MyJIETUMEINA-TEPMUHAI CO BCTPOECHHBIM TEJICBU3MOHHBIM SKPAaHOM. DTO
MO3BOJIUT TIepeaBaTh U MPUHUMATh HE TOJIBKO OOBIYHBIN pa3roBop, HO
U BUIEOM300paxeHue (TO ecTh ammapar OymeT (pyHKLMOHUPOBATh KaK BH-
neotesieoH), padboTath ¢ MHTepHETOM M 3JICKTPOHHOM IMOYTOM, JACT BO3-
MOXHOCTb BIIAZIE/bIly 3aHUMATHCS TEJICHIONMMHIOM, a TAKXe 3aKa3hIBaTh
Y MPOCMaTPUBATh TeJISMIPOrPaMMBI TTPSIMO Ha MOOMJILHOM ariapare.

B Poccuu muiaHupyercst pa3BepHYTb TPU OIBITHbIE CETU COTOBOM CBSI3U
TpeThero MoKoJieHns. Pa3paboTaH 11aH co3manus onbITHEIX 30H UMTS
B Mockse u CaHkT-IletepOypre. 3asiBK1 Ha MX co3naHue yxe rmogam North-
West GSM, Delta Telecom (06e komnanuu — u3 Cankr-IletepOypra)
U KOHCTpyKTOopcKoe Otopo «Mmmynbc» OT omneparopa «BbiMmenakom»
(Mocksa). 3asgBku Ha TecTpoBanue TexHoormn UMTS moctymm takke
oT MockoBckux kommnanuit MTC u MCC.

C nomortbto UMTS MoxHO OyaeT peluts npooiemMy TesieoHnzaimum B PO,
TIOCKOJIBKY BO3MOXKHOCTU CTallMOHAPHBIX aHAJIOTOBBIX CETEW CBS3M OYECHb
orpaHuyeHsl. ITo olieHKe aHaIUTUKOB, K 2005 I. 4y1cio aDOHEHTOB COTOBOM
cBsi3u B Poccum coctaBut okono 10-15 MiTH yenoBex.

MaccoBoe ucnonb3oBanue TexHosoruu UMTS B Mupe HaYHETCS HE paHb-

me 2003 1., a mo HeKoTopbM ITporHo3aM — B 2009 r. IlepBast ceTb MOOMIIb-
HOI CBSI3M TPETHETO TTOKOJICHNS BCTyITHIIA B feiicTBre B Mae 2001 T. Ha ocT-
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poBe M»aH. Brnagensubl 30-TenedoHoB mpousBoacTBa KoMmnanuu NEC 1o-
JIYYUITA BO3MOXKHOCTD IOJIb30BATHCST YCIAYTaMu BUIEOTENe(OHNN, UTPATh
B MacITabe pealbHOro BpeMEHU B KOMITBIOTEPHBIE UTPhI, 4 TAKXKE ITOJTYJaTh
nHGOPMALIMIO 000 BCEX YCIyrax, KOTOpble OHM MOTYT ITOJIyYUTh B TOI TOY-
Ke ocTpoBa M»3H, Ilie¢ OHM HaXOSITCS.

Haxkoner, B 3aki1roueHre HEOOXOIMMO CKa3aTh HECKOJIBKO CJIOB O CUCTEMaX
GPRS, peanusymonux rnepexoaHblit 1an oT TexHojoru GSM K ctaHmapTy
UMTS. Cucrema GPRS (General Packet Radio Services) mpencrapisier
€000l HOBBII CTAHIAPT VISl TTAKETHOTO OOMeHAa TAaHHBIMU B CETSIX MOOMIIb-
Holt cBs13u ctaHgapTa GSM. Ha nepBoM 3Tare obecrieunBaeTCs IIPOITyCKHAS
crnocobHocTsb 13,4 Kout/c, B OyayliieM BO3MOXHO yBemueHue 1o 115 Kout/c.
MaccoBoe kommepueckoe BHeapeHrue GPRS Bo BceM mupe oxumaeTcs de-
pe3 1-1,5 roma, Koraa B mmpokoit mponake mossBaTcst GPRS-coBMecTnMbie
teneonnl. Ha BeictaBke CeBIT 2000 kommannu Motorola u Sagem ne-
MoHcTpupoBaiu oopasiibl GPRS-Tpy6ok.

ITpu mpouzBoacTBe GPRS-TpyOOK Mpon3BOAUTEN CTOJIKHYJIUCH C CEPhE3-
HBIMU TEXHUUYECKMMU MpodieMaMu. YBeJIMYeHNe CKOPOCTH Tiepeaadn 1aH-
HbIx B GPRS npoucxonut 3a cuet omHOBpeMEHHOTO UCTIONB30BAHUS HECKOJIb-
KMX BpeMEHHBIX cJIoToB B GSM-KaHajie. DTo MPUBOIUT K 3HAYUTEIIBHOMY
TIOBBIIIEHUIO HArpy3KW Ha aKKyMYJISITOPbI 1 MUKpOcxeMbl TenedoHa. Kak
pe3yibrat, nepBbie 06pa3ibsl GPRS-Tpybok obxomumich 0e3 moazapsiaky
HMCTOYHMKA MUTAHUS OYeHb OrpaHudeHHOe BpeMsi. K ToMy ke cyliiecTBoBa-
J1a ipobJiemMa ¢ neperpeBoM Tpyoku. Ceifyac KOHCTPYKTOPHI PEIIVIN OTME-
YeHHbIE MPOOJIEMbI, U MACCOBBII BBITTYCK HAIEXKHBIX TPYOOK OXKMAAETCS yXKe
B 2001 r.

Bce Bemyive oneparopsl (HazoBeM XoTst Ob1 Vodafone Airtouch, T-Mobile,
Sonera, Telnor Mobile) MomepHMU3MPOBAIM CBOM Y3J/Ibl A0 MOMICPKKU I1a-
KEeTHOM nepenaun JaHHBIX 1o nipoTokoiy GPRS yxe k cepemne nera 2000 .
OcHoBHoe ripenMyiecTBo GPRS B ToM, 9TO 3Ta TeXHOIOTHST 0OECIIeUMBaAECT
MaKeTHYIO repenadyy JaHHBIX: aDOHEHT HE pe3epBUPYET 3a co0Oi KaHal,
a 3aHMMAET ero TOJIbKO MpH Nepenade nHdopMaumu. Ilo cyru nena, mpu uc-
nob3oBaHuM ITpoTtokoia GPRS aboHEHT MOXKET OBITH Bee BpeMsT TTOIKITIO-
yeH K MIHTepHeTy, HO Tipu 3TOM ero TesieboHHast TMHUS CBoOonHA. B atoMm
ciydae IjiaTa 6epeTcsl TOJIbKO 3a 00beM TepeaaHHoi nHpopMauu. 1o qaH-
HbIM coTpynHuKoB Nokia, repenada 1,8 MOaiiT JaHHBIX aHAJIOTMYHA pa3ro-
BOPY IPOIOJDKUTETLHOCTHIO 30 MUHYT, a TIpeUTOXKeHHBIN KommaHuei Nokia
tapud — $1 3a mepemady Merabaiita JaHHBIX — TOpPa3o JEIIEBIE COBPE-
MEHHBIX TapudOB Ha Tiepeady rojoca.

Ceronns cranaapt GPRS nopnepxxuBaeTcst U KpymHEUIIIMMU POCCUCKY-
MM onepaTopamu cotoBoii cBsi3u — MTC u «bu JlaiiH».
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MHTepaKTMBHoe TenesngeHuve

HMHTepakTBHOE TeneBUAEHYE, KaK M MOOMIIbHAS TeJle(pOHMS, TPUOOpeTaeT
Bce Ooiblliee pacnpocTpaHeHre. B Mupe HacuuThiBaeTcst 1,5 MiIpa TeieBuU-
3MOHHBIX IPYEMHUKOB, YTO 3HAYMTEIHHO MPEBHIIIIAET KOJIMYECTBO Tene(oH-
HBIX aDOHEHTOB, paBHOE IIPUMEPHO 1 MIIPLI.

Hawubonee pacripocTpaHeHHBIMU YCIyTaMU, MOIy4acMbIMU KJIMEHTOM C MC-
nonb3oBaHreM STB-ycTpoiicTB, SIBISIOTCS:

*  IIPOrpaMMMPOBAHKE IIMPOKOBELIATEIbHBIX TeIEBU3MOHHBIX Tiepenad Io
KOHKPETHBIX IOJIb30BaTEICi;
ToJTydeHre MTH(POPMALIMOHHBIX CEPBHCOB: MPOrHO3 MOToIbI, HOBOCTH, OMp-
KeBast ”HopMaLys 1 T. IL.;
* TIOKYIIKa TOBApOB U YCIIYT;

* 3aKa3 M OIulaTa MHIMBMAYAJbHBIX TeJeBU3MOHHBIX IporpamMMm (Video-

on-Demand, Pay-Per-View);
+ noctyn B WHTEpHeT;

* WIPBI U T. IL
OpraHu3anysl IwiaTexeil 4epe3 MHTEPaKTUBHOE TeJICBUACHUE (CETOIHSI ISt
o0o3HaueHus1 3Toro Buma DK yacTo Mcmosb3yeTcsl TepMHUH t-commerce)
TpeOyeTCs 11T OTLIAThI;
*  TIOKYITOK TOBapOB U YCIIYT;
*  m30mpareabHO 71 orwiaTel yeiayr Video-on-Demand m Pay-Per-View
(«TU1aT! U CMOTPW»);
*  urp;
* JocTyna K MH(GOPMALXOHHBIM YCIYTaM.
Haubonee onTuMucTUHbBIE TTPOrHO3bI YTBEPXKAAIOT, YTo YKe K 2003 r. ye-
pe3 MHTEPaKTUBHOE TeJieBUACHUE OyIeT Mpou3BOAUThCS 0Kojio 30 % Bcex
YIOAJICHHBIX TUIATEXKEi.
PaccmarpuBatoTcst 1Be Mozeu BBOMA IUIATEXXHBIX JAHHBIX TIPU MPUMEHe-
HUW MHTEPAKTUBHOTO TeJIEBUACHUSI:
*  BBOJ JaHHBIX C TOMOILIBIO MUKPOIIPOLIECCOPHOM KapThl Yepe3 KapTpu-
Iiep, MONKIIOYEHHbIN K OTIEIEHOMY BTopoMy cinoTy STB-ycTpoiicTsa;
* BBOI JaHHBIX M3 IIPOrpaMMbl 3JIEKTPOHHOIO OymaxkHMKa (electronic
wallet), XxpaHsIIIIeiicsl B yCTPOMCTBE YIIpaBICHUS TEAEBU30pa.
CeromHst Majio IMPUMEPOB MCMOJIb30BaHUs TV 11 IpoBeneHMs TpaH3aK-

it DK. IpemocraBnsgembiii kKaHaaoM SKy Digital mHTepaKTUBHEBIIA Tee-
BU3UOHHBIN cepBrc Open MO3BOJISICT MOTPEOUTEISIM COBEPLIATH MTOKYITKH,
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He BBIXOIS U3 IOMA, TI0Ib30BaThCS DJIEKTPOHHOM ITOYTOM M UTpaTh B HEKO-
TOpBIE HECTIOKHBIC UTPBI.

IMoxoxwe ycnyrn (Bkmodas DK) Hauama okasbIBaTh POCCHUIACKAST KOMIIA-
aus Temekom Prukop.

W3BecTeH Takke ripuMep coTpynHudecTsa kommanuii Future TV u Mondex
International B 06;1acTi UICHIOTB30BaHUST AJIEKTPOHHBIX KOIIIEJIbKOB Mondex.
ITo Texnonoruu Future TV 3putenu MoryTt Tenepb BbIOMpaTh, Kakue IIpo-
rpaMMbl UM CMOTpPETh U Koraa. OruiaTa yciayr MPOU3BOAMTCS C TIOMOIIIBIO
KapT Mondex. B pe3ysbraTe TeeBU30p IOJIb30BATENS CO BpEMEHEM Y3HAET
O TIPENTIOYTEHNUSIX CBOETO XO35IMHA U CaM TIpejyiaracT eMy MporpamMMbl, KO-
TOpBIE OH MOXET 3aXOTETh YBUAETb.

CylecTByIoIIasl CUTYaLMsl, BUAMMO, CBsI3aHa C TeM, YTO HEKOTOphIE TeJle-
BU3UOHILMKY CUATAIOT HOBBIE MH(OPMAIIMOHHbIEC TEXHOJIOTMH OMACHBIMU
g cebs1. 1o mocmeqHero BpeMeH OCHOBY MOTYILECTBA TeJIEBU3MOHHBIX
MAarHAaTOB COCTABJISUIO BIIAJCHUE COIEpKaHEM TiepeaaBaeMoii MHMOpMaIun
11 KOHTPOJIb Hall HUM, a TAKKe «IIPaBO COOCTBEHHOCTH» Ha aynuTopuio. [1o-
SIBJICHUE TEXHOJIOTUIA, OCYIIECTBIISIIOIINX «PACIIAKOBBIBAHUE» CONCPXKAHMS
nepenay (KaxKIblii 3pyUTelTb BRIOUpAET Mepenady, a He KaHail), a TAKKe MO/~
JIeP>KMBAIOIINX TIPUHIINI «IUIATH X CMOTPW», YIPOXKAIOT IIPUBLIYHON BJlac-
TH TeJIeMarHaToB U YCTOSIBILIEMCS CXeMe MOJYy4EeHMST JOXOIOB.

Tem He MeHee, Mepexol K «pacllaKOBbIBAHUIO» U «IUIAaTe 32 IPOCMOTP» He-
U30eKeH, MOCKOIbKY 00a 3TV MPUHLINIIA YPE3BbIYAHO MPUBJICKATEIbHBI 1JIsI
norpebutenst. HeqaBHue viccaenoBaHust mokaszanu, uto 57 % morpedureneit
MNpeArowIH Obl OIIAYMBATh TEIEBUACHYE IO IPUHLIUITY «IUIaTA U CMOTPU».

Kax yxxe ormevasoch, DK ¢ nomorpio TV momkHa cTaTh HanboJjiee pacipo-
CTpaHEeHHBIM CIIOCOOOM MPOBEACHUSI 3204HOM TOProBiu. [1o naHHBIM OTpo-
ca, npoBeaeHHoro Gallup 1o 3aka3y Pace Micro Technology (Pace Micro
Technology siBnsiercs kpymnHeiiimM B EBporie mpousBoauTeeM TeJaeBU31-
OHHbBIX LIU(PPOBBIX IEKOAEPOB U YCTPOUCTB Set-top-Box; KoMmaHus BbITyc-
tina 2 500 000 mpucTaBok digital set-top box), 42 % pecrOHIEHTOB OTBe-
TWIM, YTO TIPEATIOYUTAIOT UCTIONbB30BATh TeJEBU3MOHHbIE TIPUEMHUKU JIJIsT
npoBeneHus oneparit DK. Ipu aToM rmpumMepHo 25 % pecITOHIEeHTOB OTBE-
TWIM, YTO He OYIyT UCIOJIb30BaTh TEXHOIOTHIO DK HU MpU KaKux 00CTOSsI-
TenbeTBax. Cpeny Tex OIMpOIIEHHBIX, KTO cOOMpaeTcsl KOoraa-HUOyab MC-
rronb3oBath DK, 59 % CKITOHSIOTCS B MOJTb3Y HHTEPAKTHBHOTO TEJICBUICHS,
a 37 % — B TOJB3Y TTePCOHATIBHBIX KOMITBIOTEpOB. [Ipr 3TOM, KakK 3TO HH
MOKaXeTcsl CTPaHHBIM, Cpeld KOMITbIOTEPHOIO TOKOJIeHUs (MoJIofble
mony ot 16 1o 24 j1eT) Mo ronel, MpeaIToYNTAIOIINX MHTEPAaKTUBHOE Te-
JIEBUJIEHWE TEePCOHATbHBIM KOMITbIOTEpaM B KauecTBe CpelcTBa IpoBee-
aus DK, cocrasiser 65 %.

4-2103
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KpaTkoe onucaHmne COCTOSHUA pPbIHKA
3N1IEKTPOHHON KOMMepLuuun

CocrosiHue pbiHKa B Mype

O0Bembl onepanuit yepe3 MHTepHeT mocTosiHHO pacTyT. B 1995 r. 060-
pOT TMPOJaxX/MOKYIOK 1o MHTepHery cocTtaBisul okojgo $300 murH
(Coopers&Lybrand). ITo ganabiM Kommanuu ActiveMedia oOmii 00beM
CIIEJIOK B paMKaxX CHCTEM 2JIEKTPOHHOM KOMMepItnK B Mupe B 1996 T. cocra-
Bt $2,7 muipa, a B 1998 1. soctur $73,8 mupa. 1o qaHHBIM OTYETA KCCIIENO-
Baresnbckoil kommanuu eMarketer, B 2000 r. MUpOBBIE 0OOPOTHI MO JEK-
TPOHHOU KoMMepLmu coctaBuian $185 mipm, B 2001 r. oHn yBenmyarcs
1o $336,2 mupm, B 2002 1. — cocrasar $684,3 mupm, a B 2003 T. JOCTUTHYT
$1,26 TpiH.

IToxoxas onenka mist 2003 1. maercs kommanueit IDC. TTo mporaozam IDC
K 2003 1. 06BeM orrepariit DK mocturnet yposHs $1,3 TpaH. Oxumaercs,
yto K 2005 1. 6onee 10 % Bcex TOProBBIX OMepalii B MUpe OyIeT MPOU3BO-
JIATHCS C UCITOJIb30BAHUEM CPEICTB JIEKTPOHHOI KOMMEPIIH.

AHaimmnky eMarketer yrBepsKIaioT, YTO B OOIIMX JOXOJaX 3JIEKTPOHHOMN
kommepuuu B 2000 1. gons B2B cocrapisiia 79,2 %. B manbHeitiem sta
J10J1s1 OyzeT ToNbKo yBeanmuuBaThest: B 2001 1. oHa coctaBut 82,5 %, a k 2003 1.
nocturHer 87 %.

ITo onenkam kommannm Forrester Research B 2004 T. 060pOTHI 3JI€KTPOH-
HOI KOMMEPLIMM B KOPIIOpAaTUBHOM ceKTope coctaBar $2,7 tpau. Ilo
MHEHUIO aHAJIMTUKOB POCT 00BbEMOB OY/IET IIPOMCXOIUTH B OCHOBHOM 33 CUET
pbIHKOB EBporibl 1 A3uarcko-THUXOOKeaHCKOro peruoHa. bojiee 1moaoBUHEL
TpaHzakuuii DK (okomno 51 %) 6yner ocymiecTBisThest B CeBepHOI AMEpUKe.
O0BeM BTOPOTO MO BeTMUMHE, A3MaTCKO- T MXOOKEaHCKOTO PhIHKA, COCTABUT
23 % ot Bcero oobema DK. JInmgepoM B 5TOM pervioHe ocTaHeTcs SIToHusI.
O0BeM eBpOIENCKOro phIHKa oLieHHMBaeTcd B 22 % ot Bcero oobema DK.

ITo nporHo3am uccrienoBarenbckoro 1eHtpa IDC, moxomsl eBpomneicKux
B2B-kommanmii, cocrasusiume B 2000 1. 61 mapmespo ($57,3 mupa), xk 2005 1.
B3JIeTIT 00 1,5 TpiH eBpo. CaMbIM IMHAMWYHO pa3BUBAIOIIMMCS Ha-
MpaBJieHUeM eBporieiickoro B2B-06u3Heca B ciemyiolye yeTblpe roma Oy-
IIyT TOprowele Toanku B MaTepHeTe (emarketplaces). B Teuenue neprona
10 2005 1. 3T TIOIAAKY OyAyT IIPUHOCUTH HanboJIee BBICOKUI TOXOM, KO-
TOpPBI OyIET CKJIaAbIBaThCS MPEUMYILIECTBEHHO U3 MOCTYIJIEHUI OT 3JIEKT-
POHHBIX CIACJIOK, 3aK/IIOYCHUS MapTHEPCTB U JOINOJIHUTEIBHBIX YCIYyT, Ta-
KH1X KakK, HalIpuMeEp, BHCKTpOHHbIﬁ KOHCAJITUHT.
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JIunepom peiHka B2B-koMMeprym B Omvkaiiiime roasl octanyTest CIIA —
B 2003 r. 11X 10JIs1 Ha 3TOM pBIHKE cocTaBuT 59 % ($ 747 muipr). Io mporHo-
3am eMarketer, mo 2003 r. OyzeT HaOIIOIAThCS POCT ITOMYJISIPHOCTH OHJIAl-
HOBBIX TOPTOBBIX TUIOIIAIOK 1 OUPK. ByIyT yCI0KHSTHCS M COBEPIIIEHCTBO-
BaThCs MpejiaraeMble UMM ycayru. [TpuuemM oCHOBHBIMU UTPOKaMU Ha 3TOM
PBIHKE CTaHyT HeOoJIbIlMe KoMaHuu. Celiyac B OHIaifHOBOI TOPTOBJIe MPH-
HHMAIOT y4acThe TONBKO 8 % MaltbIx KoMIaHuii, HO K 2003 T. UX J0JIsT BO3-
pacrer 10 72 % W MX JOXOIBI OT 3TOM AeaTeapbHoCTH JocTUrHYT $230 Mip.

ITo ganHeM koMmmaHuu Boston Consulting Group (BCG) B 1999 1. cKo-
POCTb pPOCTa TOMOBOTO OOBEMa OITEePaITiii, BBHITIOHEHHBIX Yepe3 CUCTEMBI
anekTpoHHOI KomMepunu (DK), coctaBmia okoio 200 % mns EBporsr
u 145 % ma CLIA.

B uerBeprom kBaprase 2000 r. ameprKaHLbI toTpaTiid $ 8,562 Mipa B ceKTo-
pe B2C u BriepBbIe B MCTOPUH TlepelliarHyiy pyoex B 1 % ot o011ero oobema
po3HMYHBIX Mpofax B CIIA.

B otuere Jlenmapramenta Kommepuuu CIIIA roBopuTcs, 4To 3a epuon
¢ OKTAAODs 110 meKabph 2000 T. aMeprKaHIIB Kyt Ha 35,9 % Gomblie To-
BapoOB, YeM 3a MPeIbIIYIIMii KBapTal, YTO CBUAETELCTBYET O HeocnabeBa-
JOIIEM MHTepece K MOKynKaM yepe3 MHTepHeT B AMepuKe, 1axe HECMOTPSI
Ha o0I11Iee 3aMeIIeHr e pa3BUTUSI 5KOHOMUKU. JInaepcTBo B EBporie 1o urc-
JIy mo0uTeneii aqenath Mokynku yepe3 MHTepHer npuHamiexuT [Benuu,
I7ie TAKMM CITOCOOOM ITOKYIIAIOT TOBaphl 2,5 % HaceneHus ctpaHbl. Kak mo-
KazaJio ucciefoBaHrue KoMnaHuu Jupiter Media Metrix, 41cClIo MTHTEpHET-
nosib3oBarenieit B LBeruu mocturio pekopaHoro ypoBHs. CorlacHO 3T0-
My ucciegoBanuio, B ¢pespaie 2001 r. 4,23 MJIH IIBEIOB BBIXOAWIN
B MHTepHeT. B 061eii cinoxkHoctn MIHTepHeT ucnosnb3yeT 59 % Bcero Hace-
JIEHUSI CTpaHbl B Bo3pacTe oT 12 1o 79 JIeT, 4To COoCTaB/sIeT MaKCUMATbHbIN
ToKa3aTeJib CPeIU eBpONeicKUX cTpaH. 65 % MyXurH U 54 % KEeHILMH XOTS
Obl OIMH pa3 B Mecs1l BbIXoAST B UHTepHeT.

«HecmoTps Ha 6o11ee HU3KYIO CTETNIEHb Pa3BUTHS SJICKTPOHHOM KOMMEPIIVH,
I'epmanus u BenukoOputaHus SIBISIIOTCS HanboJsiee BaKHBIMU PhIHKAMU
Giarozaps pasmMepaM Mx SKOHOMUKHU. Bmecte oHu cocrasistioT 60 % eBpo-
MeCKOro prlHKa 1 OTBEYAIOT 3a OOJIBLIYIO YAaCTh pOCTa B aOCOMIOTHOM 3Ha-
YeHUHM (B TOM YHCJIe TPEXKPATHOTO POCTa B TEUEHME OMHOIO T0/Ia)», — IOBO-
purcs B otdyete Boston Consulting Group.

He6osnbinas nons nponaxk yepe3 MHTepHeT Bo ®@paHLIMKU OOBSICHSIETCS Ha-
LMOHATbHOM crierpukoil. Yxe 20 et Bo @paHIIK pacipocTpaHeHbI elie-
BBIE ycTpoiicTBa Minitel, TO3BONSIONINE BXOOUTh B HEKMIT HAITMOHAITLHBII
a”ajor UHTepHeTa 1 nejaTh TaM MOKymnku. OOOpOT B 3TOM CETU IPEBbI-
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maetT 00opoT MHTepHET-TOProB/id B JTIO0OI JpYyroil eBpomneicKoil cTpa-
e — $1,32 mupa.

3HauYUTEeIbHO OTJIMYAIOTCSI METOMbI TU1aTexeit. B 'epmMaHum 1 ckaHayMHaBC-
Kux crpaHax MeHee 20 % TOKyIoK yepe3 MIHTepHET oImIauymBaeTcst KpeauT-
HbIMU KapTamu, a B bputanuu, ®panuun 1 Vtanuu KpenuTKy UCOb3Y-
I0TCSI OYeHb IIMPOKO. bosee 90 % oHIaltHOBBIX I1aTeXeil Benukodpuranum
OTUIauMBaeTCsl KapTOYKaMHU.

K 2003 r. mo nporHody Jupiter Communications nokymnku yepe3 MHTepHeT
B EBporie OymyT coBepiath 40,2 MJTH YeIOBEK.

CTpyKTypa 37eKTPOHHBIX MOKYIOK B 1998 r. umena cienyrommii Bu:
* KOMITbIOTEPHI ¥ KOMIUIEKTYIOIIME K HUM — 44 %;

* mpoaaxa aBuadbuiaeroB — 23 %;

s KHUMU - 14 %;

* My3BIKJIbHBIE 3aIcH — 5 %;

* mporpammel — 5 %;

« 1mpoyee-9%.

Oxupaercsi, 4To 10JIsl TIPOaK aBUAOWJIETOB B OIVKAMIIIME TOIbI YBEJTUUUT-
cs1 110 35 %, B TO BpeMsT Kak JOJIs POIak KOMITBIOTEPOB, HA000POT, YMEHbB-
mmrest 10 16%.

CoracHo oTueTy, mpoBeacHHOMY KoMmaHueii Census Bureau, monb3oBare-
ym UarepHera B 2000 r. moTpaTyiay Ha MOKYINKU $28 MiIpa, 4To MpeBBICUIIO
aHaJIorMyHble rmokasaresu 3a 1999 ($17,3 mapn) u 1998 romer ($7,7 mapm).
IMonbk3oBatenu MOTpaTUIM OOJbILIE BCETO AEHET Ha MOKYIKY aBUAOUIETOB —
$7,8 Mipn (27,9 %) . Hanokyriky ITK B iHTepHeTe Obut0 TToTpadeHo $5,1 Miipa
(18,2 %), a Ha GpoHnpoBaHue HoMepoB B oreliax $2,1 mupx (7,5 %). Ipu
aToM depe3 MHTepHeT mponsBommtoch 24 % Bcex Mpoaak KOMITBIOTEPHOTO
obopynoBaHus. Ha TOKyIiKy mmporpaMMHOI0O o0ecIieueHusI MOJIb30BaTe
norpatvii $1,3 mipn (4,6 %), uto cocrasuiio 21 % ot Bcero oobeMa JaHHO-
ro pbiHka. 1o mporHozam 3Toi e KoMITaHUU 00beM TTponax B cekTope B2C
B 2001 r. cocraBut $ 65 Mipa. Takum o0pa3oM, poCT 3TOTO CEKTOpaA dJIEK-
TPOHHOM KOMMEPLIMU cocTaBiisieT 46 % B rof.

CornacHo nocnemHeMy otdety kommannu Boston Consulting Group o6bem
rponax B cektope B2C B 2000 r. paBnsuics $44,5 mnpm, yro cocraswio 1,7 %
OT BCero o0beMa B POZHUYHOM CEKTOpE.

HabuparoT 000poTEI 1 HOBBIE BUIBI AJIEKTPOHHBIX TTOKYTIOK. Bce 6osee 110-
yJISIPHOM CTAHOBUTCS TOProBJIst uepe3 IHTepHeT 1ieHHbIMU OymMaramu. Tax,
no uroram Tieporo kBaprana 2000 r. 00beM TOProB LIEHHBIMU Oymaramu
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BhIpoc Ha 69 %, a pa3Mep aKTHBOB CUETOB ITOJIb30BaTE/ el BIIEPBbIC IepeBa-
ot 3a $1 TpiH. JIugepoM phiHKa sABIsieTCs OHJaiiHOBLI Opokep Charles
Schwab. Ha Bropom mecte E-Trade.

MHTtepHeT MeHsieT ¥ (popMbl TOPTOBIU. BoJIbIION MOMYISIPHOCTBIO MOJb3Y-
I0TCS 3JIEKTPOHHBIE ayKIIMOHbI, TIPEBPALIAIOIINeCs U3 YBIIEKATSbHON K-
30TUMKU B OCHOBHOI CITOCOO TOPTOBJIM B BUPTYaJIbHOM 9KOHOMUKeE. 1o MHe-
HMIO KCIIEPTOB, 00BEM TIPOAAX Uepe3 MOTPEOMTEIbCKIE ayKIIMOHEI OyIIeT
crpemurenbHO pact oT $1,4 mupn B 1998 r. mo $19 mupn B 2003 r. MHTe-
pecHo, uto B 1998 1. 75 % Bcero oobeMa npoIax Ha ayKILMOHAX COCTABJISLIN
KOMIIbIOTEPHBI M BCe, 4TO ¢ HUMU cBsizaHo. K 2003 . ata mudpa ymnazgeT 1o
27 %. Hanboiee KpynHble M3BECTHBIE KOMIIbIOTEPHBIE ayKLIMOHBI: OnSale,
uBid u Cyberian Outpost.

Cpemy ayKIIMOHOB IUTS TTOTPEOUTENeil MOXKHO BBIIEIUTH IBE KPYITHBIC Ka-
TErOPUM — TIPOJIAXKA OCTATKOB U TOPTOBJIST KOJUIEKIIMOHHBIMU TIPEIMETAMU.
OnSale, Cybershop, Sharper Image u Cyberian Outpost IIpomaroT oCTaTKu,
a HeIaBHO 3aITyIIeHHBIN KoMIaHueil Amazon ayKIIMoH Auctions, ¢ KOTo-
PBIM TTOAMMCATNA JOTOBOP O COTPYIHUYECTBE YKe OKOoJo 170 TOpProBIIEB,
OPUEHTUPOBAHBI Ha KOJIEKLIMOHEPOB aHTUKBApHaTa, MApOK, MOHET, KOMUK-
COB U CTapbIX TUIACTUHOK.

AYKIIMOHBI paCpOCTPAHSIIOT CBOE BJIUSIHIE HA CaMble pa3HbIe 00J1aCTU TOp-
rOBJIM. DKcnepThl KoMImaHuu Forrester nmpenckasbpiBaloT, YTO OY€Hb CKOPO
BCE — OT MaeK JI0 aBTOMOOMIIet — OymeT npomaBaThes yepe3 MIHTepHeT 1Mo
JIOTOBOPHBIM LieHaM. MeHSIThCsl OyleT U CTPYKTypa ayKUuoHoOB. B 1998 r.
70 % Bcex ayKIIMOHHBIX TIPOIAK COCTABUIIU TIPOIAXKHU «OT OIHOIO YeIoBeKa
Jpyromy», a octanbHble 30 % Gbitu rpomaxku B cekrope B2C. B 2003 r. nosns
MIOCJIEMHNX BO3pacTeT 10 66 %.

B 3akitoueHue, roBopsi 00 ayKIMOHAX, HEJb3sl He YITOMSIHYTh KPYII-
Helmmii aykumoH eBay. Ha ragaimo 2000 r. pplHOYHAsT CTOMMOCTD aKIIAi
aToro aykuuoHa coctasisuia $18 mupa. Ha aykione eBay 3aperncrpu-
pOBaHO 4 MJIH KJIMEHTOB. AYKIMOH MOIIEPXUBaeT okoyo 90 Temaruye-
CKUX TPYIII, 4TO TIPUBJIEKAET K HEMY MPOAABILIOB — IPOJaBlia MHTEpeCcyeT
He 00lIllee YMCI0 KJIMEHTOB KaKOTo-JIM00 ayKIIMOHA, a YKMCI0 KIUEeH-
TOB, MUHTEPECYIOIIUXCSI €r0 TOBApOM (HAXOSIIMXCS B €0 TeMaTU4eCKO
rpy1re).

PacckasbiBast 00 271eKTPOHHBIX ayKIIMOHAX M OMpPXKaxX, HeJIb3sl He YIIOMSI-
HYTh U TaKMX MOHCTPOB, Kak MetalSite (Toprosis Metayiom), World
Chemical Exchange (pa6otaer ¢ 4000 XuUMHU4YeCKIX KOMIIAaHMIA, TIpOaaio-
IIMX ¥ MOKymnammux Ha ee Web-y3ie M3NUINKKU NpoaykKuum), Ariba
u Commerce One.
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CocTosiHue pocCuINCKOro pbiHKa

B Hacrostiee Bpemst B Poccuu cyiiecTByeT phIHOK TOBApOB M YCIIYT, IJIS
OTLIaThI KOTOPBIX CPEICTBA 3JICKTPOHHON KOMMEPIIMH SIBJISIIOTCS YIOOHBIM
TUIATEXXHBIM MHCTPYMEHTOM. K 9MCITy TaKiX TOBapOB M YCIIYT OTHOCSITCS:

* OpoHHMpOBaHME 1 IIponaxka OMIETOB (aBUAOMJIETOB, OMJIETOB Ha ApPYTrUe
BUIBI TpAHCTIOpPTA, OUJICTHI B TeATPhl, KUHO U T. I1.);

* IIpomaka KOMITBLIOTEPOB, HOYTOYKOB, IIPUHTEPOB, MOHUTOPOB, CKAHEPOB,
MPOrpaMMHOTO 00ECTIeYeHNs1, CETEBOT0 000PYI0BaHMS, KOMILIEKTYIOIINX
UT. I.;

*  TIpoAaXa KHUT Y U3MAHWI, KOMITAKT-IMCKOB, ayIlO- W BUIeOaIapaTyphbl;

* pe3epBUpPOBAaHME U OIUIATa MPOXUBAHUS B TOCTMHUIIAX;

* OIUIaTa IoJb30BaTeIsIMU MIHTepHETa YCIIYyT CBOMX OIEpaTOPOB IOCTYIIA
kK UHrtepHer-nipoBaiinepy (Internet Service Provider, ISP); ceronns
B Poccrut HacumteiBaetcst okoso 150 aktnBHEIX ISP;

* oIulaTa MoJib30BaTeJIIMU YCIyT KOMMYHUKAIIMOHHBIX CUCTEM OOILIETO
T0JIb30BaHUSI (COTOBBIX CETEM, MENUIKMHIOBBIX CUCTEM U JIPYTUX);

*  mpodaxka TYPUCTUYECKUX IYTEBOK;
* MOAIMCKA Ha pa3lNyHbIe YCIYTH (HarpuMep, ra3eThl U XKypHAJIbI);
*  MpoJaxa MPOAYKTOB IMUTAHUSI;

*  TIpoAaxka MeIUKaMEHTOB,;

* oIlIaTa KOMMYHAJIBHBIX YCITYT;

* TIpomaxa MpOrpaMMHOIO 00eCTICUeHUSI.

ITo cambiM rpyobIM o1ieHKaM B 1999 1. ronoBoii 00beM oneparyii 1o seK-
TpoHHOI KoMMepumu B Poccun cocrasistn $1 mutH (Ha ¢poHe mpuMepHO
$ 130 mypz B Mupe). 1o nanHbIM KoMITaHuM € TopS, 06beM pbiHKa DK B 1999 T.
cocTaBsut mpuMepHo $1,5 MitH. B COOTBETCTBUM € pa3IMYHBIMU OLIEHKA-
mu B 2000 r. o6opotel DK cocrasustam $10—45 muH. B yactHoCcTH, 110
JaHHBIM MHBecTULIMOHHOM KoMitaHny RuNet Holding coBoKyIHBII 00beM
OK cocrapnsn B 2000 r. $12 mutH. Tlo ganubeiv A. T. Kearney, cymmapHbIii
000pOT POCCUICKOTO PHIHKA 3JIEKTPOHHOM Toprosiar B 2000 r. paBHSIICS
$40 mH.

B Poccun monst onepaumit 9K ot 0o011ero ToBapoodopoTa HAXOAUTCS Ha
YpOBHE COTBIX Aosieit mpoueHTa. IlpeacraBurenu poccuiickoro oguca
Boston Consulting Group IIporHo3upyIOT pocT 00beMa JICKTPOHHOI KOM-
mepin B Poccun B 2003 1. 10 $400-600 MtH. TIpy 3TOM COOTHOIIIEHUE
3JICKTPOHHOM KOMMEPLIMU K OOIIEMY TOBApOOOOPOTY MODKHO JOCTUTHYTD
0,25 %, uro 6ymer coorBercTBoBaTh ypoBHIO CIIIA B 1998 1. Takum oGpa-
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30M, M0 3TOMY KpuUTepuio orcTaBaHue Poccun ot CeBepHOI AMEPHKH B 00-
nactu DK cocTaBisieT IpUMEpHO TIATH JIeT.

Boston Consulting Group nporHo3upyet B 2003 r. cpeaHuii 060poT poc-
CUICKOM OHTaitHOBOM TOprosiu B $50—60 B ro Ha KaXIoro MmojIb30BaTelIs
HHaTtepHeTa, 9to coctaBuT 0KojIo 1 % oT ero noxona. J10Xom 5ToT, 3aMeTHM,
OyzeT BABOE BBIIIE, YeM y cpeaHero rpaxkganHa Poccun. Ceiuac e moxo-
JIbI TTOJIB30BaTENEN, UMEIOLIMX JOCTYIT U3 JoMa (25 % oT o0lLLero ymcia),
B 5—6 pa3 BhbIle cpemHux qoxomoB 1o ctpaHe. K 2003 r. KommuecTBo Mojb30-
BareJsieli IHTepHeTa ¢ HU3KOM IIaTeXKeCIOCOOHOCThIO, BXOIAIIMX B MIHTepHET
yepe3 00pa3oBaTelibHbIE M HAydHbIE YUPEXKIEHMsI, COKPATUTCS C HBIHEITHUX
25 % 1o 10 %, a KoM4YecTBO JOMAIIHMX MOJIb30oBartesieit Bozpacrer 10 40 %.

Tem He menee, ananutuku Boston Consulting Group He TIpeapeKaioT 10
2003 1. MaccoBOro MPOHWKHOBEHMST HA POCCUMCKUI PHIHOK aMEePUKAHCKUX
OHJIATHOBBIX MPOAABLIOB. B oTiMume OT eBporeiickoro ppiHka B Poccun He
pa3BuTa HeoOxomuMMmas sl 3Toro uHdpacTpykrypa. Ckopee oxugaercs
nosieieHue MHTepHeT-KOMITaHui 2-3-TO ypOBHSI, HAIIpUMeEp CKaHIWHA-
BOB M TypoK. HarisinHbIM MprUMepoM CITyKUT UX SKCITAaHCUST HAa TPaIUIIMOH-
HOM PbIHKE — JOCTaTOYHO B3MIsIHYTh Ha MarasuHbl IKEA u «Pamcrops».

B otHOmIeHnm nporao3oB pa3suths B Poccum perika B2B mATEpec mpen-
CTaBJISIIOT BBIBOABI aHAJUTUKOB PEUTUHIOBOTO areHTCTBa «DKcrepT PA»,
clenaHHbie B 3aBepiiieHHoM B Havaste 2001 1. otueTe-uccnenoBanum «Ilepc-
MEKTUBbI Pa3BUTHSI MEKKOPIIOPATUBHOIO 3JIEKTPOHHOIO OM3HEcCa B MpO-
MblnieHHocT Poccrmy». B coorBercTBum ¢ atiM otdetoM K 2005 T. oOmmii
00beM OrepalMii MeXIy POCCUICKUMU TIpeanpusITUsIMU depe3 MHTepHeT
MOXeT cocTaBUThb $2,8 Mitpa. JIaHHBIA [TOKA3aTeNb PACCYUTAH IIPU YCIOBUU
COXpaHEHMSI TeX ITO3UTUBHBIX TEHICHIINI, KOTOPbIe HAOMIONAIOTCS B POC-
CHICKOI1 TIPOMBIIIICHHOCTHU B ITociienHee BpeMs. I1o mporHo3am aHamImTH-
KOB PEMTHMHTOBOTO areHTcTBa «DKcnepT PA» depes Tpu-4eThIpe roma poc-
CUIiCKHMe KOMMAaHWU MOTYT BCTYMUTb B (ha3y aKTUBHOTO OCBOCHUS
MEXKOPIOPAaTUBHOTO 3JICKTPOHHOI'O OM3HECa ¥ B3aMMOOTHOILIEHMST MEXKITY
YYaCTHMKAMM PBIHKA MPUMYT OoJiee LMBUJIM30BaHHbINA Xapakrep. TeM He
MEHee, 10 OLIEHKAM aBTOPOB OTYETa, B OMDKauIeM OymaylieM JJaBUHOOO-
Pa3HbIf pOCT MpoJaX MPOMBILIIEHHOM TTpoaykiu B Poccun uepe3 MHTep-
HeT MajoBeposiTeH. Ckopee Bcero, m0 2003 r. poccuiickuii B2B-pbiHOK
OyIeT ITPOXOAUTD 3Tall CTPYKTYPHOM OpraHM3allii, TP KOTOPOM CTOMMOCT-
HBIE TIOKAa3aTeI 00beMa phIHKA OyIyT HEBEIMKU.

AnHanutuyeckuii noknan «[lepcrekTuBbl pa3BUTHSI MEXKOPIIOPATHUBHOTO
3JIEKTPOHHOTO OM3HECa B MPOMBILIIEHHOCTH Poccuu» coctaBiieH Ha OCHO-
Be 6a3bl JaHHBIX PEATUHIOBOIO areHTCTBa «OKcrepT PA», MmatepuaioB odu-
LMaJIbHBIX cTaTcTHYecKux opraHoB (I'ockomcrata P®, I'TK P®) u ceene-
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HUI BETOMCTBEHHOM OTYETHOCTH. TakKe IJIs TIOyJIEeHUST TOTTOTHUTETbHOM
nHdopmalu ObUTO TIpoBeneHO aHkeTrpoBaHue 200 Bemylmx KOMITaHU
Poccum 1 ceprst MHTEPBBIO € TO-MEHEIKepaMy KPYITHEUIIINX OTEYECTBEH-
HbIX Kopriopaimii. KoHcynbTaHTOM uccenoBaHus Obuta KoMranus Pricewa-
terhouseCoopers.

B Poccuu ceronHst HacuMThIBaeTCsl MmoaTopa aecsatka cucteM DK u okosno
600 BUPTYaTbHBIX Mara3wHoB. B 06J1acT pO3HUYHOI TOPTOBJIM TOJIBKO TTO-
noBuHa MHTepHET-Mara3uHOB peabHO BeleT OU3HEC, a OIYTUMBII exKeMe-
csuHbIi goxon (6osee $5 ThicsY) MMEIOT IBa-TpH Aecsatka. Cpeau HUX W3-
BeCTHa ToproBasi cuctema eMatrix (Www.ematrix.ru), OpUHaIIeXallas
xonauHry eHouse. B cuctemy BXOmsiT Takve M3BECTHbIE Mara3uHbl, Kak
Dostavka.ru, Megashop.ru, Wsore.ru, Aromat.ru, Kenga.ru. CymMMapHBIii
0060pOT 3TUX MarasuHoB 3a nepsyio noyiosrHy 2000 r. cocrasun $5,7 MiH,
a B ceHTA0pe Toro xe roga — $1,79 muH.

Poccuiickum moHepom B o6actu mpoaax yepe3 MHTepHeT siBuicss Moct-
6aHK. B 1997 r. Mocr-6aHK coBMecTHO ¢ hupmoii «@opmosa Codt» 1 mpo-
1IECCMHTOBOI KoMmaHuei «MynbTiKapTa» peai30Bal TEXHOJIOTHIO 3JIeK-
TPOHHBIX TUIATEXei ¢ ucrnoyib3oBaHneM KapTouek Moct-banka EC/MC,
VISA, MostCard. IMTonxmounsiick yepe3 MurepreT Kk Web-caiity komria-
HUM «DOpMO03a», MOKHO OBbIJIO COBEPIIUTD ITOKYITKY KOMITBIOTEPOB, HOYT-
OyKOB, IMPUHTEPOB, MOHUTOPOB, CKAHEPOB, TIPOTPAMMHOTO 00ECIIeUEHNSI,
CETEeBOro 00OPYIOBAaHUS, KOMIUIEKTYIOINX M T. 1. (Bcero 6osee 1000 BumoB
TeXHUKM). MHTepHEeT-Mara3uH IT03BOJISUT B PEKUME PEeaTbHOTO BPEMEHM
MTOJTY9UTh JOCTYI K MH(OPMAIIUK O HATMIUU TOBApOB, LIeHaX, MPEeIOCTaB-
JITEMBIX CKMIKAX U JIbrotax. KpoMe Toro, st KaxkIoro ToBapa MMeIoCh €ro
M300paskeHre U KPaTKOe ONMKMCAHUE OCHOBHBIX XapaKTePUCTHK.

IIporecc omtatel moKynku B MHTepHeT-MarasnHe MocT-6aHKa ¢ UCIOJIb30-
BaHMEM TUIACTMKOBBIX KAPTOUYEK MPOMCXOII CIISAYIOIIM oopa3om. st aB-
TOPHU3ALIAY OTIepaLINK ITOKYITKY MIHTepHeT-Mara3uH aBTOMATUIECKI CBSI3bI-
BaeTCsl C TMPOLIECCUHTOBOM KomrmaHuei. [locie ycnelHol aBTopu3anuu
CyMMa IOKYITKM XOJIIMPOBAJIach (3aMOPaKMBajlaCh, HO He CIIMChIBAJIach) Ha
cyeTe KJMeHTa. 3aBepiliaiach orepaliysi IOKYIIKY repenadeii 3aKka3a 1 ohopM-
JICHMEM B MOMEHT JIOCTaBKM TOBApPOB CJIMIIA (CIEIIMaTbHOro 0aHKOBCKOTO
JIOKYMEHTa, 0(hOpMJISIEMOTO TOPTOBBIM MPEATIPUSITUEM U TTOATBEPXKIAIOILIETO
o0cCITyKrBaroIieMy 0aHKY (haKT COBEPILIEHMS ITOKYITKH B TOPrOBOM TOUKE ), HA
KOTOPOM MPOM3BOIUJICSI OTTUCK KAPTOUKU U IIPOCTABIISIACH ITOMITHMCH KITU -
eHTa. ToJBKO Mocse 3TOro 0aHK CITMCHIBAT 3a0JIOKMPOBAHHYIO paHee CYMMY.
Bcenen 3a MocT-0aHKOM Ha pbIHKE MOSIBUJIMCH Apyrue urpoku. CeroaHs

B Poccnm mipomaskamu yepe3 MIHTepHET aKTUBHEE APYTMX 3aHUMAIOTCS Ta-
KHe 6aHKH, KakK Aimb(da-0aHk, Pocoank (depe3 kommanmio UCS), «IlepBoe
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00I1IeCTBO B3aMMHOTO KpenuTa» (depe3 IPOoLECCUHTOBYI0 KoMmIlaHuio STB
CARD), «Menaren (C.-IlerepOypr)», «IletpoBckmit», «Ilnatunas.

Jluist 3axBaTta TpaH3akuuu oT MHTepHeT-Mara3uHa u ee JOCTaBKU B IIaTeX-
HyIO crcTeMy OaHKM Yallle BCErO MCIIONB3YIOT TEXHOJIOIUIO BUPTYaIbHOTO
POS-cepBepa. OcHoBHasi QYHKIIUSI TAKOTO CepBepa COCTOMUT B TOAKITIOUE-
Hum TII K mmaTexxHoi crucTeMe Ha OCHOBE HECKOJIBKUX 3apaHee OroBOPEeH-
HBIX MHTepdEicoB, a Takke B MOJIYYCHUU JAHHBIX OT Bialeblia KapThl.
Taxkum obpazom, wis TII obseryaercs 3agada Hayaua 6e3HATMYHBIX pacye-
TOB IO TUIACTUKOBOM KapTe. Kpome Toro, peKBU3UTHI KapThl He M3BeCTHHI 111,
YTO SIBJISIETCS] BaxKHBIM (DaKTOPOM TIpH obecriedeHnn 6e3ormacHocTy B MH-
TEPHET-TOPIOBJIC.

CepBep Assist (pa3paboTka ¥ COOCTBEHHOCTb METePOYPrcKOil KOMITAHWU
«Pexcod1») siBNSIETCS HAa CErOMHSIIHUI I€Hb CaMbIM W3BECTHBIM BUPTY-
anbHbIM POS-cepBepoM B Poccun. Cepep Hayall cBoro padboty B Mapte 1999 1.
M CETOIHS Yepe3 Hero paboTaroT HeCKOJIbKO aecsaTkoB TII. Cxema pacueToB
C TIOMOIIIBIO TIITACTUKOBBIX KapT B CHCTeMe Assist IToKa3aHa Ha puc. 1.2,

Noxynatens MaraawH

_ Hocraeka Tosapa

o 1
o Banpoc Ha ormaw 3akasa %
- =~ e s (1>

Beog MNepeappecaymn
; A napameTpos nokynarana /-__ s
i ., ol %
E H A \} \\ Kaproum (SSL)  Ha aBTOPWU3ALMOHHYIO 7 A /\,EIJ [ ]
cucTemy i d Peaynerat (10 m
&7 Y
E H PasyanaT\} / asTopuaaLum §:
£ | | aBTopM3aaLmn ‘-\\ &
o 1 .\ =3
T . 8
31 N =i
[= o
% | || @
2 | | g
g || 2
T O
g | T 3anpoc |
5 | w >._Ha asTopuaauvio | |
5(0) Peasynetar
c .l' L aBTopM3aLum
3anpoc DY i a
H_a aBTOpU3aL W 3aKpsiTsie \'\.
: | Ganxocve | T
C B — ) catH
Peaynerar
aBTOPHU3aLIMK T
BaHk-amuTeHT Bamk

Puc. 1.2. Cxema pacyeToB B cucteme Assist



50 Tnaea 1. Kpatkuin 0630p pblHKa SNEKTPOHHON KOMMEPLMA

IMokynatens yepe3 MHTepHeT noaxkimodaercs K Web-cepsepy TII, hopmu-
pyeT KOp3HUHY TOBapOB U BHIOUPAET B KAUECTBE CIIOCO0A OIIaThl MJIACTUKO-
BYIO KapTy.

TIT dopmupyeT 3aKa3 u nepeaapecyeT Mokyraresiss Ha cepBep Assist. On-
HoBpeMmeHHO TII mepemaer Ha cepBep Assist mpentndgukarop TI1, Homep
3aKasza U ero CyMMmy.

Cepsep Assist ycTaHaBIMBAET ¢ MOKyMaTe/IeM 3amuiieHHoe SSL-coenuHe-
HUe (oapobHee CM. Jaliee) U MPUHUMAET OT MOKYIAaTes MapaMeTphl ero
KPEIUTHOM KapThbl (HOMEP KapThl, BpeMsI OKOHUAHMS €€ ACCTBUSI, UMSI Iep-
Karenst kaprouku, CVV2/CVC2 u, BO3MOXHO, HEKOTOPYIO APYIYIO WMH-
dopmanuio). K orare nprHUMAIOTCS KAPThl BCEX M3BECTHBIX MEXIyHAPOI -
HBIX M OTEUECTBEHHBIX IUIATEXHBIX cUcTeM, BKmodast VISA, Europay/
MasterCard, American Express, Diners Club, JCB u STB CARD. Takum
00pa3oM, KoHUIeHIHAIbHAs MH(POPMALIUS O PEKBU3UTAX KapThl HE Mpe-
JIOCTABJISIETCSI TOPrOBOMY ITPEIITPUSITUIO.

CepBep Assist ITIpOM3BOINUT 00paOOTKY ITOIyYeHHOM MH(pOopManuu (B Yac-
THOCTH, COBEpIIACT IIPOBEPKY PEKBU3UTOB KAPThl HA UX IIPUHAJICKHOCTD
K pa3nuuHbiM Negative-daiiiaM, comepXaliuM HOMepa CKOMIIPOMETH-
POBaHHBIX KapT, a TAKXKe HEKOTOPYIO OTHOCSIIYIOCS K HUM MH(OPMALIHIO)
¥ (OpMUpYET aBTOPU3ALIMOHHBII 3aIIpoc IS IIepeaadu ero B IUIaTeXKHYIO
CHUCTEMY.

CepBep Assist mojydaeT U3 CeTU OTBET Ha aBTOPM3ALIMOHHKIN 3ampoc. Eciu
OTBET CONEPKUT OTPULIATENIbHBIN KON OTBETa, TO CEpPBEp MepeaacT OTKa3
TOKYTIaTeJIlo C OMUCcaHueM MPUYMHBI 0TKa3a, a TIT — ¢ HomepoM 3akasza.
Ecnu oTBeT comep:KUT MOJIOXUTETbHBIN KO OTBETa (TpaH3aKLIUS pa3pelie-
Ha), cepBep MepeaaeT Mara3uHy IOJOXKUTEbHbBIN pe3yibTaT aBTOPU3aLIUM
C HOMEPOM 3aKa3a, a TAKXKe MOJIOXKUTETbHbBINA KO ABTOPU3ALIAN ITOKYIIATETIO.

IlepBeiM TIOMB30BaTEIeM yCIyr BUpTyadbHOro POS-cepBepa Assist ObLT
0aHK «ITnatnHa», hakTUYEeCKN OXUBUBIIMIL cBoi TIpoekT CyberPlat ¢ mo-
MoLIbIO pellieHrst KomnaHum «Pekcodt». [Tpoekt CyberPlat, 3amyieHHbiii
B MapTe 1998 r., nepBoHaYaIbHO MPEAOCTABISI YCAYTY OIJIaThl AOCTyMa
B WHTepHeT mosb3oBatesisiM JleMoc (OMUH U3 KPYMHEHIINX POCCUMCKUX
ISP) ¢ ncnonbzoBaHueM MI1acTUKOBBIX KapT. JLJist coBepIiieHrs MOKYIKA
B cucteMe CyberPlat KueHT 1o/KeH ObUT 3aperuCTpUpPOBAThCs B CUCTEME
Ha caiite CyberPlat, ckayath ¢ Hero crieLiMaabHOe MPOrpaMMHOe obecreye-
HUE U YCTAaHOBUTh €r0 Ha CBoeM Komribiotepe. [1pu aToM B 6anke «I1natu-
Ha» 7151 KJIMEeHTa aBTOMaTUYECKU 3aBOJIMJICS CUET, HA KOTOPBIN MOKYIaTes b
JIOJIKEH ObLT MOJIOXUTH ONPeNIeIEHHYI0 cyMMY JieHer. C 3Toro cyera rnpous-
BOJIMJIUCH PACUEThI 32 AJIEKTPOHHbBIE MOKYIKU KIIMEHTA.
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Ouesnano, yto cxema Cyber Plat Obu1a 3aMKHYTOM, MOHOOAHKOBCKOM 1 MOT-
JIa pacCYUTBIBATh HA YCIIEX B BeCbMa OrpaHMYEHHOM CEKTope OM3Heca (Ha-
MpUMED, TIPU OILIATe YCIYyT BHYTPU 3aMKHYTOTO COOOIIIECTBA TTOKYIaTesIei
M TIPOJABLIOB).

C 2000 r. ycmyramm Assist cTajy IOnb30BaThesl IuiaTtexHast cuctema STB
CARD u Anba-6ask. B pesynbrare corpyaHudectBa ¢ STB CARD Ha cep-
Bepe MOSIBUJIVChH JOMOJHUTENIbHbIE BO3MOXHOCTH, BKITIOUAsl «3axBar» JO-
MOJTHUTEIBHBIX JaHHBIX 0 Kapte (CVV2/CVC2, nuHaMuvecKasi ayTeHTU-
¢ukaums BnanensleB kaprouku STB Card).

bank «ITnatnHa» ceromHs1 mepecTa MoJjib30BaThCs yCayraMu cepBepa Assist,
coznaB ero aHajor — cepep CyberPOS. Oneparopom cucrembr CyberPlat
sBrsieTcs: komraHust Cyberplat.com, BbiienuBiiasicss u3 6aHka «IlnatuHas.

Wnes cozmanmst BuptyanbHoro POS-cepBepa oka3azach BecbMa IJIOIOTBOP-
HOI M CerofiHg B3sTa Ha BOOPY:KEHME BCEMU OaHKAMM, 3aHUMAIOLIUMUCS
BK. Kpome Toro uro BuptyanbHbiii POS-cepsep nossossier TI1 ¢ MuHM-
MaJIbHBIMM 3aTpaTaMy BHEIPUTH OILUIATY IO IJIACTUKOBLIM KapTaM, 3¢ dek-
TUBHOCTb PELICHMII Ha OCHOBE €IMHOTO CepBepa C TOUKM 3peHus be3orac-
HOCTU OKa3bIBaeTcs 60jiee BHICOKOIA.

IMosichnM ckazaHHoe. PaccMOTpUM YITPOIIIEHHBIE MONEIM pacIipene/IeHHON
M LIEHTPAJIM30BAHHOM CUCTeM 00pabOTKHM TutaTexeil. B rieHTpann30BaHHOM
CHCTEMe TUTATEeXXH OCYILIECTBIISIIOTCS C TIOMOIIIBIO eHoTro TSt Beex TTT cepBe-
pa, a B pacripeneiieHHoON — KaxmbM TI1 camocTositeibHO. TTycTh B cucteme
MMEETCsI M ONMHAKOBBIX TOPTOBBIX MTPEATIPUATHIA, Yepe3 KaKIoe U3 KOTO-
PBIX 00pabaThIBAlOTCS IT KapTodyeK. [1pearmronoxkiM, 9To CUCTeEMa ITOIBep-
raeTcsl aTake XakepoB, IIeJIbI0 KOTOPOIA SIBJISIETCS TTONydeHe MHMOpMAaIn
0 PEeKBUBHTAX KapT, XPaHSIIMXCS B cUcTeMe. B ciydae 1ieHTpam30BaHHOM
CUCTEeMBI BcsT MHGOPMAITUS 0 NM KapTOYKax XpaHUTCS Ha OMHOM cepBepe,
a B cJIyJae pacrpeneieHHO — Ha cepBepe Kaxkmoro TT1 xpanutcs nHbop-
Marvsi TOJIbKO 00 IT KapTax. bynmeM canTath, 4To BCKPBITHE cepBepa 03Hada-
eT TTOoJIyYeHHMEe XaKepaMy WH(pOpMAIlMA O BCEX KapTax, XpaHSIIUXCS Ha
cepsepe.

O603HaunM yepe3 P u P, — BepoSITHOCTM TOrO, YTO aTaka XakepoB COOT-
BETCTBEHHO Ha eIMHBII cepBep LEHTPAIN30BaHHON CUCTEMBI U CEpBEp Ol-
Horo TTI B pacnipeneneHHoi cucteMe 3aBepluinTcs: HeynayHo. [lyctb ¢ —
CpeiHUe MOTepU OT MomnagaHusi UHQOPMALIMK O PEKBU3UTAX OJHON KapThl
B PYKM MOLIEHHMKA (Clo/ia BXOJAT MOTEHIIMAIbHbIE TTOTEPH OT UCTIOJIb30Ba-
HUS KapThl, CTOMMOCTb OJIOKMPOBKHM KapThl U T. I1.). OO03HAUMM TaKXe 4e-
pe3 F(p) 3aTpaThl, KOTOpbIE HEOOXOMMMO CIENATh IJIsT TOTO, YTOOBI 00ecre-
YUTh TaKoW ypoBeHb 3anuThl cepBepa (TII wnu neHTpaibHOrO cepsepa),
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TIPY KOTOPOM BEPOSITHOCTB TOTO, YTO aTaka MOIIIEHHUKOB Ha CepBep 3aKOH-
YUTCS TIPOBAJIOM, paBHa p. M3 00111 coodpakeHuit oueBraHo, uto F(p) —
MOHOTOHHO Bo3pacTaroiiast PyHKIIMs, onpeaeaeHHas Ha marepsaie [0,1),
u lim F(p)= ", xorga p—>1. Ilycts F, — orpanndeHue cBepxy Ha pacxofpl,
CBSI3aHHBIE C MOBBIIIIEHUEM 0€30MaCHOCTU CUCTEMBI.

Jlerko mokaszaTh, YTO CpeAHUE TOTEPU OT aTakKi MOIIEHHUKOB DPaBHBI
C.,=cmn(l-P ) u C,=cmn(I-P,) 111 LeHTpaIM30BaHHOI 1 pacIpeesieH-
HOW CHCTEM COOTBETCTBEHHO, e P, u P, aBnsrorcs peleHnsMu ypaBHe-
HMUIA:

F(P)=F;

mF(P,)=F..

B cuty MoHoTOHHOCTHM BO3pacTaHus ¢hyHkiuu F(p) oueBUIHO, YTO BBIMOJ-
Hsietcst HepaBeHeTBO P > P u, cnenosatensHo, C <C,.

Takum 00pa3oM, MPpU OrpaHUYEHHBIX 3aTpaTax Ha CO3laHue CUCTEMbI 3-
¢exkTrBHEEe BKJIAIbIBaTh CPEACTBA B MOBBIIIEHNE O€30MaCHOCTH 1IEHTPAIb-
HOro cepBepa, 4yeM cepBepa Kaxaoro TII mo otmensHocTH. IIpu 3TOM 3(h-
dekT TeM OoJiee IBHBIN, yeM Oombine TT1 padoTtaeT B cucreme.

B Monenu npenrmosaraaoch, YTO MHOXKECTBA KapT, pabOTAIOLINUX B KaxKIOM
TTII, He niepecekatorcs. Ha mpakTuke onHU U Te Xe KapThl 00CTy>KUBAIOTCS
B pa3HbIx TII. TToatomy npu B3ome omHoro TTI cTaHOBSITCSI U3BECTHBI PEK-
BU3HTHI KapT, XpaHsmuecs: B 6a3ax JaHHbIX Apyrux TI1. DTo emie Oosbie
ycuiuBaeT 3(PeKT OT CoO3AaHUS eIMHOTO 3aluilIeHHOro cepBepa K.

IMomumo cucrem Assist 1 Cyber Plat u3BecTHBI cCTeMbl DUt (pa3padbor-
Ka koMmanun AifTu, ncronszyemast ABrodbankoMm), Cashew (paspaboTtka
komnanuu DataX Florin, ncnonbssyemas 6ankom Menaren C.-IletepOypr),
LDIT (pa3padorka komnanun Web Plus, ncnonszyemast 6ankom I1Ch
C.-IletepOypr).

Ipencrasnsger nHTepec npoekr PayCash (coBMecTHas pa3paboTka OaHKa
«TaBpuueckuii» (C.-IletepOypr) 1 rpymnibl KOMIAHUN «AJKOpP-XOJIAHT»).
Cucrema PayCash peamuzyeT ungpoBoii 5KBUBAJICHT YeKa. B rpoekTe npu-
HMMAIOT YJacTHe HeCKOJIbKO OAaHKOB, KaXKIIbIii M3 KOTOPHIX MMEET BO3MOXK-
HOCTb BBIITyCTUTb COOCTBEHHBIE 3JICKTPOHHBIE IEHbIU.

KomuccronHsle miatexHoi cructeMbl PayCash 3a mpoliecCHHT TpaH3aKIUU
coctapiser 1-2 % ot ee pasmepa. Ha ssuBapp 2001 1. B cucteMe ObIIH 3a-
peructprpoBaHbl 30 MarasnHOB 1 11 ThICIY TToNB30BaTeneil. ExxemHeBHO K
crcTeMe TIOAKITIOYAIOCh 0KoJIo 60 ToJTh30BaTeeii.

JpyruM MPpUMEPOM CUCTEMBbI 3JIEKTPOHHON HATMYHOCTH SIBJISIETCS CHCTeMa
WebMoney Transfer. Cucrema IipemocTaBisieT BO3MOXHOCTh I10JIb30BaTEITIO
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MHTepHeTa OCYIIECTBISATh OC3HAIMYHBIE PacyeThl B MacIlTabe pealbHOro Bpe-
MEHHM C UCITOJIb30BaHMeM 3jieKTpoHHOo HammyHoct WEBMONEY (WM).

IMonpobHee o mpuHIMIIax pyHKIMoHupoBaHus cucteM PayCash 1 WebMoney
Transfer untarenb MoxeT y3HaTh B IiaBe «CHUCTEMbI 3JIEKTPOHHOM HAINY-
HOCTW».

B mae 2000 r. Obuta 3amyiieHa B aKcrryatauuioo Cucrema MHTepHeT-
miarexeii (CUIT) Coepbanka PD. Cucrema Gblia pa3paboTaHa KOMITAHU-
et «CmaptKapa-CepBuc». OHa MO3BOJISIET MPOU3BOIUTHL OILJIaTy TOBa-
poB u ycayr B MHTepHeT-Mara3uHax ¢ IIOMOIIBI0 MUKPOITPOLIECCOPHBIX KapT
cuctembl CBEPKAPT Co6epbanka.

Hakomnen, ciegyeT oTMETUTb COBMECTHBIN TPOEKT 0aHKa «OIMMITHIACKUIT»
¢ komnanueit Europay mo peammsanu rmpoekta DK Ha 6a3e ipotokona SET
(o mporokone SET — Secure Electronic Transaction — moapo6Ho paccka-
3aHo nanee). Ilpoekt Hauat B HOsIOpe 1998 r. CBeneHUSI O MPOEKTE OYEHb
CKyIbl. MI3BeCTHO TOJIBKO, YTO B HEM YYaCTBYIOT HECKOJIBKO COTEH KapT
¥ omyH MHTepHeT-MarasuH.

H3BectHO, uTo rpoekT DK Ha 6a3e rpotokosia SET u pemenust IBM Payment
Suite ObUT 3amyleH poccuiickoii kommaHueil TpaHckpeautkapt. IIpoekr
peanusyercst s npeanpusatuii MITC (aBromatu3upyroTcs 6e3HaTMYHbIE
pacyeTsl 3a MePeBO3KY, TOIUIMBO M T. 11.).

B nanHOM 0030pe HEOOXOAMMO TaKXKe YIIOMSIHYTh HauboJjiee U3BECTHBIE Ce-
TOIHS POCCHIICKME 3JIEKTPOHHBIE Mara3uHbl. [1o maHHbBIM magazinu, MHTep-
HET-MarasvHbI 110 TUITY npouaBaeMoi/i MU ITPOAYKIIMU PaCIIPpEAC/ICHbI TakK,
KaK 3TO TTOKAa3aHo Ha puc. 1.3.

KoMneioTepsl, KOMRNeKTylowme F_‘ = h) II
Kruru B | AR RO
Mporpammuoe obecnedeHue I l P 1
Nopapkw, cyseHups! [ .
CD-ROM |
Cpeacrea n ycnyrm §
Bupeokaccern S =
Oprrexvuka RIS 5
BuiToBasn TexHuka EEIEINEERENE] 5 i |
g4 8 12 16 20 %
OanHble WWW.magazin.ru Ha mapt 2000 r.

Puc. 1.3. Bugbl npoaykumm, NpoaaBaeMble B POCCUIACKMX VIHTEPHET-Mara3vHax

Hawnbosee M3BeCTHBIM POCCUICKUM Mara3uHOM 3JIEKTPOHHON KOMMEpILUU
saBnsgeTcsa MarasuH Ozon (Www.ozon.ru). Mara3uH Hadaax CBOIO paboTy
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B anpenie 1998 1. CeromHst oH mpemjiaraeT IOKyHaTeIsiM HECKOIBKO ThICSY
HaMEHOBaHW KHYDKHBIX U3IaHMI, KoMIakT-aucku 1 DVD, iepuoauky n
BugeokacceTol. K koHmy 1999 r. Ozon BhIlIeT Ha CAMOOKYITaeMOCTb,
a B Hauayie 2000 r. 51 % akuuit MarasuHa ObLIM ITPOJAHBI UHBECTOPAM
3a $1,8 MuH.

Marasun Bolero (www.bolero.1) Bo3HuK jietoM 1999 r. CeromHst Ha caiit
Mara3uHa exXeIHEBHO 3aXOMIsIT HECKOJIBKO THICSY YeJIOBeK. Mara3uH Top-
ryeT KHATamu (6oJjiee 24 ThiC. HAMMEHOBAHMIT ), My3bIKAJIBHBIMU 3aITUCIMU
(6onee 25 Ttric.), DVD u Video CD (okon0 800), urpamu (6osee 440),
BupeokacceraMu (0kojo 4650 HauMeHOBaHMIT), ToBapaMu IJis1 JETe,
>KypHajiaMu U raseramu (6osee 550 HaumeHoBaHmit). ExxenqHeBHO B Mara-
3uHe coBepinaercs cBbie 100 mokymok. Eciu 3aka3 caenaH yrpoM u 10c-
TaBKa MPOM3BOAUTCS B npeaeiaax MOCKBbBI, TO OH MCITOJIHSIETCS B TEUECHUE
CYTOK.

KommbroTepHslii 371eKTpoHHBINM Mara3uH Dostavka.ru (www.Dostavka.mu)
HavaJl pabdorath B nekadbpe 1998 r. Llensr B Dostavka.ru HaxomsiTcst B mpo-
MEXYTKE MEXKIY LIEHAMU KOMITBIOTEPHBIX PHIHKOB (TUIIA MOCKOBCKOM «['op-
OYILIKM») U CAJIOHOB — OJIMKE BCE-TAKU K PhIHKY. OIHAKO €CJIU €CThb CITPOC
Ha OIpeaeieHHbII TOBap, TO 1IeHa IMOBBIIIACTCSI. ACCOPTUMEHT MarasuHa
HACYMTHIBAET HECKOJILKO COTEH MO3MLMiA. JlocTaBKa TOBAapOB MPOM3BOAMT-
cs1 TOJIbKO B MOCKBe.

MaraszuH Ramis (wWww.ramis.iu) TpencTaBisieT co00il 3IEeKTPOHHBIN Mara3uH
IO MPOJaKe PACXOMHBIX MAaTePUAIIOB 11 ODUCHON TEXHUKU.

Ha Web-y31e wwwgostiu HaXOmuTCcsl 3JIEKTPOHHBIN Mara3wH IO TTOKYIIKe
HeoOxomuMbIx nokynaremo ctanaaptos ['OCT.

B xon1ie 2000 r. B PyHeTe oTKpbUTaCh cucTeMa OpOHUPOBAHUS U TPOJAXU
OWJIETOB Ha BCE 3PEIMILIHBIE MEPONIPUSITHSI B PEXUME PEUTBHOTO BPEMEHU
(www.parter.ru). Ceifuac yepe3 3Ty CUCTEMY MOXKHO 3aKa3aTh OWJIEThI Ha pa3-
JINYHbIE KOHLIEPThI, CIOPTUBHbIE MEPOTIPUSITUS, 2 TAKXKE HA CIIEKTAKJIN JTy4-
1LIMX TeaTpPOB CTPaHBbI.

B cepenune nexadpst 1999 r. yeunussmu komrmanun KompTek International
W WHBeCTHMIIMOHHOTO (oHma net-Bridge B PyHere ObUT OTKPHIT ayKIIMOH
«Mormnotok.Py». Cxema (hyHKIIMOHMPOBAaHUS ayKIIMOHA CTPOUTCS CIICIYIO-
MM 00pa3oM: TIpoIaBel] PeTUCTPUPYETCsl, CTABUT B 6a3y TaHHBIX CBOI TO-
Bap M Ha3HAYaeT 3a Hero MUHUMAaJIbHYIO LieHy. JIJ1s1 pervcTpaiuuy npoaasma
JIOCTATOYHO YKAa3aTh alipec JIEKTPOHHOM MOYTHL. 3aTeM HAUYMHAIOTCS TOP-
™, Tipofoskarontecs 3, 7, 15 mmm 30 gueit. Ilocie 3aBepiiieHUsT COCIKNA
MPOAABILY M TOKyHaTeaio (KOTOPHI TaKxKe PErUCTPUPYETCS IO allpecy
B 2JICKTPOHHOI IT0YTe) BBICHUIAETCS] KOHTAKTHAs MH(MOPMALIMS, 1 OHU CBSI-
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3BIBAIOTCS APYT C APYTOM CaMOCTOSATENIbHO. KommuecTBo yCIelHo 3aBep-
IITaeMBIX CIETIOK COCTABIISIET OKOJIO 35 % OT BCero KoMJecTBa Ipomak Je-
pe3 aykmoH. ITo manaeM Ha cepenmay 2000 1. B aykinoHe «MomoTok. Py»
Yy4acTBOBAIO OKOJI0 10 THIC. YeNTOBEK, BEICTABIISITIOCH 5 ThIC. IOTOB Ha CyMMY
Gosee $14 MuIH.

bosnbiiyto monynsipHocTs B Poccuu nproOpeTaeT MHTEpHET-CTPaXOBaHKUeE.
KpynHeiiimmm crpaxoBbiM MTHTepHET-NIPeACTaBUTEILCTBOM B PyHeTe s1Bisi-
eTcsa cailt MHroccrpaxa (www.ingosu). @yHkuvum MHTEpHET-NpencTaBy-
TeabcTBa MIHroccrpaxa He OrpaHUYMBAIOTCS TOJBKO POJIbIO BUPTYaJIbHOM
BUTPUHBI, JAIOIIEH ITOCETUTETIO MH(MOPMALIUIO O IIPEI0CTaBISIeMbIX KOMIIA-
Huei ycayrax. OCHOBHBIM OTJIMYMEM WWW.NZOsIU OT OOJIBIIIMHCTBA ODUII-
QJIbHBIX CAATOB JPYIMX CTPAXOBbIX KOMITAHUM SIBJISIETCSI XOPOILIO OTJIKEH-
HbIA MEXaHM3M OOpaTHOM CBSI3U, OCYIIECTBISIEMbBIN KaK 4yepe3 ITOYTY,
pa3MelleHHYI0 Ha cepBepe MHroccrpaxa, Tak M 4epe3 aHKEThI, 3aroJIHsIe-
MbI€ TOTEHIIUAJBbHBIMU KJIMEHTaMU. B mocneqHux moceTuTey caidta MOryT
TIOMECTUTDH TOAPOOHYIO MH(MOPMAIINIO O KOHKPETHOM TMpeaMeTe, KOTOPBIiA
OHU XOTeJIU ObI 3aCTpaxoBaTh, CyYMME U CpOKax CTpaxoBKU. [1oapobHbIi OT-
BET C YKa3aHMEM pPeaIbHbIX CTPAXOBbIX MPOMAYKTOB, 60Jiee BCEro OTBEYaro-
KX 3aIlpocaM KJIMEHTa, BO3BpAIlaeTCs KJIWEHTY B TEUEHWE OTHOIO AHS
C MOMEHTA OOpallleHUS.

Kpowme storo, Ha caiiTe MMeeTcsl CrielIMaTbHBIN KaJTbKYJISITOP, ITO3BOJISTIO-
LM KITMEHTY, CUAM 33 TOMAIIHUM KOMITbIOTEpPOM M BapbUpYys MapaMeTphbl
CTpaxXoBaHUs (CTPaxOBble CYMMBI, INMHUT OTBETCTBEHHOCTH U T. II.), CAMO-
CTOSITENIBHO ONTHUMM3UPOBATh CBOIO CTPAXOBYIO 3AILIMTY.

3aKJIIOUUTENTbHBIA 3TAll TPOJAXU YCIyTH KIIMeHTy MHroccTpaxa He sBJisI-
€TCSI SJIEKTPOHHBIM. [[J151 3aKITIOUEeHMSI PEaTbHOM CIENTKU TpeOyeTCsl IIPUCYT-
CTBHME KIIMEHTa B oduce KoMmaHui. OIHAKO 3HAYMTENbHAs YaCTh CHEIKU
(TIOATOTOBKA TOKYMEHTOB) MPOU3BOAUTCSI B MIHTepHET-TIPeICTABUTENLCTBE,
U KIIMEHTY TpeOyeTcsl COBCEM HEMHOTO BPeMEHU UISl TOTO, YTOOBI TTOATIH-
caThb B o(prce KOMIIAHNH YKe TTOATOTOBJIEHHBIE IOTOBOPbI, IPEIBAPUTETLHO
JIOJIYYUB Pa3bSICHEHUSI IO JIIOOOMY MHTEPECYIOLIEMY BOIIPOCY.

BuprtyaneHbiii oprc koMmmanum «['pyrma peHeccaHc CTpaxoBaHME» Haxo-
JIUTCSI TTO ampecy wwwireninscom. KoMItaHust ripemiaraeT mpomyKThl, OXBaThIBa-
IOllIie OCHOBHBIC HAIIpaBJICHMS CTpAaXOBaHUSI: KBAPTUPKI, 1a49l, HECYACTHEIC
cJIy4yau, aBTOTpakKIaHCKasl OTBETCTBEHHOCTb U CTPAaXOBaHME BHIE3KAIOIINX
3a pyoex.

I'maBHBIM pa3nenom caiita www.renins.com, 6eccriopHo, siBisietcst MHTepHeT-
MarasyH, B KOTOPOM OCYIIECTBIISIETCS MpOoIaXka CTPAXOBbIX IIOJIMCOB C MC-
MOJIb30BaHMEM IUIACTUKOBBIX KapT. B HacTosiiee BpeMs MpoaaeTcsl ceMb
CTPaxXOBBIX MPOAYKTOB, HE TPEOYIONIMX aHIEeppalNTUHTa — TMpeABAPUTEITb-
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HOro oCMoTpa KJIMUECHTA. K Takum IIpoAyKTaM OTHOCATCA CTpaxOBaHHE OT
HECYACTHLBIX CJIydyacB, BbIC3XKAIOIIUX 3a py6e>K, CTpaxXxoBaHHEC l"pa)KI[aHCKOﬁ
OTBETCTBEHHOCTH U T. II.

Komnanus POCH O yxe noarue roasl sSIBAsieTCSI OOIHUM U3 JUAEPOB B che-
pe collhaJbHBIX CTPAXOBBIX MPOAYKTOB. s ynoOGcTBa moceTuTtesneil mpemn-
CTaBJIEeHHBbIE Ha caiiTeé WWW.rosno.ru MpoayKThl pa30oUTHl Ha CeMb OCHOBHBIX
KaTeropuii, B 4Mcje KOTOPBIX MEAWIIMHCKOE CTpaxOBaHMWE, CTpPaxOBaHUE
SKU3HM, XUJUIIA, aBTOMOOWIIS, TPAXIaHCKOW OTBETCTBEHHOCTH U T. II.

OcHOBHBIM paszaeiiom Web-caiita www.rosno.ru sBasetcs «Llentp Murep-
HeT-IIpomax». 31ech KIMEHT UMEET BO3MOXHOCTh 03HAKOMUTHLCS CO CTpa-
XOBBIMU MPOJYKTAMM KOMIIAHNU, KOTOPBIE MOXKHO ITPUOOPECTH B OHJIAHOBOM
pexume. st ynobcTBa BCe CTpaxOBble MPOrpaMMBbl MOJEIEHBI HA YEThIpE
OCHOBHBIE€ KATETOPUU: aBTOMOOMIIN, UMYIIECTBO, KM3Hb U 3J0POBLE, IyTeE-
mecTBUsl. BrIOpaB MHTEPECYIOLINIA €ro MPOAYKT, KIMEHT MOXET 03HaKO-
MUTLCSI C €ro OIMCAaHMEM, pacCUYMTaTh LIEHY Ha NPEIJIOXEHHOM 3IeCh Xe
KanbKyagTope. Eciu 1ieHa mojmca ycTpauBaeT KJIKMEHTa, TO eMy Ipeajiara-
eTCsI IPOYMTATh MPaBMUIa CTPAXOBAHUS U IMPUCTYNATh K 3aIIOJTHEHUIO aHKeE -
ThI, KOTOpast (PaKTUYECKHU SIBJISIETCS 3asBJIEHMEM Ha cTpaxoBaHue. Pacruia-
TUTHCS 32 CTPAXOBKY MOXHO C ITOMOIIBIO KPEIUTHOM KapTOYKH.

B PyHeTe mpencrtaBiieHbl Takxke BUPTyaidbHble oduchkl [TpoMbIlIEeHHO-
crpaxoBoii kommnanum (ITCK) (www.ic.ru), komnanum «Peco-Tapantus»
(Www.reso.ru), 3aKpbITOTO aKIIMOHEPHOTO OOIeCTBa aBUAIIMOHHOTO U KOC-
mudeckoro crpaxoBanusi «<ABMKOC» (www.avicos.ru), komnanuu «LleHTp
bpokep» (www.insurance2000.ru).

Omnpoc perynsipHoit aynutopuu PyHeTra, mpoBedeHHBI areHTCTBOM mMONi-
toring.ru, rMokasall, YTO J0Js MMEIOLIMX OTBIT MPUOOPETEHUS] TOBAPOB U YyC-
nyr yepe3 MHrepHer cocraBiasger MuHuMyMm 12 %. B MocksBe u CaHKT-
IMetepOypre aTta pojst coctapiaseT MUHUMYM 21 %. B ocranbHOil yacTu
eBporneiickoil Tepputopun Poccum paccMaTpuBaeMblil moKa3aTeb BUETBE-
po MeHblie (5 %). Ha Yparne u B 3anagHoit CUOUPU 10JIs1 UMEIOIINX OTBIT
COBepIIIeHMS 3JIEKTPOHHBIX MMOKYITOK cocTaBisieT 8 %, B BoctouHoit Cubupu
u Ha JanbHeMm Boctoke — 16 %. I1pu 3ToM 66 % Tex, KTO UMEET OIBIT IIPUOO-
peTeHUsI TOBapoOB M ycIyr yepe3 MHTepHeT, ImpoxuBaioT B EBpomneiickoii yac-
™ Poccun. Tonbko Ha MockBy u Caukt-IletepOypr npuxoautcs 47 % Bcex
WMEIONINX OITBIT MPUOOpEeTeHUsT TOBapoOB U ycayr yepe3 CeTh. AKTHUBHAS
aynutopusi IHTepHeTa MpeanoyuTaeT Ciaeayiolume TeMbl: HOBOocTH (64 %),
pasBiieueHMsI, aHEKAOTHI, UTPLI (59 %) ; obiieHue, yaThl (47 %) ; uHGOpMaLI st
o ToBapax u yciyrax (40 %) ; 6usnec, buHaHchl (37 %). MakcumanbHas ayim-
TOPUS TPEANOYUTACT CIEAYIOIINe TeMbl: pa3BiedYeHMsI, aHEKIOThI, UTPHI
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(35 %) ; obiienne, yarsl (32 %) ; HoBoctn (31 %) ; Hayka, obpasosanue (21 %).
CpenHnii Bo3pacT Bcelt akTMBHOM aymuropui coctasisteT 30 yer. CaMbie
MOJIO/IbIE JTIOAU B 3TOM aymuTopuu PyHeTa 0ObeIMHEHBI UHTEPECOM K MY3bI-
Ke, TUuTepaTtype, KMHO (CpeaHuil Bo3pacT 24 roma). 3aTeM ClieayeT IPyIa co
CpeIHUM BO3pacToM 26 JieT, 00beAUHEHHAS MHTEPECOM K OOLIEHUIO, YaTaM.

Cpenu nocerutesieil poccuiicknx MHTepHET-Mara3uHOB 3HAUYMTEIBHO OOJIbIIE
poccusiH, yeM B aynutopuu PyHeta B iesiom. Eciiu B 11e/10M Ha pycCKOSI3bIU-
HBIX pecypcax 2/3 UX IMOCeIeHUI ITPUXOIUTCS Ha POCCUIMCKUX IT0JIb30BaTe-
JIel, To Ha caiitax VIHTepHeT-Mara3uHoB 110 JAHHBIM OTYeTa, COCTABJICHHOIO
koMnaHueir Spylog, poccuiickasi aynutopus maet 6onee 3/4 tpaduka.

[TpeobnanaHue poccUCKUX MOJIb30BaTeNeil HEYAUBUTEIBLHO, €CIIM MPUHSITD
BO BHMMaHMeE, YTO B BHIOOPKY OBbLIM BKJIIOYEHBI Mara3uHbl, OPUEHTUPOBAH-
HbIe B MEPBYIO 04Yepe/ib HA POCCUNCKMI PhIHOK. JJaHHOE OrpaHUYeHre 0Co-
OeHHO 3aMETHO cKa3zasioch Ha fosie aymuropuu u3 ctpad CHI u [Mpubantuku —
B CEKTOpE OHJIAfHOBOI TOProBJIM J10Jis1 OJIMXKHEro 3apyOexbsi He TpeBbIIa-
et 6 % nipotuB 14 % B LiesioM 1o PyHeTy (maHHBIe 0 xuTaM). Pycckosi3bra-
HYI0 ayauTopuio u3 obiBIIMX pecityoauk CCCP ominyaeT u kpaiiHe HU3Kast
aKTUBHOCTb Ha caiitax HTepHeT-Mara3uHOB — B CPEIHEM 3aJIcHb Ha KaXK10-
TO MOCEeTUTENS U3 YKpauHbl Wi [TpubanTMku MpuxoanTcest OKoJo 3 roceliie-
HUI TTPOTUB 4,5 TIOCELIEHM 11T POCCUMCKUX TTOCeTUTeNeid 1 5-6 moce-
LIEHWI U110 TIOCETUTeNIeil U3 CTpaH JabHero 3apyoexbsi. DTO MO3BOJSIET
TOBOPUTH O TOM, UTO CPEIU ITOCETUTENICH 13 OJIMKHETO 3apy0eXbs (HECMOT-
Ps1 HA HEMHOTOUYMCJIEHHOCTh IAHHOM KaTeropuu) rmpeodaaatoT ciryyaiiHble
TTOCETUTEITU.

IMomumo Poccuu, TOMbKO Y OMHOI cTpaHbl — M3pauist — 10 B ayauTo-
pun MHTepHeT-Mara3uHoB (2,1 % 1o rnoceiieHusiM) BbIlIe, YeM B LIEJIOM T10
Pynerty (1,8 %). O4eBUIHO, UYTO TTOAOOHKINM pe3y/IbTaT JOCTUraeTCs 3a CYeT
MHTepeca PyCCKOM TUAcIIophl (a ee ToJI B HaceJIeHUU MaKCUMallbHa UMEH-
Ho B M3paunie) K KHUram, My3bike 1 Biaeo U3 Poccuu, KoTopble MOXKHO 3a-
Kazarb yepe3 MHTepHeT. B aymuTopry COOTBETCTBYIOIIMX Mara3uHOB JI0JIsI
«CTpaH auacropsbl» coctapisger 18 %. B tom uncne CILIA — 11,6 %, Uspau-
1 — 4,3 %, l'epmannu — 2,1 %. B 1o ke BpeMs B ayAMTOPUM Mara3mHOB
Jpyroro mpodust (KOMITBIOTEpHAs TEXHUKA, COTOBbIE Tele(DOHBI, TIPOIYK-
THI U T. II.) IOJISI «CTPaH AMAcropbl» cocTaBseT niib 3-3,5 %. B nporuso-
MOJIOXKHOM HAIpaBlICHUN M3MEHSIETCSI MPOLIEHT POCCUICKUX TOJIh30BaTe-
Jieit — 67 % B KHIDKHBIX Mara3uHax, MarasHax My3bIKU 1 BUIEO 1 OKOJIO 85 %
B MPOYMX Mara3uHax.

Ilo nanHbM magazinru Ha MapT 2000 1. ipeanouTeHus: poccuiickux MHTep-
HET-TIOKyMaTe/lel pacipeaessuiuch CAeAyIoIUM 00pa3oM.
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Krurmn
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Opexna

|
|

12 20 %

Puc. 1.4. PacnpepeneHve aneKkTPOHHbIX MOKYMOK MO BUAAM TOBapoOB/yCcnyr

ITo maHHBIM raexport.ru pacrupenesieHue 060poTOB poccuiickux MHTepHeT-
Mara3uHOB 10 TOBapHBIM KaTeropusM TaKOBO:

* KOMIIbIOTEpHbIC TOBapbl — 54 %;
* KHUTHU, BUAEO, My3bika — 29 %;
*  TIPOAYKTHI U ObITOBBIC TOBapbl — 17 %.

Cerogns B Poccuu 1151 1ocTaBKU TOBApOB, KYIJIEHHBIX yepe3 MHTepHert, B 55 %
cllydyaeB UCITOJIb3YIOTCS KypbePCKUE CIYKObI, a 6 26% — MOYTOBBIE TOCHLUIKH.

IMo onenkam komnanuu Torg.ru B 6osiee ueM 80 % ciiyyaeB orjiaTa TOBapoOB
COBepIlaeTCs TMO0 HAIMYHBIMU TPU JOCTABKE KYPhEPOM, JINO0 6AHKOBCKUM
MEepeBOIOM Ha CYeT MarazuHa. B ocTajnbHBIX cy4asX pacyeThl 3a MOKYIKY
MIPOU3BOISATCS C TTOMOIIIBIO TUIACTUKOBBIX KapT U 2JIEKTPOHHOU HAJIMYHOCTH.

Pesynbrarsl 6osiee 1eTaIbHOTO aHAIM3a UCTIOb30BaHUS TJIACTUKOBBIX KapT
IUISL OTIJIaThl MOKYIOK B PyHeTe mpuBeAeHbl Ha caiiTe www.raexport.ru. DTu
MaHHBIE TTOKA3bIBAIOT, YTO MJIACTUKOBBIE KapThl MPUMEHSIOTCS TJIaBHBIM
o6pa3oM 1151 ITOKYITOK IporpaMMHoro obecrneueHus (20 % Bcex nmpomax [10),
a Takke KHUT U NponykToB (3 %). B oCTalbHBIX CIyYasix MCIOJIb3YIOTCS
TaKWe CPeNCTBa OIUIAaThl, KAK HAJWYHbIE, HAJIOXKEHHBIN TuiaTexX U 0aHKOB-
CKUI MepeBo.

B pesynbrate okasbiBaeTcs, YTOo MeHee | % Bcex MOKynok B MHTepHeTe co-
BEpIIAETCS C UCTIOJIb30BAaHUEM MJIACTUKOBBIX KapT.
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Tunbl MOLLEHHMYECTBA, MacLUTaObI
npoosieMbl U OCHOBHbIE TPeOOBaHUS
0e30nMacHOCTU B 9NEKTPOHHOW KOMMepLU

be3onacHOCTh SIBSIETCS KITFOYEBBIM BOITPOCOM IS BHEAPEHUS SJIEKTPOH-
HOU KoMMepLnHM. JIereHapl 0 MOILIEHHUYECTBAX, COBEPIIEHHBIX Yyepe3 MH-
TepHET (KCTaTW TOBOPsI, YAaCTO TPEyBETMYEHHbBIE), YK€ CTalu TPUTYEN BO
s13bIIeX. MOIIEHHUYECKHE TPAH3aKIIMU, COBEPILIEHHbIE C MOMOIIBIO YKpa-
JIEHHBIX PEKBU3UTOB KapT, Mara3uHbl, OECCIEAHO UCYE3AI0IINE C PHIHKA MOC-
JIe YCTIENTHO UCTIOMHEHHBIX adep, PUKTUBHBIE Mara3uHbl, MperHa3HaYeH-
HbIe IS cOopa MHGOpMalMK O KapTax KJIMEHTOB, — BCE 3TO MOCTOSIHHBIE
CIYTHUKM cerofnsiHen DK.

Tcuxonornyeckuii akTop, CBI3aHHbBINM C OCO3HAHUEM YTPO3bl MOTEHIIUATb-
HOTO MOIIIEHHMYECTBA, OCTACTCSI OCHOBHBIM IIPEITATCTBUEM IJISI UCITOJIB30-
BaHus1 MIHTEepHETa B KAUueCTBE CPECTBA ITPOBENEHNST KOMMEPIECKHX Orlepa-
umii. JIromm no cux 1mop He paccMarpuBaroT MHTepHET Kak 0e30ITacHyIo
cpemdy, YeMy CITOCOOCTBYIOT KaK OObeKTUBHAsSI MH(OpMAIIs O CTelieH! 0e3-
onacHocTy paboTsl B IHTepHETE, TAK 1 HOBOMOIHBIE (PMJIbMBI M PACCKA3hI
0 XaKepax, YCIEITHO MPEeOI0IeBAIOIINX JIIOObIE ITPEIIATCTBHS Ha IYTU K CKOJTb
YIOAHO 3alTuIeHHON nHpopMaiy. Ompockl TOKA3kIBAIOT, YTO OoJIee Bee-
IO JIIOAU OOSITCSA MOTEHIIMATIBHOM YTpO3bl MOJIYYSHUSI KEM-JIMO0 MX MepCo-
HaJIbHBIX JAHHBIX IpY padote yepe3 MHTepHeT. [1o naHHBIM IUIaTeXKHOM CH-
ctembl VISA okono 23 % Tpanzakiuiit DK Tak 1 He MPOU3BOAUTCS U3-3a
0OsI3HM KJIMEHTa BBECTHM 3allpallliBaeMyIO 3JIEKTPOHHBIM Mara3dHOM IIep-
COHAJIbHYIO MH(MOPMAIIUIO O KIIUEHTE.

Kak pesynbrar, Moav IIaBHBIM 00pa3oM MCHOib3yloT MHTepHET B Kave-
cTBe MH(OPMAIIMOHHOTO KaHaja ISl TIOJyYeHMsS] MHTEePECYIoIe UX WH-
dopmarmu. JIuib HeMHOTMM OoJiee 2 % Bcex TOMCKOB 110 KatajoraM 1 BJ1
B I/IHTepHeTe 3aKaHYMBAIOTCA IMOKYIIKaMU.

[IpuBeneM HEKOTOpBIE JaHHBIE O MaclTadaX MOIIEHHUYeCTB B DK.

Iprmepro 25 % Beex coobieHuit chargeback (0TKa3 OT Tiarexay), reHepy-
PYEMBIX B IUIATEXXHBIX CHCTeMaX, Ipuxoautcs Ha TpaHzakuuu Cardholder
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Not Present, cpeay KOTOPBIX OOJBIIAs YacTh SIBJISTIOTCS TpaH3aKInsIMu DK,
3amMeTuM, uTo TpaH3akiuu DK 3aHMMaIOT BTOpoe MECTO Cpeay BCEX BUIOB
MOILIEHHUYECTBA IT0 KPSAUTHBIM KapTaM, YCTYIIas IMIITb MOLIEHHUYECTBAM,
COBEPIIIEHHBIM TT0 YKpaJleHHbIM WY MOTepssHHbIM KapTtam (Lost/Stolen) —
40 %, u CpaBHSIBIIMCH C MOLIEHHUYECTBAMU IO TMOANCIAHHBIM KapTam
(Counterfeit) — 25 %. IToye3HO Tak:Ke OTMETUTD, YTO CO3AaHME 1 OTIIpaBKa
onHoro coobmieHust chargeback o6xomuTcsi 6aHKY-3MUTEHTY B CpPeIHEM
B $10—15, a BO MHOIHMX CTydasix, CBI3aHHBIX C SJIEKTPOHHON KOMMEPLIUENA,
3Ta CyMMa MOXeT ObITh B HECKOJIBKO pa3 OoJIbIIIe.

ITo manHBIM MIaTeXHOU cuctembl VISA o0beM coobuieHuii chargeback
B kiacce tpansakiuii DK B 2000 r. Bapeupyercs ot 0,5 % no 1 %. Hna
CpaBHEHUSI — CPEeIHUI 00bEM MOIIIEHHUYECTB B 3TOM IUIATEXKHOM cCUCTeMe
cocrapisieT 0,1 %. I1o maHHBIM KCCIEIOBaHMS, BBITOJHEHHOTO KOMITAHUEH
Gartner Group, ypoBeHb MollieHHU4YecTBa B DK B 12 pa3 BbIilie, YeM ITpU BbI-
IMOJTHEHUU OOBIYHBIX TTOKYIIOK C TTOMOIIIBIO TUIACTUKOBLIX KapT. Hojs Mo-
IIEHHWYECKUX TpaH3akLuii DK nMeeT MOCTOSTHHYIO TEHACHLIUIO K POCTY.
Kpowme Toro, cienyer UMeTh B BUAY, YTO MolleHHUYecTBa B DK mmeror
B OCHOBHOM JIATEHTHBIN XapaKTep, MOCKOJIbKY Hanbosee pacipocTpaHeH-
HOM cTpaTerveil MOIEHHUKOB SIBJISIETCS BBIIIOJHEHWE TPAaH3aKIIWi Ha He-
0OJIbIIYIE CYMMBI, KOTOPbIE YaCTO OCTAIOTCSI He3aMeUeHHBIMU TTOCTpaJaBIIN-
MU BJIafeIblaMU CUYETOB.

Oo6mwmit 00beM TpaHzakumii DK B cucremax VISA u MasterCard B 2000 T.
coCTaB/Isul OKojIo $40 MIIpA; IpH 3TOM pa3Mep OTKA30B OT ILIATEXKei
(chargeback) Bapeupyercst or $250 1o 500 MiH.

Ha pernmonanpHO# KoHMepeHMM Russia Sub-Regional Meeting Kommannm
VISA, npoxomuBiieii BecHoit 2000 r. B CaH-®paHI1IKCKO, BbIpakaiach Cepb-
€3Hasl 00ECITIOKOEHHOCTb OBICTPHIM POCTOM MOIIIEHHMUYECTBA B IIATEXKHBIX
CUCTEeMax, OTMe4yaeMbIM ¢ ceHTs10pst 1998 1. B yactHOCTH, € ceHTs10pst 1998 1
1o ceHTsI0ph 1999 1. poct ypoBHs MomeHHYecTBa B DK B cucreme VISA
cocraBui 31 % wm obG1ast cymMMa ykpageHHoro cocraswia $313 murH 3a ro.

ITo marHBEIM KOoHCanTHTOBOI KoMmmmanni Meridien Research B 2000 1. cym-
Ma TOXHMIIEeHHBIX yepe3 MHrepHer cpencts mocturia $1,6 mipa. Bosblie
BCEro OT 3JIEKTPOHHBIX Kpax noctpananu CoenuuenHsie [tatel. o mpo-
THO3aM TOi1 K& KOMITaHUM, eCJIM CUTyalusi ¢ 6e3omacHocThbio B DK He rome-
HsIeTCd KapAuHATLHEIM 00pa3oM, B 2005 T. 00beM OTeph OYIAET COCTABIIITE
yxe $15,5 mup.

Hexotopsie UHTEpHET-IIPONABIIBI YTBEPXKIAIOT, YTO KaXKaasi YeTBepTast 1mo-
TIBITKA TTPOBECTH TPAaH3AKIIUIO Yepe3 IHTepHET SIBJISIeTCSI MOIIIEHHUYIECKOIA.
BobIIMHCTBO TaKMX TPaH3aKIIMI 3aBEPIIAIOTCS OTKA30M OT aBTOPHU3aIun
M3-3a HEMPaBWJILHOTO HOMepa KapThl /WX CpoKa AecTBUs KapThl. Ere



Tunbl MOLIEHHMYECTBa, MacwTabbl NPobaemMsl 61

GoJtee yrpoXKalollle BBIIAIAT JaHHbIe cUcTeMbl VISA, yTBepKoaroleii, 4to
47 % cnyyaeB TIpeAbSIBJICHUS ee KapToueK yepe3 MIHTepHET OKa3hIBAIOTCS
MOILIEHHUYECKMMHU.

CriemyeT OTMETUTb, YTO BCE IPUBEIEHHBIE BbIllle LUQPHI SABISIOTCS MpPU-
OIM3UTEIbHBIMU (M Ha 3TO YKa3bIBAIOT MX UCTOYHMKM). DTO CBSI3aHO C pas-
HBIMU 00CTOsSITeNIbCTBAaMU. B yacTHOCTH, TOIBKO ¢ cepenuHbl 2000 T. cTajio
00s13aTeNIbHBIM «IloMevaTh» TpaH3akimu DK crelaibHbIM 00pa3oM, 4To
ITO3BOJIVJIO TUIATEXKHBIM CUCTEMaM KOPPEKTHO YYMTHIBATh TPAH3aKIIMU, CO-
BepIlleHHbIe Yepe3 VIHTepHEeT (0 3TOro Takue TPaH3aKIMKU B OCHOBHOM
naeHTuduIpoBanmuck cucremMamu Kak MO/TO-TpaH3aKknm).

Kpome Toro, usBecTHbl (pakThl COKPBHITUS OaHKaMu CIy4yaeB COBEpIle-
HUST MOLLIEHHUYECTB B MX TOPTOBBIX Mpeanpusatusix. [1podiema sareHTHOC-
T MOIICHHUYECTB, CBA3AaHHBIX C TPaH3aKIIUAMUA SK, YacCcTO BbI3BaHa HE-
OOJIBIIMM Pa3MEPOM TaKMX TpaH3aKLWii. MaeHbKUl pa3Mep TpaH3aKIIUU
JieJlaeT ee He3aMETHOM JUTST Bllafesiblia cueta. Tak, HarpuMep, B cliydae Ha-
IIYMEBIIIETO JeJia, CBSI3aHHOTO ¢ poccuiickuM caiitom polit.ru (TTI, pabo-
TaBiee yepe3 cucremy CyberPlat), 6onee 90 % BnanenblieB KapT He 3aMe-
TUJIA TPAH3AKIIMY, HUKOLIA UMW HE COBEPILIABIIIMECS, B BUILY MAJIOCTU pAa3MEPOB
TTOCJICTHYIX.

B cooTBeTCTBUM ¢ JAHHBIMU MEKIYHAPOMIHBIX IJIATEKHBIX CHCTEM BCE KOH-
(mukThI, cBsI3aHHBIE ¢ DK, HeIATCS B OCHOBHOM Ha TPU KJlacca:

* BJafeliell KapThl YTBEPXKAAeT, YTO HUKOLIA He MPOBOAMI TPaH3aKIIUIO
gepe3 MHTEpHET;

* BIIazeel KapThl YTBepXKAaeT, 4To 3aka3 DK He ObUI BBIIIOIHEH;
* BIIAmelel] KapThl OCIIapHBaeT pa3Mep TPaH3aKIIUU.

HawubGosee MHOrOUMCIIEHHBIM SIBJISIETCSI TIEPBBIN KJIacC OTKA30B OT IjaTe-
keit. Kak mokasbIBaloT ucciea0BaHusl, MPOBEASHHbIE CIIeIMaTUCTaMU MEX-
JTYHApOJHBIX TUIATEXXHbBIX CUCTEM, B MOJABJISIONIEM OOJIBIIIMHCTBE CITydaeB
MIPUYMHOM BOSHUKHOBEHUST KOH(JIMKTA, OTHOCSIIIETOCs K ITEpBOMY KJIaccy,
SIBJISIETCSI MCIOJIb30BaHME MOIIIEHHUKAMU YKPaJACHHBIX PEKBU3UTOB KapT
(HOMeEp KapThl, CPOK ee ACUCTBUS U T. 11.).

CyILIeCTBYIOT U IpyTYe MTPUYMHBI BO3HUKHOBEHUSI KOH(IIMKTOB 3TOr0 Kjlac-
ca. Ciry4aeTcs, 4YTo TpaH3aKIMsI BBITOTHSIETCSI OMHUM 13 WIEHOB CEMbU BJla-
JieJIblia KapThl, O YeM IOCJIeMHWI H14Yero He 3HaeT. Ellle omqHa mpuyrHa —
BJIafeNIel] KapThl 110 MH(OpMAaIH, TTOTyYeHHOM B CBOeM OaHKe, HE y3HAeT
nmeHu TTI, B KoTopoM oH coBepian MoKyrKy. [103ToMy Tak BasKHO, YTOOBI
TII obopMIIsLIIO BJIEKTPOHHBIN YeK, BbIIaBaeMblii KITMEHTY B KQUeCTBE MO~
TBEPXKACHUS MpreMa 3aKa3a OT IMOKyIaTesIsl, TTPaBWIbHBIM 00pa3oM, O YeM
ToipoOHee OyZeT paccKasaHo Jajee.
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Bropoii kitacc KOH(PIMKTOB B CIELIMATbHBIX KOMMEHTAPUSIX HE HYXKIAeTCs.
K coxanenuto, uHoraa ciaydaercs Tak, 4to Hekotopbie TI1 1o pa3HbIM mpu-
YUHaM He CITOCOOHBI BHITTOJIHUTD HpHHHTbIﬁ 3aKaas. OZ[Ha M3 TaKNX IIpUYrH
COCTOMUT B TOM, YTO TOJIBKO KPYITHBIC TOPIrOBBIC ITPEANTPUATHA NMCIOT B CBO-
€M apceHaJlie CUCTEMbI YITPaBJICHUS CKJIalaMU, TIO3BOJISIIOIINE UM B JTFO00I
MOMEHT BPEMEHU TOYHO OIIPECACIATH HAJIMYNUE TOIO WMJIM MHOIO TOBapa Ha
ckiane. B pesynbrare ToBKO TIOCIe npreMa 3aKasa BhISICHSIETCSI, UTO MHTE-
pecyroiero kiveHta ToBapa B TT1 yxxe HeT. [Ipyrast mpuurHa COCTOUT B Tie-
perpy3ke TII 3akazamu (3TO XapaKTepHO IS TPa3THUYHBIX JHEH, KOraa
00OpOTHI BRIPACTAIOT Ha TTOPSIOK). B pe3ynbrare 00si3aTeInCcTBA Mara3uHa
T10 JJOCTaBKE TOBAapa B OTOBOPEHHBIE CPOKU OKA3hIBAIOTCSI COPBAHHBIMMU, UTO,
KaK TpaBUJIO, pacCMaTPUBAeTCsl KIMEHTOM KaK HEBBITIOJIHEHUE 3aKa3a.
Bo uzbexanue chargeback atoro kimacca TI1 1o/okHO MMETh B CBOEM apce-
HaJle pa3BUTHIN 09K-0¢uc, 3P (MEKTUBHO YIIPABIISIONINI 3ariacaMi TOBapOB
Ha CKJIaJax, a Takke 00JIaiaroIyii MOIyJIeM JIOTUCTUKH, TTPOTHO3UPYIOIIM
CPOKM JIOCTaBKU TOBapa IMOKYIATEIO.

HpyrvM yHUBEpCATBHBIM CIIOCOOOM PEIICHUST TTPOOJIEMbI SIBJISIETCS 3a1ePXK-
Ka OTITpaBK1 (PMHAHCOBOTO COOOIICHMS (TTPE3EHTMEHTA) SMUTCHTY BIIaIeITh-
11a KapThl IO MOMEHTA UCTIOJTHEHMS 3aKa3a.

HaxoHnel, Tpetnii kjtacc KOHMIMKTOB CBsI3aH co caydasiMu, koraa TIT k co-
IJ1aCOBaHHOM C MOKYyTIaTesieM 1IeHe BIPYT HEOXKMIAHHO JUTS TIOCJISTHETO J0-
OaBJsIeT TOMOTHUTEIbHBIC TUIAaThl (HAJIOTH, TJIaTy 3a AOCTaBKy U T. 1.). He-
corjlacve KJIMeHTa ¢ TaKMM TTOIX0I0M K JIeJTy MTHOTIA BbUTMBAETCS B Kano0y
MOCJIeAHEro CBoeMy OaHKY, TeHEpPUPYIOLLIEMY B CBOIO ouepe/ib OTKa3 OT Tlla-
TexXa, HapaBIsieMblli 00CTYKUBaIOLIEMy OaHKY.

B Poccuu o manaeiM STB CARD, KpyItHeIero poccuiickoro Iporecco-
pa TpaH3aKquI, BBITIOJTHACMBIX 11O IVIACTUKOBBIM KapTaM, YPOBCHb MOIIICH-
HunuectBa B MHTepHeTe cocTapisieT mpumepHo 0,5-3 % ot o6opotos B DK.
K 3tim 1mmppaM Hy>KHO OTHOCHUTBCSI OCTOPOXKHO, IIPUHMMAsST BO BHUMaHME
o61e o0beMbl 3Toro 6usHeca B Poccuu ceromHst (HECKOJIBKO THICSY
TpaH3aKIlI/1ﬁ B ,[leHb), a TaKXKe BUIbI YCIYT, OKa3bIBACMbIX 3JICKTPOHHBIMU
TOPTOBLIMU MPEINPUATUSIMU (CETOMHAIIHUI ceKTop phiHka DK B Poc-
CHUM — TIpoAaXKa KHUT, CyBEHMPOB, TIOAITMCKA Ha XKYPHAJIBI 1 Ta3eThl U T. T1. —
He TIPEICTABIISIET CEPhe3HOrO MHTEpeca IS MOIIEHHMKOB). [1pn 3TOM KO-
JIMYECTBO ITOITLITOK COBEPUIMTH MOIICHHUWYCCKYIO TPAH3aKIWIO IO JaHHBIM
STB CARD cocrasisier 5-15 % 0T 00I1Iero KOIMYeCTBa TPAaH3aKLIMIA.

ITo ganabiM MBI P® Konn4ecTBO MpecTyIUICHUI, COBEpIIaeMbIX Yepe3
HHurepHer, pacter, 1 pacteT 6bicTpo. Ecimm B 1998 1. ymciio nomoOHBIX mpe-
CTYIUIeHMi Haxomuiioch Ha otMeTKe 80, To B 1999 1. ux 6b110 yxke okoso 200,
a B riepBoM kBapTajie 2000 r. 6oJibliie, YeM 3a BeCh IPEIbIIYIII TOI.
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Knaccundukaumusa Tunos mowieHHn4YeCcTBa
B 9JIEKTPOHHOM KOMMepLUn

Bricokuii ypoBeHb MollleHHWYeCcTBa B MIHTepHETE SIBSIETCS CAEPXKMBAIO-
M bakTopoM pa3BuTust DK, MOCKOIbKY MTOKYMATEIN, TOPTOBJIST U OAHKU
0O0SITCS MOJIb30BATHCS 3TOM TEXHOJIOTHEN M3-3a ONACHOCTU TTOHECTH (PUHAH-
COBbIE TIOTEPH.

HpI/IBC,IlﬁM KJ'[aCCI/I(i)I/IKaLII/IIO BO3MOXHBIX TUITOB MOLICHHHWYECCTBA YE€PE3 HNu-
TCPHET, IIPUBOAMMYIO MCKOYHAPOIHBIMU TIJIATC2)KHBIMU CUCTEMaMU:

* TpaH3aKIIVU, BHITOJTHEHHbBIE MOIIIEHHUKAMU C UCTTOJTb30BAHUEM ITPABUITb-
HBIX PEKBU3WUTOB KAPTOUKU (HOMEP KapTOUKU, CPOK €€ ACUCTBUS U T. I1.);

* KOMIMpOMeETAlIMS JaHHbIX (MOJyYeHUe JaHHBIX O KJIMEHTe Yepe3 B3JIOM
B/1 ToproBbIX MpeANpUsITUIA UK TTYTEM TiepexBaTa COOOIICHUI MOoKyTa-
TeJis, CoIepXKalluX ero MepcoHAIbHbIE JAHHbBIE) C LEJIbI0 UX UCIIONb30-
BaHMS B MOIIIEHHUYECKUX LIEJISIX;

* MarasuHbI, BO3HUKAIOIIIME, KaK IMPABUJIO, HA HETTPOIO/DKUTEIBHOE BPEMSI,
JUTSL TOTO YTOOBI MCYE3HYTH ITOC/IE MOTyYeHUs OT MOKYIaTelieil CpecTB
3a HECYILIECTBYIOIIME YCJIYTY VJIU TOBApHI;

* 3)'[0y1'IO’I’pC6J'ICHI/I${ TOPIOBbIX HpC,Z[HpI/IFITI/Iﬁ, CBA3aHHbBIC C YBEJIMYCHUEM
CTOMMOCTH TOBapa 110 OTHOLICHUIO K npezmaraBLueﬁc;[ TTOKYIIaTCJIIO LIS~
HE WX ITOBTOPOM CIMCAHUM Co cyeTa KJIMCHTA,

* MarasuvHbl ¥ TOProBble areHThl (Acquiring Agent), nmpeaHa3HaAUYEHHBIE
JU1st cobopa MHGpOPMAMK O PEKBU3UTAX KapT U JAPYTMX MEePCOHATbHBIX
JIAHHBIX MOKYIIATEeJIeN.

OOBIMHO B paMKax MOI00HOM KJlacCU(pUKaIy (GUTyprpyeT erie myHKT « AH-
¢dopMaLlMOHHBIE CalThl». Peub MaeT o caiiTax, MOMOTAIOIINX BCEBO3MOXK-
HBIMM PEKOMEHIALIMSAMU U JaXe MPOrpaMMHBIMU CPEACTBAMU COBEPIIUTH
MOILIEHHUYECKYIO TPAH3aKLMI0. MBI BBIHOCUM 3TOT IMyHKT M3 OOILIETO Iie-
pEUHST BO3MOXKHBIX TUITOB MOIIIEHHMYIECTBA, TTOCKOJIbKY OH HE CBS3aH He-
MOCPENCTBEHHO ¢ TporieccoM DK,

KopoTko ocTtaHOBUMCSI Ha TEPEYMCIIECHHBIX TUMAaX MOIIIEHHUYECTBA B OT-
JenbHocTH. Kak yxe oTMeuasioch, TIepBblid TUIT MOILIEHHUYECTBA SIBJISIETCS
Hanbosee MacCcoBBIM. 7151 coBepIIeHNS TpaH3aKIMK DK MOIIIeHHNKY 0OBII-
HO JOCTAaTOYHO 3HATh TOJILKO HOMEP KapThl U CPOK ee AeicTBUs. Takast nH-
¢opmalusi monagaeT B pykyd MOLIEHHUKOB pa3IMUHbIMU ITyTsiMU. HaubGo-
Jiee paclpOCTpaHEHHbIN CIOCOO MOJYyYEHUSI MOIIEHHUKAMU PEKBU3UTOB
KapT — CTOBOP C COTpyAHMKaMM TOproBbix IpennpusTuii. TT1, yepes KoTo-
pbie TIPOXOMAST COTHM M THICSYM TPAaH3aKIMK IO IJIACTMKOBBIM KapTaM,
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3a4acTylo XpaHsIT MH(GOPMALIMIO O peKBU3UTaX KapT B cBonx b/l v Ha cam-
nax (OyMaXXHBIX JOKYMEHTaX, ToaTBepxKaaronmx (akr copeprieHus B TI1
TpaH3aKuuu). Pe3yabsTaToM croBopa CTaHOBUTCS Mepeadya MHGOpMaLun
0 PEKBU3UTAX KapT B pyK KPUMMUHAJIBHBIX CTPYKTYP.

Hpyroii cnocod nosiydeHust MH(GOpMalMU O PeKBU3UTaX KapT, CTaBUIMNI
TOIYJISIPHBIM B TIocaeaHee Bpems, — Kpaxa bJl kaptouek B TII, o yem Oy-
JIET paccKa3aHo YyTh HUXKE.

Euie omHuM criocoOoM reHepaiuu MpaBUIBHOTO HOMEpa KapThl SIBJISIETCS
nporpamma CreditMaster, ucrons3yemast MoieHHrKamu ¢ 1995 r. Ceron-
Hs1 Bepcus 4.0 3Toil mporpaMMbl MOXET OBbITh HaiiieHa Ha psijie CaliTOB
B UnTtepHete. [IporpamMmma reHepupyeT IIpaBUIbHBIE HOMEpa KapT, SMUTH-
POBaHHBIX HEKOTOPBIMU OaHKaMU, UCTIOJB3YS JJIs1 TeHepallui HOMEPOB TOT
K€ aJITOPUTM, YTO 1 OAHK-3MMTEHT.

JocTaTouHo pacipoCTpaHEHHBIM SIBJISIETCS CIOCO0, KOraa KpUMUHATEHEIE
CTPYKTYpbl OPTraHM3YIOT CBOM Mara3uHbl M TOPTOBBIE areHThl (CM. MSIThINA
TUIN MOLIEHHUYECTBA) C IVIAaBHOM LIEJIbIO TTOJYYUTh B CBOE PACIIOpsDKEHME
3HAYUTEJIbHBIEC HAOOPBI PEKBU3UTOB KapT. YacTo Takue Mara3uHbI IpeICTaB-
JISTIOT CODOM Pa3IMYHOro poaa MmopHocaiThl. CerogHst 3amagHbIMK CIIeL-
cIyxx6aMM yCTaHOBJIEHA TeCHasl CBsI3b IMopHOOU3Heca B MIHTepHeTe ¢ mpe-
CTYIHBIMU I'PYIITMPOBKAMU, CIIELIMATIM3UPYIOLIMMUCS Ha MOILIEHHUYECTBAX
C TUIACTUKOBBIMU KapTaMMU.

Hpyrast (oyHKIIMST TTOAOOHBIX Mara3uHOB COCTOMT B MX MCIOJIb30BAHUM IJIsI
«OTMBIBaHUS» TOJYYEHHBIX PEKBU3UTOB KapT. Yepe3 MOmoOHBbIC CAMTHI
«IPOKAYMBAIOTCST» COTHM THICSY U Jaske MUJUTMOHBI YKPAACHHBIX PEKBU3H -
TOB KapT.

HHorna obe pyHKLIMN — Kpaxka U «OTMbIBAHUE» — COBMEILAIOTCS] B OTHOM
MarasuHe. Harmpumep, BOCIIONB30BaBIINCH OMHAXKIIBI YCIIyraMy TIOpHOCai-
Ta, BJaneiel] KapThl C YAUBICHUEM BBISICHSIET, YTO CTaJl MOANKMCYMKOM Ta-
KOTO caiiTa, 1, TAKMM 00pa3oM, ¢ HeTro eXKeMeCSTIHO OylieT B3UMaThes TiiaTa
3a MOMIMCKY, 0TKA3aThCsl OT KOTOPOU BechMa MPOOIeMAaTUUHO.

Haxkomelr, cyIiecTByeT M ellie OIUH CII0C00 Y3HATh ITPaBUJIBHBIC PEKBU3UTHI
KapT. TouHee He y3HaTh, a SMIIMPUIECKU BBIMUCIUTD. eno B ToM, uto MH-
TEPHET IIPEACTABIISIET COOOM MpeKpacHBIH IUIaLgapM IJIsl IIPOBEACHMS pas-
JINYHOTO POIia «MCIBITAHUI» C LEJIbIO OIpeneIeHUs TTPABMIbHBIX PEKBH-
3uUTOB KapT. HampmMmep, eciim MOILIIEHHUKY M3BECTEH HOMEP KapThl, HO HE
U3BECTEH CPOK €€ JIEMCTBYSI, TO OIPEJEIUTh 3TOT MapaMeTp KapThl HE CO-
cTaBJIsIeT OOJbIIOro Tpyaa. JlelCTBUTENIbHO, TUIACTUKOBAs KapTa OOBIMHO
BBIITyCKAeTCsl CPOKOM Ha 1iBa rofa. [lapameTp «Cpok IeiicTBYsI KapThl» OIpe-
JIeJIsIeT MecsIll M TIOoC/ieNHUe Be ¢ pPHl roma, KOrma JIeHCTBUE KapThl 3a-
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KaHuyMBaeTcs. Takum oOpa3oM, MOILIEHHUKY TpeOyeTcsl IrepedpaTh BCETO
JIMIIb 24 BO3MOXHBIX BapMaHTa 3TOTO IapaMeTpa. B peanpHOM Mupe crie-
JIaTh 3TO He TpocTo. B BUpTyasibHOM MUpe pelieHue MoJo0HOM 3a1auu He
cocTaBJisieT Tpyaa. MoIIeHHUKY HyXHO OTIIpaBUTh He Oosiee 24 aBTopur3a-
LIMOHHBIX 3aPOCOB TSI TOTO, YTOObI C BEPOSITHOCTBIO 1 OIpenenuTh Bep-
HBIII CPOK AeicTBUS KapThl. Ilociie 3TOro BOCHOMb30BaThCSI M3BECTHBIMU
PEKBU3UTAMU KapThl MOXKHO pa3TMYHbIMU criocodbamu. [Tpoiiie Bcero cosep-
mmTh TpaH3akuuio DK. bojee 3¢ deKTUBHBIIN CITOCOO BOCIIONB30BATHCS A0-
OBbITBIM 3HAHWEM — WM3TOTOBUTH MOIEBHYIO KAPTY C BEIYMCIEHHBIMU PEK-
BU3UTaMM KapThl 1 WCITOIB30BATh €€ JUTS OIIaThl MOKYIOK B peaibHbiX TT1.
B sTOoM ciyyae Takoe MOIIEHHWYECTBO TOMAAET B pa3psi «IOjeIaHHas
kapra» (Counterfeit).

ITpuBeneHHbIE BbIIIE PACCYKAEHUSI OTHOCUJIVCH K CITy4alo, KOIjia U3BeCTEH
HOMED KapThl ¥ TpeOOBAJIOCh OMNPEIeIUTh CPOK ee AeiicTBus. HyXHo cka3ath,
41O C nomoliblo MHTepHeTa BoIHe periaeMoii CTaHOBUTCS 3a7a4a BbIYMC-
JIEHWST 000MX OCHOBHBIX TTapaMeTPOB IIACTUKOBOM KapThl — €€ HoMepa
1 cpoka feiictBusl. JIeiCTBUTENIbHO, B OOJIBIIMHCTBE CTy4aeB HOMEP KapThl
TIPEACTABISIET COOOI YMCIIO, COCTOSIIIIEE U3 ILIECTHAMLIATUA JECATUUHBIX IIUDD
(xo1s1 B cooTBeTcTBUM cO cTaHmapToM I1SO 7812 «MneHTndrKalMoHHbIE
KapThl — CUCTEMa HyMepalvu U MpolLieaypa perucTpauy naeHTu(uKaTo-
POB SMHUTEHTOB» HOMEP KapThl MOXET COCTOSTh U3 19 1udp). U3 16 uudp
HOMepa KapThl 6 TiepBbIX TpeacTapisior coboit BIN (Bank Identification
Number), npemocTaBisieMblii 6aHKY 1100 MeXTyHapOIHOM TUIATEXKHOM CHUC-
TEMOI, Y4JaCTHUKOM KOTOPOI OH SIBJISIETCSI, TMOO HEMTOCPEICTBEHHO OpraHMU-
3ammeit American Bankers' Association, yrosHomoueHHoi# 1SO Ha Bbizauy
WIEHTU(PUKATOPOB OaHKaM, €/ OaHK peau3yeT COOCTBEHHYIO He3aBUCH -
MYIO0 KapTOUuHY10 nporpammy. Kpome Toro, 10cTaTo4HO 4acTo KpYIHbIe
U cpeTHMe OaHKM UCTIOJB3YIOT 7 1 8-10 1 pbl HOMepa 11 uAeHTU(hbKAIN
cBoux (punnanioB U oTaeaeHuid. HakoHel, mocienHsst uudpa Homepa Kap-
Tl — UMppa IPOBEPKU Ha YeTHOCTh no anroputMy Luhn Check Parity,
OJTHO3HAYHO ONpeiesieMast BCeMU OCTATbHBIMU 1IUppaMu HOMepa KapThl.

Taxkum 00pa3oM, Kak IpaBUiIO, TOJBbKO 7 IU(Mp HOMEpa KapThl SIBJISIIOTCS He-
3aBUCUMBIMU TlepeMeHHBIMU. OcTasibHbIe LIUMPHI OTpeeIeHbI TUIaTeXXHOM
CUCTEMOI 1 0aHKOM-3MUTEHTOM. DT LI PBI HE SIBJISTIOTCS KOH(DUAEHIIATb-
HBIMU XOT$1 ObI IOTOMY, YTO COAEPKATCSI B MHOXECTBE Pa3IUYHBIX TAOIUIIL,
JOCTYITHBIX IIIMPOKOMY KpYTy crieliuaincToB. KpoMe Toro, ytoObl BbIICHUTD
3HAYEHUS! 3aBUCUMBIX ITEPEMEHHBIX HOMEPa KapThl, MOILIEHHUKY JJOCTATOYHO
TTOJTYYUTh 7151 Ce0s B MHTEPECYIOIIEM €ro 0aHKe TUIAaCTMKOBYIO KapTy.

C y4eToM TOro, 4TO CpeIHUIA GaHK BBIITyCKAET MO OMHIM TIpedUuKcoM (rep-
Bbie 8-11 mmdp xapter) 50 000-500 000 kapr, JIeTKO BUAETH, YTO €CIM OaHK

5-2103
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reHepUpyeT HOMEP KapThl TI0 CITy9aifHOMY 3aKOHY, TO IJIOTHOCTh 3aITOJIHe-
HMSI TTPOCTPAHCTBA BO3ZMOXKHBIX HOMEPOB KapT (BepXHsIsl TpaHMI1Ia OTHOLIIe-
HUST KOJIMYECTBA BBIMYLICHHBIX KApT KO BCEMY BO3MOXHOMY MHOXECTBY
3HaYeHUi1 HoMepa KapThl) coctaBut 0,005-0,05. C yyeToM umciia paszimd-
HBIX BAPUAHTOB CPOKA JIICHCTBUSI KapThI MTOJTy9aeTCsl, YTO MOIIEHHUKY Tpe-
Oyercs mepeOparb B cpenHeM Iopsimka 500-5000 pa3nmnyHBIX BapHaHTOB
MapaMeTpOB KapThl IJIsT JOCTHXKEHUSI cBoel Liesii. QUeBUIHO, TaKasl 3a1adya
SIBJISIETCS BIOJIHE PEILIaeMOii C yJETOM TOTO, UTO MOILIEHHVK MMEET BOZMOX-
HOCTb HaIlPaBUTh aBTOPU3ALIMOHHbIE 3aIIPOChl OMHOBPEMEHHO B JOCTATOY-
HO 00JIbIII0e KOMYecTBO MHTepHeT-Mara3uHoB.

MOoKHO MoKa3ath, 4TO JIJ1s1 TOTO, YTOOBI C BEPOSITHOCTHIO PO HAaliTH TTpaBUIIb-
HbIi HOMEp KapThbl MPH TMJIOTHOCTHU 3allOJHEHUs Juana3oHa BO3MOXHbBIX
3HaYeHUIT HOMEPOB P, HEOOXOAUMO TiepedpaTh He bojiee

9log(1-F,)
n=~{ ————3= 41
9log(1-p)...
3HAYCHNIT HOMEPOB KapT. 31ech 3HaK [X] 0003HaYaeT 1esyro yacTh X. B gacr-
Hoctv ripu P;=0,99 n p=0,05, m =90. Takum 06pa3oM, c yueToM cpoKa Ieii-

CTBUSI KapThl HEOOXOIMMO TiepeOpath He 6ojiee 2160 3HaYeHUIT peKBU3UTOB
KapT, YTOOBI ¢ BepoSITHOCTBIO 0,99 1OOUTBCS «ycIiexar.

MHoraa moMrMo HoMepa KapThl M CpoKa ee IeHCTBUS TpeOyeTCsl OTOTHMU-
TEJIbHO COOOIIUTH TOPTOBOMY MPENTNPUSITUIO CTIENUATBHBIN 1IM(MPOBOIA KoJ,
Ha3biBaeMbIii B cucteMe VISA CW2, a B cuctemax Europay/MasterCard —
CVC2. Brot undpoBoit KO COCTOUT U3 TPEX NECITUIHBIX IIUMP, KOTOphIE
revyaTaroTCsl METOIOM MHICHT-TIeUYaT Ha 00OPOTHOM CTOPOHE KapThl Ha Ma-
HEJTW TIOMIUCU Cpa3y BCJIe 32 HOMEPOM KapThl, U MOJYYaeTCsl C TTIOMOIIbIO
CIICIMAJIbHOI'O OTKPLITOI'O aJirOpUTMa, IIPUMEHSICMOTI'0O K TaKUM ITapaMeTpaM
KapThl, Kak HOMep KapThl U CPOK €€ AeUCTBUS. AJITOpUTM OasupyeTcst Ha
MpUMeHeHUM aropuT™a mmdpoaHust DES (cM. gaiee) u UCMOIB3yeT apy
CEKPETHBIX KJIIOUeii, U3BECTHBIX TOJBKO SMUTEHTY KapThl. Takum o0paszomM,
3Hast HOMEP KapThl 1 CPOK €€ ICUCTBUSI, BRIUUCIUTD LIUPOBOIt KO 0€3 3Ha-
HUS CEKPETHBIX KJIIOYEN HEBO3MOXKHO.

C1 anpens 2001 r. B T1aTeskHBIX crcteMax Enropay m MasterCard obciy:kuBa-
Io1ie 6aHKM 06sI3aHbI BCTABIAThH B ABTOPU3ALIMOHHBIE 3aTTPOCHI TS TPAH3-
akmumit Cardholder Not Present 3nauennst CVC2. T1pu 3ToM, K COXXaJICHHIO,
JIAJIEKO HEe BCE SMUTEHTHI K STOMY MOMEHTY OyIyT CITOCOOHBI BEpU(ULIUPOBATh
TTOJTyJdeHHbIE 3HAUEHMS KOZIA B CBOMX CUCTEMAX (CErOMHSIIIHIE OLIEHKU TTOKa-
3BIBAIOT, YTO KOIA OOCTY:KMUBAIOIIVi OaHK MepeaaeT B CeTh 3HAYEHUE TN (-
posoro koma CVC2/CVV2, muiib npuMepHo B 30 % cltydyaeB SMUTEHT IPOBe-
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pseT 3ToT TapameTp). K3-3a TOro 9To ceroaHs MpaKTHYeCKy Beerma (coyJait
ncmob3oBaHus potokona SET He paccMaTpuBaeTcs) OTBETCTBEHHOCTB 3a
MOITIEHHIYECTBO IO TpaH3aKIK DK JIeKUT Ha 0OCITy>KMBaroITieM OaHKe, HEKO-
TOpPBIe SMUTEHTHI, TaKe OIIPENIEIINB, YTO 3HAYeHHME (P POBOTO KoIa HEBEPHO,
JAIOT ITOJIOKUTETBHBIN OTBET (Approval) Ha aBTOpHM3aIIMOHHBIIA 3aIIpoC.

OrMmeTrM, 4TO MCHojb30BaHue mudposBoro koma CVV2/CVC2 B HekoTo-
poli cTeneH! MOMOXKeT 0oprOe ¢ MomleHHnYecTBaMu B DK, HO He peruT
Mpo0GJIeMbl B 1ieJIoM. JIelicTBUTEIbHO, HECMOTPsI Ha TO YTO MPUMEHEHUE 3TOT0
Kojia MoTpedyeT OT MOIIIEHHMKA 3HAHUS €11l TPeX JOMOJIHUTEIbHBIX UdD,
caM KO[I SIBJISIETCS CTaTIEeCKOM MH(popMalMeil 1, CJiemoBaTeIbHO, PAaHO WJIN
TMIO3IHO TIOMAaAET B PYyKM MOIIEHHUKOB TEMU e CIoco0aMu, YTO M HOMEpP
Kapthl. [To-BUIMMOMY, 3TO CTAJIO OCHOBHOM MIPUYMHOM, 10 KoTopoit VISA
pelIa moka He IpUHUMATh PelIeHUsI 00 00s13aTeIbHOM HCIIONIB30BAHNNI
sHaueHnit CVV2. B kadecTBe KOHTpapryMeHTa IMPOTHUB 00S3aTeIBHOTO HC-
mosib30BaHus 3Toro koaa B DK VISA paccmarpuBaeT MOBBIIIEHUE BEpOSIT-
HocTtu KomripoMmetaumu CVV2 B cpene MHTepHeT (momuepkHeM, yto CVV2
B OOIIEM ClIy4ae MCIIOJIb3yeTCs ISl IPOBEIECHMS TPAH3aKIIN «ITOKYITKa»
METOIIOM TOJIOCOBOI aBTOPHM3AlIMM, YTO CYIIECTBEHHO ITOBBIIIAET Oe30mmac-
HOCTb TPaH3aKIIMHU, BBITTOTHSIEMOI C TTIOMOIIIBIO 3TOTO CII0C00a aBTOPU3AIINN ).

OTMeTHM Takke, YTO CYIIECTBYET €llle OAMH CITOCOO TOBBIILICHUS 0e3-
omnacHocTu TpaH3zakiuu DK — wucrnonbzoBanue metona VISA Address
Verification System (AVS). Cyrb mMeroma coctout B ciemytomem. TIT 3a-
npammBaeT y kimeHTa mapamerp Cardholder Billing Address (anpec kiveH-
Ta, TI0 KOTOPOMY OH TTOJTy4yaeT U3 CBOEro OaHKa-3MUTEHTA TaK Ha3bIBacMble
CTEHTMEHTBI, OTYET O TPAH3aKIIUSIX, COBEPILIEHHBIX KIIMEHTOM I10 CBOEi KapTe
B TeUEHUE HEKOTOPOTO Mepuoia BpeMEeH! ), KOTOPBIi HaITpaB/sIeTCs B aBTO-
PHU3allMOHHBIX 3arpocax OaHKY-SMUTEHTY Biajesblia KapThl A Bepudu-
Kauuw. J1j1s1 Toro 4to0sl MeTon AVS MOXHO OBLIO IIPUMEHSITh, HEOOXOIMO,
yto6bl mapameTp Cardholder Billing Address moanepkuBajics B aBTOpr3a-
LIMOHHBIX 3aMpocax, NepeaaBaeMbIx 0OCTyKMBAIOIIMM OaHKOM SMUTEHTY
KapThl. Jlo TociemHero BpeMeHn MeTon AVS TIommep:XKuBajics B CHUCTEME
VISA tonbko amepukaHckumu 6ankamu. C 15 mas 2001 r. cucrema VISA
TnpeaiaraeT GaHKaM Ha OIMLIMOHHOM OCHOBE BHEAPUThH CIIELMaAIbHbIC U3Me-
HEHMSI B aBTOPU3AIIMOHHBIX 3aITpocax 00CTy>KMBalOI1Iero GaHKa ¢ LeJIbIo IO
nmepxku Meroma AVS (VISA International Address Verification System).

Texromorus AVS yxke HECKOIBKO JIET YCIICITHO WCITONBb3YeTCST Ha aMepH-
KaHCKOM pBIHKE TTacTUKOBBIX KapT. C ampens 2001 1. meton AVS sBisteT-
cs1 00s13aTeNIbHBIM 7151 0aHKOB B BemkoOprTaHum.

YV meroma AVS nBa HemocTatka. Bo-miepBBIX, OH, TakK e KaK U METOJ ITpo-
Bepku CVC2/CW?2, saBiisieTcsl CTaTUYECKUM U, CJIeA0BaTe/IbHO, TTOoMagaHue
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B PYKM MOIIIEHHWKOB HOBOTO TTapaMeTpa SIBJISIETCS JIMIITb BOITPOCOM BpeMe-
HU. Bo-BTOPBIX, 3TOT METOI OIS PKMBAETCS TOIBKO crcteMoi VISA, 11 XoTst
Ha JOJII0 3TOM IIaTeXXHOU CUCTEMBI B MUpe Ipuxoautcs 6osee 50 % Bcex
TpaH3akuuii DK, 310 Bce-Taku He Bech phIHOK IIaTexkeli B MinTepHete. I pyru-
MM cJI0BaMU, MeTom AVS He SIBJIsSTIeTCsI Ha CeTOMHSIIITHIN JeHh YHUBEPCATEHBIM.
OcTaHOBUMCSI TETIEph Ha BTOPOM TUIIE MOIIIEHHUYECTBA — KOMIIPOMETAllN
MepCOHANBHBIX JAaHHBIX BJaleibleB IIaCTMKOBBIX KapT. 2000-i1 rom cran
PEKOpICMEHOM MO Yucity B3aoMoB B/l KapToyek B MH(POpMAIIMOHHBIX CHC-
teMax KpyrHbIx TTI. Tak, B MapTe 3TOro rojma nosiBUJIOCh COOOIIEHHE O TOM,
KaK B YaJbce JBa MOAPOCTKA YKpanu 0osiee 26 ThICSIU PeKBU3UTOB KapT U3
B/1 oqHOTO 13 371eKTPOHHBIX Mara3uHoB. K coxkalieHH10, 3T0 ObUT ¢ IMHCTBEH-
HBII CJTydaii, KOraa MOILIEHHUKM ObUTY 3aepXKaHbl.

Hpyroit mpumep siBiisieTcs enie 6onee MaciutadbubM. B Havyane 2000 r. poc-
cuiickuM xakepoM Obita BckpbiTa B/l oobemom 300 000 3amuceii. ITocie
TOT0 KaK MOIIIEHHWK, TIPeACTaBUBILINICS MakcuMoM, MoTpeboBat 3a coxpa-
HEHME TailHbI O CIyJYUBILEMCS BBIKYII B pasMepe $100 Thic 1 IOMy4YI B OT-
BET OTKa3, 4YaCTh YKPAAEHHBIX HOMEPOB KapT ObLTa BhICTaB/IcHAa B THTepHe-
Te 151 0011Iero 0603peHust. CrhelcayX0bl, 3aHUMAaBIIMECS pacciieJOBaHUEM
JTAHHOTO CJTy4asi, OTMETWJTU YPE3BbIYATHO BHICOKUIA TIPOGheCCUOHATBHBIN YPO-
BEHb Xakepa — ISt BCKpbITUsT B/l Mcronb3oBaInuch METONbI, U3BECTHHIC
TOJIbKO MpodeccuoHanaM B 001acTy 3aluTel HHGpopMaunu, Kpome Toro,
MPECTYIMHUK TaK UCKYCHO CKPBUI CJI€Abl CBOETO MPUCYTCTBUS Ha caiite TTI,
YTO €AMHCTBEHHOE, YTO MOXHO ObUIO YCTAHOBUTH, TAaK 3TO TO, YTO OH ACH-
CTBOBAJI, UCTTOJNIB3Ysl poccuiickuit [P-aapec.

M3BecTHO TakKe O ciTydae KpaXku PeKBU3UTOB 485 THICSTY KapT, BbICTABJICH-
HbIX B cetn National Aeronautic & Space Administration mocnie otkasa 3a-
TJIATUTh MIPECTYITHUKY 3aTlIPOIIEHHBI UM BBIKYII.

B cepemmre 2000 r. MaTepHeT-MarasuH Egghead.com oOBSIBII 0 BCKPBITHN
€ro CHCTeMBI 3ammThl MHPopMauy 1 Kpake b/l kaprouek. B/I kaprouek
5TOTO Mara3uHa colepKasla peKBU3UTHI 3,7 MITH KaprT.

TpeBory y MUpOBOIi OOIIIECTBEHHOCTH BBI3bIBAECT aKTUBU3ALUS JEHCTBUIA
poccuiickux xakepoB. 3a 2000 r. 6onee 40 aMeprMKaHCKAX KOMMEPUYECKUX
CaTOB TOJBEPIIIMCH HATIAIEHWIO CO CTOPOHBI OPraHW30BAHHBIX TPYIIIT, IEH-
CTByIOIIMX ¢ Tepputopun Poccun u YKpauHbI: Xakephl 3aBIaIe I HOMEpa-
MU 6oJiee MUJUTMOHA KPEAUTHBIX KapT. CorflacHO 3asIBJIEHUSIM TTPEICTaBU-
teneiit @BP, peub umer 00 omHOII M3 caMbIX MAcCIITaOHBIX aTakK Ha
9JIEKTPOHHBIE KOMMEPUYECKUE CANTHI.

HHTepHeT-MarasuH SIBJISIETCS MIeaIbHON MUILIEHBIO TSI MOIIEHHUKOB, Ke-
JIAIOIIMX YKPACTh PEKBU3UTHI paboTarolmx KapT. I1o maHHBIM McclienoBa-
HMSI, TIPOBEIECHHOTO MeXIyHapomIHOI accolualyeil morpedureneii, 6onee
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JIBYX TpETeil CaiiTOB TOPTOBBbIX TOYEK XPAHST 3TH JaHHBIE MO CaMbIM Pa3-
HBIM COOOpaXkKeHUSIM 1 JUTs1 pa3HbIx Leneid. K Takum coobpakeHrsIM MOXKET
OTHOCUTbCSI HEOOXOAMMOCTb XpaHeHUsI UH(OpPMaIIMK O BBIMOJIHEHHbIX
JiaTexax, yCTaHOBJI€HWE OTHOILEHUI co cBouMM Tokynaresnssmu (Client
Relationship Management), TexHU4YeCKMe MPUYMHBI U T. . TOBOpsI O Tex-
HUYECKUX MPUYMHAX, MOXHO YIOMSHYTb TE€XHOJOTUIO, UCIIOIb3YEMYIO
B Amazon U COCTOSIILIYIO B TOM, YTO PEKBU3UTHI KapT 3aIIOMUHAIOTCS Ha caiiTe
storo TII, B ToM 4ucie W Oj1s1 TOro, YToObl MpU CACAYIOIIEM OOpallieHUu!
KJIMEHTa eMY He Hy>KHO ObUTO ObI BBOMUTh PEKBU3UTHI CBOEI KapThl 3aHOBO.

INomannaeiM kommanuy Meridien Research ysi3Bumocts HTEpHET-Mara3iHOB
YCYTYOJISIETCS €11Ie ¥ TeM, 9TO JIUIIE 30 % OHJIAiHOBBIX ITPOJABLIOB UCTIONB3YIOT
HaJeXXHbIE CICTEMBI 3a1LUThI 1J1s1 G0PHObI ¢ KOMITBIOTEPHBIMU MOLLIEHHUKAMMU.

B 3axiroueHre octTaHOBUMCS Ha TPETHEM TUIIC MOLLICHHMYECTBA — Maras3m-
Hax-0a00YKaxX, OTKPBIBAIOIINXCSI C LIEJbIO «OTMbIBAHUST» YKPANEHHBIX PEK-
BU3UTOB KapT. [locse Toro Kak B pyKax KpUMUHAIBHBIX CTPYKTYP TTOSIBIISIFOT-
Cs1 YKpaleHHbIe peKBU3UThI KapT, BOSHUKAET 3a7a4a UMK BOCIIOIb30BaThCSI.
OnuH U3 crocodoB — opraHu3aius BupTyaibHoro TTI, «topryroiiero» mpo-
IPaMMHBIM OOECMEYEHUEM WU APYrMMU UH(MOPMALMOHHBIMU peCypcaMu
(TIporpaMMBbl TeJIEBU3MOHHBIX Tiepeaay, MOANMMCKA Ha HOBOCTH U T. II.).
B nevictButenbHocTH, Takoe TT1, Kak mpaBUio, IMEET CBOA CaiiT, HO HUYEM
peasibHO He TopryeT. Ilpu 3TOM B OOCITYXKMBAIOIIMIA OaHK PETYJIIPHO Ha-
MPABJIIOTCS aBTOPU3AILMOHHBIE 3aIIPOChI, MCIIOJIB3YIOIINE YKpaJaeHHbIE
HOMepa KapT, a ClIeIoBaTeIbHO MarasuH PeryyIsipHO IMOIy4aeT OT 00CIy-
JKMBAIOIIET0 OaHKA BO3MEILIEHMS 32 COBEPIIIEHHBIE B HEM «ITOKYIKW». Tak
MIPOIOJIKASTCS 10 TeX IOp, MoKa ypoBeHb chargeback (0Tka30B OT miate-
>Keit), OT BMUTEHTOB YKPaJIEHHbIX PEKBU3UTOB KapT HE CTAHET CBUJIETENb-
CTBOM TOTO, YTO MMEET MECTO MOLLIEHHNYECTBO. OOLIMHO K 3TOMY MOMEHTY
U CaMU MarasvHbl, IOYYBCTBOBAB 3allaX XKapeHHOr0, UCYE3al0T U CTAHOBSIT-
Cd IIPEAMETOM ITOMCKaA ITPAaBOOXPAHUTE/IbHBIX OPraHOB.

Mara3uHbI-0a004K1 OOBIMHO BHIOMPAIOT JIBE KpaliHUE CTPAaTeT CBOEH pa-
6oT1bl. BeIOOp cTpaTteruu onpenesieTcs pasmepoM yKkpaaeHHoi b/l kapro-
yek. Eciu pasmep ykpaneHHoi b/l moctaTouHO OOMBIION (IECATKY THICSY
KapT), TO BEIOMPAETCSI CTpaTerusi, B COOTBETCTBUY C KOTOPOI TPaH3aKIIMU
nenarorcs Ha HeOombime cymmbl (rmopsiaka $10 CIIA). OcHoBHas wmest
TaKOM CTpaTerny 3aKJII04aeTcsl B TOM, UTO IeCTBUTEIIBHBIN BIaIeIel] Kap-
ThI 3aMETUT HEOOJIBIIYIO ITOTEPIO CPEACTB Ha CBOEM CUETe IaJIcKO He cpa3y
U B pe3yJibTaTe 3a UMEIOIIeeCs] B PACIIOPSKEHUH MOILIEHHUKOB BpeMsT (Kak
npaBmio, 1-3 mMecsia) MOXHO Ha MOTOOHBIX HEOOJBINMX TPaH3aKIIMSIX
YKpacTh COTHU THICSY JOJUIAPOB.

Hao0bopoT, Koria B pacopsKeHUY MOLLIEHHUKOB HECKOJIBKO IECSITKOB KapT,
BBIOMpAETCSl CTpaTeTvsl BBIMTOJIHEHMSI TPaH3aKIW Ha KPYITHbIE CYMMBI
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(HECKOJIBKO ThICSY 10JUIapoB). B 3TOM ciydae akTMBHAs XXU3Hb Mara3uHa-
0a0b0YKM COCTABJISIET HECKOJIBKO He/leNb, MOC/Ie Yero Mara3uH ucuesaer.

P €3IOMUPYA BCE CKa3aHHOEC, CICAYET OTMETUTL CJIICAYIOLICEC:

* B OCHOBE BCEX MOIIEHHMYeCTB B DK JIeXKNT molagaHre B pyKu KpUMU-
HaJia nH(pOpMAaIK O peKBU3NTAX ACHCTBYIOIINX KAPT;

* BHEIPEHHUE TOMOHUTEILHBIX METONOB TTOBBIIICHNST 0E30IIACHOCTH TpaH3-
akuii DK (CVC2/CVV2, AVS), cBoasmmxcs K yBEIMYCHUIO Pa3-
MEpOB CTaTUYECKUX PEKBU3UTOB KapT, JacT 3(PdeKT B TeYeHUE OTHO-
CHUTEJIbHO HEOOJIBIIOTO MHTEPBaJIa BpEMEHH, HO HE TTO3BOJIUT PEIINTh
po0JIeMy KapIuHaJIbHBIM 00pa3oM. KprMHUHAI He OCTaBUT ITOMBITOK ITPH-
00peTeHMsT PeKBU3UTOB KapT, UCITOIB3YS IUTSl 9TOTO cCaMble pa3HOOOpa3-
HblEe METOMBI, HAYMHAsI OT KJIacCCHYeCKUX (croBopa ¢ mepcoHaiom T11)
n 3aKkaH4ImBas BcKpbiTheM b/l kaprouek TI1 u cozmanmeM crielimaTbHbIX
Mara3uHOB, CTaBSILIMX CBOEl IJIaBHOM LIEJIbIO 3aBiaaeTh MHMOpMalen
0 HOMepax Kapr.

CnocoObl peLueHus Npoonembl
0e30MacHOCTU B 3JIEKTPOHHOWM KOMMeEpLUN

C camoro Hayajia BHEIPEHUST 3JIEKTPOHHON KOMMEPIIMM CTaJI0 OYEBUIIHO,
YTO METOIbI MACHTU(MUKALINY BJIaIEblIa KAPThI, MPUMEHSIEMbIE B OOBIYHBIX
TPaH3aKIIUSX, SIBJISTIOTCS] HEYIOBIETBOPUTEIbHBIMU 15T TpaH3akumii DK.

JeiicTBUTENTbHO, TIPU COBEPILICHUH OIEPalliy MOKYITKHA B (DM3MIECKOM Ma-
ra3uHe TIPOIABeIl UMEET BO3MOXKHOCTh PACCMOTPETh TIPEIbSIBIAEMYIO IUISI
pacyeToB TUIACTMKOBYIO KapTy Ha TPEIMET ee COOTBETCTBUS TPeOOBaHUSIM
TJ1aTeXXHBIM CUCTeMaM (B YacTHOCTH, MTPOBEPUTh HAJIMYKME TOJOTPaMMBI,
CTeIIMATbHBIX CEKPETHBIX CHMBOJIOB, CBEPHUTD TTOMITVChH Ha TTAHETN TIOMITI-
CH ¥ TOPTOBOM 4eKe | T. 11.). Kpome Toro, mpomaselr MoxeT oTpe6oBaTh OT
MTOKYTIATeN sl JOKYMEHT, YAOCTOBEPSIIOIIMIA ero JIMYHOCTh. Bee 31O nmenmaer
MOIIEHHUYECTBO 10 MOAASTLHOM KapTe JOCTATOYHO TOPOTMM MEPOTPUSITUEM.

B ciygae tpanzakuuu DK Bee, uTo TpeOyeTCs OT MOILIEHHKA — 3HAHKE PeK-
BU3UTOB KapThl. 3aTpaThl, CBSI3aHHBIE C U3TOTOBJIEHEM TTOAIETbHON (DU3H-
YecKOl KapThl, B 3TOM cliydae He TpeOytoTcs. be3yclioBHO, 3TO He MOXET He
MpYBJieYb BHUMaHKE KPUMUHAJA K 5TOMY TUITY KOMMEPLIMK, CBUAETEISIMU
YeMy Mbl CTAHOBUMCSI YK€ CETOIHSI.

B Mupe mracTUKOBBIX KapT ¢ MATHUTHOM TIOJIOCOM CaMBIM HaIEeKHBIM CIIO-
CcOOOM 3aIIATHI TPAH3AKIIMK OT MOIIICHHUYECTBA SIBIISIETCS] UCITOJIb30BAaHUE
PIN-kona mig nneHTHdUKALMT BIaaeiblia KapThl €r0 0aHKOM-3MUTEHTOM.
CekpeTtHoli mH(MOpPMAaLIMEl, KOTOpOi 00J1amaeT Biaaaeiel KapThl, SIBISETCS
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PIN-kon. OH mpeacTaBisieT co0oii MOC/IeIOBaTeIbBHOCTD, COCTOSIIYIO 13
4-12 1udp, M3BECTHYIO TOJBKO BIIANENbIy KapThl M €0 0AHKY-3MUTEHTY.
PIN-kon mprMeHsieTcs Beera Ipy ITPOBEICHNY TPaH3aKIIMI TTOBBIIIEHHO-
TO pYICKa, HAIpMMep TPH BbIAaue BIaIebIly KapThl HATMIHBIX B OaHKOMA-
TaX. Bblmaya HanMYHBIX B OaHKOMAaTax IMPOMCXOOUT 0e3 MpPHCYTCTBUS
MpeACTaBUTENIST OOCITy>KMBAIOLIETO OaHKa (CUTyallMs TTOX0Xa Ha TpaH3aK-
mio DK). ITosaToMy OOBIMHBIX pEKBU3UTOB KapThl ISl 3aIIUTHI OIepallin
«CHSTHE HAJIMYHBIX B OaHKOMaTe» HEAOCTATOYHO M MICIIONbL3YeTCsT CeKpeT-
Hag JTortoaHnTeTbHas nHdopMansg — PIN-kon.

Bonee Toro, ob1ias TeHACHIMS Pa3BUTUS TUIATEXKHBIX CUCTEM — OoJiee aK-
THUBHOE ncnojib3oBaHre PIN-kona 1j1s oneparuii «roKynka» 1o 1e0eTOBbIM
kapTtaM. Kasajnoch Obl, MCTIOIb30BaHME MTOIOOHOTO UAEHTU(UKATOPA MOIJIO
OBI TTOMOYb PEIINUTH ITPo0IeMy Oe3omacHOCTH B DK, ogHaKO 3TO He TaK.
K coxanenuto, B npuioxkeHnd K DK 3TOT MeTon B KJIIAaCCMUECKOM BUJIE
HETIPUMEHUM.

HeiicTBuTenbHO, ucnonb3oBaHue PIN-koga 10KHO MTPOM3BOAUTLCS TAKUM
o0pa3oM, 4ToObl 3TOT CEKPETHBI MapaMeTp Ha Bcex aTarax oopaboTKu
TpaH3aKIMU ocTaBasics 3ammdpoBaHHbIM (PIN-Koa momkeH ObITh U3BeC-
TEH TOJIBKO BIIAZIE/IbIy KapThl U €€ SMUTEHTY). B peaabHOM Mupe 310 Tpe-
OoBaHMe pean3yeTcs 3a CYeT MCITOIb30BaHMS B YCTPOMCTBAX BBOAA TPaH-
3aKINHY CITEHMAIBHBIX (PU3NIECKUX YCTpoicTB, HasbiBaeMbIXx PIN-PAD n
comepxamux Hardware Security Module — ammapaTHO-IIporpaMMHbIE
YCTPOIMCTBA, TTO3BOJISIIONINE XPAHUTh 1 IIPEOOPa30BhIBaTh HEKOTOPYIO MH-
¢opMaLMIO BeCbMa HaEXHBIM CIIOCOOOM. DTH YCTPOMCTBA XPaHST CIIe-
LIMAJIbHBIM CIIOCOOOM 3allIUINECHHBIN CEKPETHBIM KOMMYHMKAIIMOHHBII
KJII04, CTeHEepHUpOBaHHbIN oOCIyXKuBaroImM 6aHkom gaHHoro TII. Korga
BJIaIeJIel] KapThl BBOIUT 3HaueHre PIN-koma, oHO HeMeIeHHO 3aKphIBaeT-
cs (mdpyeTcss) KOMMYHUKALMOHHBIM KITIOYOM M OTIIPABIIIETCS BHYTPU
aBTOPU3AIMOHHOIO 3aIpoca Ha XOCT 00CIyKMBalolIero oaHka. ToyHee ro-
Bops, mmdpyercs He cam PIN-Kox, a HEKOTOPBIi 37IeKTPOHHbIN «KOHBEPT»,
B KOTOpBI Kop moMeliaercs. Ha xocte obciyxuBarolero 6aHka 3amd-
PpOBaHHBII NACHTU(PUKALIMOHHBII KO Iiepekoarpyercst BHyTpu Hardware
Security Module xocTa (XOCT 0OC/IyKMBAIOIIEro 0aHKa TakXKe MMeeT CBOe
YCTPOICTBO 1M poBaHus) B 0JI0K, 31 pOBaHHBI HA KOMMYHMKAIIOH-
HOM KJIIOU€ IUIATEXKHOM CUCTEMBbI, M TIepeaaeTcs B CeThb I JaIbHEHIIero
npeabsapieHus sMuTeHTy. I1o mopore K amuteHTy PIN-Kom 6yner rpeobpa-
30BBIBATHCS €lIe HECKOJIBKO pa3, HO IS HAIlIMX PacCyKICHUIA 3TO He BaX-
HO. BaxHo apyroe — s TOro 4roOblI ClIeAOBaTh KJIACCUYECKOM CXeMe
obpabotku PIN-kona, Kaxkaplii Biagesiel] KapThl JOJKEH XPaHUTh KPUIITO-
rpaMMbl KOMMYHHUKAIIMOHHBIX KIIIOYE BCeX OOCITYKMBAIOIIUX OaHKOB, YTO
Ha MPaKTUKe HEBO3MOXKHO.
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Kraccnueckyro cxeMy MOXXHO ObLIO OBl peali30BaTh C IIOMOILBIO IIPUMEHEe-
HUSI aCUMMETPUYHBIX arOpUTMOB ¢ g posanriem PIN-koma Bragenbia
KapThl OTKPHITEIM KimrodoM TI1. OgHako mrg npeacrasieanst PIN-koma
B IUIATEXKHYIO CETh €10 HEOOXOMMMO 3a1hpoBaTh, KaK 3TO IIPUHSTO BO BCEX
TUIATEXKHBIX CUCTEMaX, CUMMETPUYHBIM KITIOUOM. ABTOpP HE 3HAET HU OJHOTO
crannaptHoro Hardware Security Module, ciocoOHOTO BBITIOIHUTH TPaHC-
Jsmuyo PIN-kona, 3ammgpoBaHHOTO € TTIOMOIIBIO aCUMMETPUYHOTO KPUII-
toanroput™Ma, B PIN-kon, 3ammdpoBaHHBI Ha CHMMETPUYHOM aJITOPUTME
IM(pPOBAHUSI.

Cy1ecTByeT Apyroe, HEKJIaCCUIECKOe pellleHre Mo ucroib3oBaHnio PIN-
koma. Hampumep, MOXHO Ha KOMITbIOTEpE BiIadesIblia KapThl ¢ poBaTh
PIN-kon mmoc HeKOTOphIe IMHAMUYECKHA MEHSIIOLIMECS OT TpaH3aKILIUU
K TpaH3aKUUU JaHHbIC Ha KJIH0Ye, M3BECTHOM TOJIbKO SMUTEHTY U BJale/b-
1y KapThl. Takoli moaxon NoTpedyeT pelleHrs 3a0a4y pacipeneacHus ceK-
PETHBIX KJIIOUel. DTa 3amada SIBJISIETCS BeChbMa HEIPOCTOi (OYeBUIHO,
YTO y KaXIOro BIAAeJiblia KapThl JODKEH OBITh CBOM WHAWBUIYAIBHBIMI
KJII0Y), U €CJIM YK OHA PelliaeTCsl, TO UCII0Ib30BaTh €€ PELIEHUE UMEET CMBICIT
TS ApYTHX, OoJtee 3((GEKTUBHBIX ITO CpaBHEHMIO ¢ TTpoBepkoii PIN-koma
METOMOB ayTeHTU(MUKAIIMN BlIaieIblla KapThl.

B 10 e BpeMs unest mpoBepku PIN-koma Oblia peanmszoBaHa JIsI TTOBBIIIIC-
HUs 6e3omacHocTy TpaH3akiuii DK no kaptam, B/l KOTopbix xpaHUTCST Ha
xocte mporeccopa STB CARD. B obmmx yeprax STB CARD peanuzyer
CIIeyIOIIyI0 cXeMy. Bianesblibpl KapT, SMUTEHTBI KOTOPBIX JAepKat cBoio b/1
kaprouek Ha xocte STB CARD, mMoryr monyunts nonomHuTebHBI PIN-
Kon, Ha3biBaeMblii [IMH?2. Brot Ko npeacTapiiseT codoii MocenoBaTe/b-
HOCTb U3 16 IIecTHaAUaTepUYHbIX HUPP, KOTOpas paclieuaThbiBaeTCs
B PIN-koHBepTe, nepenaBaeMoM BiIazesIblly KapThl (CIIeLIMaIbHbIN OyMaxK-
HBIIf KOHBEPT, MCTIOIB3YeMblii 0AaHKOM-3MUTEHTOM JIJIsI XpaHEHUS B HEM CEK-
peTHOI nH(OpMAaIIK, OTHOCSIIEHCS K SMUTUPOBAHHOI KapTe), U BBIUKC-
JISIETCSI SMUTEHTOM C IIOMOIIBIO0 CUMMETPUYHOIO aJITOpUTMa (G POBAHYSI,
MPYMEHEHHOI'O K HOMEPY KapThl I UCTIOJB3YIOIIETO CEKPETHBIN KITIOY, 13-
BECTHBII TOJIBKO SMUTEHTY KapThl.

Hanee Bo BpeMs TpoBeneHus TpaH3akiuuu DK Ha ogHoM u3 TII1, obcmysku-
BaeMoM OankoM STB CARD, y Bnanmenblia KapTel B MpoOLECCe MOTYyYEHUST
JTAHHBIX 0 KJIMeHTe 3anpammBaercs nHgopMams o [TMH2. KmmenT BBo-
1ut 3HadeHne Kona [TMH?2 B 3amonmHsgeMyro ¢popmy 1 Bo3pamaer ee TT1.

3/1ech HYXXHO C/Ie/iaTh BAKHOE 3aMeYaHUE OTHOCUTEBHO CKAa3aHHOTO paHee.
Bnanenen kapThl B J€UCTBUTEILHOCTY BSAET AUAJIOT B 3allMIIeHHON SSL-cec-
cum He ¢ TTI, a ¢ BuptyansHbeIM POS-cepBepoM, yepe3 KoTopslii padotaet TIT
(cuctrema STB CARD B HacTosiiiee BpeMsl KCIIONb3YyeT cepBep Assist).
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Boaspaiasce Kk cxeme STB CARD, orMeTM, 4TO, KOHEUHO K€, B 3aIl0j-
HeHHoi KimeHToM dopme ITMH?2 He comepxxutcs, a B AeICTBUTEIBHOCTH
BCE BBITJISLIMT ciemytommM obpazoM: TII (Tounee, cepBep Assist), onpeme-
JIUB, 9TO MMeeT n1es1o ¢ Kaproit 6aHka STB CARD, nepenaer Bianenbly Kap-
ThI (popMy, cofepKallyto MOANMMCAaHHBIN Java-anruieT, peaTu3yoimii HeKo-
TOPBIA CUMMETPUYHEII ajropyut™ mmdposanus. I1pu stom ITMH?2 urpaer
POJIb CEKPETHOTO KJTI0Ya 3TOr0 ajJropyMrMa ImicpoBaHUs, a IMdpyeMble
JAHHBIE TIOTYYAIOTCS B Pe3yJIbTaTe MPUMEHEHUS X3II-QYHKIMU K HOMEPY
KapThl, CYMMe U JaTe TpaH3aKIMK, a TaKXkKe CaydaitHoMy 4uciy £, reHepy-
pyemomy TII. Takum 06pa3oM, B 3alOJIHEHHOM BiaaeablieM KapThl (hopMe
MPUCYTCTBYET TOJIBKO Pe3yJIbTaT IMMPOBaHMS TIEPEUNCIICHHBIX BBIIIIE TaH-
HBIX O TpaH3aKUMKM Ha Kmode [TMH?2.

Hanee TII dopMupyeT aBTOpM3alIMOHHOE COOOIIIEHUE, MepeaaBacMoe Ha
XOCT OOCITY>KMBAIOIIETO OaHKa, comepKalliee MOMUMO «CTAaHAAPTHBIX» NaH-
HBIX O TPAH3aKIIMK ellle pe3y/IbTaT IM(MPOBAHUS U CITydaitHOe YucIo £,

ODMUTEHT KapThl, ToiyduB coodieHue TI1, mo HoMmepy KapThl BHIYMCISIET
sHayeHue [1MH?2, u nanee mo HoMepy KapThl, CyMMe U JlaTe TpaH3aKII1H,
a TAKXKe IO CITyJaifHOMY YKCITY %, BBIMUCIISIET Pe3yIbTaT INMPOBAHKS 3THX
JaHHBIX Ha kmode [TMH?2. Ecim monmydyeHHast BeJIMIMHA COBIAIaeT ¢ aHa-
JIOTMYHOM BeImurHOM u3 coodiieHus TI1, Bepudukauns PIN-kona cuuta-
€Tcs1 BBIIOJIHEHHOM YCIIEIIHO. B IpOTMBHOM CITydae TpaH3aKI1IMsI OTBepraeTcsl.

Taxkum obpazom, TexHomorus mpoepkit PIN-koma, nmpuasras B cricreme STB
CARD, B e/ iCTBUTETLHOCTH O0ECTIEYMBAET HE TOIBKO JMHAMUYECKYIO ayTeH-
TU(hUKALIAIO KIIMEHTA, HO eIle ¥ TapaHTUPYET «CKBO3HYIO» LIEJIOCTHOCTh He-
KOTOPBIX JAHHBIX O TPAH3aKLIKMK (CyMMa TpaH3aKIIU1, HoMep KapThl). [Ton
«CKBO3HOI1» LIEJIOCTHOCTBIO 31€Ch ITOHNUMAETCSI 3al1Ta OT MOAM(MDUKALIAN TaH-
HBIX Ha BCEM TMPOTSDKEHUU MX Tepeiadyd OT KJIMEHTa 10 0aHKa-3MUTEHTA.

MI/[HYCLI JAaHHOIO 1moaxoda COCTOAT B CIICOYIOIIEM:

+ Jlng peanuzanuu cxeMbl MpoBepku 3HayeHus1 PIN-koma HeoOxonumo,
yro0BI TT1 «ymeno» (hopMupoBaTh COOTBETCTBYIOIIYIO (hopMy ¢ Java-ann-
JIETOM, YTO Cpazy CyXkaeT 001acTb MPUMEHEHUS CXeMbl B OTHOCUTESTLHO
HebosbiIoM MHoXecTse TTI.

* Hcrnonb3oBaHve MIVMHHOTO (IECTHAAUATh IIECTHAMIATEPUIHBIX LIUMDP)
KJTIoYa JIefIaeT ero MpUMEHEHVe Ha MpakKTUKe KpaiiHe HeyJoOHbIM s
BJIAJIENIbLIA KapThI.

» 3ammura ot moncTaBku (opma, sampammBatoniasg [TMH?2, npemnocras-
JIsieTcs Biagenbly KapTtel He TII, a MOIIEHHUKOM, XXeJIarolIuM y3HaTh
3HaueHue [TMH?2) ocHoBaHa Ha HAAEXKHOCTU ayTeHTU(MUKALIMY KIIUEH-
ToM cepBepa TI1, a Takke Ha MOANMCHIBAHUY aMIUIETa CEKPETHBIM KITIO-

6-2103
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yoM cepiepa TI1. ITockombKy HapyllieHe 00erX 3alUT OIPUBOAUT TOJIBKO
K TOSIBJICHUIO Ha 9KpaHe MOHUTOPA BJIAZIENbLIA KapThl COOTBETCTBYIOILIETO
MpeayNpexXaeHusl, COMPOBOXAAEMOTO BOMPOCOM — MPONOJIKUTh Cec-
CHIO WX HET, TO 0COOEHHO JOBEPSTH STUM (hOpMaM 3allUThI HE CTOUT.

O6ecmeunTh HAOEKHYIO 3alIATY OT MOACTABKU MOXHO C TIOMOIIBIO 3JIeK-
TPOHHOTO OyMaskHMKA KJIMEHTA (CIELIMATBHOTO IPOrPaMMHOI0 00eCIIeYeHH ],
KOTOPOE KJIMEHT MOXKET «CKa4YaTb» Ha CBOIl KOMITBIOTEP ¢ HEKOTOPOTO Cali-
Ta), 3aMEHSIIOILIETO T10 CBOeH (hyHKIIMOHAIbHOCTH Java-antiieT B popme TT1.
Takoii 2IeKTpOHHBIN OYMaskHUK MOKET UCITOIb30BaTh CKOJIb YTOTHO MOIII-
HBIE cpeCcTBa I POoBaHUSI TaHHbBIX. CeKpeTHbIE KITIOUU BIafeNblia KApThl
MOTYT I€PKaThCsl B HOPSIIKE MTOBBILICHMST HAAESKHOCTU MX XpaHEHUSI Ha IUC-
K€ KOMITBIOTepa, TUCKETe WM MUKPOIIPOLIECCOPHOM KapTe. JIoCTyIT K 3/1eK-
TPOHHOMY OYMAXKHUKY TOJDKEH MPOM3BOAUTHLCS 10 TIAPOJIIO €r0 Bafesblia.

B pesynbraTe mpoBeneHHOIO aHaIM3a IUTaTeXKHbIE CUCTEMBI C(pOpMUPOBa-
JI OCHOBHBIE TPEOOBaHMS K CXeMaM ITpoBeeHMs TpaH3akimm DK, obecrie-
YMBAIONIMM HEOOXOIMMBIi1 YPOBEHD €€ 0€30ITaCHOCTH. DT TPeOOBaHMSI CBO-
ISTCS K CIEMyIOIIEMY:

* AyreHTH(pUKALIMS YIACTHUKOB MOKYNKHU (IIOKYIIaTesIsl, TOPrOBOIro IIpe-
MIPUSITUASL M €r0 oOCyKuBalolero 6anka). Ilom ayreHTuguKaLmei mo-
KynaTens (IIpomaBlia) MOHMMAETCS IIpoIeaypa, JoKa3biBaromas (Ha
YPOBHE HaIEXKHOCTH W3BECTHBIX KPHUIITOAITOPUTMOB) (paKT TOro, 4To
JAHHBINA BiIajiesel] KapThl ACMCTBUTEILHO SIBJISICTCS KIIMEHTOM HEKOTO-
pOro AMUTEHTA-yJaCTHUKA (OOCTy>KUBAIOIIETO OaHKA-yIaCTHMKA) JaH-
HOH IIIaTeXHOU CUCTeMBbL. AyTeHTH(UKAIIMSI 00CTYKMBAIOILIETO OaHKa
JIOKa3bIBaeT (haKT TOrO, YTO OAHK SIBJISIETCS YIACTHMKOM JaHHOM IUIa-
TEXXHOMN CUCTEMBI.

* PexBU3NTHI IUIaTeXHOI KapThl (HOMEp KapThl, Cpok ee aeiictBust, CVC2/
CVV2 1 T. n.), UcoIb3yeMoii Tpu MpoBeAeHNU TpaH3aKimu DK, momk-
HbI ObITH KOHDUAEHIIMATbHbIMY U1t TT1.

*  HeB03MOXHOCTb OTKa3a OT TpaH3aKIIMU OJIsd BCEX YHAaCTHMKOB TpaH3aK-
onn BK, TO €CThb HAJIMYME Y BCEX YYJaCTHHUKOB HEOCIIOPUMOI'O JOKa3a-
TCJIbCTBA (DaKTa COBCPILICHUS IMMOKYIIKH (3a1<a3a nim OI'UIaTLI).

+ TapaHTHpoBaHMe Mara3uHy IlIaTexa 3a 3JIEKTPOHHYIO TOKYIIKY — Ha-
mmune y TTI mokasarenbeTBa TOro, 4to 3aKa3 ObuT TI1 BEITIONHEH.

Bcrony nanee non npotokoiaom DK moHUMaeTcs aaropuTM, ompeaessiio-
W TOPSA0K B3auMoaecTBUS yyacTHUKOB DK (Bianmenblia KapThl,
TOPrOBOTO MPEATNPUSTUS, OOCTYKUBAIOIIEro 6aHKa, 6aHKa-3MUTEHTA U LIEHT-
pa cepTudukanum) u popMaThl COOOIIEHUI, KOTOPBIMUA YJacTHUKMN DK
0OMEHMBAIOTCS IPYT C APYTOM C LIEJIbIO 00ECTIEUeHUsI MPOLIECCOB aBTOPU3a-
1IMM Y pacyeToB.
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OOLLMe NoHATUA

Kak yxe ormevanoch paHee, kpunrorpadus UrpaeT ofHy U3 IJIaBHBIX PO-
JIeW B pa3BUTUM TexHoJoruit 1 ctanaaptoB OK. B ucnonb3yeMbIx TpoTOKO-
Jax DK pelaroTcst TUMOBbIE 151 pa3IMYHbIX 00J1acTel TEXHUKM 3a1auu 3a-
IIUTHI MTH(pOPMaLIK OT HECAHKIIMOHMPOBAHHOTO JIOCTYTIA, K YUCTY KOTOPBIX
OTHOCSITCSI:

+ obecreyeHue LEJTOCTHOCTH UHMOpMAaK (HEBO3MOXHOCTD ISl Tpe-
Theil CTOPOHBI, PACIOIOXKEHHON MEXIY y4aCTHUKaMU MH(OpMAaIIMOH-
HOro o0MeHa, MOAUMUIMPOBATh MepeaaBacMy0 HH(OPMALIMIO TAKUM
00pa3oM, YTOOBI IMPUHUMAIOIIASI CTOPOHA aTOTO HE 3aMETUIIA);

* obecrieueHre KOH(PUICHIIMATBHOCTY MH(MOPMaLMK (HEBO3MOXKHOCTD JJ1sT
TPETbeil CTOPOHBI ITOIYyYUTh MHMOPMAILIMIO, ComepKalllylocs B Iepeaa-
BaeMBIX COOOIICHNUSIX);

* ayTeHTH(UKAIMSI UCTOYHUKA MH(pOopMaLMK (TIOATBEPKIECHUE TOTO, YTO TIe-
penarolasi CTopoHa sSIBJISIETCSl TEM, 32 KOTO OHa Ce0s1 BbIJIAET); OCTATbHYIO
YacTh 3TOIO ITyHKTa HYXKHO BBIYEPKHYTH TO €CTh HEBO3MOXHOCTb IIJIST TPE-
ThEW CTOPOHBI IPUCBOUTH CeOE aBTOPCTBO KAKOTO-JIM00 COODIIIEHHST);

* HoTapuzauus nHGopMalu (HEBO3MOXKHOCTb OTKA3aThCsl OT aBTOPCTBA
COOOIICHMST).

Z[J'IFI peIICHYA MNEPECUYMCIICHHBIX 3aJa4 HMCITOJIb3YIOTCA pas3jIMYHbIC KPUIITO-
Fpa(i)I/I‘IeCKI/IC AJITOPUTMBI. Ilon KPUIITOAJITOPUTMOM ITOHUMACTCA B3aUMHO-
OJHO3HA4YHOEC Hp€O6p2130BaHI/IC, 0T06pa>1<a10mee MHOXKECTBO BO3MOZKHBIX
COOOIIIEHMIA OTIIPAaBUTECJIA, COACPKAHNUE KOTOPBIX HE00XOIMMO CKPBITb OT
TpeTbCfI CTOPOHbI, BO MHOKECTBO COO6H.[CHI/II7[, Ha3bIBACMbIX TaKXKE KPUIITO-
TCKCTaMU, ITOHATHBIX TOJIBKO OTIIPABUTEIIO U aapecary. KpPIHTOEU'IFOpPIT—
MbI MHA4Y€ Ha3bIBAlOT aJITOPUTMaMU H_II/I(DPOBaHI/If{.

Bce anropurmsbl mmdpoBaHus AeIsTCs Ha ABa Kilacca:
*  CHMMMETPUYHBIC aJITOPUTMBI IITM(PPOBAHNS;
*  aCMMMETPUYHBIC aJITOPUTMbI TG POBAHUSL.
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CuMMeTpUYHbIE AITOPUTMbI ITMMPOBAHUST OCHOBAHbI Ha UCIOJb30BAHUMI
00erMMU CTOpOHaMU MH(OPMaIIMOHHOTo 0OMeHa OOILIEro CeKpeTa, Ha3bIBa-
€MOTo KJII0YOM. 3HaHUE Kimoya X MOJTHOCTBIO OIpeaesisieT Kpurrorpahu-
yeckoe npeodpasosanue Z=E,(Y), KOTOpoe ellle NHaue Ha3bIBAIOT 3aCEK-
peyuBaHueM cooluleHusT Y. DTo mpeobpa3oBaHue SIBJISIETCS B3aUMHO
OIHO3HAYHBIM, TO €CTh CyllecTByeT Takas dyHkuus E,'(Z), yro mis mo-
obx Z u'Y, ceazannbix paBeHctBoM Z=E (Y), BepHo Y=E '(Z). O6parnoe
npeoOpa3oBaHKe YaCTO Ha3bIBAIOT paciiudpoBaHUEM WM Al pPOBaHU-
€M coooIeHnd 7.

CHUMMETpUYHBIE aJITOPUTMBI TTOSIBUJIMCH B TTyOOKOWM APEBHOCTH JIJIST 3aCeK-
pEeYMBAHUST BAXXHBIX COOOIIEHUN. YKe 3HAMEHUTBIN TPEYeCKU MCTOPUK
I'epomot (V Bek 110 Hallleit 3pbl) IPUBOIVII IIPUMEPBI ITUCEM, TIOHSITHBIX TOJIb-
KO OTIpaBUTENO U ampecaTy. CrapTaHIbl UCIOJb30BAIM CIEIUATbHbBIN
MEXaHUYEeCKUiA TTpUOOp, TIPY TIOMOIIY KOTOPOTO BaskHbIE COOOIIEHYST TIHCa-
JIUCh OCOOBIM CITOCOOOM, 0OECTIEUMBAIOIIIMM COXpAaHEHKE TalfHbI COOOILIEHUSI.

CaMbIM HagesKHBIM CUMMETPUYHBIM KPUIITOTpadMueCKUM aITOPUTMOM SIB-
nsiercst koo BepHama. CyTh alroputMa COCTOMT B TOM, YTO IJISI KaXKIOIo
OTIPaBISIEMOro COO0IIeHUsI Y, TIPEeICTaBICHHOIO B BUIE IOC/IeI0BaTEIb-
HOCTHU JBOMYHBIX HYJIEH U €IMHULL, IO CIyYailHOMY 3aKOHY T€HEepUpYeTCs
U3 HYJIeH ¥ eWHMUII IOCJIeI0BaTeIbHOCTh TOM e IJIMHBI, YTO 1 OTIpaBJIsie-
Moe cooOlleHre. DTa MoceaoBaTeIbHOCTh UTpaeT B cxeMe BepHama posib
omHopazoBoro kimova X. Torga kpunrorpaduyeckoe peodpa3oBaHUE CO-
CTOUT B MOOUTHOM CJIOXKEHUM 10 Momy/ito 2 3HaueHuit X u Y. OueBUIHO,
YTO IUIST «BCKPBITUST» OMMCAHHOIO KPUIITOAITOpUTMA (TO €CThb AJISI OIpe/e-
JneHus1 Y) HeoOXooMMo repedpaTh Bce BOZMOXKHEBIC 3HAUEHUSI Kiroua X.

OJeBUIHBIMU HEAOCTATKAMM 3TOTO METOA SIBJISTIOTCST HEOOXOOMMOCTD Tie-
peadyy MoydaTeTio 3HaYeHUsI Kimoda Y IS KaKIOro IdpyeMoro coob-
LIEHUSI, a TAKXKe MepeMeHHast IIuHa Kimoda. KoHeuHo, pa3nyHble 3Hade-
HMS KTIo4a B cxeMe BepHama MOXHO GbIIO ObI TTepeHyMepOBaTh U OMUH pa3
repeaTh HaIEeXXHBIM 00pa3oM IoydaTento (HampumMep, riepeaadeil u3 pyKk
OTIIpaBUTENISL B PYKU TojTydatesis aiiia co 3HaueHUsIMUA Kimroda). [Tocne
5TOT0 B KOHIIE KaXKIOTO 3all(pPpOBaHHOTO COOOIIECHUS MOXHO COOOIIATh
TTOJTyYATeNTI0, KAaKMM TT0 HOMEpY 3HaYeHUEM KITIOUa ITOJTb30BaJICS OTIIPABUTEITh
IIJIS 3aceKpeurBaHus coobieHusl. Ho TIpy 5ToM 04eBUIHO, YTO 0OBEM BO3-
MOXHBIX 3HAYEHUI KITFo4a JOJDKEH ObITh COM3MEPUM C 00beMOM MH(bOpMa-
LIMK, KOTOPbIM OOMEHUBAIOTCSI CTOPOHEBI, YTO TIPUBOIMT K TOMY, UTO CXeMa
BepHama npakTUuecKy He MCTIONB3YeTCs (CErOaHS 3Ta cXeMa IMPUMEHSIETCS
B OCHOBHOM B BOGHHBIX CHCTEMAX IS TTepeIadl OUeHb BAXKHOM MH(MOpMALIIN).

Hanee Oyner onpobHee paccKa3aHo O APYTHX CHMMETPUYHBIX aJITOPUTMAX.
B ocHOBe TaKMX aJITOPUTMOB JIEXKUT TPUHITUTT UCTIOTBE30BAHMS OHOTO KITIO-
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Ya OTHOCUTEJIbHO HEOOIBIIIOTO pa3Mepa. Takue alropuT™Mbl TIO3BOJISIIOT Tpe-
00pa3oBbIBaTh pasMuHble cOoOOWEeHUs Y,, Y,, ...Y, TAKUM 00pa3oM, 4To,
naxe 3Hast sHadeHust pyHkunn Z=E (Y,) (i=1, ...,n) 1st T0CTaTO4HO GO~
1I0TO YKMCJIa T, HEBO3MOXHO OTpee uTh 3HaUeHue Kioda X (OTMETUM, 4TO
MPU UCTIOIb30BaHUM cxeMbl BepHama [1s1 onpeiesieHus Kitoya 10CTaTOYHO
3HATh EIMHCTBEHHYIO Mapy 3HaueHU QyHKIUK Z 1 coolieHus Y).

CyTb aCUMMETPUYHBIX AJITOPUTMOB (MHAUY€ CXeMbl, OCHOBAaHHbIE Ha TaKUX
aJIropuTMax, Ha3bIBalOT KPUIITOCUCTEMAMU C OOIIIECTBEHHBIMU WJIM OTKPbI-
THIMU KJTIOYaMH) COCTOUT B CJieAylollleM. B MaTeMaThke M3BECTHbI TaKUe
dynkimu E, 11st Kotopbix o6patHast pyHKI1Ms D BeIUUCISAETCS TOCTATOYHO
CJIOXKHO, €CJIM He U3BECTEH HEKOTOPbIN MapameTp (B KpunTorpaduyeckux
cXeMax 3TOT MapaMeTp CTAHOBUTCS CeKpeTHBIM KimtouoM). @ynkuust E mpe-
JIOCTaBJISIETCSl B paclopsDKeHMe JIIoOOMY XeJlalolleMy OTIPaBUTh COOOILIE-
HMe obnanatesnto napaMeTpa. s mmdpoBaHust UHOOPMALIUK, TIPEeTHA3HA-
YeHHOI 0bJanaTesio napameTpa, 10CTaTOuHO MPUMEHUTD K IepenaBaeMoMy
coob1eHuto npeodpazosanue E. Torma obnanatens mapaMerpa, UCIOb3YsI
obpatHoe TIpeodpazoBaHue D, jierko pacimgpoBbIBaET MOTyYEHHOE CO00-
wenue. Haobopor, 11io, He o0nanarolee 3aBeTHbIM MapaMeETPOM, HE CyMe-
€T BIYUCIUTH 00paTHOE Mpeodpa3oBaHKe U, CJIEN0BATETbHO, BOCCTAHOBUTD
niepenaBaeMoe coobieHue. [ToHsiTue «He cymeeT» MMEET TOCTaTOYHO CIie-
HUGUIECKUN CMBIC]T, KOTOPBIH OyIeT pa3bsCHEH Aajee.

ACHMMETpPUYHBIEC AITOPUTMBI SIBJISIIOTCSI UACaTbHBIM MEXaHU3MOM JIJIST pe-
LIEHMS 3a1a4y o0ecTeyeHu sl 1IeJIOCTHOCTHY TepenaBaeMoil MHGopMaluu
1 ayTeHTU(hUKALIMY €€ UCTOYHMKA. Peraiorcs aTv 3aaum ¢ TIOMOIIBIO CXEM
C OTKPBITBIMU KJIFOUaMHU CJICIYIOIIMM 00pa3oM. B TiepByro ouepens K Iepe-
JaBaeMoMy cooOieHuIo Y (ianee 6e3 orpaHuYeHUsT OOIHOCTU Tperoa-
raeTcsl, YTo cooOIleHre Y UMeeT TBOMYHOE MpeacTaBIeHue) MpUMeEHsIeTCs
npeoopazoBanue H(Y), Ha3piBaeMoe Xa11-(yHKIMEH, W JalKECTOM CO-
0011IeHNsI, OTOOpaKaroIee coodIIeHNe Y B IBOMYHYIO IMOCJICIOBATEIBHOCTD
(pykcupoBaHHOU JTMHBI (KaK MPaBUJIO, MEHBIIIEH IJTUHBI). MHOXECTBO 3Ha-
YeHUI Xa1I-(yHKINK OyneT 00o3HayaThess M. Takum o6pa3oM, mpeobpaso-
Banue H(Y) He saBnsercs BzauMHO omHO3HAYHBIM (3Has 3HadeHue H(Y)
TIOYTH BCEIa HEBO3MOXKHO OJHO3HAYHO OIPENeIUTh 3HaYeH e Y), U TOTO-
MY €r0 OTHOCSIT K KJIacCy OMHOCTOpOHHMX (yHKIMii. K mpeobpa3oBaHuio
H(Y) nipeabsBasitoT HECKOJIBKO TJI0X0 (hopMaliu3yeMbIx TpeOOBaHUM, Ha
KauyeCTBEHHOM YPOBHE COCTOSIIIIUX B CIIEMYIOIIEM:

*  MOIIHOCTb MHOXeCTBa M HOJKHA OBITh JOCTATOYHO OOJMBIION (Ha IpaK-
THKe UCTIoNb3ytotcs 3HayeHust H(Y) mwmHoit ot 128 mo 256 GUTOB, XOTS
JIJTMHA 3HAYEeHUS X2II-QYHKIWU ONpeaessieTcsi KOHKPETHOW 3ama-
yeit);
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Q coobueHust Y «paBHOMEpHO» oToOpaxkaroTcs ¢ nomoipio H(Y) B aie-
MEHTBI MHOXeCTBa M, TO eCTh KaxIoMy 3JIeMEHTy MHOXecTBa M COOT-
BETCTBYET MPUMEPHO OJMHAKOBOE KOJMYECTBO COOOIIEHUI Y, 0ToOpa-
>KaeMBIX B 3TOT a5eMeHT (pumepHo |Al|/|M]|, toe |A|, M| — morHoCTH,
COOTBETCTBEHHO, MHOXKECTBA BCEX BOBMOXKHBIX COOOILCHUI Y U MHOXe-
CTBa 3HAUEHUN X3II-(YHKIINN);

*  ¢dynkumsa H(Y) He nomkHa OBITH HENMPEPBIBHOM, TO €CTh U3 «OJIM30CTH»
3HaueHuil Y. u Y, He cnenyetr «Omuzocte» 3HaueHuid H(Y,) u H(Y,).

JJ1s1 mpakKTUYECKUX 1LeJieid, OYeBUIHO, JOCTATOYHO, YTOOBI BBLIMIOJIHSUIOCH
HepaBeHCTBO |M| < |A|. Jlerko mokasarh, 4To B 3TOM CIydae BEPOSITHOCTB TOTO,
YTO YISl JIIOOBIX CIy4aifHO BBIOPAHHBIX COOOLIEHUIA Y, U Y, BBIIOJHSETCS
H(Yj)=H(Y,), pasna |[M|". B ciyyae, korma ¢dynkuus H(Y) otobpaxaer
COOOILIEHVSI B MHOXECTBO BCEX IBOMYHBIX TMOCIEA0BATEIbHOCTEN JUTMHBI T,
BepositHocTh coObiTust H(Y,)=H(Y,) paBna 2. [IHa 3HaueHus1 xaui-yH-
KUY Ha TIPAKTUKE OMPEAESIETCS] BEPOSITHOCTHIO TOTO, YTO 3HAUEHUS XIIII-
¢GYHKUUM OT ABYX CIy4aitHO BhIOPAHHBIX COOOILICHUIA HE PaBHBI APYT JAPYTY.
Hanpumep, npu =160 Takast BepOSITHOCTb MPUOJU3UTEIHLHO paBHA
0,68* 10™, uto nenaer coberrne H(Y,)=H(Y,) dakTMyecKy HEBEPOSTHBIM.

IMocne Toro kak mjist coodieHus: Y BbIMMCICHO 3HAaYeHUE X3II-(YyHKIIMU
H(Y), x HeMy mpuMeHsieTcsl 3aKpbIToe mpeodpasoBaHre D oTmpaBuTens
coobmennst. 3HayeHue s=D(H(Y)) u sBasieTcst 371eKTpoHHOM LG POBOIA
noarmckio (DLIT) coobmenus Y.

It ipoBepku (BepudyKayy) HUGPOBOM MOANMCY IPUHUMAOIIAS CTO-
pOHa NIPUMEHSIET K S oOpaTHoe npeodpaszoBaHue E u moinyyeHHOe 3HaUeHUe
hj=E(s) cpaBHuBaeT co 3HaueHreM h,=H(Y), tae Y, — nony4eHHOe co00-
LIEHKUE, KOTOPOE B OOILIEM CITyJae MOXKeT OTIIMYAThLCS OT MepeJaHHOro coo0-
IeHUs (HanmpuMep, M3-3a TOTBITKU UCKA3UTh MepeJaHHOe COODIICHUE).

Ecau hj=h,, To OUII BepHa, 4TO, BO-NEPBBIX, AyTEHTUDULMPYET UCTOUHUK
nHbopMalu (TIepeaalolyi0 CTOPOHY), a BO-BTOPBIX, TTOATBEPKAAET 1IEJ10-
CTHOCTB NostyyeHHoro coobwenus (Y=Y,). HanomHuMm uyuraremo, 4To Le-
JIOCTHOCTh COOOIIEHMS TTOATBEPXKIAAETCS C BEPOSITHOCTBIO TOTO, YTO 3HAYe-
HMST X3I-DYHKIMKM OT ABYX Pa3IMYHBIX apTyMEHTOB COBIANAIOT.

Termepb paccMOTPUM, KaK CUMMETPHYHBIE M aCUMMETPUIHEIE aTOPUTMBI
VICTIONTB3YIOTCS JUTS pellieHusT 3amad obecIiedeHsT 6e30ImacHOCTH MH(GOopMa-
LMOHHOTO oOMeHa. JIJist peliieHust 3a1a4 ayTeHTU(UKAMU UCTOYHUKA VH-
(opmalm 1 obecriedeHUs ee LIETOCTHOCTH, KaK MPaBUJIO, UCTIONB3YIOTCS
ACIMMETPUYHBIE AJITOPUTMBI TG POBAHMS. DTH aJITOPUTMBI TT0 CBOEH TTPH-
porne MmpemaHa3HaYeHBI IUTS pelIeHHs TTOTOOHBIX 3amad B CUCTeMaX MHQOP-
MaLIMOHHOTO OOMEHa MEXIy MHOTMMM TIOJIb30BaTE/ISIMU (3aKPBITOE MPEo0d-
pa3oBaHue TS TIONITUCH W OTKPBITOE — JIJIST TIPOBEPKHU TTOATIMCH).
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st penieHust 3anaun obecrieueHus KOHOUASHIIMATLHOCTH MepenaBaeMol
UHGbOPMALIMKM OOBIYHO TTPUMEHSIIOTCSI CUMMETPUYHbIE alropuTMbl. Ecin
OTKPBITOE U 3aKpBbITOE Mpeodpa3oBaHUs B aCUMMETPUYHOM aJlTOPUTME
OInpe/iesieHbl Ha OJTHOM MHOXKECTBE COOOIICHUI U SIBJISTIOTCSI KOMMYTAaTUBHbI-
MU, To ecTb BeinostHsieTcs paBeHCTBO E(D(Y))=D(E(Y)), To acummeTpuy-
HBIl &ITOPUTM MOXKET UCIIONb30BaThCsl U 151 IMMPOBAHUST COODLIEHMIA.
JeicTBUTENBHO, TIEpeatoliasi CTOpoHa npeodpasyeT coobieHre Y B co00-
meHue E(Y) ¢ momolpio OTKpHITOro npeodpa3oBaHMsl anpecaTa coolle-
Hus. Toraa obpaTtHoe nMpeodpa3oBaHKE CMOXKET BHITIOJIHUTD TOJIBKO TMOJTyYa-
TeJIb COOOIIIEHUS, a 3HAYMT, cofepkaHue Y OyeT M3BECTHO TOJIbKO aapecary,
YTO U TPeOOBAIOCH MOYYUTb.

HyXxHO OTMETUTh, YTO CBOMCTBOM KOMMYTAaTMBHOCTH 00JIaaloT MHOTHE
M3BECTHHIE AaCUMMETPUYHBIC aJITOPUTMBI (HapUMep, CaMblil MU3BECTHBII
anroput™ — RSA). OnHako Ha paKTHUKE CBOMCTBO «I(POBAHMS» TAKMX
aCMMMETPUYHBIX aJITOPUTMOB UCITOJIB3YETCS OYEHB PENKO M, KaK MpaBUJIO,
TOJIBKO JUISI TOTO, YTOOBI IBE CTOPOHBI MH(POPMALIMOHHOTO OOMEHA B Hayase
KOH(PUIESHLIMAILHOTO 1aIora 0OMEHSUIMCh MEXKIY CO00M CUMMETPUYHBIM
KIIIOYOM 1 pOBaHYUsI, KOTOPHBIN Jaee MCIIONb3YeTCs IS I pOBaHUS
COOOIIIEHNI BHYTPH IUaora. 9T0 00CTOSITEIbCTBO CBSI3aHO C TEM, UTO TIPU
pPaBHOI CTETEeHU 3allMThl, 00eCIIeYMBAEMON CUMMETPUYHBIMA U aCUMMET-
PUYHBIMUA QITOPUTMaMU, TMIepBble paboTaroT Ha 2-4 mopsiaKa ObICTpee BTO-
pbix. CKOpoCTh paboThI aIropyuT™Ma (BBIMUCIUTEIbHAS CIIOKHOCTD AJITOPUTMA)
SIBJIIETCS. KITFOUEBBIM (PAKTOPOM BO MHOTHMIX CHCTeMax MH(OPMaIlMOHHOTO
oOMeHa, YTO U OTpeesisieT IVIaBHYIO POJIb CHMMETPUYHBIX AJITOPUTMOB TTPU
pelLIeHH 3a1a4K obecriedeHIsT KOH(UICHINAILHOCTY MH(GOPMALIMOHHOIO
oOMeHa.

KombrHupoBaHrie CHMMETPUYHBIX U ACUMMETPUYHBIX AJITOPUTMOB MacTep-
cKu peanusosaHo B nipotokosie SET ¢ nenbio onTuMu3any BpeMEeH! Bbl-
MoMHeHWs TpaH3akmu DK.

KpaTknin 0630p CUMMETPUYHBIX
anroputmMmoB wmndposaHua

0O030p HaYHEM C CaMOTO MOITYJISIPHOTO B MUPE CUMMETPUYHOTO aJITOPUTMA
mmdpoBanus — anropurma DES (Data Encryption Standard).

Asroputm DES 65101 paspaboran upmoit IBM u B 1977 1. mpursar Harmo-
HaJTbHBIM MHCTUTYTOM cTaHmapToB M TexHojormit (National Institute of
Standards and Technology) B kauectBe cranmaprta [IpaBurenscrta CILA
s mmgpoBanus nH(popMaluK Kateropun «less-than-top-secret» (Hike,
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YeM BbICIIIEN KaTeropuu ceKpeTHocTH). C Tex Mop OH MOBTOPHO cepTUdu-
LIMPOBAJICST B KAYECTBE TAKOTO CTaHAAPTA KaxKaple 5 JIeT BIUIOTh 10 1993 1.
B 1998 r. HanmoHanpHbIM MHCTUTYT cTaHAapToB 1 TexHomoruii CILIA or-
Kazajcs cepruduiponarb DES, uTo ObUTO CBSI3aHO € TEM, YTO YPOBEHB pa3-
BUTHS BBIYMCITUTEILHON TEXHUKU clieial BO3MOXHBIM BckpbiTe DES ot-
HOCUTEJILHO JIEIIEBBIMU CPEJCTBAMM.

DES sBnsieTcst Tak Ha3bIBaeMbIM «OJIOUHBIM 1 poM» (Koraa mmdpyemast
nHdopmarus oopadaTeiBaeTCs 6J10KaMu (PMKCUPOBAHHOM IJIMHBI, B CITydae
DES mmHa 6710Ka cocTaBisieT 64 6UTa) M MMeeT KIod [UIMHOM 56 OMTOB
(KJTIOY TIPEICTABIISIETCSI IBOMYHOM MOC/IEN0BATEILHOCTBIO [JUIMHOM 64 GuTa,
KOTOpasi TOJTydaeTcsl U3 MOCAeIoBaTeIbHOCTU OUTOB KJToua 100aBjIeHUEM
TOCJIe KaXIbIX 7 OUTOB KiTto4ya OMTa MpOBepKM Ha HEYETHOCTD; TAKUM 00pa-
30M, B JBOMYHOM IIPEACTaBIEHUN KJIoya B o3uLusx 8, 16, 24,..., 64 crosat
OUTHI IIPOBEPKU HAa HEYETHOCTD).

B ocHose anroputma DES niexkat MHOroYnc/ieHHBIE HeJIMHEHBIE ITpeo0dpa-
30BaHUS (IIepeCcTaHOBKMU, IIOACTAHOBKM, CABUTH U S-TIpeoOpa3oBaHysl), BbI-
MOJTHSIEMBIE Hall OTIEIBHBIM 3JIeMeHTaMu g pyeMoro oioka. Takwue mpe-
00pa3oBaHUsI MOTYT OBITh OIMMCAHBI CUCTEMON HEJIMHEWHBIX YpaBHEHUIA,
peleHre KoTopoii saeisieTcsa NP-1nosHoit 3amadeii (He CyIeCTBYeT M3BeCT-
HOTO TOJIMHOMUAJTLHOTO TI0 CJIOKHOCTY aJITOPUTMA PEILICHUS).

OueHb cxeMaTU4HO onuiueM paboty aaroputvMa DES. ChHauana 64-6uto-
BbIl OyioK 1mmdpyemoii nHdopmaiuun W noaBepraercsi Ha4aabHON (hUK-
CHpOBAHHOI MepecTaHOBKe (KaXKIbIii OMT W 3aHMMAaeT TOoJIoKeH e, 3aia-
BaeMoe cIielanbHou Tadauieid, onpeneneHnoil DES). ITonyuuBimiics
B pe3ynbTare 050K w nipencrasisiercs B Buge W=L(0)R(0), roe L(0),R(0)
COOTBETCTBEHHO TIepBbIe U mocieaHue 32 outa W.

AiropurM DES sBisercs nmkmaeckuM. Ecm BerauceHsl 3HadeHust L(n-1),
R(n-1)ans 1 £n<16,10L(n), R(n), OMpenensoTcs ceay oMMyl paBeHCTBAMU:

L(n)=R(n-1);
R(n)=L(n-1)® (R(n—1),K(n));

e @ O3HayaeT MOOUTOBOE CI0XKeHMe, (hyHKIIMS / onpenesneHanaiee, a K(m) —
48-0uTOBbIE MOC/IENOBATEILHOCTH, TIOTy4yaeMble U3 kKimoda DES ¢ momotiisio
(bukcupoBaHHOTO HaboOpa onpeneeHHbIX B cTaHaapte DES nepecraHoBOK,
CABUTOB U MOACTAaHOBOK. KpunToTeKCT opuruHaabHoro 61o0ka W npeacras-

nisieT coboit 6mok L(16)R(16).

O‘-ICBI/II[HO, 4TO paCH_II/I(I)pOBaHI/Ie KPUIITOTEKCTA OCYHICCTBIIACTCA C IIOMO-
IIbIO CJICOYIOLICTO Ha60pa PaBCHCTB:
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R(n—1)=L(n);
L(n—-1)=R(n) ® (L(n),K(n))

mwisg 1 <n<16, INocne BbIUUCIEHUS] C TOMOIIBIO 3TUX PABEHCTB 3HAYCHUM
L(0), R(0) pacummdpoBaHue HayaibHOTO GJIOKA OUYEBUIHO.

dynkuys /(X,y), Toe X — IBOUYHAs TIepeMeHHast JInHoi 32 ourta, ay —
nepeMeHHasl IIMHON 48 OUTOB, MMeeT 00JaCThIO JOIMYCTUMBIX 3HAYCHMIA
MHOXECTBO BCEBO3MOKHBIX TMOCJIEIOBATEIbHOCTE ITMHOM 32 OUTa U CTPO-
uTCsl crenytolM obpaszoMm. [lepeMeHHast X «pacimmpsieTcsi» 10 OJIoKa X,
UTMHOM 48 OMTOB C IOMOIIBIO OIpenesieHHoi B craHmapre DES ciemyro-
111eit TaGInLIbI:

32 1 2 3 4 5
4

5] 6 / 8 9

8 9 10 11 12 13
12:- 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29

28 29 30 31 32 1

Ilocne Takoro «pacumpeHus» 070K X, TOOMTHO CKJIaAbIBa€TCs MO MOIYJIIO
2 ¢ 610KkoM y. PesyapTupytomuii 6ok B, cocrosiuii u3 48 6UTOB, A€AUTCS
Ha 8 wectuburtosuix 610xkoB B=B B,B,B,B;B,B,B,. B cBolo ouepenn, Kax-
B U3 9TUX BOCHBMU OJIOKOB Mpeodpa3yeTcsi B YEThIpeXOUTOBbIE OJOKU
AAAAAAAA, ¢ TOMOLIBIO CNELUANTbHBIX HEJIMHEWHBIX NMpeoOpa3oBa-
Huil S,,..., S,. Kaxnoe S-npeobpasoBaHue 3aJaeTcsl ONPENEIEHHON B alro-
putme DES tabiuleii, coctosiuieit u3 4 cTpok u 16 cTon010B. DieMeHTaMU
Ta6J'[l/llel ABJIAIOTCA LECJABIC ACCATUYHBIC YUCJa, IPUHUMAIOIINEC 3HAYCHU A
ot 0o 15.

Paccmotpum Tabauny ang npeobpasosaHus S,. B coorserctBuu ¢ DES Ta6-
JIV1Ia UMEEeT CJIENYIOIINIA BUIL:

4 11 2 14 15 0 8 13 3 129 7 5 10 6

30 11 7 4 9 1 10 14 3 5 12 2 15 8 6
1 4 11 13 12 3 7 14 10 15 6 8 0 5 9

6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12

Crpoku TabauIbl IIPOHYMEepPOBaHbl cBepXy BHU3 oT 0 mo 3, a CTOJAOLBI —
ciieBa HampaBo ot 1 go 16.
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Torna npeobpasosanue S,, orodpaxkatoiee B, (rmocienosarensHOCTh U3 6 OU-
ToB Z,,2,, 2., Z,, Z,, Z,) B Ay, cTpoutcs ciefyrommm oopasom. Ompenens-
torcst aa ynena 0 <5, <3u 1 <C, <16, nBoMYHbIE MpeacTaBIeHsI KOTOPBIX
COOTBETCTBEHHO PaBHbI S, =(Z,Z,), C,=(Z,2,7,Z,). [lasee 13 TabIULIbI BbI-
OupaeTcst 3EMEHT, PACIIONOXEHHBII Ha MEPECEYeHUM CTPOKM S, 1 CTONIOLA
C,. BcnomHuM, 4TO 251eMeHTamMy TaOIMLbl SBIIstoTesl yncna ot 0 go 15.
ITosToMy mj11 IBOMYHOTO IMPEACTABICHUS JIOOOTO Yrcia TaOJMIIbl 10CTa-
TOYHO 4 OuTOB. JIBOMYHOE MpeacTaBIeHNEe BEIOPAHHOTO 3JIeMEHTAa Ta0JIu -
LIbl Y €CTb MOCJIEA0BATENBHOCTD A..

3aBepiaeTcs onpezaeacHne GyHKIUK / IpUMEeHeHeM K 32-0uTHOoMy OJ10-
Ky A AAAAAAA, onpenenenHoit B crangapre DES mepecranoBku.

Amnroput™m DES obmamaeT psmoM MHTEpeCHBIX cBOMCTB. TlepBoe cBOICTBO,
Kacarolleecsi CHUMMETPUH, TIOUTH OYEBUIHO 11 COCTOUT B TOM, YTO €CJIN B LMD~
pyemom otoke u kimode DES Bce 0 3amMeHnTh Ha 1 M1 HA000pOT, TO B pe3yJTb-
TaTe G POBAHMS MOJTYIUTCS 00K, KOTOPBIi 00pa3yeTcsl U3 epBoOHAYAIIb-
Horo kpunrorekcTa uHBepcueii 0 u 1. detictBurensHo, B DES ucnons3yiorcst
TOJIbKO OIepaliuy MepecTaHOBKHU, MTOACTAHOBKU, CABUTU U CJIOXKEHUE IO
MOJYJTIO 2, KOTOpBIe He 3aBUCST OT TOTO, KaK «Ha3bIBatoTCs» MU@psl 0 1 1.

Bropoe cBoiicTBO HOCUT Ha3BaHUE JJaBUHOOOPa3HOTo 3 GeKTa U SBIISTCS
BECbMa XKEJIaTCJIbHbIM C TOYKHU 3PE€HUA CEKPETHOCTU: HESHAYUTECJIbHOC 13-
MeHEHe UCXOIHOTO COOOIICHMSI MIT KITIoYa TIPUBOIUT K OOJTBITNM U3Me-
HEHWSIM B KPUTITOTEKCTE.

DES 06b11 BiepBbIe ormyomiKkoBaH B 1973 I., U ¢ TeX IOp BO BCEM MUPE O HEM
HaIMCaHO TaKOe KOJMYECTBO Pa3IMUHBIX CTAaTell U pa3iesioB B Clieldalb-
HBIX KHUTAX IO KpUnTorpacuu, 4to, Kasaloch Obl, OH TOJDKEH OBITh JABHO
BCKpHIT. OJIHAKO B TEUEHHE JIOJITOTO BPEMEHU He MPOMCXOIUIIO HE TOJBKO
B3JIOMa 3TOro K pa, HO, IO CYIIECTBY, TaXKe CHIKEHUS OLICHOK €T0 KPUII-
TorpauyecKoil CTOMKOCTH.

CeroaHst u3BecTHBI ABa MeToAa BCKpbITust DES. IlepBhlii MeTOI COCTOUT
B MOJIHOM Tepebope Beex BO3MOXKHBIX BAPUAHTOB KITIOYA U UX IPOBEPKU Ha
TPaBIJILHOCTB pacLipoBaHsl 10 MOMYyYEHNS] UICTHHHOTO 3HaueHus1. B ciy-
yae DES Heobxommo nepedpath 2°° (1 npumepHo 7,2x10") Bo3MOXKHBIX
BapHaHTOB KJTIOYA.

KoneuHo, nporpecc BHIMUCIUTELHON TEXHUKU 3a MOCIIEIHAE TOObI ObLT
HACTOJIBKO OOJIBIIINM, YTO Iepedop BCeX BO3MOXKHBIX BapraHToB Kinoda DES
YK€ HE KaKETCsl ceruac CTOJIb XK€ HEBEPOSITHOM 3a/laueii, KaKoi OH Tpe-
ctaBisics eiie B 1993 r. I3BecTHBI [Be ycrielHble aTaku Ha airoput™ DES,
coBepiIeHHbIe B 1999 1. ¢ mpuBIeUYeHEM KOMITBIOTEPOB, TTOMKITIOUYEHHBIX
K MaTepHeTY (Open project). B mepBoM citydae K04 OBUT CKOMITPOMETH -
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POBaH NpHUMEPHO 3a 3 Mecsilia, W IJIsI €r0 MOoKCcKa ObLIO ITPOaHaIM3UPOBAHO
85 % Bcex BO3MOXHBIX 3HAUYEHMI Kioua. Bo BTOpoM citydae KITiou ObLT
BCKPBIT 3a 6 HeJesb, U IJIs1 3TOr0 MOTPE0OBAIOCH Mepedparb oKoio 25 %
BceX 3HaueHMil Kmoda. KpoMe Toro, M3BeCTEH Cilydail, KOrla KOMIIbIOTED,
TIOCTPOEHHBIN 3a IeHBIM opranm3anyu Electronic Privacy Information Center
U cocTosunit 3 1728 mpoiieccopoB, odecTieunBalommX repedop 88 Mipm
BapUaHTOB KJTIoYa B ceKyHay, BCKpbU1 DES 3a 56 yacoB paboThI.

B pesynbrate ceromHsi anroputM DES yxe He cuuTaeTcs: HaleXXHbIM,
1 B KayecTBe HauOoJiee TPOCTOM aJlbTepHATUBBI eMy IpejiaraeTcs ajro-
purM Triple DES (npyroe o6o3Hauenue — 3DES), ncronb3yommii Kinoa
JUTMHOM 112 GUTOB.

Hpyroit meton Bckpoitust DES Ha3zbiBaeTcst audepeHIMaIbHBIM KPUTITO-
aHau3oM. OH MO3BOJISIET YMEHbBIIUTh YUCJIO TIPOBEPSIEMbIX KITIOUei, HO
TpeOyeT HaJIMUMs KPUIITOTEKCTOB /171 2°” BLIOPAHHBIX 3HAYEHUIT 1dpye-
MbIX 6JI0KOB. TpyaHO MPEeNCTaBUTh CUTYAIWIO, Koraa nuddepeHImanbHbI
KPUIMTOAHAIM3 MOT ObI MCITOJIb30BaThCs Ha ITpakTuKe. [1oaroMy 3TOT MeTon
UMeeT OOJIbIIIEe TEOPETUIECKOE, YeM MPUKIIaAHOE 3HAUYEHHUE.

Baxxxbmv noctorHcTBoM DES siB1sIeTCSI €r0 BRICOKAST ITPOM3BOAUTEIBHOCTD.
Tak, DES 6bicTpee anropurma RSA (cM. majee) Toit ke KpUIITOCTOMKOCTH,
yro 1 DES (151 aToro anvHa kmoda B RS A noykHa ObITh paBHa 384 6uTa),
B 100 pa3, ecim MCHOJIB3YeTCsl IPOrpaMMHasT peaan3anust 000X KPUITOAI-
roput™MoB, 1 B 1000—10 000 pa3, ecimm IpMMeHsIETCS peaTn3alys aJITOpPHT-
MOB B CIIELIMAJIN3UPOBAHHBIX BBIYMCIIUTEIBHBIX YCTPOMCTBAX, HA3hIBAEMbIX
Hardware Security Module.

Haxe mporpammHas peanuzaiyss DES Ha 486 PC no3BossieT mmdpoBaTh
JaHHbIe co ckopocTbio 400 Kout/c.

DKcnopT NporpaMMHOTo obecrieyeHust, ucrnosnaytoliero DES, no nmocienxe-
T'O BPEMEHM KOHTPOJIMPOBAJICS ATeHTCTBOM HAIlMOHAJIbHON 0e30MacHOCTH
CIIIA. B pesynbraTe B 3KCIIOPTUPYEMOM IIPOrPaAMMHOM OOECITeYeHUH KC-
nonb3oBasicss DES ¢ orpanmyeHHol ITMHOM Kimo4a, paBHOM 40 OuT.

Kak yxe ormevanoch, B 1998 r. HauMoHanbHbIN MHCTUTYT CTAHIAPTOB
1 TEXHOJIOTMIA OTKaszaJyics ceptrduimposath DES B kadecTBe craHmapra
ITpaButennscrBa CILA.

ITocite HECKOMBKYIX JIET 00CYXIeHMIT aMepruKaHCKuii HarmmoHambHbIi 1H-
CTUTYT CTaHAAPTOB M TexHosoruii 2 okTsa0pst 2000 r. yreepnui BMecto DES
HOBBII cTaHAAPT 0JIOYHOTO CUMMETPUYHOTO aroputMa mmdposanust AES
(Advanced Encryption Standard).

HoBblii cTaHmapT ¥MeeT OYeHb XOPOIIUe IMaHChI CTaTh MEXIYHAPOIHBIM,
€CJIM He Jie-1ope, To, TI0 KpaitHeii Mepe, e-(hakTo. Bo-TiepBbIX, OH GBLT IPU-



84 [naea 3. BeepeHue B kpurmorpaduio

HSIT Ha OCHOBE OTKPBITOTO KOHKYpCa, B KOTOPOM Y4aCTBOBAIM aJITOPUTMBbI,
NpeIoXXeHHbIe MateMaTukamy 13 MHorux ctpaH (CLIA, Kananpr, ABctpa-
qun, bensruun, I'epmanuu, Hopernu, ®@panuuu, KOxHoit Kopeu, Anonun
u gaxe Kocra-Puku). Bo-Bropeix, modemurenem cran anroputMm Rijndael,
pa3paboTaHHbBIN OeIbIMCKUMM KpunTorpacdamu BuncentroM PaMenom
u Monom JlameHoM. HazBaHue 3TOro aaropmtma o0pazoBaHO M3 TMEPBBIX
OyKB (haMUJIMIi €ro aBTOPOB, MTO3TOMY B TPAHCKPUMIIUU C (PraMaHICKOTo
OHO TTPOMBHOCUTCSI IIPUMEPHO KaK «paHAal». bebruiickoe, a He aMepUKaH-
ckoe TiporcxoxmeHne Rijndael HaBepHska momoxer AES momyants 1ipu-
3HaHue B EBporie, nosroe BpeMs ¢ mogo3peHreM otHocuBieiicss K DES.

Anroput™m Rijndael GbLT TTOABEPTHYT CKPYITYJE3HOMY aHAJIU3Y HE TOJBKO
crienuanvctaMu HalimoHanbHOTO MHCTUTYTA CTAHIAPTOB M TEXHOJIOTUH
¥ AreHTCTBa HalmoHanbHol 0e3omacHocty CIIA, HO 1 MX KOHKYpeHTaMH,
Cpeny KOTOPBIX ObLIM camble OJiecTsiue Kpunrorpadbl 1 KPUNTOAHATIUTH-
K1 Mupa. OIHAKO HUKOMY He yIaJIOCh BbISIBUTD YSI3BUMbIE MECTa 3TOTO aJlro-
puT™MA.

Rijndael moxxet pabotaTh ¢ Kmovyamu mHOM 128, 192 u 256 6uToB, U TIO-
3TOMY B 0003pMMOM OYIIyIleM OH 3aIlUIIEeH OT aTaK METOIOM ITOJTHOTO Tiepe0o-
pa Bcex BOBMOXKHBIX Kiroueit. Kpome Toro, anropurm coderaeT B ceGe BBICO-
Koe OBICTpPOAEICTBHE M yMEepPeHHBIE TpeOOBaHMS K maMsaTu. IlosToMy oH
MOXET OBITh PeaM30BaH B CaMbIX Pa3IMYHBIX YCTPOMCTBaX, BKiodas SIM
MoOmITEHOTO TeslepoHa M cMapT-KapTthl. M HakoHen, Rijndael He 3amuieH
MaTeHTaMU 1 IOCTYITEH JIJIsI CBOOOIHOTO MCITOJIb30BAHMS B JIFOOBIX IIPOAYKTAX.

Borbiiioe pacrpocTpaHeHWe B MOCAETHUE TOIbI MOMYYWJI CUMMETPUYHBIN
anroput™ Triple DES. DT0T anroput™ MCIHojb3yeT K04, COCTOSIINN 13
nByx kmoueit DES, u cocrout u3 tpex miaros. Ha riepBom 111are ¢ oMoIibio
nepBoro kimoua u anroputMa DES 64-6utHeblit 610K mmdpyercst. Ha Bro-
POM I11are C MOMOIIBIO BTOPOTO KJTl0Ya M B COOTBETCTBUM ¢ airopuTMoM DES
MOJTyYeHHBIN Ha TIEPBOM I1Iare KpUIToTeKCT aetmdpyercsa. Ha mocienHem,
TPeTbeM I1are pesyybraT AedpPOBaHMSsI, TTOTYYEHHbIIA HAa BTOPOM 1Iare,
BHOBb 1IMDpyeTCcsl ¢ MOMOIIIbIO MepBoro Kimoda 1 airoputma DES. TTomy-
YeHHbI 64-OMTHBIA 010K siBiisieTcst KpurrorekcroM Triple DES. Takum
obpaszoMm, anroput™M Triple DES TpeOyeT TpexKpaTHOTO MCIOJIb30BaHUS
DES, otkyna v mpoucxXomuT ero Ha3BaHUe.

OueBnIHO, 9TO IJ1I BCKpHITUS anroputMa Triple DES meTtonoM moHOTO
nepebopa notpedyercss nposeputh 2'*(1au npumepHo 5,2x10°) pazmmu-
HBIX KJIIOYEH.

Ckopoctb mugpoBanust anropur™a Triple DES npumepHo B 3 pa3za Hike
npousBonutesibHocT DES 1 B cityyae mporpaMMHO# peaji3aiiuy ajropuT-
Ma Ha Komrtbiotepe 486 PC cocrasnsiet okomno 150 Kowur/c.
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Cnenys npumepy CILIA B pa3paboTKe OTKPHITOrO HAlLIMOHAJIBHOTO CTaHaap-
Ta mmdpoBaHus, B 1989 r. rocynapcTBeHHBII CTaHAAPT IMMPOBaHUS JaH-
HeIX td ceteit DBM npuHsimm 8 CCCP. On nomyanr ooo3nauenne 'OCT
28147-89 n mmen rpud «/1s1 cy>keOHOTO TOMB30BaHMsI» 10 KOHIIA CYIIeC-
tBoBaHUsI camoro CCCP. B Poccum oH ObL1 IpUHAT oULaIbHO ¢ 1992 1.
Kak CTaHaapT Mg poBaHKs JaHHBIX HAPSIAY C APYTMMU OBIBIIMMM CTaHAap-
tamMu CCCP. Crangapt 0bUT GOpMaTBHO OOBSIBIICH TTOTHOCTBIO OTKPHITHIM
BMae 1994 r. Cranmapt 'OCT 28147-89 Tak xxe, Kak u DES, siBnisieTcs 604-
HbIM udpom. mrHa 6;10Ka MH(GOpPMALIMK COCTaBIISIET Takke 64 outa. Jm-
Ha KJTIo4a paBHsIeTCs 256 GUTaM, ¥ HA O KaKOW MTPaKTUIECKOM BO3MOXKHOC-
TU Tiepedopa BCexX AOITyCTUMBIX BApMAHTOB KJTI0Ya HE TOJIBKO CETOMHS, HO
n B XXI Beke HE MOXET OBITh M PEUH.

IIpumepHo B 310 e BpeMs (B 1989 r.) ObL1 pa3paboTaH U OITyOJMKOBaH
anprepHaTUBHEBI anroputMy DES mpoekT OTKphITOro HallMOHAIEHOTO CTaH-
Japra 1 poBaHus TaHHBIX SmoHnM, nomydauBiii obo3Hadenne FEAL.
OH TaK:Ke SIBJISIETCST OIOYHBIM IIH(PPOM, HCITONL3YeT OJTOK TaHHBIX 13 64 61-
TOB Y KITIOY IJTMHOM 64 6uta. BripoueM, HU OH, HU KaKoi-INOO0 IPyroii ajaro-
PUTM TaK 1 He IPUHSIT A0 HACTOSIIIETO BpEMEHH B KAYeCTBE HAlIMOHAIBHOTO
cra"mapra mmdpoBaHus AmoHun.

B 1990 r. K. JI»i1 u JIx. Maccu (11Beitiiapust) mpeatoKuin IMpoeKT MEXTy-
HapOIHOIO CTaHAapTa IMMPOBaHUS JaHHBIX, TTOJIYYMBIINI 0003HAYEHME
IDEA (International Data Encryption Algorithm), KoTOpbIii B MeXmyHa-
POTHOM KpHNTOrpaprIecKOM COOOIIECTBE OLIEHMBAETCS BEChMa BBICOKO
1 3a TIOCJIEAHUE TOMbl YCUIMSIMU MEXIyHAPOMIHBIX OpraHMU3allnid 110 CTaH-
JapTu3aiuy (IpeXae BCEro eBpOINeHCKIX) aKTUBHO BBIABUTAJICS Ha POJIb
oduIManbHOrO 00IIeeBPOITECKOro CTaHaapTa g poBaHus TaHHBIX. -
Ha xmoda aroputMa IDEA paBHa 128 ouToB mrsd mmdpoBaHmsT 0J10Ka I~
Hoit 64 6ura. Kak Oyner rmokasaHo Jajiee, alrOpUTM OyeT OCTaBaTLCs CTOM-
KUM K B3JIOMY Ha MPOTSLKEHNM HECKOIBKUX OJIVKANIIINX OECATUICTHIA.

Asnroputm IDEA ucnioib3yeT Tpy IpyIibl orepaiuii — MoOMTOBOE CJIOXKe-
HYe IO MOZYJTIO 2, CJIOKEHHe TI0 Moyitio 2'°, yMHOXeHuMe 1o Momyo 2'°+1.
Orepalyy IIPOM3BOISITCS HAZL GI0KaMY [UTMHO# 16 GUTOB, TIOTyYAIOIIIMUCS
B pe3yJIbTaTe [IeJeHns IdpyeMoro 6JI0ka Ha 4 MoNGI0Ka. AITOPUTM SIB-
JIeTCS IMKIIMYECKUM — VCTIONB3YeTCs 8 LIMKIIOB TIPe0Opa30BaHUIA.

Ceronns airoput™ IDEA 3anateHtoBaH B CIIIA 1 60/IbIIMHCTBE €BpOIeii-
CKUX cTpaH. Jlep:xxaTesieM IMareHTa sBjsieTcsl koMmaHus Ascom-Tech. He-
KOMMEpUECKOe MPUMEHEHUE CTaHIapTa SIBJISIETCS] OeCTIaTHBIM.

Asmroput™m IDEA 6rictpee Triple DES, Ho mennentee DES. Ckopoctb mmd-
pPOBaHUS AJTOPUTMA B CJTydae €ro MPOrpaMMHOM peaM3allii Ha KOMITHIO-
tepe 486 PC cocrasisier okono 200 K6ut/c.
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AsroputM Skipjack ObL1 pa3paboTaH AreHTCTBOM HallMOHAJIbHOI Ge3omac-
Hoctu CIIA o5t npoekroB Kiunmep-uut (Clipper Chip) u KancroyH-ummn
(Capstone chip). AmropuT™ CIIONB3YeT KoY IMHOM 80 OMTOB 1 MCIIONb-
3yeT 32 1MK/Ia Ha KaxXIylo orepainuio mucdpoBaHus/aendpoBaHUs.

ITpoexr Kimrmep-umit 061 00BsIBIICH agMUHUCTpanyeit mpe3naenTa CILIA
B 1994 1. 1 moKeH OBUT MOJIOXUThL Hadaso BHenpenuio B CILIA «Cranmap-
Ta IMMPOBAHUS C ACTTOHUPOBAHMEM KITIoUa». [TIaBHBINA 3aMBICe]T MPOEKTa
COCTOSIT B TOM, YTOOBI 110 PEILIEHUIO CyIa MPeIOCTABUTh TPABOOXPAHUTE b~
HBIM OpraHaM OeCIPeNsITCTBEHHBIM JOCTYN K IIU(PYeMOil ¢ ITOMOIIBIO
Kimurmep-unna nHdopmammu. Jjst 3Toro B UnIie UCIONb3YeTCsS alTOPUTM
Skipjack ¢ nByMs Kmoyamu. 3HaHHE OTHOIO M3 KIIIOYeil (MacTep-Kirroda)
JIOCTATOYHO JIJIST TOTO, YTOOBI OBITIO BO3MOKHO JCIIMMPOBAThH JII000E CO00-
IIeHue, 3angpoBaHHoe ¢ TToMombio Kmummep-unma. [1pu n3rorosineHun
MHUKPOCXEMBI 5TOT MACTep-KITIOU pa3lessiCs Ha IBe TOJIOBUHBI, TIOfIekKa-
LIMX XpaHEHMIO B TOCYyJapCTBEHHBIX opraHusauusix. Ecim mpaBooxpaHu-
TEJIbHBIC OPTraHbl MOTYyYa0T HEOOXOMMMYIO CAaHKITUIO B CyI€, OHI MOTYT I10-
JIyYUTH 00e TIOJIOBMHBI KJTI0Ya ¥ YUTATH JIIOOYI0 MH(POPMALIHIO, I(ppPyeMyto
C TIOMOIIIBIO COOTBETCTBYIONIECH MUKpOCcXeMbl. CeromHsl MOXKHO YTBEpXKIaTh,
41O Maes TipoekTa Kimrmep-unna nposamiiack. B To ke BpeMst, U3BECTHO, UTO
ATEHTCTBO HAaIIMOHAILHOM 0€30MacHOCTH MCITONB3YeT anropnt™M Skipjack
IUTS T POBAaHMST COOCTBEHHBIX COOOIIIEHHI. DTO TMOATBEPKIAECT BHICOKIIA
YPOBEHb KPUIITOCTOMKOCTH 3TOTO AJTOPUTMA.

AimroputMbl RC2 1 RC4 — mmdpsl ¢ iepeMeHHOM AJIMHOM KITI0Ya 17151 OYeHb
ObICTpOro MK pPOBaHUS OOJIBIINX 00beMOB MH(popMaLK (OBLIN pa3pado-
taHbl PoHoM PaiiBecTom). D11 nBa anropurtMa obictpee, yeM DES, u cro-
COOHBI TIOBBIILIATH CTETEHb 3aIMThI 32 CYET BbIOOpa 0oJiee JTMHHOTO KITIO-
ya. RC2 — 6J104HBI} aJITOPUTM, U €r0 MOXKHO MPUMEHSTh KaK aTbTepHATUBY
DES. RC4 npencrasisieT co00Ii ITOTOKOBEIH IMMp 1 padOTAeT ITOYTH B Jie-
csTh pa3 oeictpee DES.

PesynbraThl CpaBHUTEIBHOIO aHaIM3a PACCMOTPEHHBIX aJITOPUTMOB TIPH-
BelleHBI B Ta0. 3.1.

Tabnuua 3. 1. Pe3ynbTaTtel CPaBHUTENIbHOMO aHaNN3a CUMMETPUYHbIX
anropuTMoB WndpoBaHms

E MpouasoaUTENbHOCTD [AnuHa wnosa
Anroputm KpunrocTofKocTs (anm 486 PC, K6uT/c) (6w)
DES Husnan 400 56
3DES Xopowan 150 112
IDEA Xopotuan 200 128

3IDEA Ouetib xopowwan ~100 256
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Tabnuua3.1.

. MNponaBoAWTENLHOCTE OnuHa wnova
Anroputm HKpunrocToAKoCcTb (15 486 PC, K6mT/c) (6u7)
Skipjack Xopoian ~400 80
CLIPPER chip Xopowan 80

KpaTtkuin 0630p acCMMMETPUYHbIX
anroputmMmoB LwundpoBaHua

BonbimHcTBO COBPEMECHHBIX aCMMMETPUYHBIX aJITOPUTMOB 68.3I/IpyeTCH Ha
CJIOKHOCTH PEHICHUA CIICAYIONINX MaTeMaTUYCCKUX 3a0a4:

* 3amaya hakTopu3anuy (pasaoXKeHUs Ha MHOXWTEIN) OOJIBIIOrO Y1CIa:
YMHOXEHHE JABYX OONBIINX YHCEIT SIBJISETCST TTOJTMHOMUAIBHOM OT pa3-
MEpPOB COMHOXKUTEJEH TI0 CITOXXHOCTH 3amadeit. [1pu aToM o6paTHas 3a-
Jaya — Pas3lIoXEHUsI Ha COMHOXWTEIIN — SIBJISIETCST YPE3BBIYAiHO TPY-
JIOEMKOM, TaK, IJIS pasioKeHUsT Ha MHOXKUTEN urcia ymHoi 200 mmdp
Tpebyertcst He MeHee 10™ apudMeTHIeCKNX oneparuii, 4To ¢ BBIYUCIN-
TEJIbHOM TOYKM 3peHUS SIBJISIETCST HepeaansyeMoll 3amadeit. Ha crmoxk-
HOCTU pellleHNs 3a1auu (paKTOpH3allii OCHOBAH alroput™M RSA.

* 3amaya HaXoXIeHWs TUCKpeTHOro jjoraprudma. C TOUKU 3peHUsT BHIYKC-
JINTEJTLHOM CIIOXKHOCTU JOCTATOYHO JIETKO BBIMOJHUTH OIEPAIIO BO3-
BelIcHUS B CTETIeHbh B KOHEYHOM IT0JIe, HO JIJIsT pellieHUs] 00paTHOM 3a-
a4y — TIOMCKA TUCKPETHOTO Joraprugma — MoTpeOyeTcsT MPaKTUIECKU
TIOJTHBII TIepebOop JIEMEHTOB IMOJIST; Ha CJIOXKHOCTU PELLIEHYS 3a1a4u JIo-
rapudmupoBaHust ocHoBaHbl anroputMbl DSA, EGSA, Diffie-Hellman.

*  C/IOXXHOCTb AEKOAMPOBAHUST B HEKOTOPBIX KOMIAX, UCTIPABJISIIOIIMX OILINO-
KU, BeJIMKA: TOCTAaTOYHO JIETKO MOJTYYUTh KOJOBOE CJIOBO (ITEPEMHOXHUTH
MaTpUIIbl), HO TI0 KOJIOBOMY CJIOBY HailiTU 0a30Boe — 3amaya BbIYMC-
JINTEJIbHO TPyIHAasi. DTOT METOJ PEIKO UCIIOJIb3yeTCsl Ha MPaKkTUKe
(u3BectHa kpunrocucreMa McEHece, ucrione3ytomiast Komel T'omma).

IlepBoii 1 HanboIIee N3BECTHOM B MUAPE CUCTEMOI IIM(POBOIA TTOIITHCH CTa-
11a cucteMa RSA, MateMatimaeckast cxeMa KOTOpoii Oblia paspaboraHa B 1977 1.
B Maccauycerckom TexHosiormdeckoM nHcrtutyTe (CIIIA) u 3amareHTOBa-
Ha B CIIIA B 1982 r. OHa Ha3pIBaeTCs TakK IO IEPBBIM OyKBaM (haMuUImii
aBropoB: R. Rivest, A. Shamir, L. Adleman.

B cambix obmmmx yeprax crcteMa RSA cocrourt B cnenyromem. Ilyctb puq —
JIBa Pa3IMYHBIX OOJIBIIMX CITy4yallHO BBIOPAHHBIX MPOCTHIX Yucia (MMeEro-
1Mx 00bIYHO He MeHee 100 pa3psimoB B CBOEM ECSITUMHOM MPEACTABICHUN ).
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O003HaYUM

n=p*q, ¢(n)=(p—1)*(q-1).

CrygaitHo BbiOepeM 0osbliioe 1iestoe d, B3anMHO T1pocToe ¢ ¢h(IT), 1 onpeae-
M 1<e<(1), yIoBIeTBOpPSIIOIIEe CPABHEHUIO:

e*d=1 (mod @(n)).

Yucno e onpenensieTcs: ¢ MoMolIblo airoputMa EBKinaa s HaxoxneHust
HaMOOJIBIIIETO ODILETO ASTUTES ABYX LEIbIX yrcea. MoXKHO IToKa3aTh, YTO
IUIST HaxXOXIeHMsT € MoTpedyercst He Oonee 2xlog ¢(mm) aprudMETUIECKUX
onepalmii (31ech log o3HavaeT torapu@m 1o OCHOBAHUIO 2).

Yucnan, e v d Ha3bIBAIOTCSI, COOTBETCTBEHHO, MOTYJIEM, SKCITOHEHTOM 3a1ud-
PpOBaHMS M 9KCIIOHEHTOM pacuiidpoBanus. Yucia 1 1 e o0pa3yioT OTKPhI-
TBI KJTIOY, TOTIa KaK OCTABIIMECS YMCIa p, ¢, G(I1) 1 d SBISTIOTCST CEKPETHBI-
Mu. Ha npakTtuke ciiemyeT ocTaBUTh B KAYECTBE CEKPETHOTO KITHOYA TOJIBKO
9KCITOHEHTY paciivdpoBaHus d, a yucina p, q, ¢(I1) MOryT ObITh YHUUTOXKEHBI.

Ipouenypa mmgposanust B cxeme RSA omnpenensieTcst paBeHCTBOM
D(Y)=Y* (mod n)=

a rpoueaypa paCLLII/Id)pOBaHI/IH — PaBCHCTBOM
E(Z)=Z74 (mod n)=Y.

{ '--\:___\"\-f";.c:n-'.|
Hokaxem, uto E(D(Y))=Y. IMockonbky e*d=C#q(n)+1, mpu HEKOTOpOM
B cooTBeTCTBMM C XOPOLLIO U3BECTHOI B TEOPUM UMCEJT TeOpeMoii Ditiepa

SR AGA CTBO
Y=Y (mod n), yto u nokasbiBaeT paBeHcTBO E(D(Y))=Y.

st oripeneseHust IBYX OOJBIIMX MPOCTBIX YHACET P U  TMPOU3BOJILHO BbI-
OurpaeTcss HEYETHOE 1e/10e YUCIIO T ITOIXonsiero pasmepa (ckaxem, 100-paz-
PsITHOE) ¥ MPOBEPSIETCS Ha IIPOCTOTY ¢ IoMonibio TectoB Cososes-1ITpac-
ceHa. B ciydae ecimv r He MPOXOANT TECT Ha TIPOCTOTY, MIPOLIEAYPE TIPOBEPKU
MTOJBEPraeTCsl YUCIIO I+2 U T. II.

ITo Teopeme YebblieBa 0 HyHKIIMU pacipeesIeHNsT YUCa MPOCTIX YUCET
cymectByer nipumepHo (10')/In(10')—(10")/In(10™) 100-pa3psmHbIx
MPOCTBIX YuceN (3mech In o3HavaeT HaTypaibHbIl Jlorapudm). Ecnu ato
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YUCJI0 CpaBHUTH ¢ yucioM (10" —100*)/2 Bcex 100-pa3psimHBIX HEYETHBIX
yuces, BUAHO, YTO BEPOSITHOCTD yCriexa 1151 KOHKPETHOTO TecTa MpuoIu3u-
tesibHO paBHa 0,00868.

Kak cnemyer u3 onpenenenust cxembl RSA, cekpeTHoe u oOpaTHOe IIpeod-
Ppa30BaHUS SIBJISIIOTCSI KOMMYTATUBHBIMU, UTO O3HAYAET, UTO airopuT™M RSA
MOXET MCITOIb30BaThCs IS M@ poBaHUs MH(POpMaIK. DTO CBOMCTBO
SIBJISICTCST YPE3BbIYAiiHO BAXKHBIM M IITMPOKO MCITOIb3yeMbIM Ha IMPAaKTUKE.

Ornepanueit, HEOOXOMMMOI 17151 3a1M(ppoBaHUs U paciipoBaHus, SIBJISI-
eTcst BO3BeleHMe B cTereHb a' (mod n). JIyig ee peann3aluy Ha MPaKTUKE
JICTIONBb3YETCS METOJL TTOC/IEIOBATEILHOTO BO3BeICHNS! B KBazpar (a’, a’, a’,...).
Ecmmn k=[log,r]+1, To MOXXHO MOKa3aThb, 4TO U151 MoayYeHust a° (mod n) me-
TOIOM TIOC/IEIOBATE/ILHOTO BO3BEIEHUST B KBaapaT MOTpedyeTcsl He Oosee
2*k+1 mpon3BeIeHHIA.

OOBIYHO Ha TIPAKTHUKE SKCIIOHEHTA pacimm@poBaHus BEIOMpacTcs HEOOIb-
1IOI MO pa3Mepy (MHOTIA SKCIIOHEHTa paciIn@poBaHusl OIHA U Ta Xe s
LIEJTBIX TPYIIIT MOJIb30BaTeNeli). DTO AeNaeT MpoLenypy mdpoBaHUs ObICT-
pee npolienypbl paciiudpoBaHMs, a Mpolenypy BepuduKaiuy noanicu
ObICTpee MPOLIEAYpbl MOAMUChIBAHUS. AJITOPUTMUYECKU MPOLIEAYPhI C OT-
KPbITbIM KitodoM Tpedyror O (K?) onepanmit, ¢ 3akpbIThiM kimodyom — O(KY)
orepaLyii, a npoueaypa reHepaimu kmodeit — O(K') onepauwmit, roe K —
YUCJIO OUTOB B IBOMYHOM TPEACTaBIEHUN MOIYJIS I1.

M3BecTHEI anmapaTHO-IpOrpaMMHBIE peain3aluy arroputMa RSA, nmero-
1I1e MMPOU3BOAMTENILHOCTD 6ostee 600 Kout/c mpu n=512 Gur.

CymiecTByIOT IBa nioaxona K BCKpeITHIO airoputMa RSA. TlepBrlii coctout
B IOMBITKE pa3JIOXKEHMS IT HAa IPOCThIE MHOXKUTEIIU (3a1a4a (haKTopU3aLnn).
Crapeimii ¥ caMbIif MeJIJIEHHBII METOI, pa3JIOKEHMSI, pelieTo Dparocde-
Ha, rapaHTUpPYeET pelleHue 3amadn 3a 1"’ mpoBepoK. ACMMIITOTUYECKH Ca-
Mble OBICTPbIE aJITOPUTMBbI (DaKTOPU3ALIUU TPeOYIOT BpeMeHU paboThl IO~
psiaka O (et extinniiinm qirg mpoKU3BOILHO MAJIOIO E.

Hpyroii meTon BcKpbITHs RSA cocTonT B HAXOXIEHWN €-TO KOPHS 10 MO-
JTyJTIO T1.

[MockonmbKy C=T°, TO e-if KOpPEHb C TPEACTABISIET COOOM COODIICHUE T.
K HacTostiieMy BpeMeH! He U3BECTHO, YTOOBI 9TOT METOM, CBOAWIICS K 3a/1a-
ye (pakTOpM3aLIMU, TaK Ke TaK HEM3BECTEH CITIOCO0 BCKPphITUS RSA, 6a3upy-
JOLLMICS Ha €ro UCMOIb30BaHUMU.

Ceromast kpunrrocucteMbl RS A ¢ Momysiem 384 61Ta caMTaroTcs JISTKO BCKPHI-
BaeMbIMU, C MOAYJIeM 512 GUTOB — BCKPBbIBAEMBIMU TTPABUTEIHCTBEHHBIMU
cayxbamu, 784 6uta — JOCTaTOYHO HamexkHbIMH, 1024 6mTa — HameKHBI-
MU Ha OJIVDKalIe IeCATUICTHSI.
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B nocnenHye rofpl crielraaImucTaM Mo KOMITBIOTEPHOM TEOpUM YKCel ¢ TIo-
MOIIIBIO BEChMA U3OIIPEHHBIX METOMOB U MOIIHBIX BIYUCIUTETBHBIX CHC-
TeM (MCHOJIb30BAIMCH caMble OBICTpPHIE CyrepKoMIibioTephl Tha CRAY-3
WJIW pacrpeliesieHHbIe CETU U3 HECKOJNbKUX coTeH VAX-cTaHLui) ynaercs
MHOTA pa3jiaraTb Ha MHOXWTENH Liesble yrcia u3 150 necaTMIHbIX 3HaKOB.

Anroputm RSA nme-¢akTo siBisteTcss MeXKayHapomHbeIM cTanmaptoM D1IIT.
OnHako npy PacCCMOTPEHMU BOIIPOCA O BO3MOXKHOCTU ITPAKTUYECKOIO MC-
MTOJIb30BaHUsI MeToma RSA cyIecTBYIOT clieaytoline apryMeHThbl IPOTHB:

» Meton, RSA zammien narentom CIIA, v 11t ero UCIoab30BaHUS B KOM-
MEPUYECKHMX MPOAyKTaX HEOOXOIUMO JIMIIEH3MOHHOE COIVIAIlICHUE C Iep-
>kaTejieM nareHTa — Kopropaimeit RSA Data Security (CIIA);

* 1714 0obecriedyeHts CTOMKOCTY MOANUCH Ha ypoBHe 10 HeobxommuMo uc-
IOJIL30BAaTh LigJIble YKcia JUIMHOM He MeHee 360 6uros (vwam 108 mecs-
TUYHBIX 3HAKOB) KaXJO0€, YTO TPeOyeT JOCTATOUYHO OOMBIINX BBIYUCIU-
TEJIbHBIX 3aTpar;

* TIpY BBIUMCJIEHWHU Kimodell B cucteMe RSA HeoOXommumo TTpoBepsiTh 0O0JTb-
1110€ KOJIMYECTBO YCJIOBU, HEBBITIOJHEHUE KAXIOTO U3 KOTOPBIX JI0-
ITyCKaeT BO3MOXKHOCTb (haTbCU(PUKALIUU TTOAITUCH;

a Meron RSA mo3BossieT 6e3 3HaHUS CCKPCTHBIX KJIIOYEH JIETKO I10JIy4JaTb
TIOATIMCH I10M OIIPEACICHHBIMM HOBBIMM JOKYMEHTaMM.

Jlpyroii pacripocTpaHeHHBII aCMMMETPHYHEBI anmoput™ Iidposannsg EGSA
ObIT pa3pabotaH B 1984 r. amepukaniiem T. Dnb-IamaneM. DTOT aaroputm
He 3alUIIEH MaTeHTOM, YTO CTaJo OJHUM U3 JOBOIOB, UCIIOJb30BAHHBIX
B aBrycte 1991 r. HaumoHaIbHBIM MHCTUTYTOM CTaHIAPTOB M TEXHOJIOTUI
CIIA ms o6ocHOBaHMs BBIOOpa aroputMa EGSA B KauecTBe OCHOBHI LTS
HarmoHaiasHoro craHmapra DSA (Digital Signature Algorithm) mepen Ko-
muccueirr Konrpecca CIIIA.

ITpotoxon nmoamicu EGSA ctpouTtcst crniemyronmm oopazoM. Paccmarpusa-
etcst kKoHeuHoe 1tosie GF(p), toe p — 6osbinoe mpoctoe unciio. CeKpeTHBIM
KJIIOYOM CO3MaHMST ITOMIMCH CIYXHT 1eioe 9uciio X, 0<x<q. OTKpHITHIM
KJTIOYOM TTPOBEPKU TOIIMCH — TOPSIIOK TT0JIsT p, 00pasyloliasi a oArpyI-
TTBI TIPOCTOTO MOPSIIKA ( MYTBTUTLUTUKATUBHOM rpymiiel mosst GF(p) u ake-
noHeHTa b =a* (mod p)

st co3manust moancy coodieHust m, 0<m<q, BEIIOIHSIOTCS CIIeAYIONIIe
IeUCTBUS:

1. Tenepupyercs ciyvaiitHoe umcio k, 0<k<q.

2. Haxomutcs r, 0<r<p, takoe, yto r =a“(mod p)

3. Haxomurcst uncio s, SIBJsitoleecs peleHrueM cpaBHeHust m = xr+sk(mod q)
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[Moamuceto m1st coodleHrsT m SIBJIsIeTCs Tapa (T, S).
Jl1s1 mpoBepKY MOAMNMUCH BBITIOJIHSIIOTCS CJICAYIONIE NeHCTBUS:

1. TIposepsiercst HepaBeHCTBO r<p. Eciy OHO He BBIMTOHSIETCS, TIOAMKICH
HEeBepHa.

2. Tlposepsiercs cpaBHeHue a™ =b'r'(mod p). Ecnu cpaBHeHre BBIMOMHS-
€TCsl, TO MOIKUCH IMOTMHHAS, B IPOTUBHOM CJIydae — HeT.

HeobxommMocTh 1 1OCTaTOYHOCTH BBITIOJTHEHUS TTOCIEAHETO CpaBHCHUA

oueBrnHa. JeiictBurensHo, (b7)(rf)=a"*)=a(4"" py HEKOTOPOM LIEJIOM
HeoTpuLAaTeJbHOM C. TTOCKOJIBKY a — o0pa3ylolliasi MOArpyIbl IPOCTOro
TOPSIIKA ( MYJIBTUIIIMKATUBHOM TpyIiel, a'= | (mod p) 1 moTtomy BBITION-
HseTed a” = br'(mod p)

ITo cpaBHenmio ¢ MetonoM RSA anmroputm EGSA mmeer mienmbrit psa npe-
HMMYILIECTB:

* BO-TEPBBIX, MPHU 3aJaHHOM YPOBHE CTOMKOCTU alroputMa LudpoBoit
MOIIMCH LIE/IbIE YKCIIa, C KOTOPBIMU TIPUXOIUTCS IIPOBOAUThL BHIYKCIIE-
HUSI, KOPOUE, YTO, COOTBETCTBEHHO, YMEHBIIIAET CIIOXKHOCTh BEIYMCIICHUT
U MO3BOJISIET 3aMETHO COKPATUThL 00BEM UCIIOIb3YEMOI MaMSITH;

*  BO-BTOpBIX, TIPU BbIOOPE MapaMeTPOB JOCTATOYHO MPOBEPUTH BCETO JIBA
TIPOCTHIX YCJIOBHSI,

*  B-TpeThUX, IpoLeAypa IM(poBaHUs MO0 3TOMY METOLY He ITO3BOJISIET Bbl-
yucATh (Kak B RSA) 1 poBble MOANMcH nom HOBBIMM COOOIIEHUSIMU
0e3 3HAHUSI CEKPETHOTO KITIoYa.

OmHako mpy BeeX NEPEeUMCIICHHBIX BBIIIE IpenMyIiiecTBax aroput™ EGSA
MMeeT U HEKOTOPbIE HEAOCTaTKKU. B 4aCTHOCTH, TP TOM K€ YPOBHE CTOMKO-
CTU JJIMHA ITOAITMCH 1 BpeMsl €€ IIPOBEPKU OKa3bIBaIOTCS OoJIbIIIe, 4eM B RSA.
Kpome Toro, moBTOpeHrEe OMHOTO M TOTO K€ Cy4ailHOro YKciia K B TeUeHUE
CpOKa AEMCTBUS KIIIOYa X TIPUBOAUT K €ro PacKpbITUIO. LISl 3TOro Jocra-
TOYHO PELINUTH CUCTEMY U3 IBYX JIMHEIHBIX YPaBHEHMIA.

Cxema mmdposoii mommvick K. IIHoppa HanmomuHaeT amroput™ EGSA. Pac-
cMarpuBaetcst KoHeuHoe 1ojie GF(p), rme p — OoJibloe IpocToe Yrcio.
CeKpeTHBIM KJIIOUOM CO3aHMs TTOAIMCH CIIYKUT 1iejioe ynciio x, 0<x<q.

OTKPBITBIM KJTIOYOM MPOBEPKU MOMAIMCH CIYXKaT MOPSIOK ToJs p, 0dpasy-
Iolasi a TMOATPYMIIbI MPOCTOrO TOPSIAKA ( MYJbTUIUIMKATUBHON TPYTIIbI
nonst GF(p) nakcnonenTa b =a*(mod p)

151 co3maHms IMOAITMCH COOOILIEHIST M BHITIOTHSTIOTCS CIICAYIOLINE IeCTBUS:
1. T'enepupyetcs ciydaittoe uncio k, 0<k<q.
2. Haxomutcs r, 0<r<p, takoe, uto r=a *(mod p)
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3. Haxomures e=h(m||r), toe h — xsmi-pyHKIws, m||r — KOHKaTeHALVsI CO-
OOIIEHNA MU T.

4. Haxomutcs umcio s, 0<s<q, Takoe, YTO BBIMOJHSIETCS CpaBHEHUE
s=k-xe(mod q) -

IMoamuckro o151 cooOLIeHUST M SIBJISIETCS Tapa (e,S).

):[J'IH IMPOBCPKU ITOAIMMCHU BBIMTOJIHAIOTCA CIACIYIOIINE ,[LeflCTBMﬂZ

1. Bermcnsiercsi 1, 0<r, <p, Takoe, YTO BBINOJHSIETCS CpaBHeHuUe I, = a b (mod p)

2. Haxomutes e, =h(m|r,)

3. TlpoBepsieTcst paBeHCTBO €=¢,. Ec/ii OHO BBITIOTHSETCS, TO MOATUCH MO/~
JIMHHAas, B IIPOTUBHOM CJIydyac — HET.

Heo6xonuMocThb 1 JOCTaTOUHOCTh C TOYHOCTBIO O KOJIIM3UIA, CBSI3aHHBIX C
X31I-(pyHKLMEN TOCTIEIHETo paBeHCTBA oueBnIHa. JleiictBuTenbHo, O<r <p,
r,=a""*(mod p). [NockomnbKy, Kak cinenyer u3 cxembl LLIHoppa, BBITIOMHS-
I0TCSI PaBEHCTBA

s+xe=Aq+b,
k=Bq+b

NIPY HEKOTOPBIX Liesbix A,B, b, T0 1 = a* (mod p). Orcronma crnenyer ycjioBue
MIPOBEPKU ITOIITVCH.

Kak u B cxeme Oip-I' aMaJid, TTIOBTOPEHUE OJHOI'O M TOIo K€ CleqaﬁHOFO
Yucjia K B TCHCHHME CpOoKa JIEMCTBUS KJII0Ya X IMPUBOANT K €TI0 PaCKPBITHUIO.

O0630p He ObLT ObI MOTHBIM 0€3 YIIOMUHAHUS O TIEPBOM aCMMMETPUYHOM
anroputMme mmmdppoBanus — anroputme Diffie-Hellman. Anroputv Diffie-
Hellman ceromHst aKTUBHO MpUMEHSIETCS IJIsT PEIIeHUs 3a1a4i OpraHm3a-
LIMY OOMEHa KJTI0YaMi B CHCTeMax CO MHOTYIMU TTOJIb30BaTEe/ISIMU.

CyThb airopuT™Ma cCoCTOUT B ciiemytoiieM. Bee onepatiiy mpou3BoasiTcs B He-
KoTopoM KoHeuHoM Tosie GF(q) ¢ mpuMuTHBHBIM 31eMeHTOM g. TTopsimok
MOJIs  TIpeaCTaBIsieT cO00i 00bILIOE YHUCTIO (B ajlredpe J10Ka3bIBaeTCsl, YTO
TMOPSIIOK JIIOOOr0 KOHEYHOTO OIS TIPEACTABISIET COOOI CTeNeHb HEKOTOPO-
T'0 TIPOCTOTO YMCJIA; HA TIPAKTUKE B KAUECTBE ( UCIIOJIb3yeTCsl MPOCTOE YMC-
J10). Tenepb pacCMOTPYM ABYX Y4aCTHUKOB KpunTocucTeMbl — A u B. Kax-
JIbIA 13 HUX TeHEPUPYET 151 ce0s1 CEKPETHOE YMCIIO (COOTBETCTBEHHO, a U b),
KOTOpoe XpaHUTCs B cekpeTe. Kpome Toro, Kaxkaplii y4aCTHUK CUCTEMbI BbI-
yycnsier B none GF(q) BemunHy g' 1 g, COOTBETCTBEHHO. Bblunc/ieHHBIE
SKCMOHEHTHI SIBJISIIOTCS MTyOJMYHBIMU OTKPBITHIMU KITFOUaMU, U3BECTHBIMU
BCEM YYaCTHMKaM KpPUITTOCHCTEMBI.

Torma, ecu A xoueT OpraHM30BaTh 3allUIIEHHOE coeauHeHue ¢ B, A reHe-
pupyer CECCUOHHBIN KITIOY JJI1 HEKOTOPOTO CMMMETPHUYHOTO aJiropuTMa
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¢ poBaHUS CIIEOYIOIIMM 00pa3oM: A OepeT MyOJIMYHBIA KIOY4 CTOPOHBI
B — g” — 1 BO3BOIMT €ro B CTEMEHb CBOETO CEKPETHOIO KIToya a. B pe3yiib-
TaTe mosydaercss Kmod g*”. OUeBMIHO, YTO 3TOT Xe KITIOU MOXKET ObITh
MoJTydeH U CTOpoHoi B Ha ocHOBaHMM 3HAHUSI COOCTBEHHOTO CEKPETHOTO
KJTF04a b 1 OTKpHITOro Kimova A — g,

Bekpreitie anropurMa Diffie-Hellman 0113K0 K pelieHro 3amadm HaxoxX-
JieHYs JjorapudmMa B JMCKPETHOM KOHEUHOM TIoJie, siBJisttoneiicss NP-mosn-
HOW 3a1a4ei.

KpHITOCTOMKOCTD alrOpUTMa CYILIECTBEHHO 3aBHCUT OT BBIOOpA TOpsIKa
TTOJIsI, €r0 MPUMUTHBHOTO 3IEMEHTA, a TAKXKE pa3Mepa CeKPETHBIX 9KCIIOHEHT.

B mocnenHee BpeMsi Gojibllioe BHUMaHMe yaensietcs: aaroputMam ECC
(Elliptic Curve Cryptography), 0OCHOBaHHBIM Ha IIPMMEHEHNU KOHCTPYK-
111, Ha3bIBAEMBbIX SJUTUTNITUYECKMMU KpUBbIMU. B OCHOBE 3THX aJlroOpuTMOB
JIEXXHT TOT (DAKT, 4TO IJIsI ypaBHEHUST axx=b OTHOCUTENBHO X TPU U3BECT-
HBIX a U b ¥ TIpK YCJIOBUH, UTO a, b, X MPUHAIIEXKAT SJTUNTHYECKOI KPUBOIA
E, He M3BecTHO Opyroro ajropurMa peiieHus, Kpome Iepebopa BceX BO3-
MOXHBIX 3Ha4eHUi1 X. bojiee Toro, B CUITy CJIOXKHOCTH CaMOil KOHCTPYKLIUU
SIUTUTITUYECKUX KPUBBIX JaxKe TaKOM TIPOCTOM CITOCO0 €€ pellieHMs, KaK ITOJI-
HBIi1 TTepe®op, TPYAHO OLIEHUTh C BEIUMCIUTEIBHOM TOUKM 3peHust. [1osto-
MY OLIEHKU HamexKHOCTH crcTeM Lmdponoii onmicu ECC mo nociegHero
BPEMEHU CUMTAJIMCH CTICLIMAIMCTaMU CYIIIECTBEHHO MeHee 0O0CHOBAaHHBIMU,
YeM aHaJIOTMYHBIC OLIEHKM JIJIS 3a1a4M Pa3IoXeHUsT Ha MHOXKUTEIN U I1C-
KPETHOTO JorapudmupoBanust. JIUIb 3a ociaeaHue 4-5 et foBepye aHaIu-
TUKOB K KOHCTPYKIIVSIM 3JTUNTUIECKUX KPUBBIX CYILIECTBEHHO BO3POCJIO.

ITo coBpeMeHHBIM OLIEHKaM CJIOXKHOCTH MPU YPOBHE HANEXKHOCTU aJITOPUT-
MoB ECC, cOOTBETCTBYIOIIMM KPUNTOCTOMKOCTH aJITOPUTMOB, OCHOBAHHBIM
Ha 3a1a4ye JUCKPETHOTO JIOrapu(MUPOBaHUS C IJIMHOM Kmoda 512 OUTOB,
MOXHO OTPaHUYUTBHCS SIUIMIITUYECKON KPUBOIM, TOYKMA KOTOPOM OIMUCHIBA-
IOTCSI TIapaMM LIEJTbIX YMCeNT, KakIoe U3 KOTOPhIX MMeeT IIMHY 160 GUTOB.
DTO TMO3BOJISIET COKPATUTh OOIIYIO IJUHY 3allMCU CEKPETHOIOo KJtoya
¢ 512 6uroB 1o 320, 4TO, B CBOIO OUEPEIb, YMEHBIIIACT CJIOKHOCTH BEIYKCIIC-
HUi (a 3HauuT, U Bpems) B 2,4 pa3a. [1pu atom B ciiydyae ECC cioxxHOCTh
Bepudukanuu DI B 36-480 pa3 Gosblire, yeM ITpU UCTIONB30BaHUM RSA.

TakuM 00pazoM, TUNITUYECKIE ATTOPUTMBI TTPEACTABIISTIOT OCOOBI MHTE-
pec ISl IPWIOXKEHUH, CBI3aHHBIX C MUKPOITPOLIECCOPHBIMU KapTamu 1 DK,
KOrzia He0OOXOIMMO Pa3rpy3UTh MPOLIECCOPbI KapThl U KOMITBIOTEPA MOJIb30-
BaTessl MIPU OTIEpAllUSIX TTOAMMUCHIBAHUS, a TAKXKE WCTOIb30BATh MEHBIIIE
TaMSITU JUTSI XpaHEeHUsT KiTiova (aKTyaJbHO TOJIBKO TSI KAPThI).

B Poccun mpunsitel cranmaptel: TOCT P 34.10-94 «[Iponenypsr BeIpaboT-
KU Y IIPOBEPKHM 3JIEKTPOHHOI LIM(PPOBOIi TTOAMMCH Ha 6a3e aCUMMETPUIHOTO
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kpurnrorpadudeckoro anaroputma» 1 FOCT P 34.11-94 «DyHK1US X311IK-
poBaHus1». B 0CHOBY poccHiickoro ctaHaapTa MoioXeHbl cxeMbl Diib-I ama-
s u UIHoppa.

3aBepmMM 0030p aCMMMETPUYHBIX aJITOPUTMOB IMN(MPOBAHUS TIEPEIHEM
Hau0oJjiee YacTO UCHOJIb3YeMbIX aIrTOPUTMOB (DOPMUPOBAHUS JTAMIKECTOB
(X3I1I-KOJIOB) COOOIICHMIA.

MD2, MD4 1 MD35 — anroputmsl naiimxecta, padpadoraHHsie Ponom Paii-
BecToM. Kaxpiii u3 HuX BbhipabathiBaeT 128-OUTHBIN Xa31I-KoA. AJTOPUTM
MD2 — cambiii MemieHHbI, MD4 — camblii ObIcTpBIiA. AiaroputM M DS
MOXHO cuuTaTh Monvdukanveir MD4, B KOTOpOM CKOPOCTBIO MOXKePTBOBA-
JIA paay yBeJIMYEHWsT HAIeKHOCTH.

SHA-1 (Secure Hash Algorithm) — 3T0 anropuT™ BEIYUCIICHMS JaiiIKecTa
COOOIIIEHNsI, BBIPAOATHIBAIOIITNI X3II-KO JUTMHON 160 GUTOB. AJTOPUTM
SHA ono6pen nipaButenbctBoM CIIA (kak yactb nmpoekTa Capstone). OH
HajiexkHee aroputMoB M Dx, Tak Kak BbIpabaThiBaeT 00siee JTMHHBINA X311I-
KOJI, YTO CHUXAeT BEPOSITHOCTD TOTO, UTO Pa3HbIE BXOAHbIE MTOCeI0BATE b~
HOCTU OyIyT Mpeodpa3oBaHbl B OJHO 3HAYEHME X3I11-KOJa.

B poccuiickom crangapte 'OCT P 34.11-94 nyvna naiimkecTa onpeieyeHa
paBHOI 256 GUTaM.

MeToabl OLLeHKU KPUNTOCTOMKOCTHU

OcraHoBUMCSI TCIICPb Ha OLICHKE KpHHTOCTOfIKOCTH CECIrOIHAIIHUX KPUIITO-
I’pa(l)I/I‘ICCKI/IX aJITOPUTMOB. Haunewm ¢ onmmcanust Mmoaenu BCKPBITUA CEKPET-
HOTro KJ1roya.

3akoH Mypa, B COOTBETCTBUM C KOTOPHIM BbIYMCIUTEIbHAS TTPOU3BOIUTE b~
HOCTb MUKPOTPOLIECCOPOB YBEJIMUMBAETCSI B 2 pa3a Kaxkple 18 MecsiieB 1,
gTO TO XKe camoe, B 100 pa3 kaxapie 10 jreT. Ceromast TUTIOBOI KOMITBIOTED
(Pentium based PC), monkmouenHslit K MTHTepHETY, MMeeT MPON3BOIUTEITb-
HocTb okoyio 100 MIPS (rmox 1 MIPS noHumMaeTcst mpou3BOAUTEIBHOCTh
craporo kKomiieiotepa DEC VAX 11/780). CienoBare/IbHO, CpemHsisl poO-
n3pogutenbHOCTE PC B 2010 1. 6yner coctasnsats 10 000 MIPS.

OLIeHKM OOIIET0 KOJMYECTBA KOMITbIOTEPOB B MUPE TOKA3bIBAIOT, UTO Ce-
romHst ux umncio coctapisier 100 muyumonoB. Yucito komrsiotepos 3a 10 1er
yBenmuuBaetcs B 10 pa3. Ipyrumu cnoBamu, B 2010 r. 41C/10 KOMITBIOTEPOB
ctaHer paBHO 1 MuwumMapay. I1o olieHkam crietianuctos, 0,3 % Bcex KOMITb-
I0TEPOB, MOAKIIOUEHHBIX K HTEpHETY, MOTYT ObITh BOBJIEUEHBI B KPUII-
ToaTaky (TakuWe aTakum OTHOCSTCS K Kiaccy Open Project m Gosblme
paccynuTaHbl Ha 06H_ICCTBCHHOC MHCEHUE, YEM Z[CVICTBI/ITCJTI)HO HaripaBJICHbI
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Ha KOMITPOMETALIMIO CEKPETHOTO Kirova). [Tpearosnaraercs, 4yto B OyayLemM
JIOJIsI KOMITBIOTEPOB, KOTOPhIE MOTYT ObITh BOBJIEYEHBI B KPUIITOATAKY, CO-
crasur 0,1 %.

Kpome atak, oTHocsiuxcst K kiaaccy Open Project, cylecTBylOT aTaku,
npuHamiexanme knaccy Covert Project, CyTh KOTOPBIX COCTOUT B TOM, 4TO
WCITOJTb3YIOTCS HEIOUCIIONb30BaHHbIE LIUKIIBI KOPIOPATUBHBIX BBIYMCIIA-
TEJIbHBIX CUCTEM. Hanpnmep, BbIYUCJIUTEIIbHASI MOLIHOCTb CUCTEMbBI TOJIb-
Ko onmHoli koMmaHuM Sun Microsystems coctapisieT 100 000 MIPS. Takum
o6pazoM, yxe B 2010 I. BEIYMCIUTETbHAS MOLITHOCTD, TOCTYITHAS JJIsT aTAK1
kmacca Covert Attack, oymer cocrapiats 100 M MIPS.

[Npenmonaraercs, 9To pa3yMHas1 OIIeHKa TSI BpeMEHH, 3aTpaviBacMoro Ha
Kpunroaraky, — 1 rom.

B Tabnuiie npuBeaeHbI JOCTYITHBIE BEIYMCIUTELHBIC MOLITHOCTU, BhIPAKEH-
Hele B MY (IMY=MIPS*1 ron).

Tabnuua 3.2. CpaBHUTENbHbIE OLEHKN AOCTYMNHON BLIYUCAUTENBHOM MOLLHOCTU

loa Covert Attack Open Project
2000 10° 107

2010 108 100

2020 101 1012

W3 3r0ii MOAenu, B YaCTHOCTH, CJIEAYET, YTO CETOMHS HaleKHBIMA MOTYT
CUMTATHCSI CUMMETPUYHbBIE aJlTOPUTMEI ¢ JJIMHOM KiTioya He MeHee 80 Ou-
toB. Ha Bckpermne amropntva DES, 0 KoTopoM TOBOpHMIIOCEH BhIIIIE, OBLITO
rotpayeHo 0,5 MY, 4To HaxomUTCsSI B XOPOILIEM COOTBETCTBMU C JAHHBIMU
MpYBEACHHOI TaOIMIIEL.

Hpyroii momxon K OleHKe KPUIITOCTOMKOCTA CETOMHSIIIHUX aJIFOPUTMOB
mmdpoBanus npuseneH B kaure bproca [IIHattepa «Applied Cryptography».
B kHure puBeneHb! qTaHHBIE 110 3aTpaTaM Ha CO3IaHue KOMITbIoTepa (LIeHBI
1995 r.), HEOOXOIMMOTO IS B3JIOMa CUMMETPUYHOTIO aJITOpUTMa C Pa3Id-
HOM TMHOM Kimovya. HekoTopbie U3 3THX TaHHBIX MPUBEICHBI B Ta0IuUIIe 3.3.

Ta6nuua 3.3. 3aTpaThbl Ha B3/I0OM CUMMETPUYHOMO afiroputmMa
B 3aBMCMMOCTW OT IJINHBI KJlto4a

Croumocts B Toic. $ 40 Guros 56 GKT{;B 64 Guta 80 6utos 128 Guros

100 2 cex 35 yac 1roa 70000 ner 10 per
1000 0,2 cex 3,5 vac 37 pHen 7000 ner 10" net

100 000 2 mc 2 MHH 9 yac 70 ner 10'® ner »
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Ta6nuua 3.3. (npogonxeHuve)

Cmmoa B Teic.$ 40 Guros 56 GuroB 64 Gn'ra_ Bﬁmo: _128_6;“03_

1 000 000 02 mc 13 cek 1 yac 7 net 10% ner
100 000 000 2 MHC 0.1 cex 32 cen 24 pHA 10" ner

Hakonet1, npencrapisieT HECCOMHEHHbBIN MHTEPEC COOTBETCTBUE JUTMH KITIO-
Yeil CHMMETpUYHOTO ajiropuTt™a ImdposaHust 1 anroputMa RSA npu onu-
HAKOBOM KPUITTOCTOMKOCTH aJIFOPUTMOB (TabJ1. 3.4).

Ta6nunua 3.4. CpaBHeHVe QJIVH KioYell CUMMEeTPUYHOro anropmtMma n RSA

[nWHa cexpeTHoro KioNa AnuHa oTKpLITOro KN4a
(cMMMETPHYHLIA anropuTm), GuT (RSA), Gur

56 384

64 512

80 768

112 1792

128 2304

Tot ¢akr, 4TO BRIMUCIUTETIbHAS MOIIHOCTb, KOTOpAsi MOXET ObITh MpUBJIe-
4yeHa K kpunTorpaduyeckoii atake, 3a 10 et Beipocia B 1000 pa3, o3HauaeT
HeoOXONMMOCTh YBEJTMYEHHUSI 32 TOT XK€ MPOMEXYTOK BpeMEHU MUHUMAJb-
HOTO pa3Mepa CUMMETPUYHOTO KITIoua ¥ aCUMMETPUYHOTO KITFoua, COOTBET-
CTBEeHHO, prMepHO Ha 10 n 20 OuTOB.

Cuctembl ynpassiieHnda Kino4yamum

C nosiBieHrEM OOJIBILIOTO YMCJIa KPUIITOCKUCTEM, OCHOBAHHBIX HA MCIOJIb-
30BaHMM IIPUHSTBHIX B MUpPE CTAaHAAPTOB IIM(POBAaHMUs, BCTajla HOBasl He
MeHee BaxKHas1 podJieMa, CBsI3aHHAas C TEM, YTO /I 0OMeHa 3alrdpoBaH-
HBIMU COOOILLIEHUSIMUA MEXIY ABYMSI YYACTHUKAMM KPUIITOCUCTEMBI HEOO-
XOIMMO, YTOOBI O0OMM y4YacTHMKaM OOMeHa ObUIM 3apaHee JOCTaBJICHBI
TIIATEIbHO COXPaHSIEMbIE B CEKpEeTe KIIIOUM JUTS 3alpoBaHUS U paciid-
POBaHMSI COOOLLIEHUIA.

Dra npobeMa CTAaHOBUTCS TeM 0oJiee CIOXKHOM, 4eM OOoJIbliie YIaJIeHHbIX
TIPYT OT Jpyra MOJIb30BaTeEl XKeIaloT 0OMEHMBATHCS MEXTY COO0I0 3armd-
POBaHHBIMHU coOOIIeHNsIMU. Tak, 1151 cett 13 N ToJIb30BaTe el Heo0X0m-
MO MMETh OMHOBPEMEHHO B ieicTBUM Nx(N—1)/2 pasnnyHbix Kinoyeid. Tor-
nma yxxe mpy N=1000 KosmuecTBO HEOOXOAMMBIX KITIoUei OynmeT OJM3KO
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K TTOMyMIIUTHOHY. TTOCKOJIBKY M3 cOOOpakeH!i 6e30IMacHOCTU CEKPETHBIE
KITFOUH TS T POBAHMS TOJDKHBI MEHSITHCS KaK MOKHO Yallle, TO M3TOTOB-
JIeHWe, YITaKOoBKa 1 pacChIIKa MX ¢ HaIeXXHBIMHU KypbepaMU 13 HEKOETo ab-
COJTIOTHO HAIEXXHOTO IIeHTpa (KaK 5TO MPUBBIYHO IETAIOT B AEHCTBYIOIIHNX
CHICTEMAX «3aKPBITOM CBSI3M») CTAHOBHTCS 3alaueil COBEPIIIEHHO HepeaTbHOIM.

Perienue ripobGeMbl ObLIO MPEUIOXKEHO B BUJIE TEXHOJIOTMH OTKPBITOTO pac-
npenenaenus kmodeil (Public Key Infrastructure). CyTh 3T0i1 TeXHOIOTAN
COCTOUT B TOM, YTO IOJIb30BATENN CAMOCTOSTEIBHO U HE3aBUCUMO C TO-
MOIIIBIO JATYMKOB CITyYaiiHBIX YMCEJ T€HEPUPYIOT CBOM WHIVMBUIYaJIbHbIE
KJTIOUM, KOTOPBIE XPaHSIT B CEKpETe OT BCEX Ha CBOEM MHIMBUIYAIbHOM HO-
CUTEJIE: NUCKETE, CTIEUAIbHOW MAarHUTHOM WJIM TIPOLIECCOPHOI KapTou-
Ke, TabyieTKe sHeproHe3aBucumoil mamsitu Touch Memory (bupmsr Dallas
Semiconductor) u T. 1. 3aTeM KaXplii TTOJL30BaTe b U3 CBOETO MHIUBUIY-
QJIBHOTO KJTI0Ya BBIYUCIISIET C TOMOIIBIO M3BECTHOM MPOLETYPhI CBOM Tak
Ha3bIBAEMbIi «OTKPBITBIN KJIIOY», TO €CTh 010K MH(MOPMALIMK, KOTOPbI OH
JiemaeT OOIIEIOCTYITHBIM TSI BceX, C KeM XOTeJI ObI 0OOMEHMBATHCSI KOH(PU-
JIEHLIMATbHBIMU COOOILIEHUSIMMU.

OTKpBITBIMU KJTIOYaMM TIOJTb30BaTeI MOTYT OOMEHMBATHCSI MEXIY COOOM
HETIOCPEICTBEHHO Tiepe/] Iepeaadeii 3amdpoBaHHbIX COOOIIEHU. [lpyrast,
OoJiee TIpocTasi ¢ OPraHU3alMOHHON TOYKU 3pEHUST aTbTEPHATUBA — TIOpY-
YUTh TPETHEU CTOPOHE COOP BCEX OTKPBITHIX KITIOUEH MOJIb30BaTENIE B €IU-
HBII KaTajor. AMMUHUCTPATOP KaTajlora IOJDKEH 3aBEPUTh OTKPBITHIE KITFOUN
TOJTb30BaTENIell CBOEU MOMMUCHI0 U Pa30ciaTh 3TOT KaTajor BCEM OCTallb-
HBIM YJYaCTHUKaM ooMmeHa. CerofHs Cry>k0bl aIMUHUCTPUPOBAHUST OTKPbI-
TBIX KITIOUEl TIPUHSITO Ha3bIBaTh LIeHTpamu cepTudukanuu (LIC).

B kauecTBe craHmapTa A5l IMHOIO KaTajora Kiodeil MOXeT UCITOb30BaTh-
cs1 ripoTokoi X.500.

OTkpeITEIE KMI0uM, 3aBepeHHbIe 1[C, HaspBaior ceptudmnkaramu. Ceprn-
(brKaT OTKPHITOTO KITIOYa — 3TO OOBEKT, CBA3BIBAIOILIMIA TTOJIb30BATEISI C €T0
kmodoM. CepTU(UKAT UCTIONBL3YETCS TIPU TIPOBEpKe LU(PPOBOIA TTOAITUCH.

OO0BIYHO cepTUGhUKATHI XPAHSITCS KaK OOBEKThI CITY>KObI KAaTaJIOTOB WU Ha
CTIELIMATTLHO BBIIEJIEHHBIX IJIs1 9TOTO cepBepax. B cilydae KoMIipoMeTaiun
KITIOYa WIA U3MEHEHUSI JAaHHBIX CAaMOTo cepTuduKaTa cepTUdUKATHI JOIK-
HbI OT3BIBAThCS. 15T 3TOr0 MX 3aHOCAT B CIIMCOK OTO3BAaHHBIX CEPTU(UKA-
ToB (Certificate Revocation List, CRL), nonaepxuBaemsbriii 11C.

X.509 — 310 cTaHmapT, onMchIBAOLINIA (hopMaT U CUHTAKCUC cepTr(duKa-
TOB. PazinuHble TPOTOKOJIBI, UCTIOJB3YIOIINE 3alIUTy JaHHBIX U ayTeHTU-
dukanumio, Haripumep SET, SSL, S-HTTP u apyrue, npuMeHsIIOT cepTu-
duxkarer X.509. IlepBasg Bepcusa craHmapra X.509 OpLia omyOIMKOBaHA
B 1988 1. Tekyliuast Bepcusi — TpeThsl.

7-2103
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I'maBHag 3agaya cepTuduKata — YCTAHOBUTH COOTBETCTBHE MEXY TOJIb30-
BaTeJIeM U €r0 OTKPBITEIM KITI0oYoM. B cocTaB Tonieii cepTudukara craHmap-
Ta X.509, B YaCTHOCTH, BXOJIT:

* HOMep BepcuM cTaHaapra X.509;

* HOMep cepTudMKara;

* wunmeHTHdUKaTOp anroputMa DIIIT;

*  uaeHTUGUKATOp CepTUMUKALIMOHHOW CITyXKObI, BbIIABILIEH cepTUDUKAT;
*  uAeHTU(hUKATOP Biafesblia cepTruduKara;

* CpOK JAelicTBUS cepTuduKara;

*  cepTUMUIIMPYEMbIIA OTKPBITHINA KITIOY.

HaubGomnbinee pactipocTpaHeHre B MAPE TEXHOJIOTHSI OTKPBHITOTO pacmpere-
JIEHUST KIodelt s mdpoBaHnst KOHGUIECHITMATHHBIX COOOIIEHWIA TIOIy-
YuJia B KOPITOPATUBHBIX TEJICKOMMYHUKALIMOHHBIX CETSX Y OOIIEIOCTYITHBIX
ceTsIx 0OMeHa 3JIEKTPOHHBIMU JaHHBIMM, TIpEXIe Bcero, B ceT MHTepHeT.
AwmepukaHckuii riporpammucT @ununm HumMepman (Zimmerman) maxke
HanmMcaT OOIIEMOCTYITHBIN TTaKeT IporpaMM JIIsl 0OMeHa COOOIIECHHSIMM TIO
BJICKTPOHHOI1 TT0uTe, TonyumBInMii HazBaHue PGP (Pretty Good Privacy).
OcHoBHas unest LlInmmepmaHa cocTosiia B CO3MaHUM Ka4yeCTBEHHOM, HalleK-
HOM TIpOrpaMMBI I POBAHWST IJTST JICKTPOHHOM TTOYTHI, Ga3vpyIOMIeicsT
Ha MCTIOTb30BaHNH HAN00JIee CHUTHHBIX KPUTITOAITOPUTMOB, OITYyOTMKOBAH -
HBIX B TO Bpemsi (Ha pyoexke 80-90-x romoB) B OTKphITOM uTepaType. Ila-
keT PGP B niepBbIx ero Bepcusix BMecTe C UCXOAHBIMU TEKCTAMU TPOrpaMM
ObUT pacripocTpaHeH B 1991 1. Mo ceTsiM 27IeKTPOHHOM MOYThI MTPaKTUUECKU
BO BCEM MUpPE 1 OBUT MCITOIh30BaH MHOTMH TTPOTPaMMICTaMU B pa3paboT-
Kax CPeICTB 3alIUThl THMOOPMALIMKM KaK HETUIOXOM, a I1aBHOe, OeCIUIaTHbIIA
MaTepuall.

ITaker PGP ymayro coBmecTun B ceOe BO3MOXKHOCTH IIM(MPOBAHUS COO0-
IIEHUI CUMMETPUYHBIMM OJIOYHBIMU aJITOPUTMAMU, PACIIPEICIICHMST CUM-
METPUYHBIX KJIIOUeH ¢ IMOMOIIBI0 aCUMMETPUYHOTO aJIrOpUTMa g poBa-
Hrg RSA, a TakKe co30aHUS 3JIEKTPOHHBIX MTOATUCEN COOOIIEHMIA.

IIpenmonarast BO3MOXHOE BMeIIaTeILCTBO TpaBuTeabcTBa CIIIA B mporecc
pa3BUTHS MOMOOHBIX TeXHOJIOIMi B OymyiieM, LlumMmepMaH BMecTe ¢ IIpo-
rpaMMoii Bepcrr 1.0 pacrpoCTpaHsT U UCXOOHbIE TEKCTHI TIPOrPaMMBbI, IT0-
JIOXWB HAyajio Tpagullid, MONAEPKMUBAEMOI BIUIOTh IO HACTOSIIETO Bpe-
MEHU. DTO OBICTPO MPUBEJIO K TOMY, UTO 32 YIy4dllIEeHUE TTPOrpaMMBbl B3SUTMCh
MHOT'OYKCJICHHBIE TOOPOBOJIbIIBI, U Yepe3 HECKOIbKO JIET, IT0 MPU3HAHUIO
camoro Llummepmana, B makete PGP mpakTuueck He 0CTajoch CTPOK KOJIa,
HAIMCAHHBIX UM CaMUM.
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IMockonpKy BIUIOTH IO MocjaeqHero BpeMeHu (mo 17 mekadOpst 1999 r.) mo
aMepMKaHCKMM 3aKOHaM KpuITorpadguieckoe mporpaMMHOE o0ecIiedeH1e
He paspellajgoch 3KCIOPTUPOBATh Ge3 pa3pelleHUsT TocaenapTaMeHTa,
a K 1993 r. maker yxxe ObUI pacIIpoCTpaHeH IO Bcell TIaHeTe, TTPaBUTEIb-
ctBo CIIIA onpeaeniio, 4To MMEJIO MECTO HapyllleHue 3aKoHa. Beio Hava-
TO pacciieloBaHue, U TOJIbKO Oaromapsi AEUCTBUSM TPYIIITbI IOPUINIECKOM
3al0UThI IIpOrpaMMHUCTa, CO3HEIHHOI71 IMpaBO3allIMTHBIM JIBM2KEHNUEM, a TAKXKE
KOMITaHWM, Pa3BEPHYTOI B TIpecce B €ro MOmAEpKKY, CIACACTBUE MO NIy
PGP 6b110 3aKpHITO.

ITocne atoro [lummepmMaH ocHOBall cOOCTBEHHYIO KoMmaHuio PGP mis
KOMMEPUECKOI pacKpyTKH CTaBILIETO CTOJb MOMYJSIpHBIM MpoaykTa. K ety
1997 . ObUT TOTOB caMocTosATeNbHBIN MpoayKT PGP Personal Privacy 5.0.
B aroit Bepcuu nporpamMmMa npuodpena rpaduiyeckuii uHTepdeiic 1 Moria
pabotath B omnepaimoHHbIX cpeqax cucteM DOS, UNIX, Windows 95,
Windows NT u Apple Macintosh.

B nexabpe 1997 r. kommnaHus Obu1a KyrieHa Network Associates. Mi3mMeHu-
Jla cBOIi cTaTyc 1 nporpamma. HauwvHasl ¢ 1iectoii Bepcuu, osiBUBLIENCS B
ceHtsaope 1998 r., PGP B kauecTBe KIME€HTa BXOAUT B COCTAaB OOJIBIIIOTO
kpunrorpagpuaeckoro nakera PGP Enterprise Security, pazpadoTaHHOTO
CIeLIMaJIbHO [J1s1 3alUThl Kopropaiuid. [Ipu aTom KoMmnanus Network
Associates coxpaHuia pacrpocTpaHsieMmyto oecriiatHo Bepcuto PGPfreeware,
XOTS U JIMIIIEHHYIO MHOXECTBA JOTTOJTHUTEbHBIX (DYHKIIMI, HO TIO-TIpEXKHE-
My CBOOOITHO JOCTYMHYIO B MIHTepHeTe.

ITomumo mporokosna PGP cymiecTByloT 1 Ipyrue CHMCTEMBI YIIpaBICHUS
KIItoyaMu. JloctaTouHO momyIsipHBIM sIBIsieTcsT TpoTtokoi Kerberos, pa3pa-
OoTaHHBI B MaccayyCeTcCKOM TEXHOJIOTMYECKOM MHCTUTYyTe. IIpoToKom
peam3yeT HecKoJIbKO (yHKIIMI. OgHa U3 HUX — XpaHEeHHEe JIMIHBIX KITIO-
veit B 3amuieHHon b/1. Kimroa m3BecteH ToibKo Kerberos u ero Bimagesbiry.
Eme onHa pyHKIIMSI — MOBEpEHHbIN MOCPEAHUK MEXTY OTBYMsI aOOHEHTa-
MH, XKeJIAIOLIMKA OOMEHSITHCS CEKPETHLIMU Kintodamu. Kerberos Taxkske Tipe-
JOCTABJISIET YCJIYTU ayTeHTU(UKALIMN W PACCHUIKM KITIOYEH.

HM3Becren Taxke rporokon SKIP (Simple Key Management for Internet Pro-
tocols). DTO IIPOTOKOI yIIpaBIeHNS KIIIOYaMU, pa3padoTaHHbIN KOMIIaHWEH
SUN Microsystems. SKIP nerko peammsyetcst. B HeM ormicaH crmoco0 BeIYImMc-
JICHWST KJTF0Ya Ha OCHOBE CepTH(UKATOB OTKPBITHIX KiTtoueil. OMHAKO UCTIONb-
3oBanne SKIP Hamaraer onpenesieHHbIC OrpaHTIeHISI Ha BEIOOP aITOPUTMOB
mmdpoBanms 1 xammpoBadus. [Tporokon SKIP 3agsieH kak HeoOs13aTeIb-
HbIi KoMImoHeHT cienugukaim IPSec (Internet Protocol Security).

KpoMe nepeurcieHHBIX TTPOTOKOJIOB IS YITPABICHUS KITIOYaMU MCITOJIB3Y-
forcs anmroputMbl Diffie-Hellman 1 KEA (Key Exchange Algorithm).
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MpoTOKONbI U METOAbI 3aLUUTDbI
nHdopmaumm B UHTEepHeTe

Ha ocHoBe nepeuncieHHbIX BbIlle CUMMETPUYHBIX M ACUMMETPUYHBIX KPHII-
TOAJITOPUTMOB CTPOSITCS Pa3JIMUHbIe MTPOTOKOJIbI 3alUThl MHMOPMALIMK B
HurepHere.

Cawmprit m3BecTHBI poTokon MHTepHera — SSL (Secure Socket Layer).
DTOT IIPOTOKOJI OBLT pa3paboTaH KommaHueil Netscape 1 SIBJISIETCS COCTaB-
HOI YacThIO BceX M3BeCTHBIX MHTepHET-0pay3epoB 1 Web-cepBepoB (ceromHst
ucnoib3yercs Bepcus 3.0 mporokona SSL). TTpoTokon peanusyeTcst MexKILy
TPAaHCHIOPTHBIM U CEAHCOBHIM YPOBHSAMU DTAJIOHHOK MOIEIN B3aMOIEH-
cTBUSI OTKPHITHIX cricteM (DMBOC). D10, ¢ 0MHOI1 CTOPOHBI, 03HAYaeT BO3-
MOXHOCTb MCTIOJIb30BaHMsI ITIPOTOKOJIA TSl OpraHU3alliy 3alIUIIEHHOM cec-
CUM MEXIy ITporpaMMaMM, PabOTaIOIIMMK MO Pa3IMIHBIM ITPOTOKOJIaM
npukiagHoro yposHas O9MBOC (FTP, SMTP, Telnet, HTTP u T. m.),
a ¢ Apyroil — 3aKphITHE JTIOOBIX JaHHBIX, TlepenaBaeMbiX B SSL-ceccun, 4To
TIPUBOANT K CHIDKEHUIO TTIPOM3BOAUTEIHFHOCTHU ITPOTOKOJIA.

IMocnennsiss Bepcust iporokona SSL nmomfaepXuBaeT TpU pexkuMa ayTeHTH-

ukarimm:

*  B3aMMHYIO ayTEHTU(MUKALIMIO CTOPOH;

* OIHOCTOPOHHIOI ayTEHTU(UKALMIO cepBepa (0e3 ayTeHTU(PUKaLUU
KJIMEHTA);

* IIOJIHYIO aHOHUMHOCTb.

O4eBHIHO, YTO ITOCJICIHMII BapUaHT IIPEICTABISIET COOOM 3K30TUYECKUIA

ClIy4aii, TaK KaK B3auMOJIEHCTBYIOIIME CTOPOHBI OKa3bIBAIOTCS HE3AIIMIIIEH-

HBIMU OT BO3MOXHBIX aTaK, CBSI3aHHBIX C TIOIMEHOI YYaCTHUKOB, XOTSI TIPU

3TOM M 00ecTieunBaeTCs 3al1Ta OT HECAaHKIIMOHMPOBAHHOTO JOCTYIIa CAMO-

IO YCTAaHOBJIGHHOTO COSIMHEHMSL.

B ymipolieHHOM BujIe MpoLieaypa yCTAHOBJICHHSI 3allAIIEHHOTO peskuMa B3a-

MMOJEICTBUS MEXTy KIMEHTOM 1 Web-cepBepoM B COOTBETCTBUH C MPOTO-

KojioM SSL BBINISOUT CIEAyIOIIMM 00pa3oM (paccMaTpUBaeTCs BapUaHT

OIMHOCTOPOHHEM ayTeHTU(UKAIIMN cepBepa CO CTOPOHBI KIIMEHTA).

Oran ycranosjienust SSL-ceccun (-«pyKonozkarTue»).

1. KJIMEHT noceutaer CEPBEPY 3amnpoc (Client hello) Ha ycraHoBIIC-
HUE 3aIIUIIEHHOTO COeAMHEHMSI, B KOTOPOM TiepeaaeT HeKOTophle (pop-
MaJIbHbIE TTapaMeTphl 3TOTO COSTMHEHMS:

* Tekyllee BpeMs U JaTy;
* ciyvaiiHyro nocienopareibHOCTh (RAND CL) mmHoii 28 6aiiToB;
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* Ha0Op MOAIEPKMBACMbBIX KJIMEHTOM CHUMMETPUYHBIX KpUIITOrpadu-
yeckux ajroputMmoB (Harmpumep, RC4 128, RC440, RC2128,
RC2 40, DES40, DES56 u apyrux) u xsur-amoputmMoB (MD35,
SHA-1), ucnonp3yeMbix pu (GOpMUPOBAHUM Kofa IJIsl TIpOBEp-
KU 1IETOCTHOCTH TiepenaBaeMoro coobmeHuss (MAC — Message
Authentication Code);

*  Habop Momaep>KUBAaeMBIX AJITOPUTMOB CXaTusl (BCe peaju3alluu
npotokoia SSL momkHbl noanepxuBaThb-MeTon CompressionMe-
thod.null) u mpyrux.

Crenyer ormetuth, 9To KJIIMEHT mMeer Bo3MOXKHOCTE B 3aITpoce yKa3aTh
uaeHtudukaTop SSL-ceccum, KkoTopas ObUIa yCTaHOBJIEHA paHee WIM IO~
JEpKUBAETCI B HACTOSIIMII MOMEHT BpeMeHU. B 3TOM citydae mpoueaypa
COITAaCOBAaHMS TTapaMEeTPOB IIJISI YCTAHABIMBAEMOM cecCUM He TpebyeTcs
(MCITONB3YIOTCS MapaMeTphl, COIJIACOBAHHBIE IJISI CECCUM C YKa3aHHBIM
B 3arpoce uaeHTupukaropom SSL-ceccun).

Kpome Toro, 1mone3Ho oTMETUTh, YTO MHULIMUPOBaTh SSL-ceccrio MoxkeT
n Web-CEPBEP. g storo CEPBEP Mmoxker B m000ii MOMEHT BpeMEHHU
HanpaBuTb KIIMEHTY coobienne Hello request, kotopoe nHdopMupyer
KIIMEHTA o toMm, uroosl oH Hamnpaswi CEPBEPY coobiienue Client
Hello.

2. CEPBEP o6patarbiBaet 3anpoc oT KIMEHTA u B oTBeTHOM cOO0OLLIe-
Hum (Server hello) mepemaer emy ClemylolIMiA COIIACOBAHHBIM HaOOp
rapaMeTpOB:

*  uneHTuduxkarop SSL-ceccum;

* KOHKpETHBIE KpUITTorpachrdeckre aropuTMbl M3 YHCIA TTPEIUTOKEH-
HBIX KJIMEHTOM (€CJIA I10 KaKOH-TM00 MpUYMHE IPEIIoKEHHbIE ajl-
TOPUTMbI WM UX IIApaMETPhI HE YIOBJIETBOPSIIOT TPEOOBAHSIM CEPBe-
pa, ceccusl 3aKphIBaeTCs);

* cepruduKaT cepBepa, 3aBepeHHbIN HMppoBoit noamvckio LIC (B dop-
mare X.509v.3);

* cayyaiiHyto miocnenoBaresibHOCTh (RAND_ SERV);

*  MMPOBYIO MOMIUCH IS TIEPEUMCIIEHHBIX BBIIIE JTAHHBIX.

3. KIIMEHT mnposepsier nonmydeHHsbIi ceptudukar CEPBEPA c nmomoriipio
oTkphiToro kmova IC, KOTopblili eMy M3BECTEH; NP MOJIOXUTEIHbHOM
pe3yabtare npoBepku KJIMEHT BeinmosiHseT cieayrolme neiicTBUs
(TTpu oTpHUILIATESILHOM pe3yJIbTaTe IMPOBEPKMU CECCHST 3aKPBIBACTCS):

* TeHepupyeT CIyJaiiHyio 48-0aiiTHYIO TTocienoBaTeIbHOCTL Pre Mas-
terSecret (4acTh COBMECTHOTO ceKpeTa, u3BecTHOro Toibko CEPBEPY
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u KIIMEHTY); nmdpyeT ee Ha OTKPBITOM KIIIOYe cepBepa, IOJy-
YeHHOM B cepTuduKare cepsepa, u rocsiiaet CEPBEPY;

*  C IIOMOIIIBIO COIIACOBAaHHBIX X3II-AJITOPUTMOB (POPMHUPYET IJIABHBIN
coBMecCTHBII cekpeT (MasterSecret), UCIIOIB3YsI B KauecTBe Iapa-
METPOB YaCThb COBMECTHOTO cekpera Pre MasterSecret, mmociaHHyO
CEPBEPY Ha npenpifyiiieM 1iare cydailHylo Mocjae10BaTeIbHOCTb
RANDCL 1 nony4eHHYIO OT HETo CIIyJaifHyIO TTOC/IeA0BaTeIbHOCTh
RAND_ SERYV;

* ucnosb3ysd MasterSecret, BeIYMCISIET KpUITorpaduyeckue napamer-
pol SSL-ceccumnu: hopMupyeT 0OIIIMe C CEpBEPOM CEaHCOBBIE CEKPET-
HbIE KJIIOYU CUMMETPUYHOTO aJITOPUTMA MM pOoBaHUs (U1 TIpUeMa
W IS Tiepeadu) 1 CeKpeThl Uit BbraucieHnss MAC;

¢ NEPEXOOUT B PEXKMM 3alIUILICHHOI'O B3aMMOJEVCTBUS.

4. CEPBEP pacumdpoBrsiBacT monydeHHbIii PreMasterSecret ¢ mo-
MOIIIBIO CBOETO CEKPETHOTO KITIOUa M BBITIOIHSIET HAll HAM Te XKe Oorepa-
uuu, yto u KIIMEHT:

*  C IOMOIIIBIO COTTIACOBAHHBIX X3II-AITOPUTMOB (POPMUPYET TJIABHBIN
COBMeCTHBII cekpeT (MasterSecret), UCIIOIB3YsI B KQUeCTBE Iapame-
TpoB PreMasterSecret nocinannyio KIIMEHTY Ha npenbimyiiem
mare ciydaifHyro nocienoBatebHOCTh RANDSERYV n momyuen-
HYIO OT Hero ciydJaiiHyto nocienonarebHOCTh RANDCL;

*  HCcHojb3ya MasterSecret, BRIYKMCIIAET KpUNTOrpadpuueckue rmapame-
Tpbl SSL-ceccumut: (popMupyeT OOIIMe C KITMEHTOM CEaHCOBBIE CEK-
pETHbBIE KJIIOUM OTHOKIJIIOUEBOrO aJITOPUTMA IIM(MPOBAHKUS U CEKPET
ns Beranciennss MAC;

¢ NEPEXOOMUT B PEXUM 3AlIUILICHHOIO B3aUMO/JICUCTBUSI.

5. TMockonbKy npu popmupoBaHuu mapamerpoB SSL-ceccun KIIMEHT
n CEPBEP nonp3oBasiich OTHUMM U TEMU K€ MCXOIHBIMU JAHHBIMU
(coracoBaHHBIMU aJITOPUTMAMU, OOLIMM ceKpeToM Pre_MasterSecret
u ciyvaiinbiMu niocienoBarenbHocTIMU RAND CL u RAND_SERYV),
TO OYEBUIIHO, YTO B Pe3yJibTaTe OMUCAHHBIX BbIIIE JEHCTBUII OHU BbI-
paboTany OAMHAKOBBIE CEAaHCOBBIC CEKPETHBIE KoUMW ITM(ppoBaHUS
U CEeKPeThbl, UCTIOIb3yeMbIe JJIs1 3alUThI LIEJIOCTHOCTH TepeaaBaeMbIX
cooO1eHui. [ mpoBepKyd MAEHTUYHOCTH TapameTpoB SSL-ceccuu
KIWMEHT u CEPBEP mnocbkuiaior apyr Apyry TeCTOBbIE COOOIIECHMSI,
ConepKaHMe KOTOPBIX M3BECTHO KAXKION M3 CTOPOH:

*+ KIIMEHT dopmupyeT coobuieHre U3 COOCTBEHHBIX MTOCHLIOK B ai-
pec CEPBEPA na 3Tane 1 (a) 1 nockuiok, momydeHHbIX oT CEPBEPA
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Haatane 1 (6), BHOCS 2IEMEHT CJTyJaifHOCTH B BUIIE TIOCIIEIOBATETHHO-
cti MasterSecret, yHUKaIbHOI 17151 JAHHOM cecCuit; (hOPMUPYET KOII
IIJIST TIPOBEPKM 1iesiocTHOCTH coodmmeHus (MAC), mmagpyeT coobiiie-
HME Ha O0ILIEM CEaHCOBOM ceKpeTHOM Kimtoue 1 otripaBiisier CEPBEPY;

+ CEPBEP, B cBo1O 04epenpb, GopMUpYET COOOIIEHNE U3 COOCTBEHHBIX
nockuioK B anpec CEPBEPA Ha starie 1 (0), HOCBUIOK, TTOTy4€HHBIX OT
KIIMEHTA Ha stane 1 (a), u nocinenoBaresbHOoCcTH MasterSecret;
dopMupyeT Kof Il IpoBepKu LienoctHocTu coobmeHus: (MAC),
muppyeT coodIIeHMEe Ha OOIIEM CEaHCOBOM CEKPETHOM KIIoue
u otnpasisier KIMEHTY;

* B CJyYae yCIeurHoi pacim@poBKU 1 MPOBEPKU LIETOCTHOCTH Kaxk-
JIOl M3 CTOPOH TOJYYEHHBIX TECTOBBIX coolieHuit SSL-ceccus
CUYUTAETCS YCTAHOBJICHHOM, Y CTOPOHBI TIEPEXOIAT B IUITATHBIN PEXUM
3AIWIIEHHOTO B3aUMOIEHCTBUSI.

Dran 3aIMIIeHHOr0 B3aNMOIECTBYS C YCTAHOBJIEHHBIMM Kpurrorpagu-
YecKuMu napamerpavm SSL-ceccuu.

1. Kaxmas cTtopoHa mpu Tepemade cOOOMEeHUST (HOPMUPYET KO IS
TTOCITEYIOIIEH TTPOBEPKHU TIETIOCTHOCTH COOOITIEHNST Ha TIPUEMHOM CTO-
poHe (MAC) u ucxomHoe cooOlIeHME BMECTe C KOAIOM IM(pyeT Ha CBO-
€M CEKPETHOM CEaHCOBOM KITIOYeE.

2. Kaxpas cropoHa npu npueMe cooO1LeHus pacilii(poBbIBAET €ro 1 MPo-
BepsieT Ha 1ieJocTHOCTh (Bbluucisiercs MAC u cBepsieTcsl ¢ KOIOM
MPOBEPKH LIEJIOCTHOCTH, MOTyYEHHBIM BMECTE C COODIIEHUEM); B CITydae
O0OHapyXeHMSI HapyllIeHUs LEJOCTHOCTU coobiueHust SSL-ceccust 3a-
KpbIBaeTCSl.

OnucanHas npoueaypa ycraHosieHust SSL-ceccuu, 6e3yciioBHO, He 0bma-
JIA€T TMOJHOTOM U3JI0KEHUS1, OTHAKO JaeT MPECTaBIEHNE O BO3ZMOXHOCTSIX
nporokona SSL.

Kak cremyer n3 ommcanus mmpoTokona SSL, acMMMETpUIHBIE aJITOPUTMBI
1 poBaHKS UCITOJIb3YIOTCS TOJIBKO Ha 3Tarle yCTaHOBJICHYSI 3aIUILIEHHON
ceccun. 151 3a1UThl TH(POPMALOHHOIO OOMEHA OT HeCAaHKLIMOHUPOBAH-
HOTI'O JIOCTYIIA UCIIONB3YIOTCS TOJIBKO CUMMETPUYHBIE aJITOPUTMBL. DTO ze-
JIaeTCs B TIEPBYIO OYEPE/Ib IJISI TOTO, YTOOBI TTOBBICUTH MPOM3BOANTEIHBHOCTD
npotokoja SSL (HamoMHMM, YTO CUMMETPUYHEBIE aJITOPUTMBI, KaK IpaBU-
JIo, Ha 3 mopsiaKa ObICTpee aCUMMETPUYHBIX).

M 3amutel Tpaduka B UHTepHeTe moMumMo rpotokosna SSL rcrosnb3yeT-
cs mpotokon S-HTTP (Secure HTTP). OtoT npotokon obecrieunBaeT 11e-
JIOCTHOCTh U 3aIUTY JOKYMEHTOB, MepeaaBaeMbix o npotokomy HTTP.
B ommmuue ot mporokona SSL., pacronoXeHHOTro MeXIy TPaHCTIOPTHBIM
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ypoBHeM (TCP) 1 mporokonamu ceancoBoro ypoBHsI, mpotokon S-HTTP
HaxomuTcsl Ha mpukianHoM ypoBHe DMBOC, 4To Mo3BOJISIET C €ro Mo-
MOIIIBIO 3alIUIIATh He TPAHCIIOPTHOE COSAMHEHNE, a JaHHEIe, IiepeIaBacMble
110 COeMMHEHMIO. DTO MOBBILIACT ITPOU3BOAUTEIHFHOCTh IPOTOKOJIA 3aIIUThHI
MH(bOPMALIMK, HO 1IEHOI OrpaHUYEHUsT TIPUMEHMMOCTHA MEXaHM3Ma 3aIlUThI
TONBKO TIpuioxeHuemM HTTP.

IIpotokon PCT (Private Communication Technology) obecrieunBaer 3a-
IIUTY 11 KIIMEHT-CepBepHbIX npuioxeHuit. ®ynkimonansHo PCT moxoxk
Ha SSL Tak xe xak B SSL, npn ycraHosienun cearca cBsi3u PCT cormacy-
€T CEKPETHBIN KITI0Y M CUMMETPUYHBIN aJiropyuT™ 1M poBaHus. OCHOBHOE
otiuuue ot SSL B Tom, uro PCT otaensier ayreHTH(UKALMIO OT 1M poBa-
Husa. Kpome toro, PCT 6onee apeKTrBEH, MOCKOIBKY UCITOIE3YeT MEHb-
11Iee MHOXKECTBO COOOIIEHUI 1 OHM 00Jiee KOPOTKME IT0 CpaBHeHMIO ¢ SSL.
PCT monnepxuBaer anroputMbl RSA, Diffie-Hellman, Fortezza nns
ynpasienust kmodamu; DES, RC2 u RC4 — nns mmdbpoBaHUsT JaHHBIX;
DSA n RSA — st i poBoii TOAIMCH.

PCT peaymzosan B Microsoft Internet Explorer Bepcnm 3 1 BEIIIIe, a TaKKe
B Microsoft Internet Information Server Bepcrm 2 1 BBIIIIe.

B HHTepHeTe NpUMEHSIIOTCS U APYTUe TIPOTOKOJIBI 3alUThl MHGOPMALIUH:
S/MIME — mis1 3a1miThl 31eKTpoHHOM 1104Th, S/WAN — IS 3aIIUTHI CO-
eIMHeHnH (KakK MpaBuiio, MexXay Mapiupytuzatopamu), PGP — mns zamm-
THI 3JIEKTPOHHOI ToUTHI, Secure Shell — jurs 3ammTH ceaHcoB telnet 1 me-
penauu daittoB. Ha 3THX mpoToKoIax BBULY MX CHIELIMATEHOTO HA3HAYECHMS,
He cBsi3aHHOTO ¢ DK, MBI OCTAHABIMBATLCI HE OyIeM.

Ynomsanem nuiibs nipotokon [PSec, mpenHazHayeHHBIN 1151 IMGPOBAHUS
JAHHBIX Ha CETEBOM YPOBHE (HaHHBIU MPOTOKON B OTIMYME OT BCEX IMepe-
YUCJICHHBIX paHee SIBJISIeTCS He3aBUCUMbIM HE TOJIbKO OT MTPUJIOKEHUSI, HO
Y OT TPAHCIIOPTHOTO YPOBHS, UTO, B YACTHOCTHU, MO3BOJISIET IPUMEHSITD €70
JUTST 3aIUThI JAHHBIX TTPYJIOXKEHM, MCTIOJIB3YIOIIMX B KQUeCTBE TPAHCTIOPT-
Horo npotokosia UDP). IPSec coctout u3 Tpex mpotokosioB: Authentication
Header, Encapsulating Secure Payload (ESP) u Internet Key Exchange
(IKE). IlepBblit mpoTOKOI 00ECIIeYBaET ayTeHTU(UKAIINIO MICTOYHIKA JaH-
HBIX, WX IEJIOCTHOCTh M 3allUTy OT HaBSI3bIBAHMS TTOBTOPHBIX COOOIIEHUIA.
C nomoisio nporokosnia AH ayreHTHdULIMpYeTCs KaxkIplid MakKeT, 4To Jie-
JIaeT MPOrpaMMBbl, TbITAIOIIMECS TIEPEXBaTUTh YITPaBIeHUE CEaHCOM, Head-
(beKTUBHBIMH.

IIpotokonm ESP obecrnieunBaer mmdpoBanre MOTOKOB JaHHBIX. [1poTokoI
IKE pemraer 3amady pacripeneieHus Kmoueil Ha 6a3e mportokona Diffie-
Hellman. B ucrnonb3yeMbIxX MPOTOKOJIaX B KaUeCTBE aIropdTMa Imdpona-
Hu vaie Bcero ucronb3ytores DES wmm Triple DES, a B kadecTBe anro-
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putMa DLIT — RSA. OgHako HUYTO He 3arpellaeT UCIob30BaTh B Kaye-
CTBE aIroputMa M@POBAHUS APYTME METOIbI, KPATKUI 0030p KOTOPBIX
npuBezeH nanee. B atom ciayyae 1O otaenbHbIX KOMITOHEHTOB DK 10KHO
MONAEPKUBATh HAOOP COOTBETCTBYIOIIMX aITOPUTMOB IIU(POBAHMUSI.

Ceroans nporokon 1PSec HaxoauT pacrpocTpaHeHe B OCHOBHOM B IBYX
koHuryparusx. [TepBast KoHbUTypalyst — MTPOTOKOJ CETEBOTO YPOBHSI TSI
nepenayr JaHHBIX MEXIy IIUTH03aMU, 32 KOTOPbIMU pacroiararoTcs oObIv-
HBIE JIOKATBHBIE CETH, oamepxkuBaloite 1Pv4 mis nepenaun He3ammdpo-
BaHHBIX JAHHBIX U3 JIOKAJTBHOI CETH.

Bropasi KoHdurypaius — 3aKpbITHe JaHHBIX BHYTPU CaMOM JIOKaJIbHOM
CeTH, JIJIs1 Yero Bce paboune MecTa U cepBepa CeTy 00s13aHbl TOIIePXKUBAThH
npotrokoi IPSec. CeromHst GOJIBIIMHCTBO COBPEMEHHBIX ONEepallMOHHBIX
cucteM (Windows 2000, OpenBSD, Linux, Solaris) mogaepXuBaiooT Mpo-
Tokou IPSec.

0O0630p METOOB 3alIUTHI JaHHBIX B UTHTEpHETe He OyAeT MOJHBIM, €CIIU
B HEM He YITOMSIHYTb O TEXHOJIOTMM MexceTeBbIx akpaHoB (Firewall), mm-
POKO MCIONb3yeMoi 11st 3aiuThl nHopMatuu B MaTepHete. B DK mex-
CEeTeBbIe KPaHbl, B YACTHOCTH, IMPOKO MPUMEHSTIOTCS JJTSI 3aIUTHI OT Xa-
KepPOB TaKMX KOMITOHEHTOB 3JIEKTPOHHOI KOMMepLIUH, Kak Internet Payment
Gateway, Server Based Wallet, Payment Server. [TonpoGHee 00 3TuX KOM-
TIOHEHTAax OyIeT paccKa3aHo B IJIaBe, IMOCBSIIIEHHON pellieHrsIM Ha 6a3e Mmpo-
tokona SET.

B ocHOBHOM MexkceTeBble IKpaHbl MOXKHO Pa3ieuTh Ha TPY KaTeropuu:
* makeTHble (UILTPHI ((PUILTPHI O€3 ITaMSITH);

*  (UIBTPBI CEaHCOBOTO YPOBHS;

*  (UIBTPBI NMPUKIATHOTO YPOBHSI.

ITakeTHbIe DUIBTPBI OJIOKMPYIOT WM MPOIYCKAIOT MaKeThl TOJbKO Ha OC-
HOBE CBOICTB TMOCIEMIHNX, K YMCITy KOTOPBIX OTHOCsITCs [P-ampeca u Home-
pa TIOPTOB OTMPABUTENIST U afpecaTa. DTOT TUI MEXKCETEBOro dKpaHa siBJIsI-
€TCS CaMbIM TPOCTHIM B peaii3aliii U 0OCTYKMBAHUU U TOYTU HUKAK He
BJIMSIET Ha MPOITYCKHYIO CITOCOOHOCTh ceTr. OMHAaKO YPOBEHb TaKOM 3allu-
ThI HEBBICOK. Tak, Harmpumep, nMpaBuia (pUIBTPOBAHMSI MOXKHO OOONTH, UC-
MOJIb3Ysl BJIOXEHUE MPOTOKOI0B. Hampumep, eciu 3ampelileH MpoTOKOJ
HTTP, Ho pa3pemen Telnet, To mist mpoxoxnenans HTTP-tpadnka ero
JIOCTATOYHO BJIOXXUTH B ceaHC Telnet.

Hpyroii mpuMep YCIIEIIHOTO MPOXOXIEHMS Yyepe3 MaKeTHbI (PUaIbTp —
address spoofing (MMuTaLMsg ampecoB). XaKep MOXET MCITONIb30BaTh B Ka-
JecTBe ampeca OTIPaBUTEIS almpec aBTOPU30BAaHHOTO KIIMEHTa, 1 TOra Ta-
KETHBII (bUJIBTP MPOIYCTUT TaKeT XaKepa.

8-2103
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@uUIbTP CEaHCOBOIO YPOBHS 3aHMMAET MPOMEXKYTOUHOE TOJIOKEHNE MEX-
Iy TAKETHBIM (PUJILTPOM U (DHIIBETPOM ITPUKIIATHOTO YpoBHS. OH COXpaHSIeT
HEOOXOIMMbIE JaHHbBIE O TIPEIbIAYIIMX MaKeTaX U pellieHre O MapIIpyTHh3a-
LIMM OYEPETHOTO MaKeTa MPUHUMAET KaK Ha OCHOBE 3TUX IaHHBIX, TaK U Ha
OCHOBE COIEpKMMOTO IakKera. EcTecTBEeHHO, 3TOT TUI (DUIBTPOB OoJice
CJIOXKHBIIA, IIOCKOJIBKY ITOMHMO ITPOBEPKM CaMUX ITAKETOB HEOOXOIMMO IIPO-
CMaTpuBaTh U OOHOBJISITh IMaMsITh. B ripaBuiax huabTpoBaHUSI MOXHO yUM-
THIBaTh KaK ampeca OTIIPAaBUTEIS U IOJIydaTesl, TaK U TUI OOCTYXKUBaHUS
(3amaetcs B 3aroyioBke 1P-mmakeTra).

DuabTp ceaHCOBOIO YPOBHS CIICIUT 3a IMOATBEPXKACHUEM CBSI3U (KBUTHPO-
BaHUEM) MEXITy aBTOPU30BAaHHBIM KJIMEHTOM 1 BHELITHUM XOCTOM, OIIpeme-
JIsIS1, SIBJISIETCS JIM 3arlpalliBacMblid CEaHC CBSI3U JOIyCTUMBIM. YUTOObI orpee-
JIUTD, SIBJISIETCS JIM 3aIIPOC HA CEAHC CBSI3M IOMYCTUMBIM, IIUTIO3 CEAHCOBOTO
YPOBHSI BBIIIOJIHSIET IIPMMEPHO CJIEAYIONIYIO mpoueaypy. Korma aBropuzo-
BaHHbBIM KJIMEHT 3alpallrBaeT HEKOTOPYIO YCIYTY, IITI03 IPUHUMAET 3TOT
3aI1pocC, IIPOBEPsIsl, VAOBICTBOPSIET 1M JaHHbIM KJIMEHT 0a30BbIM KPUTEPH-
s prutbTpanuu (HarpumMep, MoxeT i DNS-cepsep onpenemmts IP-ampec
KJIMEHTa ¥ aCCOLMMPOBAHHOE C HUM MMSI). 3aTeM, ICUCTBYSI OT UMEHM KJTH-
€HTa, IIUTI03 YCTAHABIMBAECT COCAMHEHNE C BHEITHUM XOCTOM M CJIEAWT 3a
MpoLEIyPOii KBUTUPOBaHMS CBs3U 110 npoTokoiny TCP. Bra pouemypa co-
crout n3 ooMeHa TCP-makeramu, KoTopble noMmedatorcs ¢iaaramu SYN
(cunxpoHusupoBatb) 1 ACK (rmoarsepauTs).

Iepserit maker cearnca TCP, nmomeuennsit gpmarom SYN m comepxKamimia
MPOM3BOJIbHOE YKciio, Harpumep 1000, sSIBIIsIeTCS 3aIIpOCOM KJIMEHTA Ha OT-
KpBITHE ceaHca. BHeITHMIA XOCT, MOMyYMBIINIA 3TOT MAKET, TIOCHUIAET B OT-
BeT IakeT, nomMeueHHbIN aroM ACK u comepxaliuii Y4ucio, Ha eIUHULLY
OoJbiiee, yeM B IpUHSITOM Takere (B Hamiem ciaydae 1001), momrBepskmast
TakuM obpa3oM IpueM makera SYN ot kimeHTa. Ilocie 3Toro ocyuiecTs-
JISIeTCST 0OpaTHasI TIPOLIEAypa; XOCT ITOChLIaeT KiMeHTy makeT SYN ¢ ucxon-
HbIM uynciaoM (Hampumep, 2000), a KIMEHT MOATBEPXKAAET ero MolydeHue
nepenadeii maketa ACK, comepxamrero uncio 2001. Ha stom nporiecc kBu-
TUPOBAHMS CBS3U 3aBEPIIACTCSI.

11103 ceaHCOBOTO YPOBHSI CYUMTAET 3aITPOLIEHHBIN CeaHC IOMYCTUMBIM TOJb-
KO B TOM CJjIy4ae, €CJIM IPY BBIIOJIHEHUU MPOLEAYPbl KBUTUPOBAHUSI CBSI3U
daarm SYN u ACK, a Takke uncia, comepxampecsd B rmakerax TCP, oka3sbl-
BAlOTCS JIOTUYECKU CBSI3AHHBIMU MEXKIY COOOI.

IToce Toro Kak I1uTI03 ONpPeAesni, YTO ABTOPU30BAHHBIA KJIMEHT U BHEILI-
HMI1 XOCT SIBJISIIOTCS] aBTOpH30BaHHBIMU KimeHTaMu TCP, u poBepu 1o-
MyCTUMOCTb JJAHHOTO CeaHca, OH yCTaHaBJIMBaeT coeaquHeHue. HaunHas
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C 9TOro0 MOMEHTA, IITI03 IPOCTO KOIUPYET U TIepeHAIPaBIsieT MaKeThl, He
TIPOBOIST HUKaKOoM (rmbTparui. OH TToAIepKUBaeT TabIMITy YCTAHOBJICH-
HBIX COSMHEHMIA, TTPOITyCKast TaHHbIe, OTHOCSIIIMECS K OMHOMY 13 CEaHCOB
CBSI3M, 3a(DMKCHPOBAaHHBIX B 9Tl TabmIre. Korma ceaHc 3aBepImiaeTcsl, IIUT03
yAaJsieT COOTBETCTBYIOIINIA 3JIEMEHT U3 TAOJULIBL.

J171s1 KOMUpOBaHUsSI M TIepeHarnpaBlIeHUs MAKETOB B IIITIO3aX CEAHCOBOTO
YPOBHSI UCITOJIb3YIOTCSI CIIeLIMaJIbHbIE TTPMJIOKEHHUSI, KOTOpbIe MHOLIA HA3bI-
BalOT KaHAJILHBIMU TTOCPEIHMKAMU (pipe-proxy). BOIbIIMHCTBO NUTIO30B
CEaHCOBOIO YPOBHSI HE SIBJISIIOTCSI CAMOCTOSITEJIbHBIMUA MPOAYKTAMU U T10-
CTaBIISIOTCSI B KOMITJIEKTE CO IIUTI03aMU MPUKIIATHOTO ypoBHS. [IprMepamu
Takux 1Umo30B ABiasgorcss Gauntlet Internet Firewall kommanuu Trusted
Information Systems, AltaVista Firewall kommmannu DEC u ANS Interlock
KomrmaHu ANS.

11103 ceaHCcOBOTO YPOBHS BBITIOJHSIET €11ie OHY BaxkKHYIO (DYHKITUIO 3allu-
Tbl — TpaHcsiuio aapecoB (Network Address Translation), rpu KoTopoii
MPOU3BOJUTCS Mpeodpa3oBaHKue BHYTpeHHUX [P-aipecoB B ofMH «Hagex-
Heli» [P-ampec. O1ot ampec accoumupyetcst ¢ GUIETPOM, U3 KOTOPOTO TIe-
pelatoTcsl Bce UCXOMIsIIIMe TTakeThl. B pe3ysibTaTe B CeTH CO LUTIO30M CeaH-
COBOTO YPOBHSI BCE MUCXOMISIIIME TTAKEThI OKA3bIBAIOTCST OTIIPABJICHHBIMU U3
3TOTO 1UTI03a, YTO MCKITIOYAET MPSIMOM KOHTAKT MEXIy BHYTPEHHEl aBTO-
PY30BAHHOM CETHIO M BHEIIIHEN CETBhIO, a TAKXKE CKPBIBAET OT BHELIHMUX
TOJIb30BaTe/Iell apxXUTeKTypy BHYTpEHHEeH 3aluiiaeMoi ceTh. Takum o0-
pa3oM, UILTPBI CEAHCOBOTO YPOBHSI 3alUINAIOT BHYTPEHHUE CETU OT Ha-
nmageHmii tvra address spoofing (MMUTALIST afpecoB).

HauGonee M3BeCTHBIM CTaHAAPTOM ISl peaiM3alliM 1IUTI03a CEaHCOBOTO
ypoBHs siBrsieTcst ipotokos SOCKS. Bepcust 5 310oro npoTokosia BKITIoYaeT
B ce0s1 Mpolieaypbl ayTeHTU(DUKAIIUKY B3aMMOIEHCTBYIOIIMX CTOPOH, a TaK-
K€ KOHTPOJIh opranuzanuu ceccu B rmpotokosie UDP. TTporokon SOCKS 5
MOJIEPKUBAETCS OOBITMHCTBOM MMEIOIIMXCSl Ha PhIHKE Opay3epoB, a Tak-
Ke TIOAIEePXKUBAETCS pa3IMYHBIMM OTIEPallMOHHBIMUA CUCTEMaMU, BKITIoYast
Unix, Windows, Mackintosh u apyrue.

@OUIBTPH TPUKIATHOTO YPOBHS 0OECTIEYMBAIOT BHICOKYIO CTETICHD 3allli-
ThI, HO 32 CYET CHIDKEHMS IPOU3BOIUTETLHOCTH U YBETMUESHUS CIIOXKHOCTH.
Takue GUIBTPBI peain3yloTCs KaK BblIeIEHHbIE MeXXceTeBble KpaHbl. CaM
cepBep MPUJIOXEHUST HAXOIUTCST B YACTHOM CETH 32 MEXKCETEBBIM 3KPAaHOM.
BHelliHre KJIMEHThI MOMKITIOYAIOTCS K MOCAeHEMY, KOTOPBIi BeleT ce0s Kak
cepBep nputoxkeHust. @akTUUeCKU, KIIMEHT He MOXKeT OOHAPYKHTh, UTO B3a-
WMOJIEMCTBYET C MEXCETEBBIM 9KPAaHOM, KOTOPBII B 3TOM CJTyyae Ha3bIBaeT-
csl IPUKJIAHBIM TIPOKCU-cepBepoM (proxy application server).
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C Ipyroit CTOPOHBI, MEXKCETEBOM 3KpaH «IIPUTBOPSIETCS» KIIMEHTOM U Tiepe-
CbUIaET NMPUHATBIE KJIMEHTCKUE 3aMpOChl HACTOSILLEMY CEpBEPY MPUJIOXKE-
Huit. Ho npexne MexceTeBoii 5KpaH Ha OCHOBE 3aJJaHHBIX MTPaBUJI peliaeT
BOIPOC O JOMYCTUMOCTH TaKOTO 3arpoca U HAJIMUMS y KJIMEeHTa MpaBa Ha
3anpaliBaeMble 1eicTBUs. Takum 00pa3oM, MEXCETEBOM 9KpaH MMEET MOJI-
HOE TIpeCTaBIeHUE 00 UCTTIOTb3yEeMbIX TPUJIOKEHUSIX U TIPOTOKOJIaX. EauH-
CTBEHHbII HEOCTATOK MPOKCU-CepBepa — CHIKEHWE OOIIeH TpOM3BOIM-
TEJIbHOCTH.

B ommume ot ¢uiabTpa CeaHCOBOIO YPOBHSI, MOCPEIHUKU MPHKIIATHOTO
YPOBHSI TIPOMYCKAIOT TOJIBKO MaKEeThl, KOTOPBIE UM MOPYYEHO OOCTYKUBATb.
Hanpumep, nporpaMmma-nocpeaHuk ciyxk0b1 Telnet MoxeT KONMpoBaTh,
MepeHaIIPaBIIATh ¥ (DUIBTPOBATH JIUIIL TpapUK, TEHEPUPYEMBIIA 3TOM CITyX-
ooii. Ecimu 1umo3 mpyKIamHOrO YPOBHSI MCIOJIB3YeT TOJBKO ITPOrPaMMBbI-
nocpenHuku ¢ayxk06 FTP u Telnet, To oH Oymer npormyckaTh MakeThl 3THX
CIIyK0, OJIOKUPYSI TIPY 3TOM TAKEThl BCEX OCTAIBHBIX CITYKO.

B ominume OT LUTI030B CEAHCOBOTO YPOBHS, KOTOPbIE KOMUPYIOT U CJIETO
MepeHanpanysiioT Bce MOCTyMNalolIre MakeThl, MOCPENHUKN MPUKIIAIHOTO
YPOBHSI MPOBEPSIIOT COAEPXKUMOE KaKIOro MPOXOMSIIEro yepes3 1UTo3 Ma-
KeTa. DTU TTOCPETHUKY MOTYT (bUJIBTPOBATh OTAEIBHBIE BUIbI KOMAHIT WU
MH(bOPMALIUIO TTPOTOKOJIOB MPUKJIATHOTO YPOBHSI, KOTOPIE UM MOPYYEHO
00CITy>K1BaTh.

Takue mponykTsl, Kak Eagle kommanuu Raptor Systems, ANS Interlock
kommnanum ANS, Sidewinder Security Server komnanum Secure Computing
Corporation, Firewall-1 komnanuu Checkpoint, BKito4aroT B ce0s1 mporpam-
MBI-TIOCPEIHUKM MPUKIAAHOro ypoBHs mis ciayxk6 FTP, Telnet, HTTP.
YTUanThl 3THX IDTI030B TO3BOJIAIOT (PMILTPOBATh ONpeAeIeHHbIE KOMaH-
IIBI, UCTIONTb3yeMbIe 3TUMM CITy>kOamu. Hammprmep, MOXXHO CKOH(MUTYPHPO-
BaTh IIUTI03 TAKUM 00pa3oM, YTOOBI OH MPeIOTBpallial UCTIOIb30BaHNE KITU-
eHTamu KoMaHael FTP Put, koTopas maeT BO3MOXHOCTb ITOJIb30BaTEIO,
nonkmoyeHHoMy K FTP-cepBepy, 3amicsiBaTh Ha Hero MH(pOpMAaLIHo.

B nononHeHue K puibTpai MHOTUE (DUITBTPBI MPUKIIAIHOTO YPOBHS pe-
TUCTPYIPYIOT BCE BBITIOHSIEMbIE CEPBEPOM JIEUCTBUSI U, YTO OCOOEHHO BaXXKHO,
MpeaynpexaaoT afMUHUCTPATOPOB O BO3MOXKHBIX HAPYIIEHUSIX 3alUTHI
(Intrusion Detection System). HanprmMep, pu ombITKax MPOHUKHOBEHUST
B cuctemy u3BHe BorderWare Firewall Server kommanuu Secure Computing
TMO3BOJISIET (PUKCUPOBATH apeca OTIIPABUTEISI U TMOTyJaTesisl TaKeTOB, BPEMSI,
B KOTOPOE 3TU MOIBITKA ObLTU TIPEANPUHSITEI, U UCTIOB3YEMBbII TTPOTOKOJI.
IMponykr Black Hole komnanuu Milkyway Networks Takke hukcupyer Bce
TIOMBITKM TPOHUKHOBEHUSI B CUCTEMY U TIPEAYTIPEXAAET O HUX aIMUHUCT-
paTopa, Tochiasi eMy COOOIIEHYSI TIO AJIEKTPOHHOI MOYTEe WX Ha TTEHAIKED.
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IOpnanyeckmne acnekTbl 3aLUTDI
nHdopmauum B Poccumn

OcraHoBUMCS TCIICPb Ha ITPAaBOBbIX aCIIEKTaX IPUMCHECHUA CPECACTB 3all-
ThbI I/IH(I)OpMaL[I/II/I OT HCCAaHKIIMOHWPOBAHHOI'O JOCTYIIa B Poccun.

B Hacrosiiee Bpemst mpaBoBasi 0a3a OTHOIIIEHWI CYOBEKTOB B 00JIaCTH 3a-
IIUThI MH(GOPMALIMY OCHOBBIBACTCSI Ha CJICAYIOIIMX OCHOBHBIX HOPMATUB-
HBIX aKTax:

+  Koncturyiun PO,
* I'paxmanckom Konekce P®,

»  DenepanbHbix 3akoHax PO «O6 nndopManyu, nHbOpMaTU3aLK U 3a-
muTe nHpopMaum», «O rocyaapcTBEHHOM TaiiHe».

DenepanbHblii 3aKkoH «O6 nHMOpMalKM, MHGQOPMATU3aLUK U 3aIlUTe UH-
dopmatmm» npuHAT I'ocymapcrBenHoit Jymoii 25 stHBapst 1995 r., mommm-
caH Ipesunenrom P® 20 deBpaiisg 1995 r. 1 ¢ TeX IOp OCTAETCS €AMHCTBEH-
HBIM Ha CEeromHsIIHUI neHb PenepallbHbIM 3aKOHOM, TPAKTYIOIIM OOIIIMe
BOIIPOCHI PETYJIMPOBAHUS OTHOLIEHWI B 00JIACTU 3allIUThIl MH(MOPMALIMHK.
B coepy ero aeiicTBus BKIIIOYEHA 3allUTa MH(POpMALIMK, IIpaB CyObEKTOB,
YYaCTBYIOIIMX B MH(OPMALIMOHHBIX TIpolieccax U nHpopMaTu3auuu (CT. 1,
pasm. 1).

B cratee 5 3akoHa, B YaCTHOCTM, TOBOPUTCSI O IOPUINIECKON CHJIE DJIEK-
TPOHHOI'O JOKYMEHTA C LIM(POBOI (3JIEKTPOHHOI1) OAMMUCHIO:

«HOpunnueckast cuiia IOKyMeHTa, XpaHUMOTO, 00pabaThIBAEMOro U repea-
BaEMOTO C ITOMOILIO ABTOMATU3UPOBAHHBIX MH(POPMALIMOHHBIX U TEJIEKOM-
MYHUKALIMOHHBIX CUCTEM, MOKET TIOATBEPKAATHCS SIEKTPOHHOM 1IU(BPOBOiA
MOITUCHIO.

HOpumueckast cvma 21eKTpoHHOM MGbPOBOIA TTOMIMMCH TIPU3HASTCS TIPU
HaJIMYMY B aBTOMATU3UPOBAHHON MHMOPMAIIMOHHOM CHCTeMe TIporpaMM-
HO-TEXHUUYECKNX CPEICTB, 00ECTICUMBAIOIINX UIECHTUGhUKAIINIO TTOMITUCH,
U COOJTIONECHMST YCTAHOBIGHHOTO PEXKMMa MX MCITOJIb30BAHMSI».

B cratbe 21 «3ammTa uHGOpMaL» TOBOPUTCS ClIEAyIOLIEe:

«Pexxum 3a1yTel TH(GOPMAaLMK YCTAHABIMBACTCS: B OTHOLICHUY CBEICHMIA,
OTHECEHHBIX K TOCYyIapCTBEHHON TaliHe, — YIOJHOMOYEHHBIMU OpraHaMu
Ha ocHoBaHUM 3akoHa P® «O rocygapcTBEeHHOI TaiiHe» B OTHOLUEHUM
KOH(UACHIIMATbHON TOKYMEHTUPOBAHHOM MH(OpMaII — COOCTBEHHUKOM
MH(OPMALIMOHHBIX PECYPCOB WM YIIOJTHOMOYEHHBIM JIMLIOM HA OCHOBAaHUM
Hacrosero @enepaaIbHOrO 3aKOHa».



110 Tnaea 3. BeeneHvie B kpuntorpadumio

3 ampenst 1995 . Tpesunentom P® 6but nommicaH yka3 Ne 334 «O mepax
10 COOJTIONECHMIO 3aKOHHOCTH B O0JIACTH pa3pabOTKM, TIPOU3BOICTBA, pea-
JIM3allMY 1 9KCIUTyaTalMK IM@POBaIbHBIX CPEICTB, a TAKXKE MPEeI0CTaBIe-
HUSI YCIIYT B 00J1acTy 1 poBaHUs MTH(OPMALIAL».

YKa3 HOCUT XKeCTKUi XapakTep, MOHOIOIU3UPYIOLIUI KOHTPOJIUPYIOLIME
¢YHKIIMM B 001aCTH pa3pabOTKH, IIPOU3BOICTBA, BHEAPEHUSI U SKCITTyaTaLlN
kpurrrorpapudeckux cpeacts 3a PAITCH. B Hem, B YaCTHOCTH, TOBOPUTCS:

«3anpeTUTbUCTIOIb30BAHNE 20CYIAPCMBEHHbIMUOP2AHUZAYUUAMU. .. TITUDPO-
BaJIbHBIX CPEICTB, BKIIIOYasi KpUITorpagmyeckue CpeacTBa o0ecreueHs
MOMIMHHOCTU UH(pOpMaLU (3/IEKTPOHHASI TTOAMKICH), U 3alUILEHHBIX TeX-
HMYECKHUX CPEIICTB XpaHEeHMsI, 00pabOTKM M ITepeaadr MHMOpMaIi, He MMe-
toux ceptudukara GAITICH...»

«[Mpeanoxuts LIb P® u ®ATICH nipuHITh HEOOXOAUMBIE MEPBI B OTHO-
IIIEHNY KOMMEPYECKMX OaHKOB, YKIIOHSTIOIIMXCS OT 00SI3aTeTbHOTO MCITOITh-
3o0BaHusl uMetonmx ceptudukar GAICHU 3ammileHHbIX TEXHUUECKUX
CpPeINCTB XpaHeHMsI, 00pabOTKM W Tiepenayr MHGOPMAIIK TIPH MX B3aUMO-
JeicTBUM ¢ TioppasaeiaeHussMu LIb P®».

«B nHTepecax nndopMaoHHo 6e3onacHocTy P® u ycuieHust 00phObI
C OPraHU30BaHHOM MPECTYIMTHOCTBIO 3aMPETUTh NESITEIbHOCTD IOPUINYECKHX
" (pUBUYECKUX JIMII, CBSI3aHHYIO C pa3pabOTKOM, TIPOM3BOJICTBOM, peaan3a-
LMel M 3KCIuTyaTaleit mmcppoBaibHbIX CPENCTB, a TAKKe 3alUIIEHHbBIX
TEXHUYECKMX CPEICTB XpaHEeHUsI, 0OpabOTKU U mepenayu WHbopMalu,
MpeAoCTaBlIeHUeM YCIIYT B 0071acTH 1 poBaHus MHGOpMalu, 6e3 JIniieH-
3uid, BoimaHHbIX DATICH B coorBeTcTBUM ¢ 3aKOHOM P® «O ®ATICU».

Cutyanusi HECKOJIbKO TMOepaTu30BaIoCh BecHO 1998 T., Koraa MmosiBUIIMCh
HoBbIe MoJioxkeHnss banka Poccuu o pabote ¢ 371eKTpOHHBIMA JOKYMEHTA-
mu. [TonoxeHue «O mopsiake mpremMa K UCTIOTHEHUIO MOpYYEeHUI BlIaIeb-
1IeB CYETOB, MOANMCAHHBIX aHAJIOTAMU COOCTBEHHOPYYHO! TOMIMCH, TIPU
MNPOBEIEHUY OE3HATMYHBIX PACYETOB KPEAUTHBIMU OpraHu3auusiMu» bl17-I1
(manee — IMomoxenne 17-IT) HAKOHELI-TO IETAET ITOTHOCTHIO 3aKOHHOM B paM-
Kax 0aHKOBCKOIi cucTteMbl Poccuu IMpoOKo pacnpoCTpaHEHHYIO MPaKTUKY
MPOBEIEHNSI KOMMEPUYECKMMU OaHKaMM PAacueToB 0e3 00s13aTeNIbHOTO TIPeI0-
CTaBJIEHUsI KJIMEHTaMU TUIATEXHBIX MOPYYEHUI Ha OYMaXkKHBIX HOCUTEISIX.

Bropoit nokyment — TlonoxeHue «O npaBuiax oOMeHa 3J1eKTPOHHBIMU
nIoKyMeHTaMu Mexay bankom Poccun, KpemuTHBIMY opraHu3ausiMu (¢hu-
JIiajlaMu) U IpyTMMU KiineHTaMu banka Poccuu mipu ocyIliecTBI€HUN pac-
YEeTOB Uepe3 pacueTHyIo ceTh banka Poccum» Ne20-I1 (manee — IlomoxeHue
20-IT) onpenensieT Te ycaoBUS, PY KOTOPBIX KPEAUTHBIE OpraHU3alii MO-
TYT BeCTH pacueThl yepe3 cuctemy LIb P® B snekTpoHHOI hopme.
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IMonoxenue 17-11, npunstoe bankom Poccuu 10 deBpans 1998 r., BBeneHO
MM B JIeiICTBIE C MOMEHTa O(hUILIMAIEHOTO OITyOmKoBaHus 18 deBpans 1998 1.
B «BectHuke banka Poccun». B kadecTBe ero 3akoHOmaTeIbHO OCHOBBI
ObUT B3ST HOBBII ['paskmaHckuii koaekc Poccuiickoit @enepaliviv, a MMEHHO
cr. 160 (m. 1.1 TMonoxenust 17-I1), KoTopast TpakTyeT Bce BOSMOXKHEIC Jie-
rajibHble criocodbl ocopMieHus caenok B Poccutickoit @enepaiiviu.

Tak, I'paxnaHckuii konekc PD fommyckaeT «MCIonb30BaHKe IPY COBEPILE-
HUU CENOK... JIEKTPOHHO-IM(MPOBOI ITOAIMCH JTMO0 MHOTO aHajIora cod-
CTBEHHOPYYHOI MOJIMUCH... B CJIydasix U MOPsIIKE, MPEeIyCMOTPEHHbIX 3aK0-
HOM, MHBIMU IPABOBbIMM aKTaMM WJIY COIJIAIIEHUEM CTOPOH».

B INonoxenun 17-I1 ocHOBHOI yTiop AejiaeTcsl MMEHHO Ha corjlallieHUe CTO-
POH, 3aDMKCUPOBAHHOE B BUJIE JOTOBOPA, KAK OCHOBY UX pabOThI C 3JIEK-
TPOHHBIMU TOKyMeHTaMU. Hampumep, n. 1.7 racur;: «Y4aCTHUKU JOKYMEH-
TO00OpOTA ycTaHaBIMBaloT npouenypy npusHanus ACII u ucnonb3yior ee
B TIOpSIKE M Ha YCIOBUSIX, IPEIYCMOTPEHHBIX JOTOBOPOM MEXIY y4aCTHU-
KaMU WIK ¢ ATIMUHUCTPALICH».

ITpu s3tom ACII (aHanor coOCTBEHHOPYYHOM MOAIMCH) OIPEeIIIeTCsT Kak
«NepPCOHANbHOLI UOeHMUGUKamop KPEAUTHOW OpraHM3alliy MO0 KIMeHTa
KPEIUTHOM OpraHU3aliM, SIBJISIIOIIMICS KOHTPOJIBHBIM ITapaMeTpoM IIpa-
BWIbHOCTU COCTABJICHUSI BCEX 00s13aTeIbHbIX PEKBU3UTOB IIATEXXHOIO J10-
KYMEHTa 1 HEM3MEHHOCTH MX COAEPKaHUSI».

B IMonoxennu 17-I1 BBOAUTCST TOHSTUE BBIIECJICHHOIO 1IEHTPa, Ha3bIBae-
MOIO B JJOKyMEHTe AIMMHUCTpalueil, K (PyHKIUSIM KOTOPOIO OTHOCSITCSI
«pervctparus BiaamenbieB ACII, permcTpamnys cpeacTB CO3MaHUS M MPO-
Bepku nommMHHOCTU ACIT y4aCTHUKOB TOKYyMEHTOO00POTA 1 XpaHEHUE 3Ta-
JIOHOB ITPOrPaMMHO-TEXHUYECKMX CPEICTB, TIPeAHA3HAYEHHBIX [IJISI COCTaB-
JICHUSI TUIATEXHBIX JOKYMEHTOB, a TAKXKE 3TAJIOHOB JOKYMEHTAllMK Ha 3TU
CpencTBar.

D10, TI0 CYILIECTBY, COCTABICHNUE U TTOIIepXKaHe 0a3bl JAHHBIX, AHAJIOTMY-
HOI KapTOTeKe 00pa3loB IOAIMMCEeN KIMEHTOB OaHKa B IIPUHSTHIX ceiiyac
TEXHOJIOTHSIX pabOThl ¢ OYMaKHBIMU TUIATEXXHBIMU JOKYMeHTamMu. Kpome
TOro, Ha AIMMHUCTPALINIO, €CTECTBEHHO, BO3/IaraloTcs U 3agauyd XpaHEeHUsI
pe3ePBHBIX WIM STAJTOHHBIX KOIMUI «CPEICTB CO3JAaHUS M MPOBEPKU Ipa-
BusibHOCTH ACIT», B YaCTHOCTY 3TAJIOHHBIX KOIUIA IIPOrPaMMHOTIO o0ecITe-
YeHMS U1 BBIYMCICHUS U IIPOBEPKU LI (POBBIX ITOMITHCEIA.

B xauecTBe AIMMHUCTpALIMK, COIIacHO 3ToMy IlosoXeHo, B 0AaHKOBCKOM
cdepe MOXKET BBICTYITATh TOJIBKO OTHETBHOE IOPUINYECKOE JIAIO WITH TTOMI-
pasneneHue opuaudeckoro auna (1. 1.6), Kotopoe, BIpodyeM, He 00s13aHO
VIMEThb JIJIS 3TOr0 KaKue-a1u00 crelyaibHble pa3pelleHUs WIM JTULEH3UMU.
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Ero posb B paboTe CUCTEMBI 3JIEKTPOHHOTO TOKYMEHTOO0OPOTa U B3aUMO-
OTHOUIEHUS C APYTUMU YYACTHUKAMU OTPENEISIOTCS OTAEIBHBIM JOTOBO-
poM (11. 3.2).

boee Toro, coznaHue cieuuaTbHON AIMUHUCTPALIMU 00s13aTeIbHO TOJIBKO
MPU OpraHU3alIMK1 JOKYMEHTOO00pOoTaMexcdy 601ee uem 08y M yHacmHU-
kamu (1. 1.8). D10 03HAUaeT, YTO paboTa C MEKTPOHHBIMU JTOKYMEHTaMU
B CHCTeMaXx TUIA «KJIMEHT-0aHK», Tie OOMEH 3JIEKTPOHHBIMU JOKYMEHTAMU
MTPOMCXOAUT HETTOCPEACTBEHHO TOJBKO MEXTY ABYMsI YYJaCTHUKAMU — KOH-
KPETHBIM KJIMEHTOM M KOHKPETHBIM OaHKOM, He TpeOyeT 00s13aTeJIbHOTO CO-
3IaHUS CITEUATbHOTO FOPUINUECKOTO JTUA — AIMUHUCTpALMU. DT (PyHK-
LIMK BIOJIHE MOTYT BBIMTOJIHATH COTPYAHUKY OaHKa.

PasBepryroe onpenenenne Takoro Bapuanta ACII, kak DIII1, naro B Ilo-
noxenuu 20-T1, npunsitom LB P® 12 mapta 1998 . B Hem DIIIT onpene-
nsercs Kak «Bun ACII, sBnstroniuiicst cpeacTBOM 3allliThl MH(pOpMaLUN
1 obecreuyrBarolnit BO3MOXKHOCTb KOHTPOJISI LIEIOCTHOCTUA W TIOATBEPKIIE-
HUS TIO[UTMHHOCTU 3JIEKTPOHHBIX ToKyMeHTOB. DLIIT mo3Bossier moarsep-
JIUTh €€ TPUHAJIEXKHOCTh 3apPETUCTPUPOBAHHOMY BIAICIIbILY».

TakuM 00pa3oM, B IIPUHATHIX PYKOBOISIIMX JOKYMEHTAX 110 paboTe Kpe-
JUTHBIX OpraHU3alii U X KJIMEHTOB C 3JIEKTPOHHBIMU JOKYMeHTaMu baHk
Poccum moniiesnt o sICHOMY M YETKO OIpeNeIEHHOMY IYTH, ITOJHOCTBIO OT-
BEUaloIleMy JIOTMKE 1 TPeOOBAaHUSIM JIEHCTBYIOILIETO 3aKOHOaaTeIbcTBa PD:
ot Koncruryumu u I'paxaaHckoro Koaekca 10 roctaHoBieHuit [TpaBuresib-
ctBa POD.

Btopoii pazaen Kaxkaoro rmojiokeHusl OMUChIBAET KOHKPETHbIE MTPOLIETYPhI
paboThI TI0/IB30BATENEN C DMEKTPOHHBIMU JOKYMEHTAMU: TMOAMUCHIBAHUE,
nepeaady, IpreM, MpOBepKY MOMIMHHOCTU JOKYMEHTA 1 BblIauy KBUTaH-
LIMU, BeJIeHUE XYpHaIOB U apxuBoB. [lo cyiecTBy, 3TU MpoLemyphl sSIBJISI-
JOTCSI TTOJIHBIMU aHAJIOTaMU OOBIYHBIX AEHCTBUIA MpU 00padOTKe OYMasKHBIX
JIOKyMEHTOB, OIMCAHbI B MPUBBIYHBIX TEPMUHAX U HE BbI3bIBAIOT K.AKUX-TO
CEPbE3HBIX BOITPOCOB.

Tak, KoHCTaTUpYeTCs, YTO IOpUANYECKast OCHOBA pabOThI — JIOTOBOP MEXKITY
cropoHaMu: «/17st coznanust u mpoBepku ACIT MoryT ucrmosib3oBaThest Mpo-
rpaMMHO-TEXHUYECKHE 1 MTHBIC CPEIICTBA B IIOPSIAKE, YCMAHABAUBACMOM 00~
2080pOM MEXIY YJaCTHUKAMU JTOKYMEHTO000pOTa WM C AIMUHUCTPALIU-
ei» (1. 2.2 ITonmoxenus 17-I1). Janee B HeM yKa3bIBaeTCs, UTO «IIATEXKHBIC
JIOKyMeHThI, noanvcaHHbie ACII, Mpu3HAIOTCS UMEIOLIMU PAGHYIO HOPU-
duueckyo cuny ¢ opysumu hopmamu Hopy4ueH Uil BIaaenbleB CYSTOB, MO -
MUCAaHHBIX UMU COOCTBeHHOpPY4YHO» (1. 2.3). A m. 2.3 TTonoxenust 20-11
KOHCTaTHPYeT, YTO «OTBETCTBEHHOCTb 3a COAEPXKAHME PEKBU3UTOB 3JIEK-
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TPOHHOTO JOKyMeHTa HeceT Branesnen; DT, moamucaBimii JaHHBINA 3JIeK-
TPOHHBIM JOKYMEHT, €CJIM MHOE HE IIPEAYCMOTPEHO TOTOBOPOM».

TeM caMbIM, 3TV MOJTOXEHUS OMUIIMAIBEHO MOATBepKIaioT, urto 1Ib mpn-
3HAET MPaBWIbHBIM 00sI3aTeJIbHBIIA ITyHKT JOrOBOpa MEXIy CTOPOHAMMU, CO-
IJJACHO KOTOPOMY CTOPOHA, Yeil aHAJIOT MOAIMCH TTOJ, 3JIEKTPOHHBIM TOKY-
MEHTOM IIpU3HAETCS ITPABWIBHBIM I10 YCTAaHOBJICHHOI JOTOBOPOM CTOPOH
MpoLeaype, IPUHUMAET Ha ce0sl Bce 00s13aTeIbCTBA, BRITEKAIOIINE U3 TAKO-
r0 JOKYMEHTA, KaK 3TO IIPUHSITO B OyMaxKHOM JOKYMEHTOOOOPOTE.

IIpouenypa npoBepku 1IM(PPOBOI MOANMCHU TTOJIB30BATENIS IO, AIEKTPOH-
HBIM JOKYMEHTOM SIBIII€TCS, cortacHo II. 2.4 Ilonoxenus 17-I1, okoH4a-
TEJIbHBIM apTyMEHTOM TIPU YCTAHOBJIEHUU JOCTOBEPHOCTU 3TOTO JOKYMEH-
Ta U JOJDKHA OBITH YCTAHOBJIEHA 3apaHee B JJOrOBOPE MEXIy CTOPOHAMMU.

DTU MOJIOXEHNsT HE TPeOYIOT OT YUACTHMKOB TPUIEPKUBATHCS KaKOW-TO
ONpeIeIeHHOM TTPOLIEAyphl TMOAMMCHIBAHUS 1 MIPOBEPKU 3JIEKTPOHHBIX J10-
KyMeHTOB. TakuM 00pa3oM, MOJTHOCTBIO Ha YCMOTPEHHUE YYaCTHUKOB TOKY-
MEHTO000POTA OCTABJISIETCS BHIOOP KOHKPETHBIX METOIOB 1 CPEJCTB BBIMOJ-
"Henuss ACII u ee mpoBepku. s cobmonmenust tpedoBanuii 1[b P®
JIOCTATOYHO, YTOObI CTOPOHBI COMIACOBAIM 3apaHee BCe JETaIM MPOLETYPhI
BoinoaHeHus1 ACIT 1 npoBepku ee MOJJIMHHOCTH, a Takke o(ULIMATIbHO
B pamMKax MOJAIMMChIBAEMOrO UMY JOTOBOPA O PabOTe C 3JEKTPOHHBIMU JOKY-
MEHTaMU TMOATBEPIWIA CBOE corylacke NMPUHUMAaTh Ha ce0sl Bece o0sizaTeNb-
CTBa, BBITEKAIOIIME U3 TEX AJEKTPOHHBIX JOKYMEHTOB, KOTOPhIE TIPU3HAIOT-
Cs1, COIVIACHO YCTaHOBJIEHHO MPOLIEAYPe ITPOBEPKU, ITOAINCAHHBIMU.

o cornarieHno CTOPOH MOTYT OBITh MCIIOTE30BaHbI JIIOOBIC aJITOPUTMBI UJTH
MPOrpaMMBbI, TIPU3HABaeMbIe B JOTOBOpPE KaK JOCTATOYHbBIE CPEACTBA ST
JOCTOBECPHOI'O IMOATBEPKIACHUSA IOJIMHHOCTU M aBTOPCTBA 3JICKTPOHHBIX
JOKYMEHTOB.

CTOpOoHBI U3 COOOpakeHuUsT yIoOCTBa UCIIONb30BaHUS TOM WM UHOMN Bbl-
YUCIIUTEIbHOM 6a3bl WM MPOrpaMMHOTO OOECIIeUeHUST MOTYT MPUMEHSTh
TaKXe HECKOJIbKO Pa3IMUHbIX aJITOPUTMOB LIM(POBOI TOAMUCU OTHOBpE-
MEHHO WJIM PAa3IMYHBIC UX ITPOrPaMMHBIE peai3aliu.

Takum 00pazoM, CyILECTBYIOIIEH HOpMAaTUBHOM 6a3bl JOCTATOYHO IS pe-
IIEHUST MHOTUX TTPOOJIEM PEryJIMpOBaHMSI ITPABOBBIX OTHOIIIEHUI B (hHAH-
coBoii oomact. CerofHsI MPakKTUIECK! Bce UCTob3yeMble cructeMbl DT
SIBJISIIOTCSI T10 CBOEI CYTH MEXKOPITOPAaTMBHBIMU (HAIPUMED, CUCTEMbI «KJTH-
€HT-0aHK», MEXXOaHKOBCKMX PAaCUETOB, AJIEKTPOHHOTO JOKYMEHTOO00POTa),
1 HEOTHEMJIEMBIM YCJIOBUEM Iopuandeckoil 3HaunmmocTu DI B HuX sB-
JIsIeTCsl MpeABapUTEbHOE 3aKTI0OYeHEe OYMaXKHOTO COTJIAIIEHUsI O €€ UC-
MOJIb30BaHUU. B To ke Bpemsi, MOsIBIEHUE CUCTEM 2JIEKTPOHHOM KOMMep-
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LIMHU, a TaKXe [7100a1bHas MH(opMaTU3alMs BCero obLIeCTBa HACTOSTENb-
HO TpeOyloT 0oJsiee YHUBEPCATLHOTO MexaHu3Ma «ieraausauuu» JIIIT o
CPaBHEHMIO C OITMCAHHBIM paHee.

Taxkoii MexaH3M CYIIIECTBYET B MUPOBOM IPAKTHKe — 3TO TexHoymorns DLITT
¢ ceptuukaramu. OHa cnienuduimpoBaHa MexXayHapOTHBIM TeJIEKOMMY-
HUKALMOHHBIM COI030M B €ro pekoMeHaauuu X.509 1 Halllia CBoe pa3BUTHE
B Pa3IMYHBIX IIPWIOXKEHUSIX, BKIIIOYAst CUCTEMbI JIEKTPOHHO KOMMEPLIVN,
CHCTeMBI 00pPa0OTKM MMKPOIIPOIIECCOPHBIX KapT U T. . CyTh TEXHOIOTUN
COt TOMT B TOM, YTO HEKOTOpasl OpraHu3aLysl, Ha3blBaeMasi cepTuduKaim-
OHHBIM WJIM PETUCTPALIIOHHBIM LIEHTPOM, 3aBEpsIeT CBOEi IOAIMICHIO 00pa3-
LIBI BCEX 0OpaTUBIIMXCS K Heil 1ui,. VIMeHHO IIJIs1 TOro, YTOOBI IIPUAATh TeX-
aomorun DI ¢ ceprrdrkaTamMit OpUIIUIECKYIO CHITY, 1 HEOOXOIMM «3aKOH
00 3JIEKTPOHHO-IIM(PPOBOI TTOAITHCH».

O0111ee MHEHME CITELIMAIICTOB O «3aKOHE 00 3JIEKTPOHHO-1IM(POBOI ITOMI-
MUCK» COCTOUT B crieayroiiieM. O0s13aTeTIbHOCTh JIMLIEH3UPOBAaHMS 1 TIOJTy-
YeHUSI TOCYJapCTBEHHBIX cepTUduKaToB Ha cpeacTBa DL u nestenbHOCTD
PETVCTPALIMOHHBIX LIEHTPOB HE TOJIKHBI SIBJISITBCS KATETOPUIECKM MMIIe-
paruBoM. B ciydae xe BBeneHHsI CUCTEMbI JIMLIEH3UPOBAHWS 1 CepTUdUKALIUN
OHa JI0JIKHA ObITh IMTPO3paYHOI Y HOCUTD 3asIBUTEJIbHBIN, a HE pa3peluTeb-
HbIl1 XapakTep. KpoMe Toro, HeoOXonUMbl albTepHATUBHbBIC MpeiaraeéMoi
DOATICH cuctembl cepTuduUKalmm, HampuMep, 1o 3ruaoil 'ocynapcrBeH-
Holt TexHuuyeckoil komuccuu nipu Ipesunenre P@® u lNoccrannapra.

Henenecoobpa3Ho Bo3/iarath Ha perucTpallMOHHbIE LIEHTPBI (DMHAHCOBYIO
OTBETCTBEHHOCTH B JOITOJTHEHHE K TOM, UTO YCTAHABIUBACTCS yKE NEHCTBYIO-
IIMM 3aKOHOIATENBCTBOM. bojiee pasyMHO IpeIycMOTpeTh MEXaHU3M CTpa-
XOBaHUS PUCKOB, CBSI3aHHBIX ¢ UCITonb3oBaHueM DLIIT.



naesa 4. B mupe Secure Electronic
Transaction

ANEeKTPOHHass KOMMepPLUMs Ha OCHOBe
nportokona SSL

CeromHs HanboJIee PacIPOCTPAaHEHHBIM IIPOTOKOJIOM, MCIIOIB3YEMBbIM TIPH
nocrpoeHnu cructeM DK (110 pa3iMyHbIM OLIeHKaM He MeHee 99 % BceX TpaH-
3akuuit K coBeplaloTcs ¢ ero NCIoIb30BaHNUEM ) SIBJISICTCS IPOTOKO SSL,
0 KOTOPOM JOCTaTOYHO IOAPOOHO PacCKa3bIBAJIOCh B IPEAbIAYIICH ITIaBe
kuury. [Ipunsro Bce mporokonsl DK, ncnons3yomme SSL, Ha3bIBaTh Tak-
ke TipoTtokosioM SSL. Kak rmpaBuito, 3To He NPUBOIUT K IyTAHUIIE, TIOCKOJTb-
KY M3 KOHTEKCTa OOBIYHO ITOHSITHO, O YeM B KOHKPETHOM CJTydae UACT peyb.
Kpome Toro, ncronb3oBaHue IpoTokojia SSL B IIpOTOKOJIaX 3JIEKTPOHHOMI
KOMMEPLIMKA OMHOTUITHO — JJIsI 3aKPBITHS COSIMHEHMS MEXKIY BJIaCIIbLIEM
kaptsl 1 TT1, a rakke TI1 u ero odcaykuBatoiyM 6aHKoM. TeM caMbIM pe-
11aeTcs 3aaada ooecrieueHus KOH(UACHINATBHOCTHU 1 LIEJIOCTHOCTU MHGOP-
Malvy, LUPKYJIMpYIoIIei Mexay ydyacTHuKamu DK B IIpoliecce IpoBee-
HUs TpaH3akuuu. HyXXHO OTMETUTB, YTO TOC/IeIHEe YTBEPKICHNE BEPHO
C HEKOTOPBIMU OTOBOPKAaMU, O KOTOPBIX OyIeT cKa3aHo Jajee.

IIupokoe pacnpocTpaHeHHe MPoToKoiaa SSL 0OBSICHSIETCST B TIEPBYIO OUe-
pellb TeM, UTO OH SIBJISIETCSI COCTABHOM YacThIO BCeX U3BECTHBIX MHTepHET-
6paysepoB 1 Web-cepBepoB. D10 03HAYaeT, 4To aKTUIECKU JTH000I Blaae-
JIell KapThl, MOJB3YSICh CTAaHAAPTHBIMU CpelICTBaMU JocTymna K MHTepHeTy,
MoJIy4aeT BO3MOXKHOCTD IIPOBECTH TPAH3aKIIMIO C MCIOJIb3oBaHueM SSL.

Hpyrue moctouHcTtBa SSL — mpocToTa MpoTOKOJa IJIs MMOHMMAaHUST BCEX
yyacTHHUKOB DK U Xopoliue ornepallMoHHbIe MoKa3aTeau (CKOPOCTh peaiv-
3aluu TpaH3akuuu). [locneqHee TOCTOMHCTBO CBSI3aHO C TEM, UTO MIPOTO-
KOJI B TIpOLIECCe Mepeaayy JaHHBIX UCTIONB3YET TOJIbKO CUMMETPUYHBIE TTPO-
TOKOJIBI ITM(PPOBaHUSI, KOTOPbIE Ha 2-4 mopsiaKa ObICTpee aCUMMETPUYHBIX
TIPY TOM K€ YPOBHE KPUTITOCTOMKOCTH.

B 10 e Bpemst, mpotokos SSL B npunoxkennu Kk DK obiamaer psiom cyiie-
CTBECHHbIX HEOOCTATKOB.
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ITpotokonsr BK, ocHOBaHHBIE HAa KUCIIONB30BaHUM SSL., He MOAAEPKUBAIOT
ayTeHTUdMKaMK KiueHTa MHTepHeT-Mara3uHoM, TOCKOJIbKY cepThduKa-
Thl KJIMEHTA B TaKMX IMPOTOKOJAX MOYTU He ucnonab3ytotcs. Mcrnonb3osa-
HHME «KJIaCCHYECKUX» CEePTU(PUKATOB KIMEHTaMU B cxemax SSL saBisiercs
JeJIOM TIPaKTUYeCKU Oecriofie3HbIM. Takoi «KJIacCU4ecKuit» cepTuduUKar,
MOTy4eHHbIH KJIIMEHTOM B OTHOM M3 U3BECTHBIX IIEHTPOB CePTU(UKALIUM,
COJIEPXKUT TOJIBKO MMSI KJIMEHTa U, YTO KpaiiHe PelKo, ero ceTeBoi aapec
(OONBIIMHCTBO KJIMEHTOB He UMeeT BhiaeneHHoro IP-anpeca). B Takom Bue
ceprudukat Maio yem noseseH TIT npu nmpoBeneHnu TpaHzakimu DK, mo-
CKOJIBKY MOXET OBITh 0e3 OOJIBIIOro TpyAa MOMyYeH W MOILIEHHUKOM. s
TOTO YTOOBI CepTU(UKAT KITMEHTa YTo-H1Oymb 3Haum mig TT1, Heooxomm-
MO, YTOOBI OH YCTaHABJIMBAJ CBSI3b MEXIYy HOMEPOM KapThl KJIMEHTA U €r0o
OGaHkoM-amuTeHTOM. [Tpruem moboit MHTepHeT-Mara3uH, B KOTOpbIiA oOpa-
11aeTcsl 3a TOKYIKOM Biiaaesell KapThl ¢ CepTU(UKATOM, TOKEH UMETh BO3-
MOXHOCTb IMPOBEPUTH 3TY CBSA3b (BO3MOXHO, C TTIOMOIIIBIO CBOETO 00CTYK1-
BaIOIIIETO OaHKa).

JpyriMu cjIoBaMM, TaKoi cepTUdUKAT T0KeH OBbITh MOJydeH KIMEHTOM
B cBoeM OaHke-amuTeHTe. Dopmar ceprudukara, crieluaibHble TpOLeTy-
Pbl MACKMPOBKM HOMepa KapThl B cepTu(duKaTe (04eBUIHO, HOMEP KapThl
He JIOJDKEeH MPUCYTCTBOBATh B cepTU(UKATE B OTKPHITOM BUIIE), TIPOLIENYPHI
pacnpocTpaHeHUs 1 OT3bIBa CEPTU(UKATOB, a TAKKE MHOTOE IPYTOE B 3TOM
cJly4yae TOJDKHO OBITh OTOBOPEHO MEXIY BCEMM YYaCTHUKAMU TPaH3aKIUKN
DK. MHuaye roBopsi, TpeOyeTcs co3maHue MepapXuIecKoil MHPPaCTPyKTy-
DB LIEHTPOB cepTrduKalmy (1Mo aHAIOTUU C TeM, Kak 3TO Jes1aeTcs B Mpo-
tokojie SET, o yem Oynet pacckazaHo ganee). be3 co3maHus Takoil nH(ppa-
CTPYKTYpBl BCE pa3roBOpbl 00 oOecreyeHUM B3aMMHOI ayTeHTU(UKaIN
YYaCTHUKOB TpaH3aKiMu DK — HemoHMMaHue CyTy BoIpoca.

OtcyrcTBUe ayTeHTU(PUMKAIIMKA KIMeHTa B cxeMaxX SSL sIBisieTcsl caMbIM
CEepbE3HBIM HEOCTATKOM MPOTOKOJIA, KOTOPBIA MO3BOJISIET MOIIIEHHUKY YC-
TIEIITHO TIPOBECTH TPaH3aKIIMIO, 3Hasl TOJILKO PEeKBU3UTHI KapThl. TeM Ooree,
npotokosl SSL He To3BoJIsIET ayTeHTU(PUIMPOBATH KIIMEHTAa OOCITyK1BAtO-
MM GaHKOM (ayTeHTU(DUKALIMS KITMeHTa 00CTyKMBAIOILIMM OaHKOM SIBJISI-
€TCSl BAKHBIM 2JIEMEHTOM 3allUThl MOCEIHET0 OT HENOOPOCOBECTHBIX -
ctBuii TII n obecrieunBaercst mporokosioM SET).

IIpu ucnonszoBanuu mpotokoia SSL TII ayreHTHdULIMPYETCS TOIBKO 1O
cBoemy ampecy B Murepnere (URL). D10 3Ha4MT, 9YTO KIIMEHT, COBEpIIAIO-
it Tpanzakimio DK, He ayrentuduumpyeT TI1 B ToM cMBICTIE, 0 KOTOPOM
TOBOPUJIOCH paHee (He TMoJyvaeT JoKa3aTelbCTB CYIIECTBOBAHUSI TOTOBOD-
HbIX oTHoIIeHUI Mexay TII 1 ero oGCIyXKuBarOIIMM GaHKOM-Y4aCTHUKOM
IiaTexxHoi cucteMsl). Ayrentrdukanuysa TIT Toapko mo URL obrnerdaer
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MoreHHrndeckuM TT1 moctym K pasnmmuHbeiM cuctemMam OK. B yactHOCTH,
TOProBbIe MPEANPUATHSI, 3aHUMAIOLIECsT COOpOM MH(OpMAaLIMK O KapTax
KJIMEHTOB, MOTYT IIOJIyYUTh CEPTU(MHKAT B KAKOM-JIMOO M3BECTHOM ILIEHTpPE
cepTUdUKAIN 00IIero nmojib3oBaHms (Hampumep, Verisign, GTE, Thawte
U T. I1.) HA OCHOBAaHUM TOJIBKO CBOMX YUPEIMUTENIbHBIX JOKYMEHTOB, IOCIIE
Yero J0pora K MOIIEHHUYECTBAM JJISI HUX CTAHOBUTCSI OTKPBITOI.

CrpaBeUTMBOCTHU pay HY>KHO CKa3aTh, YTO MPOBEpKa cepTr(durKara cepse-
pa TII nmpousBoautcs Tojabko o URL cepBepa 13-3a Toro, 4ro TaKk ycTpoe-
HBI BCe M3BECTHBIE Opay3ephl Ha pabounx Mectax KimmeHToB. ITpoTokom SSL
TTO3BOJISIET TIepeiaBaTh IPUIIOXKEHUSIM, PA0OTAIOIIMM Uepe3 Opay3ep, HHGOp-
Mal1io, KOTopasi MOXeT aHATM3UPOBATHCSI STUMU TTPUJIOKEHUSIMU (HarTpy-
Mep, UMl BJiaJesiblia cepTuduKaTta, BpeMsl U JaTy Havyajia yCTaHOBJIEHUSI
ceccuu U T. 11.). Ha ocHOBe aHaM3a Moty4eHHbIX JAHHBIX MPUIIOXKEHUE MO-
JKET BMEIIMBAThLCSI B Ipoliecc paboThl MPOTOKoJa (HampuMep, MpU3HaTh
ayTeHTU(UKAIMIO OHOTO U3 y4aCTHUKOB SSI.-ceccum HeyCIeNTHOM 1 Tipe-
pBaTh ceccuio). YToObI TaKO NOMOJHUTENbHBIA aHaIr3 ObLT BO3MOXEH,
TpedyeTcs CrelMabHOE MPUJIOKEHHUE, UCTIONb3YIolliee (hYHKITMOHATBHOCTh
opaysepa. Takoe mpuiokeHHe peaan3yeTcs B paMKaX TaK Ha3bIBAGMOIO
9JIEKTPOHHOTO OYMaKHUKA WM KOIIeJIbKa KJIMEeHTa — CIEeLMaIbHOTO Mpo-
IPaMMHOTO obOecrieueHus1, IpeaHa3HaYeHHOTO ISl peai3aliMi KIUEHTOM
3JIEKTPOHHOM ITOKYTIKH.

Hcnonb3oBaHWe 3EKTPOHHOTO KollleJbkKa MOMMMO TOTO, YTO MOoapazyMe-
BaeT HEKOTOPbIE YCUJIMS CO CTOPOHBI KJIMEHTA (KOIlIeIeK HYKHO 3arpy3uTh),
a Takke HUTM4YMe LIEHTPA, PACIIPEENISIIOIIETo TaKME KOILIEIbKU, CaMo TT0 ce0e
He peliaer npobiemy. JList pereHust mpobaeMbl TpeOyeTcst BCe Ta e uepap-
xu4eckast tHGpPacTpyKTypa LIEHTPOB cepTU(hMKALIN, O KOTOPO TOBOPHJIOCH
B TmipeabiayiieM nyHkTe. JleraabHocTh TTI gomkHa ycTaHaBIUBATLCS TOJb-
KO MPOBEPKOI Toro ¢hakra, yTo cepTruduKkar oTkpbitoro Kimoua TII, coot-
BETCTBYIOLLIMI €r0 3aKPHITOMY KIIIOUY, BbIIaH OOCTYXKMBAIOIIUM OaHKOM,
MMEIOLIMM BCEM U3BECTHBIN cepTU(UKAT TUIATeKHOW CUCTEMBI.

ITporokon SSL He momaepkuBaeT LMGMPOBON MOAMUCU, YTO 3aTPYIHSIET
TpoLiecC pa3pellieHns] KOH(MIUKTHBIX CUTYalllii, BO3HUKAIOUIUX B paboTe
TJIaTEXKHOM CUCTEMBI (UMTATENIb MOXKET JIETKO MPOBEPUTD U3 ONTUCAHUS TTPO-
TOKOJIa, 4TO LM(poBasl MOAMKUCH MCIIONb3yeTCsl B Hayajle YCTaHOBJICHUS
SSL-ceccuu nipu ayTeHTU(hUKALMKA YIaCTHUKOB ceccuu). JIJIst JoKa3aTesb-
CTBa TIPOBEACHUSI TPAH3aKIIUU TpeOyeTcsl MO0 XPaHUTh B 3JIEKTPOHHOM
BUze Bech nuanor kiaveHta u TI1 (BKiouasi mpoliecc yCTAaHOBJIEHUS cec-
CHU), 9TO JOPOTO C TOUKM 3peHUs 3aTpaT PECYPCOB MaMSITA U Ha MPaKTUKE
HE WCIIONb3YeTCsl, TMOO XPaHUTh OyMakKHbIE KOITWH, TTOATBEPKIAIOIINE MO~
JlydeHHe KJIMEHTOM ToBapa.
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IIpu ncnonw3zoBanum SSL He obecrieunBaeTcsl KOHQUICHINAILHOCTD JaH-
HBIX 0 peKBU3UTax KapThl 1ist TI1 (Kak 310, BIIpoYeM, IIPOMCXOOUT U B TpaH-
3aKIUSIX «ITOKYIKa» B OOBIYHBIX HE3IeKTPOHHBIX T1T).

BosbiHCTBO Opay3epoB, UCIIOIb3yeMbIX ceroqHsl B Poccuu, B cuity paHee
CYIIECTBOBABIIMX 9KCITOPTHBIX OTPAHUYEHUI HCIIONb3YeT KPUIITOAITOPUT-
MBI C KJIIOYaM{ OTrpaHWYeHHOW MIMHBI. OrpaHUYeHMe Ha JJIMHY KiIo4a
CHMMETPUYHOTO ajiropuTt™Ma cocTaBiisiio 40 6utoB, Ha WMHY RSA-kmoua —
512 6uroB. Takue orpaHnyeHMsI, Kak MOKa3aHo B IMIaBe «BBeneHne B Kpur-
Torpacuio», CylECTBEHHO CHIKAIOT KPUIITOCTOMKOCTh UCTIONB3YEMbIX aJl-
roputMoB. CHsiTue orpaHndeHuit ['ocynapctBeHHbIM Hdenmapramentom CIHIA
Ha pa3Mep CEeKPeTHBIX KiIoyeli (peleHue oo mpuHsaTo 17 nekadpst 1999 r.)
He TTO3BOJISIET HaZesIThCsl Ha OBICTPOE pacipocTpaHeHKe KpumnTorpaduye-
CKU «yCUJIEHHBIX» Opay3epoB, U ellie B TeueHue 3-4 JIeT 3HaYuTeIbHOE KO-
JIMYECTBO Opay3epoB, UCIONIB3YeMbIX B Poccum, OymyT Bce ellie MMeTh KITIO-
Y1 OrpaHUYEHHOTO pa3Mepa.

HyXHO OTMETUTH, YTO MTOJIOXKEHKE C OTPAHMYEHHBIM Pa3MepoM KiTto4a Opay-
3epa MOXHO TTONPAaBUTh, €CJTU KITMEHT 00J1aaeT HEOOXOMMMON KBaTn(huKa-
uueit. J{ms Hayana KJIMeHT JO/DKEH MTPOBEPUTh JUTMHY CUMMETPUYHOTO KITIO-
Ya, MOAAEPKUBAEMOTO0 €ro Opay3epoM. Takyro TPOBEPKY JETKO BHITIOTHUTD,
noaKIrounBIIMCh K Web-cepeepy wwwioitifynel. B HikHeit mpaBoii yactu
okHa Opay3epa umeercs ImyHKT SSL Check. Eciu ero BeiOpaTh, TO Oyder
opraHuzoBaHa SSL-ceccust Mexay Opay3epoM KiueHTa U cepeepoM. Cep-
BEp BBIOEPET MAKCUMATbHO KPUTITOCTOMKHIA ITOPUTM IIU(DPOBAHUS, TOC-
TYITHBIN Ha Opay3epe KJIMEHTa, ¥ COOOLIUT 00 3TOM KJIIMEHTY: B OKHe Opay3epa
TOSIBUTCS CITUCOK CUMMETPUYHBIX &ITOPUTMOB IIM(POBAHUS C YKa3aHUEM
JUIMHBI KJTI0Ya, a aJITOPUTM, TOAACPXKUBAEMBII Opay3epoM, B 9TOM CITUCKE
OyZIET BBIIENIEH CEeLMATbHBIM 00pa3oM.

Ecmu B pesy/bTate poBepPKHU BBISICHUTCS, 4TO pa3Mep KiToda MeHbILe 64 0uv-
TOB, OYeHb pEKOMEHIYeTCSI YBEITMINUTE ero 10 128 omToB. Iy 3T0ro Heob-
XOIIMMO 3arpy3UTh BepCcUIO Opay3epa 0e3 3KCIOPTHBIX orpaHuyeHuit. Ecim
KJIMEHT MoafepXuBaeT oqHy u3 Bepcuii Netscape Navigator, ToO 3T0 MOXHO
clienath cpa3sy Iocjie TIPOBEpKU IJIMHBI KITloua B TOM Xe OKHe Gpaysepa,
BBIOpaB BHM3Y napameTp Download.

Ecnu xaueHT pabotaeT Ha Internet Explorer 4.0, TO COOTBETCTBYIOLIYIO
BepcHio Opay3epa MOXHO ckauaTh ¢ ftp-cepsepa mo aapecy fip:;//fip.tu-
niv.szczecin.pl/dskl/ftp.replay.com/pub/browsers/128bit/MS-lexplorer-v40,/
ie401w95nt_128upgrade.exe. Ha aTOM e cepBepe MOXHO HAWTH 3aILIaTKU 1T
npyrux Bepcuii Internet Explorer.

ITo nmpaBuIaM MeXIyHApOIHBIX TUIaTeXXHBIX crcteM Europay/MasterCard
MPU UCMOIb30BaHUM MpoToKosa SSL TpaH3aklMK Mo Je0eTOBbIM KapTam
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sarnpenieHbl (VISA fnetoM mpoluioro roga MpUHSUIA pellieHue pa3peluThb
tpan3akiu DK 1o gederoBbiM Kaptam VISA/Electron). Mononpie monu
COCTABJISIIOT 3HAYMTENILHYIO YacTb ayIUTOpUU Tojib3oBareneii MHTepHerTa,
U B TO € BpeMsI B CUJTY OTCYTCTBUSI KPEAUTHOI MCTOPUM OHM XKe SBJISTIOTCS
obnagarensiMu Je0ETOBBIX KapT.

BseneMm cnenyroiee onpenenerue. [Tporokon DK HazbiBaeTcs yemoituugoim,
€CJIv OH 00eCIeYnBaET Ha YPOBHE KPUIITOCTONKOCTY MPU3HAHHBIX AJITOPUT-
MOB LIM(DPOBOIA MOANMMCH 1 IIU(PPOBAHUSL:

* ayTeHTU(UKALIMIO BIIAAETblla KapThl ApyruMu ydacTHukamu OK: TII
u Ob;

» ayrentudukaimo TIT apyrumu yyactHukamu DK: BragesblieM KapTbl
u OBb;

* ayTeHTUdUKAIMIO O0OCTYXMBAIOILIEro 0aHKa TOPTOBbIM MPEANPUSTUEM;

* KOH(MUAECHUIMATBLHOCTb COOOIIIEHUI, KOTOPbIMA OOMEHVBAIOTCS y4acTHU-
k1 DK uepe3 MHTEepHET;

*  KOHOUACHLMATBHOCTb MHGOPMALIMK O PeKBU3UTaX KapThl s TII;

*  IIEJOCTHOCTh JAHHBIX, KOTOPHIMA OOMEHUBAIOTCSI YYaCTHUKK DK;

* HEBO3MOXHOCTh OTKa3a OT TpaH3akImu (non-repudiation) — Hamure
JUISI KaXKJIOTO YJaCTHUKA TPaH3aKIMU 3JIEKTPOHHOTO MPAKTUYECKU He-
OITPOBEPKMMOTO JTOKA3aTe/IbcTBA (haKTa COBEPIIIEHUST TPAH3AKIIHH.

Kak cnenyer U3 ckazaHHOIO paHee, IPOTOKoJ SSL He ABJsIeTCS yCTOM-
YUBBIM.

OnucaHune npotokona SET

ApXxuTekTypa CUCTEMbI LIEHTPOB cepTudunkauum

Kak yxxe ormevanoch paHee, HEOOXOOUMBIM YCIOBUEM CO3MAHUs I100a1b-
HOI CUCTeMBbI ayTeHTU(UKALIMM, OCHOBAHHOI Ha UCIIOJIb30BAHUM aCUMMET-
pUYHOI Kpunitorpaduu, SIBISIETCSI HATMIUE UepapXnIecKoii OMHOKOPHEBOMA
cucTeMbl 1IeHTpoB cepTudukaiuu. OcHoBHbIe dyHKIMK cuctembl [IC —
reHepaius 1 pacrnpenesieHue cepTuduKaToB OTKPBIThIX KJIIOUE, OOHOBIIE-
HUe cepTU(MUKATOB, a TAKXKE TeHepalus U pacnpeieieHue CIMCKOB OTO3BaH-
Hbix Kmoueil (Certificate Revocation Lists, wnu cokpaiienHo CRL).

B mporokone SET cucrema LIC mmeeT 4-ypoBHEBYIO apXUTEKTypy, IOKa-
3aHHYIO Ha puc. 4.1 1 6a3upyIONIyIOCs Ha MCIOIb30BaHNM IIpoToKosa X.509.
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Puc. 4.1. ApxutekTypa cucTemMsl LLeHTPOB cepTudukaummn B ctaHgapte SET

Ha Bepxtem ypoBne pacnionaraercst Kopnaesoii LIC (Root Certificate Autho-
rity, mimm cokpaiieHHO RCA). OnH oTBeyaer 3a reHepalnio cepTidUKaToB
ans HHC caemyroliero Hikesexaiero ypoBHsl LIeHTpoB cepTugukauuu
MeXIyHapomHbIX IiaTeXHbIX cucteM (Brand Certificate Authority, wm
cokpainieHHo BCA), reHepaiiio cepTudrKaToB I COOCTBEHHBIX OTKPbI-
THIX KJTIOUEH, a Takke reHepaunio v pacnpeneneHre CRL misg Bo3MoxxHO
ckomnpomeTrpoBaHHbIX Kitoueil LIC yposHs BCA. Onepatopom RCA sB-
nsetcs Komnanust SETCo, cnenimanbHO co3maHHast 1Tl pa3BUTHSI Y PacIIpo-
crpaHenud ctagmapta SET.

Ha Bropom ypoBHe uepapxuu cuctembl LIC Haxonsatcs LIC nnatexHbIX cu-
creM. B Hacrostiee Bpemst Takue L1C co3naHbl B IDaTesKHBIX crucTeMax VISA,
Europay/MasterCard, American Express u apyrux. LIC ypoBus BCA otse-
yaeT 3a reHepaimto ceptudukaroB s LIC cnenyromux ypoBHeit — GCA,
CCA, MCA, PCA, a takxe 3a reHepalulo, ITOIIECPKKY U pacIpOoCTpaHEHME
CRL ni1s1 ceptuduKaToB, paHee noaicaHHbIx fJaHHbIM BCA. OmeparopoM
BCA sBrnisieTcsi COOTBETCTBYIOIIIAs TJIaTeXHAasi CUCTEMA.
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Ha tperbem ypoBne cuctembl LIC SET pacnonaraercs I'eomonmuruaeckuii
LC (Geo-Political Certificate Authority, mim cokparmenHo GCA). Hamu-
yue LIC ypoBHss GCA T103BOJSIET TUIATEXXHOUW CUCTEME TMPOBOAUTH OoJjiee
TMOKYIO MOJIUTHKY TeHepali U pacIipeAesicHrsI CepTU(hUKATOB KIIOYei IUIst
IIC ypoBusa CCA, MCA, PCA B OTA€IbHBIX T€OMOIUTHIECKIX 30HAX 3eM-
HOTO I11apa, a TAKXKe MOBBIIIATh 3(D(EKTUBHOCTD IPOLICAYP TeHEPALIMH, TTOI-
nepxaHus u pacripoctpaHeHust CRL 1o ceptudukatam, SMUTAUPOBAHHBIM
GCA. Omneparop LIC ypoBHsi GCA ompenensieTcsi MpaBUJIaMU COOTBET-
CTBYIOILIEH TUIATeXHOM crcTeMbl. Hampumep, mo npaBwiaMm cucteM VISA
n MasterCard onepatopom GCA MOXeT OBITh TMOO0 cama TUIaTeXKHast CHC-
Tema, oo Group Member — 6aHK, UMetoLTUI cTaTtyc [ pymnmoBoro yyacr-
HMKAa IUIATEXKHON CUCTEMBL.

Hakomnel, Ha yeTBepTOM, HixkKHeM ypoBHe cuctembl LIC SET pacnosararor-
cs1 TpU TaK HasbiBaeMbIX OKOHeYHbIX (End-Entity) Tuna LIC: LIC nns Bna-
nenbieB IuiatexxHbix KapT (Cardholder Certificate Authority, mim cokpa-
menHo CCA), LIC mrs TTT (Merchant Certificate Authority, mmm cokpariieHHO
MCA) n IC pna mnatexsbix nnmo3oB (Payment Gateway Certificate
Authority, umu cokpameHHo PCA). LleHTpsl ceptudukauuu ypoHs: End-
Entity oTBevaror 3a reHepalio cepTUMUKATOB IJ1S1 OCHOBHBIX YYACTHUKOB
Tpan3akumn DK — ms Banensia KapTel, TI1 v mmiatexxHoro momo3a. B atom
cMblIciie Bce octanbHbie LIC urpaioT BcroMorare/ibHyI0 poJib, 00ecrieunBast
eIMHYI0 O0IIy10 MH(PPACTPYKTYPYy LHEHTPOB JOBEPUSI, TO3BOJISIIOIILYIO JTFOOBIM
JIBYyM HETIOCPEICTBEHHBIM YY4aCTHMKAM TpaH3aKuy DK HagexXHO ayTeHTH-
¢umposath apyr apyra. Kpatko ocraHoBMMCST Ha OCHOBHBIX (PyHKIMsIX LIC
ypoBHs1 End-Entity.

LC ypoBHsi CCA oTBeyaer 3a reHepaluio 1 T0CTaBKy cepTU(hUKATOB OT-
KPBITBIX KJTIOUEH BIaNelbleB KapT. 3anpockl Ha MoTyYeHre cepTU(UKATOB
noctynatoT B CCA ot BianenbleB KapT oo yepe3 Web-cTpaHulibl, 1160
10 3JIEKTPOHHOM mouTe. [l reHepanmu cepTrdrKaTa Blaaeablla KapThl
CCA nmomkeH TomIepXuBaTh CIEIMATLHYIO TIPOLICAYPY MACHTU(MUKALINN
KJIMEeHTa, oIpeaeieHHyo 3MUTeHTOM KapThl. CCA TakKe OTBeYaeT 3a pac-
MPOCTpaHEHUE cpeau BiaaeibleB KapT crckoB CRL, creHepupoBaHHBIX
RCA, BCA, GCA, PCA. Oneparopom CCA MOIYT SIBJISITbCSI OaHK-OMUTEHT
KapToYeK, JJIsI KOTOPBIX BHIMYCKAIOTCS CEPTU(DUKATHI, TIIaTeXHAs CUCTeMa
WY TPEThS CTOPOHA, ONpeesieMast ITpaBrUiaMyd KOHKPETHOM TUIATEXHOMN
CHCTEMBL.

LIC ypoBHs1 MCA oTBeyaeT 3a reHepaluio ¥ JOCTaBKy CEPTUMUKATOB OT-
KpbIThIX Kmtodeit TT1. 3ampockl Ha mojydyeHue cepTU(PUKATOB MOCTYMNAIOT
B MCA or TIT 1160 yepe3 Web-cTpaHulibl, TUOO MO 3IEKTPOHHON TMOYTE.
Hns renepaiuu ceptudukara TTT MCA nomkeH nonaepXuBarh crieluaib-
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Hylo Tiporeaypy uaeHtugukanuu TII, onpeneneHHYIO0 OOCTYKUBAIOIIM
o6ankom ganHoro TII. MCA Takke oTBeYaeT 3a pacIipocTpaHEHHE B aapec
TII crmuckoB CRL, crenepupoBanHbix RCA, BCA, GCA, PCA. Oneparo-
poM MCA MoryT aBisiThesl oocmyxuBarommyii 6aHk TI1, miarexHast cucre-
Ma WJIA TPEThSI CTOPOHA, OIpenesieMas IIpaBiIaMi KOHKPETHOM TIIaTexX-
HOW CUCTEMBI.

IIC ypoBust PCA oTBeuaer 3a reHepaluio M JOCTaBKY CepTU(DUKATOB OT-
KPBITBIX KJTI0Uei TiaTexXHbIM 11LT03aM. PCA Takske oTBeYaeT 3a reHepalvio
u pacnpoctpaHeHue crnrcka CRL, conmepxaiiliero paHee sSMUTUPOBaHHbIE
naHHbM PCA cepTrdhuKaThl OTKPBITHIX KITIOUEH, U KOTOPBIX COOTBETCTBY-
IOIIe UM 3aKPbIThIE KITIOUM OKa3aJIMCh CKOMIPOMETUPOBAHHBIMU Ha MO-
meHT pacchiiku CRL.

PCA otBeuaer 3a paclpocTpaHeHUE B afpec TUIATeKHBIX IIUTIO30B JINCTOB

CRL, crenepupoBanHbix RCA, BCA, GCA, PCA. Oneparopom PCA moryt

SIBJISITBCSI OOCTY>KMBAIOIIMI OaHK, TMJIaTeXHasi CUCTeMa WM TPEThsI CTOPO-

Ha, ofpejeJisieMasi TpaBUaMUu pacCMaTpUBaEMON T1aTEXKHOM CUCTEMBI.

B nipotokosie SET ucnosb3ylorcst 4eTbipe TUMA Map aCUMMETPUYHBIX KITIO-

Yeid, OTJIMYAIOIIMXCS APYT OT Apyra Mo CBOEMY Ha3HaYeHUIO:

« xmou mis noanucu (Digital Signature Key, rcnonbs3yercs a1 uaeHTH-
¢uKamy BIagesblia KioJa);

« xmou 111 mmdgpoanust gaHHbIX (Key Encipherment/Data Encipher-
ment Key, wim nnavye Key-Exchange Key, ko4, ucnonb3yemslit mist
mrppoBaHus JaHHBIX B TIpoliecce MpoBeaeHUS TpaH3aKiuu DK);

*  xmoyu w1 noanuckiBanus ceprudukartoB (Certificate Signature Key);

* KIIIOY TS TOAMMCHIBAHUS CITMCKOB OTO3BaHHBIX cepTrdukatoB CRL
(CRL Signature Key).

B T1a6:1. 4.1 ykazaHbI TUTIBI KJTIOYE, MCTIOb3YEMBIX PA3IMUYHBIMUA YYaCTHU-
Kamu TpaH3akiuu JK.

Ta6nuua4. 1.Tunbiknoyen

Y4YacTHHK digital key encipherment/ Cert CRL
cuctemsl IK signature data encipherment signature signature
Bnaneneu KapTsl X

m X X

MnaremHbii Wwios X X

Cardholder Certificate Authority X X X

Merchant Certificate Authority X X

Payment Certificate Authority X X X X
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Ta6bnuua 4.L

YyacTHHK digital key encipherment/ Cert CRL
cucTeMbl 3K signature  data encipherment signature signature
Geopolitical Certificate Authority X X

Brand Certificate Autharity X X

Root Certificate Authority X X

Kak BuaHO 13 TaOIMIIbI, BIaAeNbIly KapThl JOCTATOYHO MMETh TOJIBKO OIUH
xmod tvma Digital Signature Key, B To Bpemst kKak PCA 1151 BBITTOTHEHUS
CBOUX (DYHKILIMI JOJIKEH UMETh KJTFOUM BCeX YeThIpeX TUIIOB. Jlajiee Ha rpu-
Mepax MporeccoB cepTudukanyy Biageibia KapTel B CCA 1 IIpoBeieHMs
onepalyy IMOKYIIKY OyaeT MPoAeMOHCTPHPOBAHO HICITONB30BAHUE PA3IMY-
HBIX TUTIOB aCUMMETPHUIHBIX KITIOUCH.

PazHooOpa3ue TMIIOB KiToueii, KpoMe TOTO, YTO ITOBBIIIAET Oe30I1aCHOCTh
cucteMbl DK B 11e710M, JaeT OOJbIIE THOKOCTH TP ITPOESKTUPOBAHUM TUIA-
TEXHON CUCTEMBbI. DTO JOCTUTAETCs 3a CYET TOro, 4To JIs peanu3aliuu
Pa3IUYHBIX (YHKIIMI TTOSIBISIETCS] BO3MOXKHOCTh UCIIOIb30BaTh KITIOUM pa3-
JIMYHOM JUTMHBI, YTO MOBBIIIACT IIPOU3BOAUTEILHOCTL CUCTEMEI B 1iejioM. Ha-
npnmep, kmod TTT Key Exchange Key MoxkeT nMmeTh 60J1ee KOPOTKYIO JUTH -
Hy no cpaBHeHm1o ¢ kmodoM TTT Digital Signature Key — mjist Toro, 4to0b!
MPY HEOOXOIUMOM YPOBHE KPUTITOCTOMKOCTH YMEHbBILUTD TPYA03aTpaThl Ha
BBITTOJTHEHHE KpUIITOrpachIecKrX orepaiuii Ha CTOPOHE Biianesiblia KapThl.

PasMep acMMMeTpUYHBIX KITIOUEH, MCIOIb3yeMbIX B MpoTokojie SET,
He GUKCUPOBaH M MOXKET CO BpeMeHEM MEHAThLCS. B HacTostiIiee BpeMs pe-
KOMEHIYIOTCSI pa3Mephl KITIOUel, MpuBeAeHHbIE B Ta0J. 4.2.

Tabnuua4.2. PekomeHayeMble pasamepbl aCUMMETPUYHBIX KITIOYE

Entity Message Key- Certificate CRL
Signature Exchange Signing Signing

Bnapeneu Kapthl 1024

m 1024 1024

MnartemHbii Wio3 1024 1024

Cardholder CA 1024 1024 1024

Merchant CA 1024 1024 1024

Payment Gateway CA 1024 1024 1024 1024

Brand Geo-political CA 1024 1024

Brand CA 1024 1024

Root CA 2048 2048
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dopwmar ceptrdUKaTa OTKpHITOro Kimoua B rpotokone SET ymosneTBopsi-
et crangapty X.509 v.3. Ceptuduxar CoaepXuT Ceayolye TaHHbIE:

Bepcuto mpotokoia X.509 (Bceraa ycTaHaBIMBAETCS 3HAYEHWeE, paBHOE 3);
Serial Number — cepuiiHblii HOMep cepTUdHKaTa — YHUKAIBHBIN 11eJI0-
YUCEHHBIN HOMep cepTuduKkaTa, npucBanuBaeMbiit LIC, BbinaBiim
cepTuduKar;

Algorithm Identifier — unenTudukarop aaropurtma I1II1, ucronsaye-
moro LIC ma noanmmceIBaHusI cepTU(hUKATA;

Issuer Name — ums LIC, reHepupytoniero ceptudukar;

CPOK Hayaja JeficTBuUsI cepTuduKara;

CPOK OKOHYaHUsI JAEMCTBUS cepTuduKara;

Subject Name — mMs Biafelbla cepTudurKaTra;

WAEHTU(DUKATOP AJITOPUTMa, B KOTOPOM OYyZIET MCIIOJb30BaThCsl CEPTH-
(buupyemblii KItoy;

3HaUeHWe CepTU(hULIMPYEMOTO OTKPHITOTO KIII0Ya;

pacumupeHust (Hanpumep, nHdopmauus o kmoue [IC — amuTeHTa
JIAHHOTO cepTr(duKaTa; ypoBeHb Biianesblia cepTudukara B MpoTOKoJe
SET, tum ceptuduxara (Harpumep, cepTudUKaT Bageblia KapThl,
ceptudukar TII u 1. 11.) 1 1pyroe);

1 POBYIO TTOATMCH CepTH(dHKATa, CIeTaHHYIO ¢ Mcrnonb3oBaHeM Certi-
ficate Signing Key 11C.

IMommnanocth SET-cepT(hrKaToB yIoCTOBEPSIETCS C TIOMOIIBIO HEPAPXU-
YeCKOM 1EMU MPOBEPOK.

Jo6oii LIC, BbinaBimii cepTrduUKart clieayloleMy 3a HIM B UepapXuu 3BeHy,
B CBOIO OYepe/ib, JOJDKEH UMETh IEHCTBUTEILHBIN CepTU(UKAT OT BBILLIECTOSI-
111Iei1 opraHu3alvu. Y0CTOBEpeHME MTPOUCXOIUT IyTeM CPABHEHUSI Ha TIPEMET
paBEHCTBA COAEPXKMMOT0O HEKOTOPBIX T0JIel cepTh(HKaTa HIXKHETO YPOBHSI
U cepTuduKara 6ojiee BEICOKOro ypoBHs. CpaBHUBAIOTCS CIICAYIOLINE OIS

mmoiist Issuer Name B ceptudukare HIDKHETo ypoBHS 1 Subject Name
B cepTuduKare 0ojiee BHICOKOTO YPOBHSI;

nosst Certlssuer u CertSerialNumber u3z X.509 Extensions ceptudu-
KaTa HUXKHETO YPOBHST COOTBETCTBEHHO ¢ mojisiMu Issuer Name u Serial
Number B cepTugdukate 00y1ee BHICOKOTO YPOBHSI.

I[pu rToJIOKUTETEHOM pe3yibTaTe CpaBHEHMS B CepTH(HKATe HIDKHETO YPOB-
HsI IIPOBEPSIETCS:

CPOK JEVCTBUS cepTU(durKara;
CPOK JEWCTBUS KITIOUa, YKA3aHHOTO B CepTU(DUKATE;
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* YpOBEHb Biaaesblia ceprrudukara B uepapxuu cuctemsl 1C;
* COOTBETCTBME THUIIA CepTU(UKATA €ro COACPKUMOMY;

* HCIOJIb30BaHME IO Ha3HAYEHMIO KJII0Ya, yKa3aHHOIO B cepTuduKare,
1 HEKOTOPBIC IPYTUE MOJIA.

B ceptudukare 6oee BHICOKOTO YPOBHS IIPOBEPSIETCS:

*  CpOK JAeWCcTBUSI cepTuduKara;

* CpOK JEeHCTBUS KITH0Ua, YKA3aHHOTO B cepTU(HKaTe;

* YpOBEHb Bianeblia cepTuduKara B uepapxuu cucrtemsl 1C;
*  COOTBETCTBHE TUIIA CEPTU(DUKATA €r0 COAECPKUMOMY;

* VCIIOJIb30BaHKE MO0 HA3HAUCHUIO KJII0Ya, YKa3aHHOTO B cepTU(UKATE,
Y HEKOTOpHIE IpyTre OIS,

Mpoueaypbl reHepauun, 0OHOBNIEHNS 1 OT3bIBa
ceptudukarTos

B campIx 00LIMX YepTax MpoLeayphbl TeHepaluy cepTU(MUKATOB ISl yJacT-
HUKOB TpaH3aKIN DK BHIISIAAT CIICIYIOMINM 00pa30oM.

YT1oOBI MOIYYUTh CEPTU(UKAT CBOETO OTKPHITOIO KITI0Ya, Biiaaesel] KapThl
HampasJsIeT crneluaibHbIi 3anpoc B anpec ceoero CCA. B otser CCA mie-
pelaeT Baaneliblly KapThl CepTUMUKAT CBOETO OTKPHITOTO KJII0Ya.

Bnanener kaptel niepenaer CCA Homep CBoelt KapThl, 3aiipoBaHHbINA Ha
otkpbIToM Kimtoue CCA, 1 B OTBET MOJTy4aeT perucTpallMoHHyto (opmy, co-
OTBETCTBYIOIIIYIO JaHHOW KapTe.

Branener KapThl 3ar0JTHSIET pETUCTPALIMOHHYIO (hOpMY, BKITIOYAsT B Hee CBe-
JeHus 0 cebe, NIeHTU(ULIPYIOLIYE BIafeablia KapThl JaHHbIE (BKIIOYAs,
HaIpUMep, Pa30BbIii TApOJIb, IPEIOCTABICHHbIM SMUTEHTOM KapThl), a TAK-
JK€ OTKPBITBINA KITIOY BJIafesiblia KapThl.

CCA ¢ IOMOIIIBIO SMUTEHTA UIEHTU(DUILIMPYET BIaaelblia KapThl M TeHEpH -
pYeT Il Hero cepTu@UKaT OTKPHITOTO KJIroua.

Boee neranbHOE onvcaHue NpoLeayphl TeHEpaIy cepTUdurKaTa Baaaeb-
11a KapThl OyAeT MPUBEICHO Jajice.

IMponenypa momyyenust ceprrcdukara kmoda TT1 sisieTcst 6onee mpocToi
10 CPaBHEHMIO C MPOLIEYPOii reHepaliy cepTuduKata Biajesblia KapThl.

Ha nepBom stane TIT obpamaercs 8 MCA co crieriuaibHbIM 3aIpoCcoOM Ha
TMoJTydeHre cepTU(UKaATa CBOETO OTKPHITOTO KITIOYA.

B otser TI1 moaydaeT otkphIThI K1rod MCA 1 pericTpaliioHHYIo (hopMmy.
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Ha Bropom atarte TT1 3amoHsieT perucTpaliMoHHy10 (popMy, BKIIIOUYasI B Hee
unentuduimpyomme TI1 gaHHbIe, a Takke oTKpbIThIA Kntod TT1. B otBeT
noce MpoBepKy MOATMHHOCTU T11 ¢ MOMOILBIO €ro 00CTy>KBarOIIEro 6aH-
ka MCA reHepupyet ceptrudukar oTkpeitoro kmoda TTI.

AHAJIOTUYHBIM 00Pa30M C TIOMOIIBIO IBYX3TAITHOM MPOLIEAYPhI OCYILECTB-
JISTeTCS TeHepalysI cepTrdHUKaTa OTKPHITOTO KITFOYa 1 IUTS TUIATEKHOTO IIITIO-
3a. PasHWIIa COCTOMT B TOM, UTO TIATEKHBIN IUTI03 0OpAIaeTCs 3a CepTH-
(hukaToM cBoero oTkpbIToro kimoua B PCA.

B ominuue ot Bnagenbiia kaptel TI1 1 riaTexHblid IUTIO3 JOKHBI TOTY-
YuTh cepTrdUKaThl OTKPHITHIX Kimtodelr TunoB Digital Signing Key u Key-
Exchange Key.

LIC ypoBas1 End-Entity mromydaior cepTidrKaThl CBOMX OTKPBITHIX KITIOUCH
B L1C ypoBHst GCA nunmu BCA, GCA B BCA, BCA B RCA. Ilpouemyps 11o-
JIydeHMSI 3TUX cepTUdUKaTOB He (popManuzoBaHbl ctaHaapToM SET. 3amnpoc
cepTrdrKaTa OCYIIECTRIISIETCS ¢ TIOMOIIBIO coobiieHs hopmara PKCS# 10,
a ceptudukar ot Beimecrosiero LIC mocrymaer B ¢popmare PKSC#7.

OtkpeiTeiit ko4 noanucu LC ypoBHss RCA pacrnipocTpaHnsieTcsi cpenu
MPOU3BOAMTENIEN MPUKIIATHOTO TIPOrPaMMHOTO 0OecTieueHus1, paboTatoliie-
ro ¢ riporokoioM SET. T1O BximogaeT cepTruduKaT KOPHEBOTO KITFOda.
B otnuuue ot cepTuduKaToB y4aCTHUKOB, 3TOT CePTU(MUKAT MOAMMUCHIBA-
€TCsl ¢ UCTIOIb30BAaHMEM 3aKPBITOI0 KOPHEBOTO KItoYa MOAIUCH.

[pouenypbl 0GHOBICHUST CEPTU(HUKATOB AHATOTMYHBI MPOLIEAypaM UX Te-
Hepamun. B cnenmdpukanmsax SET roBopurcst o0 ToM, 94TO Ha YCMOTpEHNE
SMMTEHTA W/WIM OOCTYXKMBAIOIIETo 0aHKa B MPOLIeAypax OOHOBJIEHMSI Cep-
TU(HUKATOB B PETUCTPALIMOHHBIX (POpMaxX MOXET MCIIOJIb30BaThCsI MHGPOP-
MalIysl O CTAphIX CEPTUMUKATAX OTKPHITHIX KITHOUEIA.

CriennanbHas Opoleaypa CMeHbl Kimoda mpemycMorpeHa mis Certificate
Signing Key LIC ypoass RCA. DToT KOpHEBO#1 KITIOY TTOATIMCH CepTU(hUKA-
TOB FeHepUPYETCsl B IBYX 9K3eMIUIsIpax — ACUCTBYIOIIas napa Kiodyei R,
1 mapa kimoveil R,, kotopast Oyzner neiicTBoBaTh MoOCie OKOHYaHMs CPOKa
nevictBud nmapsl R, B ceprudukare oTkpeIToro kmoda rmapsl R,, noamnvcan-
HOM 3aKPBITBIM KJTFOUOM 3TOM K€ Maphl, COMEPXKUTCS 3HAUYEHUE XAII-(PyHK-
LIMU OTKpPbITOrO Kimoya rnapel R,. [TosToMy, nmostyduB HOBYIO Napy KJItouei
R,, yuacthuk Tpanzakuuu DK rposepsieT paBeHCTBO 3HaUEHUI X311I-(DyHK-
LMY HOBOI'O OTKPHITOTO KJII0Ya CO 3HAYEHMEM, COIEPKaIlleMCsI B CTApOM Cep-
tudukare. TakuM o0pa3oM IMOATBEPXKAAETCS MOMIMHHOCTD ITOJTyYeHHOTO
HOBOTO cepTrdrKaTa OTKPHITOrO KJIt0Ya MOAMMCH.

PexoMmeHayeMble CpOKKM OOHOBJIEHUS Tap aCUMMETPUYHbBIX KITIOUEi ITpUBE-
NeHbl B Ta01. 4.3.
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Tabnuua4.3. MNpuMepHbie CPOKN 0OHOBNEHUS KNtOYel

Y4YacTHHK Signature Key- Certificate CRL
TpaHaaxuuu 3K Encipherment Signature Signature
Bnageney Kaptel 3 ropga

Toprosoe npeanpusTHe 1roa 1roa

MnaTemHBIA Wio3 1rop 1rog

Cardholder CA 1ron 1ron 1 rog

Merchant CA 1ron 1ron 1ron

Payment Gateway CA 1roa 1ron 1rop 1rog
Geopolitical CA 1ron 1rog
Brand CA 1 ron 1 ron
Roaot CA 1roa 1roa

COOTBETCTBYIOLIYE 3TOMY IIPUMEPY CPOKM XpaHEHUsI CepTU(UKATOB MPU-
BeleHbI B Ta0i1. 4.4.

Tabnuua4.4. Mprmep NeproaoB XpaHeHns cepTndunkaTos

YyacTHuK Signature Key- Certificate CRL
TpaHsaxKuuu 3K Encipherment Signature Signature
Bnaneney Kaptsl 3roa

Toprogoe npeanpuaTHe 1roa 1ron

MnaremHbIid Wio3 1ron 1ron

Cardholder CA 1ron 1rog 4 ropa

Merchant CA 1roa 1 ropa 2 ropa

Payment Gateway CA 1ron 1ron 2 ropa 2 roga
Geopolitical CA 5 net 2 roga
Brand CA 6 net 2 ropa
Root CA T ner 2ropa

Pesynbrathl, MpUBeACHHbBIC B IOCICIHEN TaOIUIIE, ITOTYJalOTCS U3 TIPEIAIo-
JIOXKEHUS, 4TO Kaxablii Beiectosimii LIC BeigaeT cepTudukaT HIKECTOS -
memy LIC B mociaenHuii ieHb aeiicTBust ceptrdukara poiecrosiiero L[C.
[MpowmocTpupyeM ckazaHHOE Ha TIpUMEpe pacdyera cpoka JeMCTBUSI cep-
tudukara orkpeiroro kmoda Certificate Signing Key LIC ypoBust RCA.
ITockonbKy B HallleM IIpUMEpe Cpedr BCeX YYaCTHUKOB TpaH3akumy DK
HanOOJIbIIIM CPOKOM JIEHCTBYS 00/IamaeT KIIo4 Biazieliblia KapTouku (3 roma),
TO PACCMOTPUM CJISAYIOLLYIO LeNouKy. [Tpenmnonoxum, 9to Biaaesel] KapThl
MOJTyYuJ1 cepTudrKaT CBOETo KJltoua B MocaeaHui AeHsb aeiicteus Certificate
Signing Key ILIC ypoBHsi CCA, KOTOPBIii, B CBOIO OYepe/Ib, ITOJYIMUII CEPTH-
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¢uUKaT Ha 3TOT K04 B MOCJIeIHUI AeHb AeicTBus kmoda Certificate Signing
Key LIC ypoBuss GCA. 1IC ypoBast GCA mony4ywt cBoii cepTudukar aist
xmoda Certificate Signing Key B mociiemHmii meHs neiicteust kimoda Certificate
Signing Key IIC yposHst BCA, a mocienHmii, B CBOIO ouepeib, MOIydr cep-
TU(UKAT Ha 3TOT KITI0Y B MOCSTHUI IeHb ASUCTBUS cepTU(dUKaTa KiroJya
Certificate Signing Key 1LIC ypoHst RCA. B pe3yibraTe 1ist IpOBEPKHU Cep-
TdUKaTa BIanesblia KapThl HEOOXOMMMO XPaHHUTh CePTH(UKATH OTKPHI-
thix Kmroueit Certificate Signing Key LIC yposHeit RCA, BCA, GCAu CCA
COOTBETCTBEeHHO 7, 0, 5 1 4 rona.

OcTaHoBUMCS TeTiepb Ha MPOoLenypax oT3biBa cepTrdukaroB. Ceptudukar
MOXKET ObITh OTO3BaH 1O OJHOM M3 CJIEMYIOIIMX TPUUMH:

*  COOTBETCTBYIOIIUI CepTU(DUKATY CEKPETHBIN KITIOY CTajl M3BECTEH 3J10-
YMBILUIEHHUKY;

* ceptuduKar nmpuHamiexut cyobekty cucteMbl LIC SET, mo kakum-am6o
00CTOSITETHCTBAM TTPEKPATHUBIIIEMY CBOE (DYHKIIMOHUPOBAHKE;

¢ MUBMCHMWJIMCDH YYETHBLIC JaHHbIC CCpTI/I(I)I/IKaTa.

Kak yxxe orMeuanochk paHee, CIIMCKA 0To3BaHHBIX cepTtrudurkaTtoB CRL re-
Hepupytot 1 nognepxxuBaioT RCA, BCA, GCA, PCA. IIpu stom RCA CRL
colepKuT oTo3BaHHbIe cepTrduKathl, mpuHamiexaine RCA u BCA, BCA
CRL conepsxut orozBanHble cepTrdukatel GCA, CCA, MCA, PCA, GCA
CRL — otos3Bannsie ceptudmkatel CCA, MCA, PCA, obcmyKnBaeMBIX
JaHaeIM GCA, PCA CRL — oto3BaHHBIE cepTU(PMKATHI TUIATEXKHBIX IO~
30B, obciyxkuBaeMbIX JTaHHBIM PCA. Crimcok CRL Bcerna noamnuchbiBaeTcst
LIC, crenepupoBaBimm gaHHb CRL.

Cnucok oto3BaHHBIX cepTrudukaTtoB CRL cogepXxur ciemyronme moJis:

» Homep Bepcun CRL (3HaueHune paBHO 2);

* UIeHTUUKATOp aJITOpyUT™Ma, C MIOMOIIBIO KoToporo nonnuckiBaetcss CRL;
» umsa LC, crenepuponasiiero CRL;

» paty reHepaumu CRL;

» jaty okoHuaHus aevicteus CRL;

* cepuiiHble HOMepa OT3bIBaeMbIX CEPTU(MUKATOB;

» npary Hadana nerictBust CRL;

* HEKOTOpbIE JAOTOMHUTENbHbIE TaHHbIe (HoMep CRL, ngeHTuduKamoH-
Hble naHHble Kmoda LIC, crenepuposasiiero CRL, Bkitouast umMsi aMu-
TEHTa KJIIo4Ya U ero CepUHBIN HOMED).

Brnapenen kapThl TOJDKEH OBITh TAPAHTUPOBAH OT TOTO, YTOOBI B MPOLIECCE
coBepilieHMs TpaH3akuu DK oH He MCMonb30Bal OTO3BAHHBIN cepTUdU-
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Kar IJIaTeXXHOro 1To3a (Kak OyneT rmoka3aHo aajiee, ISl 3aKPhITHST HEKO-
TOPbIX KOH(MUACHIMATBHBIX TAHHBIX, COMEPXKAIIUXCS B COOOIIEHUH, TIepe-
JlaBaeéMOM OT BJiazie/blia KapThl K TT1, MCIOJIb3yeTCsT OTKPBITHIN KITIOY IIUTIO-
3a). [ aToro HeoOXoAMMO, YTOOBI BJIaeIell KapThl MOIydal Bce CITMCKU
CRL, otHOCsIIIMECS K TUIATEXKHOM CUCTEME, KapTa KOTOPOI MCITOIb3yeTCsT
JIJIS COBEPILEHUS JAaHHOM TpaH3aKIMU. B cOOTBETCTBIMU CO CrielIn(pUKALISI-
mu SET x criuckam CRL maHHOIM TJ1aTeXXHOM CUCTEMBbI OTHOCSITCS:

+ crmucok CRL-C, oopemumsmionmii crmicknn RCA CRL, BCA CRL, GCA CRL;
» cmucku PCA CRL.

Bo Bpems mposenenns Tpan3akimy DK mmpu monrydeHnn cepTrudukara 1nnmo-
3a Bianeel] Kaptel mposepsieT 1o cnuckam PCA CRL, He siBisieTcs v JaH-
HBIi1 cepTUdUKAT 0TO3BaHHBIM, a 110 crickKy CRL-C 1151 BiaziesbleB KapThl —
He SIBJISIETCS JIM OTO3BaHHBIM cepTUdUKaT Kakoro-Huoynp LIC, ygacTByro-
IIIETO B LIETIOYKE TOydYeHMsI cepTrdrKaTa TUIaTeKHOTO 1IUTI03a.

Bnanenbiy KapThl HET HEOOXOAMMOCTH TPOBEPSITh, SBJSIETCS JIA OTO3BaH-
HBIM CepTUMUKAT TOPTOBOTO TPEANPUSITHS, B KOTOPOM COBEPIIIAETCS TPaH-
3akius K. D1o cBsI3aHO ¢ ABYMST 0OCTOSITETbCTBAMMU:

*  Tpu ucnojb3oBaHuu npoTokosa SET Bhagenel kapTol He TiepeaaeT
B oTKpbITOoM [Tl TT1 Brme HUKaKoi KOH(UAEHITMATIbHOM MH(bOpMAaIIN
0 PEKBU3UTAX KapPThI;

* TIpoBepka momuHHOCTH ceptucukaTta TII Bosmaraercst Ha ero obciy-
SKUBAIOIIAI 6aHK — MMEHHO OOCTY>KUBAIOIINI GaHK TIPY TIOCTYTUICHUH
K Hemy TpaH3akuu DK moyokeH orpenenThb, YTO MCITOIb30BaBIINIACS
cepTHdUKAT ObIT CKOMIIPOMETUPOBAH, M OTBEPTHYTH TPAH3aKIIHIO.

Ot Biazgenbla KapThl TpeOyeTcsl ToJbKO mpoBepka 1o crcky CRL-C Beex
cepTUdUKaToB, UCTIONb3YEMBbIX TIPU ONpeaeSIeHUU MOUTMHHOCTU cepTUdU-
kara TTI.

TTI, Tak >ke KaK 1 Blafesiel] KapThl, JOJDKHO YMETh OIIPEIC/ISITh OTO3BAHHBIE Cep-
TU(UKATHI IIATEXHBIX IIUTF030B, MOCKOIbKY MMeHHO TTI cooOIaer Bianenb-
Ly KapThl cepTU(MUKATHI 1IUT03a B ITPOLIECCE COBepLIeHMS TpaH3akyn DK,
TTII He HOXKHO yMETh MASHTU(PUIIPOBATh OTO3BaHHBIE CEPTU(MHUKATHI Bila-
JIEJTIBIIEB KapT (3Ta (PYHKIIMS BO3JIAaraeTcs HA SMUTEHTOB KapT), HO TOJDKHO
oIpenesisiTh oTo3BaHHbIe cepTuduKkaThl LIC, yyacTByommx B hopMupoBa-
HUM cepTrdUKaTa BIaIe/Ibla KapThbl.

Haxkomner, mareXxHbIi nuno3 owkeH nposepsath o CRL-C orcyTcTBre 0TO-
3BaHHBIX CEPTU(DUKATOB B lierouke cepTudukaros TTI v Bianesbia KapThl.

3a pacnpoctpaHeHue u xpaHeHue crmuckoB CRL oteevaror LIC u marex-
Hble 1IUTI03bI. B mipoliecce Bbimaun v oOHOBJIeHUS cepTudurkaros LIC cood-

9-2103
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IaloT BiagebiiaM KapT, TTI 1 TuiaTesXXHbIM IIUTI03aM aKTyalbHbIe Ha JaH-
HbIII MOMEHT BpeMeHH cricku CRL. AKTyanbHBIE CITCKY COOOIIIAI0TCS yJa-
crHrKaM TpaH3akimy DK u B riporiecce mpoBenennst SET-Tpan3zakin. [Tpu
atoM TII akryammsupyet crmcku CRL, mosmydas HemocTaromme CITMCK OT
TUIaTEXXHOTO 1IUTI03a, Baaesiel] KapThl OOHOBJISIET CIMCKU B auaiore ¢ TTI.
Kpome Toro, B pamkax SET cyiecTByeT crienMaibHas mapa COOOLIeHU
mexxny TT1 u mmatexxasiM nomo3oMm (Gateway Certificate Request/Response
Messages), ¢ TTOMOIIBIO KOTOPOiA, B TOM YKC/IE, MOXHO TOJy4YUTb OOHOB-
JieHHbIe Bepcun crmickoB CRL.

Ipotienypa OGHOBIEHUST CITUCKOB OTO3BAHHBIX CEPTU(MUKATOB UCIIONb3YET
KaTaJIoT BceX aKTyalbHbIX Ha JaHHBIM MOMeHT BpeMeHu criuckoB CRL B maH-
HOI1 TIaTexHoit cucreMe. Takoii Katanor HasbiBaercss Brand CRL Identifier
(unu, cokpanieHHo, BCI). OH cocToUT U3 CIMCKa HOMEPOB BCEX aKTyallb-
HbIX Ha maHHbi MoMeHT CRL 1 mommmceiBaetcs ¢ momorisio CRL Signing
Key HC ypoBusi BCA. Bnanenblibl kapT 1 TIT monyyaror akTyaibHbIe 3Ha-
yeHnust BCI B npotiecce cepTudukamm-oOHOBIEHMST CBOUX KITIOYE OT CBO-
nx LIC (coorBerctBeHHO — CCA 1 MCA), a Takke BO BpeMsI IIPOBEICHMS
TpaH3akiuu DK B OTBETHBIX COOOIIEHUSIX, TIOTyYaeMbIX, COOTBETCTBEHHO,
ot TI1 u marexHoro nuno3a. LC u riaTexxHbIe IUTI03b1, B CBOIO O4epe/b, T10-
nydaror BCI BMecTe co BceMM accolimrpoBaHHbIMU ¢ taHHbIM BCI ciuckamu
CRLu3 LIC ypoBust BCA. B coorBerctBum ¢ mporokosnoMm SET 1IC u rumaTex-
HBIE IIITI03bI 00s13aHBI OOHOBJIATH Katanor BCI Ha exxemHeBHOIT OCHOBE.

Karanor BCI ncnonb3yercs 171 m30MpaTeIbHOTO TTPEIOCTABIICHNST TOIHKO
HenocTarorux crckoB CRL. Hampumep, Bo Bpemst TIpoBeAeHMST TpaH3aK-
v DK Bnagenen Kaptel nepenaetr TII maHHbie o Kataigore BCI, akTyaib-
HOM JIIsI BlIaJieJIblia KapThl Ha JaHHBI MOMeHT BpeMeHU. TI1 Bo3Bpalaer B
OTBETHOM COOOIIICHIN aKTyaJIbHbBIM KaTajior, mMerormiicss Ha cropone TI1,
a Takke B o01IeM ciydae He Bee crmicku BCI, accolimmpoBaHHBIE ¢ TaHHBIM
CRL, a TOJIbKO Te CIIMCKM, KOTOPBIX HE XBaTaeT BJafelibily KapThl. Takast
TEXHOJIOTHSI TTO3BOJISIET YMEHBIINTL 00bEM COOOIIEHUI, [TUPKYIMPYIOLIIX
Mexy yaactTHuKamy TpaH3akimy DK, Kaxnprnii LIC, rmomnepkuBarommii re-
Hepauuio criickoB CRL, miepenaeT BHOBb CTeHEpUPOBAaHHBIN CITMCOK B CO-
oteerctBytoiuit LIC ypoBHsi BCA. RCA takke niepenaer CRL, conepkarimii
CKOMITPOMETHPOBaHHBIE KOpHEBHIe Kimoun, Bo Bce Bo Bee LIC yposHsa BCA.

OrnuiemM Ternepb MPOLEAypY MOMyYeHUs cepThdUKaTa OTKPHITOro KIToya
BJIafeIblIeM KapThl OoJiee AeTaIbHO, WLTIOCTPUPYsI, KaKUM 00pa3oM OcCy-
LIECTBIISIETCS pEellIEeHUE OCHOBHBIX 33/1a4 3allUILIEHHOTO 0OMeHa nHMOopMa-
LMei — ayTeHTU(MUKALIMM UCTOYHKMKA MH(pOpMALIU 1 00eCTIeYeHUS LIeSTOCT-
HOCTU ¥ KOH(DUIEHIIMATEHOCTU MepeaBaeMoii B TIpoliecce cepTuUKalvn
UHGbOpPMALIHHN.
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Branenen kaptel reHepupyet 3anpoc (B TepmuHax SET — cooOiie-
Hue CardClnitReq), conepxanmii uneHTurKaTOp Mapbl COOOLIEHUN
(3ampoca-oTBeTa Ha MoJiyueHUEe cepTudUuKaTa BIAAEIblIEM KapThl;
B TepmuHosioruu npotokona SET — RRPID), unentucdukarop tpaH-
3akimu (B tepmuHosioruu SET — LID-EE), reHepupyeMmblii BianebiieM
KapThl JUTS1 y4eTa 3arpoca B CUCTEME BJIafiesiblia KapThl, UIEHTU(UKATOD
matexxHoi cucteMsl (B TepmuHoniorun SET — Brand ID), ciyvaitHoe
yucjo Chall-EE u B kauecTBe mapaMeTpoB «OTIeUaTKn» BCEX CepTUdU-
kaToB (BKJIouasi Root certificate), cmuckoB CRL u BCI, xpaHsiiyxcs
B CUCTeMe Biiafiesiblia KapThl. [lon «oTnedyarkom» (Mo-aHTIUUCKA —
Thumbprint) 31ech MOHUMaETCsT 3HAYEHUE XAII-(DYHKIIMUA OT COOTBET-
ctBeHHO ceptudukara, CRL, BCI. Xam-dyHKiys npuMeHsieTcs1 1151 TOro,
4TOOBI YMEHBIIUTh 00BEM TepeaaBaeMoit MH(pOpMaIuK, B TO XK€ BpeMst
C BBICOKOI BEPOSITHOCTBIO OMHO3HAYHO WACHTU(MUIIUPYS X3LIUPYEMYIO
MHGOpMaIUIO.

CCA o0OpabaTeIBaeT MOJyIEHHOE OT BJaAeiblia KapThl COOOIICHUE
CardClnitReq, npousBoas ciemyolye TPOBEPKU:

* mpoBepsieT paBeHCTBO 3HaUeHUi RRPID B 3aronoBke U coaepKuMoM
MOJTYYEHHOTO COOOILIEHUST;

* 3amoMuHaeT «oTnedatkm» ceprudukaros, CRL, BCI u3 coobuieHus
CardClInitReq, a Taxxke LID-EE u Chall-EE.

ITocne storo CCA renepupyer orBeT (B TepmuHonoruu SET —
ClInitCardRes), cocrosmmuii u3 moanuceiBaeMbix ¢ momoiisio CCA
Private Signature Key maHHbix. JlaHHBIE coiepKaT «OTIEYaTKU» CEPTU-
¢ukaro, CRL, BCI u3 coobmenus CardClInitReq, LID-EE, Chall-EE,
napamMeTprueckn maeHTudukarop 3ampoca LID-CA, reHepupyembrit
CCA, «otmneuyarok» ceptucdukara CCA Key-Exchange kmoua, ceptu-
¢ukarer CCA Key-Exchange Key, CCA Signature Key, a Takxe «otme-
yarok» BCI B ciydae, ecm B coobmennn CardCinitreq «OTIe4aTok»
BCI orcyrctBoBan. Ha atom 3akaHYMBaeTCs 3Tan MHUIAAIN3ALNAN T10-
JIydeHUsT cepTuduKaTa BianeblieM KapThl.

Bnapenen kapthl (TouHee, KOHEYHO, €r0 MPOTrpaMMHOE O0eCTICUeHME),
nonyunuB coobmieHue CardClnitRes, mposepsier ceprudukater CCA
Key-Exchange Key n CCA Signature Key, a Takcke 1ibpoByIo IMOANNCH
CCA. ITockombky mudposast mogmuch CCA 0THOCUTCS K JaHHBIM, BKITIO-
yatoruM Chall-EE, ee ipoBepka akBuBasieHTHa ayreHTUdUKamn CCA
BJIaAeNblieM KapThl. TakuM o0pa3oM, MpOBEPUB HUMPOBYIO MOAIKCH,
comepkariyrocss B noiaydeHHoM oT CCA cooOleHnu, Biafesiel] KapThl
yoexaaeTcss B TOM, 4TO B Tpoliecce CepTU(hUKAIIMN CBOETO OTKPBITOTO
KJTF0Ya OH MIMEET JeJI0 C TIOMIMHHBIM LICHTPOM CepTU(UKALIVIN.
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5. Hanee Bnagenel] Kapthl niepeaaetr B aapec CCA 3ampoc Ha MoydeHue
peructpamonHoit opmel (B TepmuHonorun SET — RegFormReq).
Ilpu hopMHUpOBaHMM 3TOTO 3arpoca Biafesel] KapThl cO3MacT JaHHbIE
RegFormReqData, comep:arme:

» HoBbli uaeHTH(UKaTOp RRPID cooObrmenmii Ha 3armpoc/oTBET peru-
CTpAllMOHHOM (POPMBIL;

» uneHtudukatop Tpanzakuuu LID-EE u3 CardClnitReq;
* HoBoe ciyJaitHoe yncio Chall-EE2;

* ugeHtudukarop tpanzakuyu LID-CA, eci oH IIpUCYTCTBOBAII B CO-
obmeHnu Card ClnitRes;

* S3BIK, Ha KOTOPOM JIOJKHA OBITh HaIlMcaHa 3arpaliiBaeMast ¢hopMa;

* HEKOTOpbIe ApYTUe JaHHbIC, HATIPUMED, «OTIeYaTK1» CePTUDUKATOB,
CRL u BCI, conepxainuecst B cucteMe Baaesblia KapThl.

ITocne 3Toro Biamenell KapThl MO CAydyaliHOMY 3aKOHY T€HEepUpYyeT CUM-
MeTpuuHbIi kmod K ¢ momolupio Kotoporo wwrdpytorcst gaHHble Reg-
FormReqgData. CumMeTpuuHbIil Kimod K, BMecTe ¢ HOMEpOM KapThl,
B CBOIO ouepenb, 3akpbiBatoTcss CCA Public Key-Exchange Key u niepena-
totcss CCA.

6. CCA, nonyuuB coobieHue RegFormReq, ¢ momMoipio cBoero Private
Key-Exchange Key pacumgpoBbiBacT HOMep KapThl ¥ 3HAaYEHHUE KiIo4a
Kj n nasnee ¢ momonipio kimoya K, nemmgpyer RegFormRegData.

7. Tlo HoMepy KapThl U SA3BIKY Bianenbiia Kaptel CCA oIpeneseT cooT-
BETCTBYIOIIIYIO PETMCTPALIMOHHYIO (DOPMY UTST BIaAeblia KapThl, TOAIH-
ChIBaeT 3Ty (popmy BMecTe ¢ apyrumu ganHbMu (BKmodass Chall-EE2)
cBouM KmodoM Private Signature Key u otripaBisieT ee Biafenblly KapThl.

8. Bmanenen kapTel BHOBb TIPOBepsieT cepTrduKar kmoda Private Signature
Key 1 mmdposyro nogmick CCA 1 TTIpOM3BOINT CIICAYIONINE TEHCTBUS:

*  3aMOJHSET MOMYYEHHYIO PETMCTPALIMOHHYIO (hOpMy, BKIIIOYAsl B Hee
CBOE MMsI, CPOK AeHCTBUS KapThl, aapec (account billing address)
1 JTI00Y10 IpyTyio MH(OpMalInio, KOTopasi, 0 MHEHHMIO SMUTEHTA Kap-
ThI, SIBJISIETCSI HEOOXOMUMOM TSI MACHTU(DUKALIVMY BIIAIeTbIa KapThl
(HampuMmep, pa3oBbIii ApOJIb ISl UACHTUDUKAIIMU Blajeiblia
KapThl);

* TeHepupyeT CIy4yaiiHOe Yucio S,, BKIIIOYaeMOe B PETMCTPALIMOHHYIO
dbopmy;

* TEHepupyeT IO CAydyaliHOMY 3aKOHY Iapy CMMMETPUYHbBIX KIIIOYein
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* 00BeAMHsIET 3aI0JIHEHHYIO perucTpainoHHyo ¢opMy, Cardholder
Public Key u x1tou K, moamuchIBaeT 3T1 JaHHBIE ¢ IOMOLLBIO Private
Signature Key u manee mmgpyer Bce IOIYyYMBILMECS B pe3ysIbTaTe
OIMMCaHHBIX B 3TOM IMyHKTe OIepalyii JaHHbIE C TOMOLIBIO Kimoda K ;

+ xmoy K, BMecte ¢ HomepoM KapTsl mmdpyrores kmodom CCA Public
Key-Exchange Key n nepematorcss CCA (3T0 COOOIIIEHNE B TEPMU-
Honornu SET HaszeiBaetcs CertReq).

9. CCA, nomyuus coobiieHre CertReq, ¢ momoripio CCA Private Signature
Key pacumdposbiBaer 3HaueHue K, nanee pacim@poBbIBAET PETUCT-
paLoHHyo (opMy U Koy K, mposepsieT LubpoByIO MOAMUCH BIAIETb-
ua Kapthl. Janee CCA uneHTUGhULIMPYET BianeIblia KapThl (HarpruMep,
M0 COOTBETCTBUIO HOMEPA KapThl pa30BOMY IMaposIio, MPEIoCcTaBIeHHO-
My paHee SMUTEHTOM KapThl LIEHTPY cepTUdUKaIum).

CCA reHepupyeT ciay4aiiHoe YuCiIo S,, KOTOpoe KOMOMHUPYETCSI BMEC-
Te ¢ YUCIoM S, i1 (POPMUPOBAHUS CeKpeTa KapThl S. 3HaUeHUE S Xo-
LIUPYETCsl BMECTe C HOMEPOM KapThl M CPOKOM €€ ACHCTBUS B 3HAUCHUE,
KOTOpOE UCITONB3YeTCs B CepTU(MKATE BIafesblla KapThl (3TO AeIacTCs
JUISI TOTO, YTOOBI HOMEP KapThl HE MOT cTaTh M3BecTHBIM TI1 B pe3ysnbTa-
Te MOJIydeHu sl cepTUdUKaTa OTKPBITOrO KiIroua Biaaneblia Kapthl). [pu
5TOM U3 TOJyYeHHOro 3HaYeHUs! WAeHTU(UKaTopa cepTruduKara Bia-
JieJiblia KapThl HEBO3MOXKHO YCTAHOBUTH HOMEP KapThl, AaXe eCu U3-
BECTEH CEeKpeT S U Ccpok JeicTBus KapThl. HaobopoT, eciu uzBecteH
CEKpeT KapThl, HOMEP KapThl U CPOK ee ACUCTBYSI, 3HAYCHUE UIEHTU(DU-
Karopa cepTrduKara BBIMUCISETCS JIETKO.

IMocne storo CCA co3naer cepTU(dUKAT OTKPBITOrO KITIoYa BlIamelTbla
KapTHI, TTOOIMMCHIBas ero cBomM Private Signature Key, n dopmupyer
oteeT CertRes, conepxaiuuii 3HaueHue S,, cepTU(hUKAT Blaiesbla Kap-
THI Y APYTYIO MH(pOpMALUIO (HAIIpUMEP, JIOTOTUII IIATEXXHOM CUCTEMBI
u/nnum 6aHka-amuteHTa). ChopMrpoBaHHOE COOOIICHME ITOMITCHIBACT-
cs kmouoM K, 1 oTripaBiisieTcsl BIajiesbiry KapThl.

10. Bnagenew KapThl C TOMOLLBIO paHee 3aIIOMHEHHOT0 3HaueHus Kmoda K,
pacimppoBbIBaeT noixydeHHoe coobmeHne CertRes, mpoBepsieT cepTu-
¢UKaT CBOETro OTKPHITOTrO KiToda 1 (POpMHpYyeT 3HAYCHHE ceKpeTa S, KO-
TOpOE B JaJTbHEHIIIEM MCITONB3YeTCS BIIANEIIbIIEM KapThl MPU MPOBE/Ie-
HUM TpaH3akimit DK, o yem OyaeT pacckazaHo naee.

Takum o6pa3oM, Mpolieaypa MoaydeHusT cepTudrKaTa OTKPBITOrO Kilo4a
COCTOUT M3 TPeX STAIIOB.

1. TlepBblii aTam XapakTepu3yeTcsl MOTyYeHUEeM BIAIEblIeM KapThl HENO-
cratonmx cnuckoB CRL u ayrentudukauneit CCA (ucnosib3yercs
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CTaHIapTHas TIPOLIENypa «pYKOIIOXKAaTHsI», KOT/IA Bajiesiel] KapThl CO00-
maer CCA Hekotopoe ciaydaiiHoe unciio, a CCA Bo3BpaliaeT Moaru-
CaHHbIE UM JIaHHbIE, COAEPXKAIIME 3TO CITyYalfHOE YUCIIO).

Ha BropoM 3Tarie B 3al1IIIEHHON C TTIOMOIIIBIO MOJYYEHHOTO OTKPHITOTO
kmoda CCA ceccuu Biazesel Kaptel 3anpaiibaeT B CCA perucrpaliu-
oHHy10 hopmy, coobiasi CCA Homep cBoeit kapTel. CCA B 3aBUCUMOC-
TH OT HOMEpa KapThl MPENOCTaBIIsIET BIaAeNblly KapThl perMcTpaliuoH-
Hy10 (hopmy.

HaxkoHe1, Ha TpeTbeM 3Tare KJIMEHT 3aMoJIHsIeT PerucTpalliOHHYIO
(opmy, BKIIIOYAst B Hee CBOM OTKPBITHIIA KITIOU, M HAIPABJISIET €€ Bia-
nenblly KapThl. Bzamen kiueHT nomydaeT o CCA cepTuduKaT OTKpPbI-
TOTO KJTI0Ya M HEKOTOPBIN CEKPET, UCITONb3yeMblid Isi MaCKUPOBaHUS
HoMepa KapThl B cepTudrKare, a TakKe 1151 JalbHel1Iel ayreHThurKa-
LMY BJIafIeNiblia KApThl €r0 0aHKOM-3MUTEHTOM.

Peanusauus tpaH3akuui B npotokose SET

OnuieM Terepb TUITHI TPaH3aKIWii, UCITONb3yeMbIX B mpoTokoje SET.
B miporokore SET coobiieH s, ¢ TOMOIIBIO KOTOPBIX PEaTM3YIOTCS pas3IIad-
HBIC TpaH3aKIIMK1, UMEIOT MMapHBIi XapakTep (3aIpoc-0TBET).

Payment Initialization Request/Response Messages. Dtamapa cooo-

IIEHUI UCTTIOJIb3YeTCs ISl B3aMMHOM ayTeHTU(UKAIMK Biaaesbla Kap-
1e1 1 TT1, m1s1 Iepenaun Baanenbiry KapTel oT TI1 HeoOXOmMMBIX CepTH-
¢ukaroB u criuckoB CRL, a Takke npenocrapienust uHdopmarmu TI1
0 TOM, KapTa KakKOi IUIaTeXXKHON CHUCTeMbl OyIeT MCITONIb30BAThCS TIPU
MpoBeeHUM MOKynKu DK.

Purchase Order Request/Response Messages. O1a napa cooOIIeHUH
CIIYy>KUT [IS1 TIepefavy B 3alIMIICHHOM CeCCUM OT BiIaaesbila KapThl K TT1
nHpopMalnu o0 3aKase (CyMMa IMOKYIIKU, BamoTa, HoMmep TII u 1. 1.)
M peKBU3UTAX KapThl BJaJe/blia KapThl.

Authorization Request/Response Messages. 3arrpoc Authorization
Request manmmmpyercs TI1 u mepemaeTcs TUTaTesKHOMY TIUTIO3Y IUTS TIe-
penauy eMy JaHHBIX TT0 TPaH3aKIMU U PEeKBU3UTAM KapThl. B manbHeli-
11IeM 3TH TaHHbIe OyIyT UCIIOIb30BaHbI 1Sl (POPMUPOBAHMS COOOIIICHHS,
TepeIaBaeMOro SMUTEHTY KapThl Yepe3 TUIATEeXXHYIO CETh.

Gateway Certificate Request/Response Messages. Dr1a mmapa coo0-
mieHnit mo3BossieT TI1 3ampocHTh ¥ TIIATeKHOTO IDTI03a €T0 cepTUdu-
kat Key-Exchange Key.

Batch Administration Request/Response Messages. Dta mmapa cooo-
IIEHWIA MCITONIB3YeTCsT IJIsT aiMUHUCTPUPOBaHUs HabopoB (batch) TpaH-
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3aK1Mi 115 Toro, yTo0b! TIT 1 obcmy:kMBaromMii 6aHK MOTJIM TTPOBECTH
CBEPKY JaHHBIX KaX1oi cTopoHbl (reconciliation). 3arpoc 1mo3Bosser
OTKpBIBaTh HOBbIE HAOOPHI TPaH3aKIMi, OUMIATh U 3aKPhIBATH CYIIE-
CTBYIOILIIE HAOOPBI TPAH3aKIMI, a TAKKE BBISCHSITh UX CTaTyC.

¢ Inquiry Request/Response Messages. C MoMoIIIbIO 3TOi Mapbl CO00-
LIEHWI BITafeNiel]l KapThl MOXET BBISICHUTH CTATYC BBIITOJIHEHMS 3JIEK-
TPOHHO TOKYINKHU (TIOydeHa MO3UTUBHAS aBTOPU3ALIUs, CAeIaH 3a-
Ka3, B Ipoliecce TOCTaBKM, TOBap IOCTaBJeH U T. 1.). Inquiry Request
MOXET OBITh OTIPABJICH BIIACIIbLEM KAPThI B J11000€ BpeMs 1 JIH000e KO-
JINYECTBO pas.

e Authorization Reversal Request/Response Messages. ITapa coo0iiie-
HMIA HCITONIB3YETCS IJIsl TOrO, YTOOBI OTMEHUTDh paHee IIPOBSACHHYIO aB-
TOpU3aLMIo. DTa Mapa COOOIIEHMIT MOXET TaKKe MCIOIb30BaThCs IS
TOTO, YTOOBI CKOPPEKTUPOBATh pa3Mep TPaH3aKIMK B paHee BbITOJIHEH-
HOI aBTOpU3aLIMU.

« Capture Request/Response Messages. Coo6iienne Capture Request
nepenaercs ot TI1 K MmaTexxHOMy LIUII03Y U 3aIlpallliBacT y OOCITYKIBa-
folero 0aHka IUIaTeX 3a CAEIaHHYIO ITOKYIKY. Pa3mep 3ampaiimBaeMo-
ro IUiaTexa IOJDKeH OBITh paHee aBTOPM30BaH OaHKOM-3MUTEHTOM
BJIajiesIbla KapThl ¢ TTOMOIIbIO coodIieHuit Authorization Request/Res-
ponse. O6praHO TTI mHuIMMpyeT 3anpoc Capture Request mocie BbI-
TOJHEHMS 3aKa3a, CBI3aHHOTO C 3JIEKTPOHHOI MOKYITKOM.

*  Credit Request/Response Messages. D1a mapa UCIIOIb3YeTCs IJIsI TOTO,
YTOOBI BEPHYTh pPaHee CIOCNAaHHBIN IIaTeX OOCIYXMBAKOIIero 6aHKa
B anpec TII.

¢ Credit Reversal/Response Messages. DT1a napa cooOIIeHMIA TO3BOJISI -
et TI1 oTMEeHUTh KpeauT B TIOJTB3Y OOCTYKMBAIOIIETO OaHKa.

PaccMoTprM Temepb moapoGHee, KaKMM 00pa3oM peaan3yeTcsl oreparyst
9JIEKTPOHHOM IMOKYIIKHM C MCITOIb30BaHMeM mpoTokomna SET.

Branenen kapTel THULIMKMPYET MOKYTIKY € MOMOIIIBIO coolIieHust PinitReq.
B 3TOM coobmienmy Bramenel; KapTel repedaer TI1 chopMupoBaHHEI MM
uaeHTugukaTop mapel coodmenuii PinitReq/PinitRes, nnentndukarop
TpaH3akuuu LID-C, creHepupoBaHHBIN BaeiblieM KapThl 15 yyeTa
B CUCTEME BJIafeliblia KapThl, MICHTU(PUKATOp IUIaTeXXHOM crucTeMbl Brand
ID, xapToukoii KOTOpoii Biamesiel] KapThl COOMPAETCSI COBEPLIUTh 3JIeK-
TPOHHYIO MOKYTKY, BIN KapTouku (riepBbie 6 1iudp HoMepa KapThl), SI3bIK,
VICTIOJIb3YEMBII BIIAMIEIIBIIEM KapThl JJIsi COBEPIIEHNSI OTepaluu, mapameT-
pyYecKu «oTrnevyatku» ceptudrkaron, cnuckoB CRL u karanora BCI, xpa-
HSIIUXCS B CUCTeMe BIaneiblia KapThl, caydaitHoe ymciao Chall-C, crene-
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PYIPOBAaHHOE BJAEIbIIEM KapThl, MapaMeTPUUECKU NACHTUMUKATOP TpaH-
3akuuu B cucteme TI1, ucronb3oBaBIIUiACS B COOOIIEHUN, UHULIUMPOBAB-
11IeM CUCTeMY BlialieJiblia KapThl Ha COBEpIlIEHNE TPaH3aKII1H.

B otBeTHOM coobieHnu PinitRes TI1 dopMupyeT ciemyroiiye JaHHbIE:
* KOIUpYeT U3 3aIpoca Biaaeblia KapThl JaHHble LID-C u s3bIK;
* TeHepHpyeT MIo0ATbHBIN naeHTH(MKaTop TpaH3akuuy XID;

+ KonmpyeT u3 3arpoca PinitReq «oTrneyaTtkin» ceprndukaroB, CIIMCKA OTO-
3BaHHBIX cepTucdrkaToB, katajgoru BCI, Chall-C;

* TeHepupyeT ciaydaiiHoe yucio Chall-M;

» Ha ocHoBanuu Brand ID, BIN u ceptudukara Biagenbiia KapTbl BoIOU-
paeT COOTBETCTBYIOIIUI TUIATEXXHbBIN 1103 U BCTAaBJSIET B COOOLIEHUE
ceptudukar Key-Exchange Key 3T0oro miarexHoro Iuo3a;

* BCTaBJIsIeT B coolleHue TeKyiuii Karauor BCI, eciu B 3ampoce KieHTa
«otreyarok» Karajgora BCI oTcyrcTBOBaN MO0 MPHUCYTCTBOBAT «OTITC-
YaToK» YK€ HEaKTyaJIbHOTO KaTajiora (HallOMHUM, YTO B COOTBETCTBUU
¢ npuHATEIMU B ripoTokone SET cormamenusvu Hapsiny ¢ BCI B 1tone
CRL nannbix SignedData riepeaaroTcst TakKe aCCOLIMMPOBAHHBIE C TAH-
HeM BCI criuckun CRL);

* HCEKOTOPLIC APYIUE NaHHBIC.

TII moamuceIBaeT JaHHBIE CBOUM 3aKpHIThIM KiModoM Signing Key u Ha-
MpaBJsieT c(pOpMUPOBAHHOE TAKMM 00pa30M COOOILIEHME BaaebIly KapThl.

OcranbHBIE 3Tarbl peayiu3aliMy 3JIEKTPOHHON TMOKYIKMA OymayT ONMMCaHbI
MEHee JIETAIBHO.

Bnapenelr kapThl MpoBepsieT MOJIydeHHbIE CePTUMUKATHI OTKPHITOTO KIltoya
noanucu TIT u otkpeiToro kmova Key-Exchange Key miarexHoro 1umo3sa,
rocJie yero nposepsiercs 1udposast noanvck TI1 B momydeHHOM cooOiiie-
HuM. Takum obpa3oM, Bianesnel] KapTel ayreHTuguumpyer TTI.

ITocne aToro Bianmenen KapTbl HaUMHAET (hopMHupoBaHue coodieHus PReq.
BTO COOOIIIEHNE COCTOMT M3 ABYX YacTeil: MHCTPYKIIMK mo 3akasy (Order
Instruction, i cokpaieHHo — OI) u miatexkHoi nHcTpykumu (Payment
Instruction, mym cokparmento PI).

OI npeanasnayero mist TII u Bkmrouyaer B ce6st 3HadeHue Chall-M u3 co-
oomenus PinitRes, mnpentndukarop tpanzakuuu XID, pasmep TpaH3ak-
LIMW 1 BAJIIOTY TpaH3aKuu, uneHtrudukarop TT1, mnenrndukarop batch, K Ko-
TOpPOMY JAOJIKHA ObITh OTHECEHA MOKYTIKA, HOMEp 3aKa3a B CCTEME MarasuHa,
xau-dyHkumio ot PI (H,) n Hekotopyio apyryto nHbopmanuto. Pl npen-
Ha3HA4YeHO IS TUIATEXXHOTO IIUTI03a M BKINIOYaeT B ceOsT MASHTU(HUKATOD
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tpaH3akuuu XI1D, BemmumHy TranStain, mpeacTaBiIsSIONIyI0 COOOM X3III-
dyHkumio ot cekpeta Kapthl S 1 XID, xami-¢yukio Ol (H,), mapamerpu-
yecku 3HaueHne CVC2/CVC2,2-10 10poKKY MarHWTHOM ITOJIOCHI KapThl 1
JIPYTyI0 UHGOPMALIKIO.

[anee Bmamesnell KapThl BBIYUCIISIET X3II-(DYHKIIMIO OT TOCIEI0BaTETbHOC-
TH, COCTOSIIIEH 13 3HaYeHH XaI-pyHkimu ot P1u 01 (H), u noamiceiBaer
TTOJTyYeHHOE 3HaYeHNE CBOMM CEKPETHBIM KITIOUOM.

Bragenenr kapTel reHepUpyeT ClIydaiiHbIM 00pa3oM CUMMETPUYHBIA KITIOY
K,, ¢ momoipto Kotoporo ox mmdpyer PL 3HaueHue kmova K, BMecTe
C TaHHBIMU 110 KapTe (HOMEpP KapThl, CPOK €€ NeMCTBUS 1 CEKPET KapThl),
B CBOIO OU€pe/ib, 3aKPhIBAIOTCS € MOMOIIBIO OTKpbITOro Kimoua Key-Exchange
Key mnarexxHoro mrmo3a. Coodmenne Preq coctrout u3 Ol, 3anmdpoBaH-
Hoit uHCTpyK1mK PI, 3ammdbpoBaHHbBIX JaHHBIX O PEKBU3UTAX KapThl 1 KITHO-
ye K,, mmdpoBoii moanmcy Biageablia KapThl.

TII, nonyuuB coobieHue PReq, mpoBepsieT cepTuduKaT Biaaaeablia KapThl,
T10ocJIe Yero npoBepsieT HUdPoBYIO MOAIUCH Biajienblia KapThl. J1ist mpoBep-
ku 1udpoBoit noamucu TI1 Beraucasier 3HaueHue Xau-@yHkimm ot 01
Y Jlajiee, UCTIONb3ysl 3HaueHue xaul-gyHkumu it PI (H,), Beranciisier odiuee
3HaueHue H. Iocie 3Toro ¢ moMolibio OTKPHITOTO KJTtoua Biaieiblia KapThl
nerdpyeTcs noaydyeHHoe 13 cooditieHus1 PReq 3HaueHue nmdpoBoit nom-
mcu. Ecim menmdpoBaHHOe 3HAUYEHNWE COBITANACT C OOIIMM 3HAYCHUEM, —
TIOJIITMCh ObLTa ClieJiaHa BIAIENbLIEM CepTh(dUKaTa OTKPHITOrO KilloYa Bia-
Jenbua Kaptel. Takum odpasom TII ayreHTUdULIMPYET Blanesbla KapThl.

Hanee TII monrorasmmBaer coobienne AuthReq. B 310 coobiienne 6e3
M3MEeHeHUI 13 coobieHrss PReq BKItoueHs! 3appoBaHHas IUIaTeXXHAs
uHcTpyKuums Pl, 3ammdpoBaHHbI cuMMETpUYHBIN Kimod K, 1 maHHBIE
0 PEeKBU3UTAX KapThl, a TAKXe LIM(MPoBast MOAINKCH Baaaesbila KapTsl. Kpo-
Me 31X JaHHbIX TIT hopmmpyeT aBTOpU3aAIIMOHHEBIN 3aIIpOC, COMEPKAILIA
MH(pOPMALIMIO O pa3Mepe TpaH3akiuu, uaeHTudukarope TI1, unentnduka-
Top Tpau3akumu XID, ciaydaitHoe unciio Chall-P n gpyryro. Ora nuadopma-
myst moanvckiBaercs KmodoM Signing Key TII, 3akpbIBaeTcsi CUMMETPUY-
HbM ko4oM K, crenepuposanHbiM TI1 1o ciayyaitHOMyY 3aKOHY, KOTOPBIIA
B CBOIO o4epelb 3aKpbIBaeTcs OTKPhIThIM KimtouoM Key-Exchange Key mia-
TEXHOTO 111103,

IMnaTexHprit nuno3, moayuns AuthReq, aemmdpyer ¢ moMOIIBIo 3aKPhITO-
ro xmnouya Key-Exchange Key o6a cummerprusbix xinoua K, u K, a taxke
JaHHbBIE O PEKBU3UTAX KapThl, AeIUpPYeT JaHHbIE 0 TpaH3akuuu U P1, po-
BepsieT MOAMNKCH Blaesbila KapThl (10 aHAJIOTUU C TeM, Kak 31o nenaet TTI,
JUTST 9TOTO McTosib3yeTcst 3HadeHue H,, conepxaieecs: B PI), mposepsier Ha

10-2103
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paBeHcTBO 3HaueHus1 XID u3 nHdopmaium o TpaHzakimu 1 u3 PL Takum
00pa3oM, IUIaTexXHbI 1UTI03 ayTeHTUduumMpyeT Kak TI1, Tak u Branenabla
KapThl. Ha ocHOBaHWM TTOJy4eHHBIX JAHHBIX TIATEXKHBIN IUTIO3 TOTOBUT
CTaHIapTHOE coobIieHne (HarmpumMep, B popmate ISO 8583) mis nmepenaun
€ro B TUIATEXXHYIO CUCTEMY Ha aBTOPU3AIIMIO SMUTEHTA KapThl.

IMonyyrB M3 TUIATEXXHOM CHUCTEMbI OTBET, TUIATEXXHBIN IIUTI03 TeHEpUpYeT
Y TIOMITMCHIBAET CBOMM 3aKpbIThIM Signing Key coobieHre AuthR.es (B coob-
HIEHUU conepKUTCs ciaydaiiHas BemurHa Chall-P, Takcke nanHbie Capture
Token, B KOTOPBIX TUIATSXKHBIN 1UTI03 3ampamnmBacT v TI1 oxumaeMbie nm
nmanHble oT TI1 B coobmennu Capture Request). CooOiieHue 3ammgpoBbI-
BaeTCs C MOMOIIIBIO CTEHEPUPOBAHHOTO TSI 3TOr0 CUMMETPUYHOTO KITI0Ya,
KOTOPBIi1 B CBOIO OYEpe/Ib 3aKPhIBACTCS € TIOMOIIBIO OTKphITOro Kimoda TT1.

TI1 memmdpyer CUMMETPUIHEBINA KITIOY, TTPOBEpsIeT IIN(PPOBYIO ITONMICH
IUIaTEXXHOTO 1ITI03a 1 hopmupyeT coodineHue PRes, conepxkaniee Chall-C,
TOMIKCHIBAsI €T0 CBOMM 3aKpbIThIM Signing Key.

Brnapenen xaptel, monydauB coobieHre PRes, mpoBepsiet mmdpoByto mom-
much TI1. Ha aToMm npolecc 371eKTPOHHOM MOKYITKY MOXET ObITh 3aKOHYEH.
Pacuetsr Mexay TIT u oGcaykuBarolUM OaHKOM OCYILECTBIISIOTCS OO

Ha OCHOBaHWU MIPUBEIEHHOM paHee CXeMbl 3JIEKTPOHHOM MOKYITKU, TMO0 Ha
OCHOBaHWU AornoHuTeNbHOro 3arpoca Capture Request ot TTI.

OtHocureabHo npoTokona SET nMeloT MecTo Cleayrolue YTBEPXKISHMSI.
Teopema 1. IIporokon SET siBisieTcst ycToituuBBIM ITpoTOKOIoM DK.

HOKaSaTeJ'ILCTBO 3TON TECOPEMBI CJIEAYET U3 IIPUBEACHHOIO OIIMCAaHUA IIPO-
TOKOJIA.

Taxum odpazoM, SET obnamaeT ciienyrommmMy CBOACTBAMMU:

*  MollleHHUKY HEJJOCTATOYHO 3HaTh PEKBU3UTHI IJIATEKHOUN KapThl s
TOTO, YTOOKI YCHEIIHO BBITONHUTL SET-Tpan3akimio. [ToMumo pexBu-
3UTOB KapThl HEOOXOMMMO MMETh 3aKPBIThIA KJTIOY BJaJe/Iblia TaHHOU
KapThl, a TAKXXE CEPTUDUKAT COOTBETCTBYIOLIETO EMY OTKPBITOTO KJTIOYa.

* TII npu BeimosHeHun SET-TpaH3akiUy TOYHO 3HAET, YTO BiajeJiel]
KapThl, COBEPIIAIOITIIA TPAH3aKIINIO, SBIISICTCS ITOMTMHHBIM, TO €CTh 00-
JlagaeT CEeKpeTHhIM KimodoM RSA, 111 KOTOpOro OTKPBITHIA K04 cep-
TUPULIPOBAH OAHKOM-3MUTECHTOM KJIMEHTA.

+  Kiment TouHo 3Haet, yto TII, B KoTopom coBepiaetcss SET-TpanH3zak-
LMs1, SIBJIIETCS. UICTUHHBIM, TO €CTh 00JIalacT CEKPETHBIM Kimo4oM RSA,
IIJIT KOTOPOTO OTKPBITHIM KINOY CEPTUGUIIMPOBAH OOCITYyKUBAIOIIM
6ankom TTI.
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* Ob To4HO 3HaeT, yTo Braaeien KapTel ¥ TII SBISIIOTCS MOMIMHHBIMU,
TO €CTh 00J1a1aI0T CEPTUDULIMPOBAHHBIMU KIIOYaAMU.

*  HMudopmarmsa o pekBu3uTax KapThl He n3BectHa TI1.

» TII u Baagenel KapThl UMEIOT 3aBEPEHHbIE TTOAIMUCIMU COOTBETCTBEHHO
Braznesbla Kaptel U TI1 mmoaTBepkaeHUsT hakTa COBEPILIEHUST TpaH3aK-
LIMM, YTO JIe/IaeT HEBO3MOXHBIM OTKA3 OT PE3yJIbTATOB OIEPALIMKM HU OfI-
HOTO M3 YYaCTHUKOB TpaH3akLmu DK,

Teopema 2. Ilporokon SET sBnsiercst edurcmeernbim OTKPHITHIM (M3BECT-
HBIM) YCTOMYMBBIM ITpoTOKOIOM DK,

CeromHst He cylIecTByeT HUKaKoro apyroro (kpome SET) omy6nrkoBaHHO-
ro yctoiturBoro npotokosia DK. JIpyriMu cioBamu, Ha pbIHKE ariapaTHO-TIpO-
TPaMMHBIX PELIeHM, peaTu3yIollMX YCTOMUMBBINM npoTtokoi DK, He cyiiie-
CTBYET aJIbTepHATUBBI nponykTaM, peaym3yronmM SET. VISA International
TIpe/rosaraeT B Oykaiiiiee BpeMst omyoIMKoBaTh crieligrKalu HOBOIo
100aIbHOTO CTaHAapTa ayTeHTUdMKalmu, HasbiBaeMoro 3D Secure. OmHako
HEOUEBUITHO, YTO 3TOT CTAHAAPT OyZIET OTpeesIsITh yCTOWYMBBIN MTpoToko DK.
Teopema 3. ITporokon SET ne-dakrosiBnsieTcsiompacaegvim cmanoapmom
B 00J1aCTU TJIACTUKOBBIX KapT.

Byayun npu3HaHHBIM BeIyIIMMUA MEKIYHAPOIHBIMU TUIATEXXHBIMU CHUCTE-
Mamu (VISA, MasterCard, Europay, AmEx, Diners Club) B KayecTBe cTaH-
nmapta DK, SET ne-akTo SIBIISICTCSI OTpaciieBBIM CTAHIAPTOM.

Takum o6pazom, nporokosn SET sBisiercst Ha ceroaHsIIHUI 1eHb €UH-
CTBEHHbIM OTKPBITHIM U YCTOMYMBBIM MPOTOKOJI0oM DK.

PacwupeHusa ctaHpapta SET

Bepcust 10 crangapra SET Obuta npunsita B 1997 1. C Tex mop mpoTOKO
TTOJTY4YIJT TaJTbHEIIee pa3BUTHE B BUIE psia pacIUpeHUH (CETOMHS UX Ha-
cuuThIBaeTCA 8).

Haubonee CYHIECTBEHHBIMU PACIIUPEHUAMM ABJIAIOTCA:

* Common Chip Extension (1cmojib30BaHNE MUKPOITPOLIECCOPHBIX KapT,
VAOBJIETBOPSIIOIIMX cTaHAapTy EMV, mias mpoBeneHusl 3eKTPOHHBIX
ITOKYTTOK Ha 0a3e rmpoTtokona SET);

+  CVV2/CVC2 Extension (mepemava JaHHBIX, MCITOJIb3YEMBIX JJISI BEpU-
(ukanmu xapr, B coobmieHusix Purchase Request nmporokona SET);

» Track 2 Data Extension (repegaya HEKOTOPBIX NAHHBIX 2-i JOPOXKKU
MarHUTHOM TIOJIOCHI SMUTEHTY);
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* On-line PIN Extension (Bo3moxxHOCTb niepenaunt PIN-xoma ot Biagesib-
1a KapTel K 0aHKY-3MUTEHTY B coobmennn Purchase Request mpoToko-
na SET).

KopoTko ocTaHOBUMCS Ha KaXKIOM M3 MIEPEUYUCICHHBIX PACILIMPEHUIA.

Ommcanne Common Chip Extension v.l mosiBuiock 29 centsiopss 1999 r.
Y HOCUT PEBOJIIOLIMOHHEIN XapakTep 11t DK (Io 3Toro cyiecTBoBajio He-
CKOJIBKO TIOIBITOK CO30aHMUsI CTaHaapTa, ITO3BOJISIOIIEIO COBMECTUTD MUK~
porpoueccopHble KapThl ¢ DK). Llemb 3TOr0 pacimmpeHus — IMo3BOJUTh
ocymectsATh SET-Tpanzakiim ¢ ncnonb3oBanieM EMV-kapr. Ipenmo-
JIaraeTcsl, YTO K KOMIBIOTEPY TOKYIATENsI MOAKTIOUEHO CIelUaIbHOE YCT-
POICTBO — KapT-puaep, IpeaHa3HaYeHHOE ISl CYUThIBAHMS MH(MOpMaLUN
C MUKPOIIPOLIECCOPHOM KapTHI.

CyTb paciIMpeHus1 COCTOUT B ciiedytoieM. [IpunoxkeHue KiveHTa Ha ero
TIEPCOHAIBHOM KOMIIbloTepe (OHO HA3bIBAETCS AIEKTPOHHBIM KOIICIBKOM,
WU no-aHmMiicku wallet) amynupyeT ¢pyHkuuto POS-tepMuHana B 00bId-
HBIX TPaH3aKIHSX ITOKYITKH IT0 MUKPOITPOLIECCOPHBIM KapTaMm. OHO MHULIN-
upyer EMV-TpaH3akimio, Hampapisisa Kapte KomMaHay Select, B KOoTopoit
MIPEACTABIISIET KapTe B Ka4eCTBE MOMIEPKUBAEMOTO MPUIIOXKEHUS TTPUIIO-
>XeHUe, Haxosieecs: Ha Kapre. Jlanee npuioxkeHue KIMeHTa repeaaeT KapTe
komaHay Get Processing Options, momy4ast B OTBET OT KapThl Application
Interface Profile (ykazaHus mpuioXeHU10, Kakue MPOBEpKU MoAAepK1Ba-
10Tcs Kaptoit) u Application File Locator (ykazaHusi IpUJIOXEHUIO ajipe-
COB 3aIuceld, HEOOXOIMMBIX €My IIJISl TTPOLIECCUHTA TPAH3aKIIMU).

ITocne sToro, kak B 00biyHOM EMV-clieHapuu, pHIOKEHUE KIMEHTA Ha
ocHoBaHuM AaHHBIX Application File Locator ¢ momorpio komaHasl Read
Record cuutbiBaeT Hy:kHbIe JaHHBIE U TeHepupyeT KoMaHay Generate AC,
TpeOys OT KapThI IMPOBECTH TPaH3aKLIMIO B pexkuMe on-line. Kapra reHepn-
pyer kpurrrorpammy ARQC (Application Request Cryptogram), MCITONb-
3ya caydaitHoe ynciao Unpredictable Number, mepeganHoe eif B KauecTBe
napamerpa KomaHael Generate AC, a Takke Apyryro MHdopmalmio, cBsi-
3aHHYIO C TpaH3aKIMel (CyMMa TpaH3aKIMU, TUTT TPaH3aKIIWU, 1aTa TpaH-
3aKIIMU), TEPMUHAIOM (B HallleM cily4yae MPUIOKEHUEM TMOKYIaTeass —
KOJl CTpaHbl, pe3yabTaThl MpoBepku TepmuHana (Terminal Verification
Result)) u kapToii (cueTymK TpaH3aKIMU, Pe3yIbTaThl MPOBEPKU Kap-
Tl (Card Verification Result), Application Interface Profile u 1. m.).
Kpunrorpamma ARQC npencrapisieT coboit nmepeuyrcaeHHbIe Bbille TaH-
Hble BMECTE C MOAMMCHIO 3TUX JAHHBIX, CEJAHHON C TIOMOIIBIO aJITOPUTMA
Triple DES, u cuMMeTpUYHBIM KJIIOYOM, U3BECTHBIM TOJIBKO KapTe U €¢
SMUTEHTY.
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ARQC momeriaercs B pasaen Pl u gamee mmdpyroTcss B COOTBETCTBUM CO
cta”ngaptoMm SET. OTu naHHbIe nepeqaoTcst 0aHKy-3MUTEHTY TSI ayTeHTHU-
¢ukammm KapTel. bBaHK-3MUTEHT B COOTBETCTBIM cO cTaHAapToM EMYV 1po-
BepsieT ARQC u mogrorasnusaeT B oTBeT coodiieHue ARPC (Application
Response Cryptogram), comepkaiiiee KO aBTOpU3allX 1 TIOANICH OaHKa-
SMUTEHTA.

TakuMm obpazom, npuMeHeHrne EMV-kapTsl MO3BOJISIET 00eCIEYUTh B OTle-
paumsix DK B3avMHy0 ayTeHTM(hUKALIMIO KapThl M OaHKa-aMuTeHTa. [1pu
9TOM MPUJIOKEHUE KJTMeHTa cepTUdurKaT KapThl He rpoBepsieT. C TOUKu 3pe-
HMs1 6e3onacHocTH onepanuy DK ¢ ncrons3oBanneM EMV-kaptel ipupaB-
HuBatoTcs K SET-TpaH3akumsM ¢ cepTudrKaTaMu.

On-line PIN Extension comep:XnT IBa pacIIMpeHMST: pacIIMpeHune ISl CITy-
yasi, korna PIN-kon BBomutcst mokymatesnieMm dyepe3 Security Device (PIN-
Pad), u pacumpenue, korna PIN-kox BBomutcs ¢ kimaBuarypsl PC.

P ACIIMPCHUA OIIPCACIIAIOT:

* cIrocoObl uaeHTU(UKaKu TpaH3akuuii DK, comepxammx PIN-kon,
a Takke crocod mneHTndukanmu Internet Payment Gateway, KoTo-
phIii criocoOeH TpaHcaUpoBaTh nMoaydeHHbI PIN-Koxa B miatexHyio
CETh;

» cmocob nepenaur PIN-kona B nanHbIX PI coobieHust PReq;

*  CIoco0 mepeaayr HeKOTOphIX AomogHUTeabHBIX Discretionary Data,
KOTOPbIE MOTYT UCIIOJIb30BAThCSl SMUTEHTOM Mpu BblunciaeHun PIN-
Kofa.

Pacmmpenne On-line PIN Extension omnpeznesnsier TpeOoBaHUS K MPOLIETY-
pe pacmmgposbBanusg PIN-block B Hardware Security Module.

Pacumpenne CVV2/CVC2 Extension orpeneisieT BO3MOXHOCTb Iiepena-
yu 3HauyeHuit CVC2 (Europay/MasterCard), CVV2 (VISA), FDBC (Four
Digit Batch Code — American Express), ncroib3yeMbIx JUIsT Bepr(pUKaLIIT
KapT. JIoNoHUTebHBIE JaHHBIE TIepeIaloTCs B CHIELMATbHO MpeTHaA3HAYEH-
HOM 151 31oro Tojie pasnena PI coobmennst PReq mporokona SET.

Pacumpenue Track 2 Data Extension nmo3sossier Ob nepenasaTh 6GaHKY-
SMMTEHTY TPH IIOJII CO BTOPOI TOPOXKM MarHUTHOM 1ojockl: Country Code,
Service-Code u Discretionary-Data (comepxxumoe naHHbIx Discretionary-Data mosn-
HOCTBIO OIPEIEISIeTCS SMUTEHTOM), UTO SIBJISIETCSI OYeHb BaXXHBIM (pakTo-
POM, TIOCKOJIbKY HEKOTOpBIE CETU U 0AHKU UCTOJB3YIOT 3Ty UH(OpMaIUio
IJIT MapIIpyTU3allMy TpaH3aKLMi, a Takke WX aBTopu3auuu. JlaHHbBIe
Discretionary-Data nmepenarotcsi B CrielIMaJIbHO TIpeaIHa3HAYeHHOM JIJISl 3TOrO
none pasnena PI coobmenust Purchase Request mpotokona SET.
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Hpyrue pactmmpenust npotokoia SET yxe He HOCIT CTOJIb OOIIEro XapakK-
Tepa (HarmpuMep, OMHO U3 paCUIMPEHUI CBSI3aHO C UCTIOIb30BAHUEM MPO-
TOKOJIa B HEKOTOPBIX SIMOHCKMX Mara3uHax, Apyroe — rospossier TIT uc-
nob3oBaTh SET wist padotsl ¢ Ob, HE3aBUCUMO OT TOTO, B KAKOM BHIE ObLT
MOJTOTOBJIEH 3aITpOC Ha MOKYIKY KJIMEHTOM U T. I1.).

CpaBHeHue npotokonoB SSL u SET

B Ta6mn. 4.5 npuBeneHs! pe3ybTaThl cpaBHeHMs NpoToKoioB SET u SSL no
OTHOITIEHUIO K HanboJIee BEPOSITHBIM TUTIaM MoIlleHHMJIecTBa B DK, mepe-
YKCJICHHBIM paHee.

Tabnuua 4.5. Pe3ynbTaThl cpaBHeHUs NpoTokosios SET n SSL

Tun MolleHHW4ecTBa SET SSL
peluaeTt npoGnemy? pewaeT npoGnemy?

MolueHHHYECKHE TpaH3aKUMK

0 «NpPaBu/bHbIM: KapTam [la Her
3noynoTpebneHna MarasuHos [Oa Hert

DUKTHBHLIE. MarasmHb! Her Hert

DUHTHBHLIE GaHKK Aa Het
HomnpomeTauWa faHHbix [a fa

Kaxk BumHo 13 Ta6i1. 4.5, mpoTokos SSL pelaeT ToJIBKO Mpo0iIeMy 3allliuTh
JAHHBIX O PEKBU3UTAX KapThl.

BaxxHbIM KpUTepreM CpaBHEHUS IPOTOKOJIOB SIBJISIETCS] BBIYMCIUTEIbHAS
MOIITHOCTh (IIPOM3BOAUTEIFHOCTh) KOMITBIOTEPOB M CEPBEPOB BJIaleblia
kapthl, TIT 1 1umo3a o6cy:KMBaroIero 6aHka (armapaTHO-IIPOrPAMMHOTO
KOMITIeKCca, KOHBEPTUpYIOIIero coobiieHrst DK B cTaHmapTHBIE COOOIIEHMS
TUTATEXXHOW CUCTEMBI ), HeOOX0aUMas 7151 peain3aliiy TOTO WJIX MTHOTO MPOo-
ToKoja. Jlemo B ToM, uro npotuBHUKM SET ¢ camoro Hayana TOBOPWIM O
TOM, YTO ITIPOTOKOJ B CHJTY CBOEH IT€perpy>keHHOCTH MPUMEHEHUEM KpPHUII-
TOrpachUYeCKUX aITOPUTMOB 00J1aaeT TUIOXMMU OTIepallMOHHBIMU ITOKa3a-
TeJIIMU. DTO, B CBOIO 04epeib, 03HavaeT, 4yTo 11sl BHeApeHus SET tpebyror-
cs1 6osiee «MoIHbIe» cepBepbl TI1 1 1UTI03a 0OCTY>KMBAIOILErO 0aHKa.

PaccMoTpuM, KakuM 006pa3oM UCTTONb3YIOTCS KpUTTorpahudeckue onepa-
LIMM Ha KoMIbloTepe nokynatens. Cpasy ciejiaeM OroBOpPKY, UTO paccMaT-
PUBAIOTCS TOJILKO OTEpalid aCUMMETPUYHOTO IM(GPOBAHMS, TTOCKOJIbKY
orepanuy CUMMETPUYHOTO IMMPOBAHUSI Ha ABa-TPHU TOPSAKaA OBICTpee
ACUMMETPUYHBIX aJITOPUTMOB.
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ﬂ,a_nee TIEPEUYMCIICHBI OI€palivi, BBITTOJHACMBIC HA KOMITbIOTEPE ITOKYIIATE-

|
1.

10.

11.

12.

¥ UCTIOJb3yIomme anroput™M RSA:

IIpoBepka mommHHOCTH cepThdmKara Kmoda Key-Exchange Key mma-
TexHoro 1rmo3a. Ceprudukar Biaaaesnel] Kaptol noiaydaer oT TII B co-
obmennu PinitR.es.

IIpoBepka momnuHHOCTU cepTudukara Kmoda Certificate Signature
Key PCA mnatexxHoro nnmosa. CepTudukar Biaagesel] KapThl IToIyJaeT
ot TII B coobmiennu PinitRes.

IIposepka nmommmHHOCTH cepTrduKara Kmoda Certificate Signature
Key GCA, noanucasiiero ceptugukar kmoda Certificate Signature
Key PCA mnarexsoro numno3a. CepTudukar Biaaesel] KapThl MoTydaeT
ot TII B coobmennu PinitRes.

ITpoBepka mommmHHOCTH cepTUdmKaTa Kmoda Message Signing Key
TII. Ceptudukar Bmagenelr Kaptel Toiydaet ot TII B coobmennmn
PinitRes.

IIpoBepka momnmuHHOCTU ceptuduKara kmoda Certificate Signature
Key MCA. Cepmudukar ramenen Kaptel momydaet ot TI1 B coobe-
HuM PinitRes.

ITpoBepka mommHHOCTU cepTtudukaTa kmoua Certificate Signature
Key GCA, nmomnucabiiero ceprudukar kmoda Certificate Signature
Key MCA. Ceprudukar Braaener] kapTbl nomydaer or TII B cooOriie-
HuM PinitRes.

ITposepka uudpponoit noanucu TII. ITognuck TII Bragenew KapTbl Mo-
nydaer ot TII B coobmiennu PinitRes.

IIposepka 1mdpopoii monmucu BCI, momydeHHOI BaameiblieM KapThl
ot TII B cooOmienuu PinitRes.

Coznanue nogmucu (dual message signature) BiaagenabiieM KapTel. Tlom-
MIACh BCTABJISICTCS B coodIeHre Preq, HarpapisieMoe BaJe/bleM Kap-
b1 TII.

HIndppoBanre HEKOTOPHIX TaHHBIX OTKPHITEIM KmodoM Key-Exchange
Key mnarexxHoro 1nmo3a. 3aimdpoBaHHbIE JaHHBIE BCTABJISIOTCS B CO-
obieHre Preq, Hampasisiemoe BianeableM KapTol TI1.

IIposepka mndposoit mogmicu TI1, moxydeHHOM BIamenbpleM KapThl OT
TTI B cooO1ieHuun PRes.

IIpoBepka mudporoii moamucu BCI, monxydyeHHOM BagesblieM KapThbl
ot TII B coobmiennu PRes.

W3 nepeynciieHHbIX 30eCh Orepaluii BOCEMb SIBJISIIOTCS 00sI3aTeIbHBIMU
(nomepa 1,2,4,5,7,9,10,11), a ocTanbHbIe OMUIMOHHBIMUA. Hampumep, one-
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paru 3 ¥ 6 UCTIIOJIB3YIOTCS B TOM ClTydae, Korma cooTBeTcTBeHHO PCA 1
MCA monyyaror ceptucdukaTsl cBoux Kimoueir or Geopolitical Level CA.
Kpome Toro, ripoBepka romrceit BCI Tpedyercst ToIbKO B TOM CJTydae, KOr-
na criucok Beex CRL maHHOIM T11aTeXkKHOM CUCTEMbI M3MEHUIICS 10 OTHOIIIE-
HHUIO K CITMCKY, XpaHsIIeMycsl Ha KOMITbIOTepe MOKYyIIaTeJIsl.

Hamee otMeTM, 4To M3 12 TIepednCICHHBIX OIepalldii TOJIBKO orepanys 9
AMeeT IeJI0 ¢ IdpoBaHeM 3aKPBITHIM KIIo4oM. Bce ocTajbHBIe orepa-
LMY TIPENICTABIISIIOT cO00M MM poBaHNE OTKPHITHIM KTtouoM. Kak Mbl oT-
Medaji B TaBe «BBermeHue B KpunTorpaduio», orepalii Ha OTKPHITOM
KITIOUE CYIIECTBEHHO (Ha MOPSIIOK) OBbICTpee OoIepai Ha 3aKPBITOM KITIO-
qe. Hammpumep, THITMIHOE BpeMsI BBITOTHEHUSI OTIepalvii @ poBaHUS
¢ nomo1sio RSA Ha 3akpbiToM Kimtode ¢ MomysieM 1024 6urta Ha «psiIOBOM»
KOMIIBIOTEPE C TaKTOBOM YacTotoi mpoueccopa 200 MItx cocrasiser 0,04 ¢
(25 omepaumii B ceKyHIy). AHAJIOTMYHOE BpeMs B TeX K€ YCIOBUSIX UTS
onepauyy mrdpoBaHus Ha OTKphIToM Kirode paBHo 0,002 ¢, To ecTh B 20 pa3
MEHBIIIE.

Takum ob6pa3oM, BpeMsi, 3aTpaurBaeMoe MePCOHATBHBIM KOMITBIOTEPOM T10-
KyTateJisl Ha KpunrorpadudecKue onepaiyy py pean3alii TPoTOKoIa
SET, cocrasnsieT mpumepHo 1,51, rme t — Bpemst, HEOOXOIMMOE KOMIThIOTE-
Py Ha BBITTOJTHEHYE MMMPOBAHMST Ha 3aKPHITOM KITFOYe.

ITpu vcrionb30BaHUY MOKYyTIaTe eM MpoTokoia SSL, Kak 3To ClieayeT U3 ero
OMKUCaHUsl, aCUMMETPUYHOE MG POBAHUE MCMOJIb3YeTCs ISl MPOBEP-
KM cepTudUKaTa cepBepa (Kak IpaBUiIo, cepTh(UKaT cepBepa MmojydeH oT
OJTHOTO U3 KOPHEBBIX LICHTPOB cepTUDUKALIMK), a TAKXKeE 151 ITUMPOBAHUS
JAHHBIX Ha OTKPHITOM Kito4e cepBepa. Takum o0pa3oM, aCUMMETPUYHOE
mMdpoBaHKe Ha 3aKPHITOM KJTl0Ye Ha KOMIbIOTEPEe MOKYIATeNsl He Ocyllie-
ctBiseTcst coBceM. OTciona ciiemyer, yTo BpeMsl, 3aTpaurBaeMoe KOMITbIO-
TepoM MOKYIaTessl Ha KpUunrorpaduyeckue orepalu npyu UCIob30BaHUN
SSL, Ha MOpPsITOK MeHbILIE AaHAJIOTUYHOW BEJIMYMHBI PU TTPUMEHEHUHN TTPO-
tokosna SET. OgHako ¢ yyeToM abCOJIIOTHOTO 3HAYEHUSI 3TOT0 BpeMEHU
MpaKTUIEeCKOM pa3HULIbI JJISI TTOKYIaTesisl OT Toro, ucnob3yercss SET unu
SSL nert!

AHaJIOTMYHBIN aHAJIM3 MOXHO TMpoBecTu s cepepa TI1 u miaTexxHoro
nuto3a. Takoi aHanu3 OblT BhiMojiHEH B pabote Gartner Group «SET
Comparative Performance Analysis». AHanM3 oCHOBaH Ha OoJiee TpyOoOit
MOJIEJTN TTO CPAaBHEHUIO C paCCMOTPEHHON 37ech. B wacTHOCTH, MOmenb He
YYUTBIBAET PAa3HUIY B BBIYMCIIUTEBHBIX 3aTpaTax Mexdy IdpoBaHUEM
Ha OTKPBITOM M 3aKpbITOM Kitouax. Kpome Toro, mpesmnonaraercs, 4to
B mpoTokosie SSL Ipy COBEepIIeHUH ITOKYITKWA MCIOTB3YIOTCST TOJIBKO aBTO-
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pHU3aLMOHHBIE 3anPochl. CunTaeTCs, YTO (PUHAHCOBBIE COOOILIEHUS, TPEOY-
IOIIIMEe BO3MEIIEHHUSI CPEICTB 3a BBITIOJTHEHHBII 3aKa3, MPU UCTIOIb30BaAHUM
SSL He MpUMEHSIIOTCS, XOTS HUKAKOM CBSI3HM MEXIy TEXHOJIOTUEN coBepIiie-
Hus TIoKyTku (Single Message Mode 1 Dual Message Mode) u mpumeHsie-
MbIM ITPY 3TOM TIPOTOKOJIOM He CYILIECTBYET. B To ske BpeMsI B 1LIeJIOM aHAINU3
JIaeT TpeicTaBIeHe O TOM, UYTO pa3HUIIa B CTOUMOCTH cepBepoB DK B 3aBuU-
CUMOCTH OT TOTO, KaKOi MPOTOKOJ MCIOJIb3yeTCsl, HAUMHAET BOZHUKATh
TOJBKO Tpu Oosbimx oobeMax DK (6osee 200 TpaH3aKLMiT B CEKyHIY Ha
cepsep). I1pu Harpyske, paBHoii 200-400 TpaH3aKI1IMi1 B CEKyHIy, pa3HUILIA
B CTOMMOCTH CepBepa COCTaBJIsieT Beero S5 %!

B 10 e Bpemst mpobiieMa obecrieueHust TPOU3BOAUTETLHOCTH CEPBEPOB MTPU
OOJIBILIMX HArpy3Kax sIBJIsIeTCSl aKTyaJlbHOM. B 3TOM HampaBieHuu 3Ha-
YUTENBHBIX yCIexoB noommch Kommanun Compaq Atalla m Rainbow
Technologies.

OcTaHOBUMCS Ha KpunTorpahuyeckux yCTpolcTBax MepBOil KOMIaHUU.
IMpomykTer Atalla UCTIONB3YIOTCSI B KPYITHEWIIIMX TTPOLIECCUHTOBBIX 1IEHT-
pax Mupa, obecrieurBas 3alluTy (puHAHCOBBIX TpaH3aklui. Kpunrorpa-
(pnyeckue Momynu BbITycKatoTcsl B AByX Bujax: PCI-kapTel 1 oTnebHOro
ycTpoiictBa. He3aBuCHMO OT BHEIIHETo BUa MOIY/IM 00SI3aTeIbHO YIOB-
JIETBOPSIIOT cTaHaapTy huzudeckoii 6ezoracHocty FIPS 140-1 Level 3. Mony-
JIV 3alMIIEeHbI CIIEIIMAIbHBIM KOPITYyCOM, B3JIOM KOTOPOI'o MPYBEIET K ca-
MOYHUYTOXEHUIO Beell maMsTh. BHYTpu Koprtyca pacriosioXeHbl TaTYUKU
yaapa, TeMIeparypbl U HarpsiKeHUs.

Cpenu pa3IMuHbBIX MOJENe KpUnTorpahuyeckux YCTPOCTB IS TIPUIIO-
KEeHUi, cBsI3aHHBIX ¢ MHTepHeTOM, Haubosee pacrpocTpaHeHbl AXI.200
n PayMaster. PCl-kapra Atalla AXL200 npencrasisieT co00il MaTeMaTH-
YEeCKUI YCKOPUTENTh, COMEPKALINI 8 OTHENBHBIX MaTeMAaTHIECKUX COIPO-
LIECCOPOB U TO3BOJISTIOLINIA HA HECKOJIBKO TMOPSIIKOB MOBBICUTH ITPOU3BO-
auTeslbHOCTE Web-cepBepa, ucnosbaytoiero SSL. T1pon3BoauTe1bHOCTD
KapThl cocTapisieT 240 SSL-nogxmodyeHnit B cekyHmy. Momyms AXIL.200 He
XPaHUT KJTIOYM W TIOTOMY HE SIBIISIETCS KPUIITOTpadUUeCKUM MOIYJIEM
(ne monmepxxusaet crangapt FIPS 140-1 Level 3).

YcrpoiictBo PayMaster obecrieunBaeT yCKOPEHUE U JOTIOJHUTEIBHYIO 3a-
IIUTY peleHni, ucrosbaytomyx mporokon SET. YcerpolicTBo BhImyckaeT-
cs B Buze ubo PCI-kapThl, 1100 OTAECIBHOIO MOAYJIS, TTOAKIIOUEHHOIO
K KoMmribtoTepy yepe3 Ethernet. Momynb paboTaeT B onepallMOHHBIX Cpeaax
Windows NT, Windows 2000, Compaq True64 Unix, Sun Solaris. Ycrpoii-
CTBO TTO3BOJISIET OCYIIECTBIATE 43 oneparuy mmdpoBaHnst RSA ¢ kimodom
1024 6uTa B ceKyHuy.
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MNepexopHbie moapenu ot SSL k SET.
KoHuenuua Server Based Wallet
JIJ1st TIIaTeKHBIX CUCTEM pa3paboTaHa MOAEIb TNIABHOTO TTOCTEIIEHHOTO T1e-

pexona oT Haubosiee MOoITyJISIpHOro ceroaHs rmporokona DK — SSL k craH-
nmapry SET.

Moaenb SSL End-to-End Payment

JaHHast MOJEJIb COOTBETCTBYET HauboJIee MACCOBOIM Ha CETOMHSIIIHMIA IeHb
TEXHOJIOTUY ITPOBEIeHMS TpaH3aKuii DK, o0CHOBaHHOI Ha MCTTOJIb30BAHUM
npotokona SSL (puc. 4.2).

“BnapeneL Kﬂpfb.l. \ : ToprosBoe npeanpuATHe
| W v \ SsL == @
{ ?‘?ég | > | =l § e
| | I = .@. \
\ / I =
'\.. | = s
. 7 Web-Gpay3ep 4 | Web-cepsep 3
| 8SL
- _____§
| Payment
Gateway {
| N— ____‘ — —
|
_______ _, N .
IMUTEHT Ir\_‘: = MnarexsHas ceéTb 2= -‘J| Oﬁcnyxﬂealou.l.ufi BaHk

Puc. 4.2. Mogenb SSL End-to-End Payment

B ocHoBe naHHOI MogieN Jiexar cieaytolue MPUHILIUIbI:

» Blaumogericteue TII u nmokynarenst B mponiecce DK ocyiectnisiercst
C TIOMOIIIBIO TIpoToKoJa SSL;

» B3aumoneiictBue TII u OB Takke MPOMCXOIUT ¢ MOMOIIIBIO MPOTOKOJIA
SSL.

HCILOCTEITKI/I ﬂaHHOﬁ MOICIN C TOYKHU 3pCHUA 0e30I1aCHOCTH TpaH3aKIIUH

BK nonpobHo 0bcyKIanuch IIpy orucaHuu rpoTokona SSL. Monenb pac-

CMaTpuBaeTCsl B KAYeCTBE OTIPABHOU TOUKM Mpolecca Myurpaimu ot SSL

K SET.
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Moaenb MOSET (SET 2KP)
JlaHHast MoieNb MPENCTABIISIET COOOM MPOMEXYTOUHBIN 3Tar pa3BuTus DK
ot SSL x SET (puc. 4.3).

MOSET (Merchant Originated SET)

————

A S
/ Bnageney uaptu\ ‘ Toprosoe NpeanpUATHE
SSL | == =]
*‘ﬂ =2 B H
- ‘ = | |
Internet _'| = |
Web ﬁpa'y:iap, = L Web -Cepaep
: — )
' [niernel.::} MOSET -t
SET Payment
Gateway PGW
i
| Smurent ka: o I'lnare:maaom- i3 = Obcnyxuaaiouil Ganx ‘

Puc. 4.3. Mopenb MOSET

B ee ocHoOBe j1exxaTt cieayiolme MPUHIIUIIbL:

+ Bsammoneiictere TI1 1 mokymarens B mpoiecce DK mo-mpexkHeMy ocy-
IIECTBIISAETCS C TIOMOIITBIO TTpoToKOMa SSL;

» B3aumoneiicteue TIT u Ob npoucxonut ¢ nmomouisio potokosia SET.
ITpu atom TT1 u OB, npencraBieHHbIN B cricTeMe DK M1aTeXXHbIM IIITIO-
30M, B cOOTBeTCTBUU ¢ npoTtokoiioM SET, umetot irdposble cepTudu-
KaTbl KIIIOYEN.

Taxkwum obpaszom, B coorBeTcTBIHU ¢ Moaenbio MOSET TII nipenaer ruratesx-
HOMY IIUTIO3y coobiieHust B (popmate npotokona SET (oTcioma Ha3BaHue
moaemu Merchant Originated SET wiu 2 Certificate Keepers Model).

OueBunHo, BHeIpsATh Moaes b MOSET mnpoiue, yem «monHseiii» SET, mo-
CKOJIbKY He TpeOyeTcsl pelliaTh TOCTaTOYHO CJIOXKHYIO 3a7ady pacrpeaesie-
Hus1 KimeHTckoro 1O u ynaneHHo cepTuduKaiuy KIMEHTOB (ISl Ipo-
JIABLIOB 3Ta 3a/1a4a He SIBJISIETCSI CTOJIb TPYAHOU M3-3a TOTO, YTO KOJIMYECTBO
WX KJIMEHTOB CYILIECTBEHHO MEHBIIIE).
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PaccMaTprBaeMast Mozelib IMeeT Te 3Ke HeoCTaTKK, uTo 1 Moaenb SSL End-
to-End Payments. B gacTHOCTH, TIpM €€ MCITOIB30BAaHNM TTO-TTPEKHEMY HE
rapaHTHpoBaH Bo3Bpat cpeacTB TI1 3a mpoBeIeHHYIO B HEM OIepaliio 3JIeK-
TPOHHOM MOKYTIKMU.

Mopgens Full SET Payment (vnn 3KP)

JlarHast MomeNb IIpeicTaBIsIeT co00i KOHEeUHbIH 3Tan pa3suthus DK or SSL
Kk SET (puc. 4.4).

Full Set (3KP SET)

Bra,qeneu, xapm\

'. SET 3KP ‘ =
N

ll P@ % e
( Intemet ) e
—————e——y .
c —n
4 ¢ ]ntemet ) | SET 3KP
. N
SET Payment |
Gateway l Paw
A
|
ﬁ A 4 '
_ DMuTeHT Gk D = O6en i GaHk |
25 3 N O s OV St

Puc. 4.4. Mogenb Full SET Payment

B ee ocHoBe niexxat CJIEAYIOIINEC ITPUHIIUIIBI:

» B3aumogericteue TII u mokynatens B npoiuecce DK ocyiecTBisieTcs
¢ oMok Tiporokona SET;

« Biaumoneticteue TI1 u Ob mpoucxomut ¢ momorbio mpotokona SET.
ITpu atom Bece cyobekThl DK — mokymnarens, TIT u Ob (IPG) umeror
mppoBbIie cepTU(dUKaTh Kmodeil (0TCroma aabTepHaTUBHOE Ha3BaHUE
Monenu 3KP — Certificate Keepers Model).

Monens 3KP obnagaet BcemMu NepeurciIeHHBIMU paHee TTperMyIliecTBaMu

npotokosa SET. B yacTHOCTH, B 3TOM Cilydae TOPrOBOMY TPEANIPUSTUIO
rapaHTUPYeTCsl BO3BPAT CPEICTB 32 OKa3aHHYIO UM yciyry DK.
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OnHa u3 npobaeM BHeapeHus npotokona SET 3akiiouyaercst B CI0XKHOCTA
3a7a4M pacnpeneneHus kireHtckoro I10 u opranuzanumy ynaaeHHoO! cep-
TU(hUKALIMA KJIMEHTOB.

J171s1 pellieHrst 3TUX 3a1a4 MEeXXIyHAPOIHEIE TIATeXKHbIE CUCTEMbI PEKOMEH-
JyIOT GaHKaM-3MUTEHTAM KCIIOJIb30BaTh B KA4eCTBE PeLIEHMS I DJIeK-
TpoHHOTrO OyMaxkHuKa (Wallet) BMecTo ctaHmaptHoit Monenu PC Based Wallet
(Mogelb Ioapa3yMeBaeT YCTaHOBKY crieliman3upoBaHHoro I1O Ha paGo-
yeM MecTe KiMeHTa) Mozaeib Server Based Wallet.

B cootBercTBUM ¢ 3TOM Momenbio ¢pyHKumMK SET or nmiia KimieHTa mon-
JIep>KUBAIOTCSI Ha OTHEJIBLHOM cepBepe ero oaHka-smuteHTa (Server Based
Wallet). 3ammiiieHHas1 CBSI3b MEXITYy OAHKOM-OMUTEHTOM Y KJIIMEHTOM OCY-
LIECTBIISIETCS. C TTOMOIIBI0 TIPoToKoIa SSL (11 HamexXXHOM MaeHTU(pMKA-
IV KITMEHTAa MOXKET MCTIONB30BaThLCS JTIOOOM AITOPUTM, BRIOPAHHBII OaHKOM-
SMUTEHTOM, HarpuMep uaeHTudukanys kimenTa mo User ID+Password).
IIpu stom ximeHT gookeH uMmerb I1O Thin Wallet, ocHOBHbIE (DyHKLIMU
KOTOPOTO 3aK/IIOYAIOTCSI B peaii3allii B3aMMHOI ayTeHTU(UKALIMN KITH-
€HTa U ero OaHKa-3MUTEHTA, a TAKKe B «Ilepeanpecallii» Ha cepBep SMU-
TEHTa TaK Ha3bIBaeMbIX cooOIIeHM wake-up message or TI1. Monens Server
Based Wallet mokazaHa Ha puc. 4.5.

Toprosoe npegnpustue ——f | ) Bnageney kapTbl

1
4—
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Puc. 4.5. Mopenb Server Based Wallet

TTomxon Server Based Wallet mMeer psin BaXKHBIX TTPEUMYIIECTB:

+ oOneryaer moctaBky 110 Wallet kimmeHTraM uepe3 MHTepHeT; pa3mep Oy-
MaXXHUKa ceromHsi cocraBisier 2,8-4,5 Mo6aiir. DTo NpHUBOIUT K TOMY,
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yto BpeMs 3arpy3ku [10 noBoiibHO BeTnko — 20 MUHYT 1 GoJiee; B TO 3Ke
BpeMst [1O Thin Wallet umeet oobeM 10 70 Ko6aiiT co BpeMeHeM 3arpy3-
k1 20 CeKyHIT;

+ o0JsieryaeT MHCTALISILMIO U ucnonb3oBaHue [10 OymaxkHMKa (13-3a CJI0XK-
Hocti T1O PC Based Wallet 110 oImbITY CiTy:k0 TTOmaepsKK1 Ha OTHY WH-
CTAUTSILIMIO TIPUXOIUTCST OT 2 10 5 3BOHKOB KJIMEHTA);

* TIOBBIIIAET 0E30MAaCHOCTh XpAaHEHMST KITIOYEeBOM MHMOpPMALUKM KIIMEHTa,
IOCKOJIBKY pelreHne Server Based Solution micmosb3yeT mist XpaHeHUS
3aKPBITHIX TAHHBIX crieluanu3upoBaHHble Tamper-Resistant Hardware
Security Module;

* yhpoluaeT 3agayy MojaepHuzanuu 1O anekTpoHHOro OyMaxkHMKa (3a-
MEHY TEKyIIIEi BepCU HOBOM);

*  CIIOCOOCTBYET PEIICHUIO 3aJaull COBMECTUMOCTH KOMITOHEHTOB IPOTO-
kona SET;

* yaydlIaeT OoIepalMoOHHbIC TToKa3aTear o0paboTKu TpaH3akuuu DK

*  MO3BOJISIET KJIMEHTY MCIIOJIb30BaTh Pa3jMYHbIE CPENCTBa JOCTyMa
K HutepHeTy (B yacTHOCTH, MOOMIBHBEIE TeledoHbl, Set-Top-Box,
PDAwuT. ).

Cerogns konuemnmust Server Based Wallet siBisieTcs OCHOBHOI TIpU T1O-
CTpPOEHUU TaTexHbIX cucteM DK. B yacTHOCTH, 3Ta KOHUEMLIMS JEXUT
B ocHOBe npotokona 3D SET (cM. ganee), IpU3HAHHOTO HA CETOMHSIIITHUIA
JIeHb OCHOBHOI1 (popmoli BHenpeHus ctangapra SET.

Huorna mexoy monenavu 2KP 1 3KP paccMarpuBaercst BapraHT MCITONb-
30BaHUs nokynaresneM npotokojia SET 6e3 ceptudukaToB. DTOT BapUaHT
0 cBoeit mpupoae oTHocHuTes K Kitaccy 2K P (B maHHOM citydae ¢ Touku 6e3-
OMAaCHOCTH COBEPIIIEHHO BCE PABHO, KAKOU MPOTOKOJT UCTIOb3YEeT KITUEHT —
SSL wmm SET).

Mopaenb SET+Common Chip Extension

Orta Mozesb npeanonaraet BHeapeHue pacipeHuss Common Chip Extension,
oIrcaHHoro paHee. JJaHHOe paclIdpeHKre 00ecIIeYrBacT TOT XK€ YPOBEHb
6e3omacHocti DK, yto 1 Full SET, HO moMmMO TOTO eCTeCTBEHHBIM CITOCO-
O0oM peraeT mpodieMy cepTU(PUKAIIMNA OTKPBITOTO KJII04Ya MOKYITaTeIs,
a TakKe CHIDKaeT TpeOOBaHUS K BBIYUCIUTEIBHBIM XapaKTepUCTUKAM YCT-
PpolicTBa, OAICPKUBAOIIIETO JICKTPOHHbIN OYMaXKHUK.

Konuenus Server Based Wallet, nonoiHeHHasi TpUMEHEHUEM CMapT-KapT
B KauecTBe CPEe/ICTBA TlaTexa MoKyrnareisi, SIBJIIeTcs 1o MPU3HAHUIO MEX-
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JYHapOIHBIX TUIATeXXHBIX CUCTEM HanOoJjiee MEepCreKTUBHON TEXHOMIOTHel
pasutus DK. CMapT-KapTa SIB/ISIeTCSl YHUBEPCATbHBIM 3alUIIIEHHBIM CPell-
CTBOM OILIaThl TOBapa U MOXET UCIIOIb30BaThCsI MPU MPOBENEHUY TPaH3aK-
1 DK yepe3 Bce U3BECTHBIC HA CETOHST KaHAIbI TeHepalluy TpaH3aKIuu,
pkmodasg PC, STB-ycrpoiictBa, GSM-TenehoHEHL.

BaxHbIM (akTOpOoM 1 pacipocTpaHeHUs UCIOIb30BAaHUSI CMapT-KapT
B DK sIBJIsIeTCSl HAJIMUME Ha PhIHKE ACIIEeBbIX KapT-PUICPOB (CUMTHIBATENEH
cmapT-Kapr). CerogHsl IieHa TAKOTo yCTpoicTBa coctasisier 6onee $20—30.
B pamkax MmexxmyHapomHoro nmpoekta FINREAD, nogmepsxnBaemoro 6aH-
KOBCKMMH CTPYKTYpaMH, peIlaceTcs 3a1a4a pa3paboTK OTHOCUTENIBHO Jie-
ILIEBOTO CYMTHIBATEJISI CMAPT-KapT, CTOMMOCTb KOTOPOTO He JOJIKHA MPEBbI-
mare $10-15.

pyroit BaXHbI BOMPOC — CTaHAApTU3alMsl MHTepdelica MexXIy cMapT-
KapTol U TPWIOXKEHUEM KOMIIbIOTEpa, MCIOJb3YIOIIMM CMapT-KapTy.
B 1997 r. mexmyHapoaHoii rpymnmoii komnanuit (Bull CP8, Gemplus,
Hewlett Packard, IBM, Microsoft, Schlumberger, Siemens Nixdorf, Sun
Microsystems, Toshiba 1 VeriFone) Obum pa3paboTtanbl crielrpUKALIMI
PC/SC (Personal Computer/Smart Card). CrrietmbuKanmy orpeaessior
cpey IJIs1 MCIIOJIb30BaHUSI CMapT-KapT B MEPCOHAIBHBIX KOMITbIOTEpPax 00-
1mero Ha3HayeHus1. OHU M1aTHOPMOHE3aBUCUMBI U MOTYT PeaTu30BbIBATh-
cs Ha TakMXx raTdopmax, kak Unix, Windows, Mac/OS u T. m.

Mopenb SSET

Mogaens SSET Oyner omucaHa gajiee U B CUTY U3JIOXKEHHbBIX B TOM 3Ke Tapa-
rpacde IPUYMH SIBJISIETCs] HanboJlee MHTEPECHOM MOJIEIIBIO TIepeXxona K Ipo-
tokony SET.

TexHonornyeckne KOMMOHEHTbI
3JIEKTPOHHOW KOMMepLUn
M npepnaraemMbie Ha pbIHKe peLueHus

Cpazy mocie mnosiBieHus crienudukanuii mpotokonaa SET MHorue paspa-
OOTYMKYM MPUCTYIUIN K CO3IAHUIO PEUTM3YIOLIETO €ro MPOrpaMMHOro odec-
neyeHust. CeromHsi Ha pbIHKE MTPUCYTCTBYET 0KOJI0 S0 MporpaMMHBIX TTPO-
nykToB, peanusytommx SET ot 6osee yem 20 mpousBonutesieit. Cpenu
JIMAEPOB B 3TOM HallpaBJIeHUU clieayeT Ha3BaTh KommnaHuu Globeset (B KOH-
e 2000 r. komriaHus Obl1a mpuoodpereHa Trintech), IBM, Hewlett-Packard/
VeriFone, Trintech u Brokat.
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Bce m3BecTHBIE cerofHst MporpaMMHbIe TPOAYKThl DK coCTosT U3 YeThipex
KOMIIOHEHTOB: ITPOrPaMMHOT0 00eCTIeUeHUsI ITOKYIATENIS] — 3JIEKTPOHHOTIO Oy-
maxHuka (Wallet), TII (POS), mmarexsoro numosa (Payment Gateway)
u neHrpa ceprudukanuu (Certificate Authority).

OcCHOBHBIE (bYHIG_II/II/I NEPEUYNCIICHHBIX KOMIIOHCHTOB COCTOAT B CJICAYIOLIICM:

* IeHTp cepTrdUKaLY ITPOU3BOAUT PETUCTPALIMIO U CEPTU(GUKALINIO OT-
KpbIThIX Kmtoueil TTI, BiagenblieB KapThl U TUIATEXXHbBIX 11LUTI030B. [Tpo-
LIEMyphl YOaJeHHOW CepTH(UKALIMU BCEX YYaCTHUKOB TpaH3akiuu DK
orpeaenieHsl B ipotokone SET.

*  DNEeKTPOHHbII OyMaKHUK TO3BOJISIET MOKYIMATEeNO BbIOpaTh MHTEPECY-
IOLLMIA ero ToBap, MPOU3BECTU €TI0 3aKa3 M OIUIATy, a TakXKe B JaJIbHEH-
1IeM MoJtydaTh MH(OPMALIMIO O CTaTyce BBITIOJIHEHUS CAEIaHHOTO 3aKa3a.
Kpome Toro, 351eKTpOHHbIN OyMaKHUK XpaHUT UH(POPMALIMIO O TpaH-
3aKLMSIX KJTMEeHTa.

CylIeCTBYIOT IB€ OCHOBHBIC PA3HOBUIHOCTH 3JIEKTPOHHOTO OyMakHUKa —
PC-based Wallet 1 Thin Wallet (k1MeHTCKasl 4yacTb B KOHLIENUWU Server
Based Wallet). Kak yxxe oTMeyanoch, KOHIIETIINS «TOHKOIO» OyMaskHUKa
CErofiHsl SIBJISIETCS TOMUHUPYIOLIEH.

HaubGonee pacnpoctpaHeHHbIMU T1aTopmaMu mis peanusaiuu [10
3JIEKTPOHHOTO OyMakHMKa Tokynaress sipistoTess Windows '95/98/2000,
Windows NT 4.0. B ta6n. 4.6 npuBeneHbl MUHUMAIbHBIE M PEKOMEH/Iye-
Mble napametpel PC mokynaressi, HeoOXonuMMble ISl BBITIOJTHEHMS 2J1€K-
TPOHHOM TTOKYIIKU.

Ta6nuua 4.6. MyuHMManbHbIe 1 PEKOMEHYEMbIE MAapamMeTpbl
KOMMblOTEPA nokynaTens

MUHWMANbHbIE napameTpbi Pemmeunyemué napameTpbl
* 486 PC Pentium

* 16 MB RAM * 32 MB RAM

* 540 MB Hard Disk * 1 GB Hard Disk

* 14,4 Kb/s Modem * 28,8 Kb/s Modem

* Colour Monitor * Colour Monitor

IIporpammHoe obecnieueHue TI1 obecrieurBaeT oriaTy TOBapOB MO KPEeauT-
HbIM KapTaM. C ogHoi#t ctopoHsl, 310 10 moanep:kuBaeT CBSI3b C 3JIEKTPOH-
HBbIM OYMasKHUKOM ITOKYIIATeIsl, a C APYroil — ¢ IIaTesKHbIM 11ITF030M. Hanbo-
JIee 4acTO KCIIOJIb3yeMble OIepallMOHHbIEC CUCTEMBI IJIs1 CepBepa IIpoiaBLla —
Windows NT, Unix, OS/2.
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AHaOrMYHBIe TIIaTHOPMBI UCTIONB3YIOTCS U JIJI peaTn3aliii TUIATeKHOTO
1rmo3a. OcHoBHasI (yHKIIUS 1LUTI03a COCTOUT B KoHBepTauuu SET-coo0iiie-
HUi B (hOopMaThl COOOIEHMIA ITPOTOKOJIA MEXX0CTOBOro oomeHa ISO 8583,
a TaKKe B MapIIpyTU3alldi COOOIIEHNI B IIPOLIECCUHIOBBIE CUCTEMBI TUIa-
TEXXHBIX CUCTEM U (DMHAHCOBBIX MHCTUTYTOB.

Hanee OymyT pacCMOTpPEHBI pelleHusT sl cucteMbl DK TaKMX U3BECTHBIX
koMmaHuii, kak IBM, GlobeSet, Hewlett-Packard u ACL

PewieHue komnaHuu ACI

Kommaams ACI npemaraet mist oprann3zaimn DK Mcmonp30BaTh MporpaMM-
Hoe pemeHue e-24 Commerce Solutions, sIBIIsTiolIeecs] OObeAMHEHUEM pe-
meHuit komnanuu Globeset (B yactu mpotokosnia SET) u ACI (8 yactu mpo-
ToKOmMa SSL).

Pemenue e-24 Commerce Solutions 0CHOBaHO Ha UCITOJIL30BAaHMU KJIACCH-
YecKoi apxuTeKTyphl crcteMbl DK. B coctaB cucTeMbl BXOMIST:

* e24-merchant link, mporpaMMHbBIIA KOMIIOHEHT, peanusytonmii SET-co-
BMECTUMBIi1 MHTepdeIic MEXTy IEKTPOHHBIM OyMaskHUKOM KiveHTta u TTT;
KOMITOHEHT UHUIIUUPYET IEKTPOHHBIN OYMaKHVK KJIMEHTa Ha MPOBeIe-
HuMe oruiatel 1o npotokony SET u obecrieurBaeT MpoBeeHUE OIUIaThI;

* e24-gateway, TIiporpaMMHasi KOMITOHEHTa, peatu3yiolasi MHTepdeiic Mex-
Ity TuiatexxHbiM cepBepoM (Payment Server) u Acquirer Host; naHHBI
KOMIIOHEHT ocyIecTBsieT KouBepTaumio SET-tpaH3akiumii B ¢hopMat
CTaHAapTHOTO MexXxocToBoro maTepdeiica ISO 8583;

* e24-wallet, mporpaMMHBII KOMITOHEHT, peau3yIolnii (hyHKIIMK Server
Based Wallet;

* e24-registration authority, IIporpaMMHEBIf KOMIIOHEHT, 00eCIIeYnBalo-
LM TeHepaluio U pacrpeesieHue cepTrduKaTtoB OTKphIThIX Kimouein TT1
1 KJIMEHTOB OaHKa-3MUTEHTA.

IlepeunciieHHBIE BBIIIE KOMIIOHEHTHI TOMOIHSIOTCS TAKXKE CIEMYIOIIAMA
MIPOrpaMMHBIMU MOYJISIMU:

* e24-portal, mporpaMMHBIIi KOMIIOHEHT, 00ECTIEUNBAIOIIVI Mapauieb-
HyI0 00pabOTKY TpaH3aKLMIA, TOCTYNAIOIIMX OT MHOrouncyieHHbIx T11,
a Takcke goctyrt TT1 x cepBepam cucteMbl DK ¢ momorbsio SSL browser-
based-uHTepdericoB I MoayYeH s pa3TuaHON nHhopMaluu (Harpu-
Mep, MH(GOpMaliy 00 UCTOPUU TpaH3aKIIWii JAHHOTO KJIMEHTA);

* ¢24-risk, IporpaMMHBII KOMITOHEHT, TTO3BOJISIONINI 0OHAPYKMBATh MO-
IeHHUYecKe TpaH3akunn DK; cucrema siBisiercs rules-based cucre-
MOl (perieHre O ToA03PUTEIHbHOCTH TPpaH3aKIIMKM Ha MOIIIEHHUYECTBO
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TIPMHUMAETCSI Ha OCHOBE TTPOBEPKU IMPEABAPUTEILHO OINpeAeIeHHOTO
Habopa KpUTepueB), UCTIONb3YET HECKOJIbKO KPUTEPUEB aHAIM3a TpaH-
3aKIUM Ha MollleHHn4YecTBO, BKmovyass Luhn Check parity-mpoBepky
(TrpoBepKa HEOOXOAMMOTO YCIOBUSI TIPABUJILHOCTY HOMEpPA KapThl), aJl-
roputM VISA Address Verification System, cooTBeTcTBHME HOMEpa Kap-
Thl IMEHU €€ BJIaJie/iblia, YaCTOTHBIN aHAJIM3 UCTIONb30BaHUSI KapThl, Yac-
TOTHBII aHaAIM3 UCNONIb30BaHUs OTAeNbHBIX BIN; KoMroHeHT e24-risk
obecreyrBaeT MOHUTOPUHT TPaH3aKIIU B peskUMe pealbHOro BpeMeHH,
a TakKe MpenocTaBysieT pa3inuyHble batch-oT4eThl 1o pe3yabTataM Mo-
HutoprHra; Ob UMeT BO3MOXKHOCTh KOHCTPYMPOBATh (hOpMY OTYETOB
10 CBOEMY YCMOTPEHUIO.
KommnoneHTsl e24-portal, e24-merchant, e24-risk MoryT ObITh peanu3oBa-
HbI Ha OTIEeJLHOM cepBepe, Ha3zbiBaeMoM Payment Server. [TporpammHblit
KOMITIOHEHT €24-gateway peajiu3yeTcss Ha IpyroM cepBepe, Ha3blBaeMOM
Payment Gateway. Hakonel1, kommoHeHT e24-certificate authority peanu-
3yeTcsl Ha TPETbeM cepBepe (Takke BO3MOXHO PaCIpeie/ieHHe OTAEIbHbIX
dyakumii Certificate Authority MeXIy cepBepaMM 37€KTPOHHOTO OymMaxK-
HUKa 1 1IUTI034).

PeweHue komnauvu IBM

Kommnanust IBM nipemiaraer ajist opraHmzaiuy cucteMbl DK ncronb3oBaTh
araparHo-IporpaMMHoe perieHre IBM Payment Suite.

IIpennaraemoe penieHue SIBAsSETCS MaclITaOUPyeMbIM M CIOCOOHO MOM-
JIepXKMBaTh CUCTEMY IUIaTeXKel KOMIMaHWM MTPaKTUYECKU JII0OOOTo pa3Mepa.
B cocraB makera BXOAST YeTbIpe MPOAYKTa:

* IBM Consumer Wallet;

+ IBM Payment Server;

+ IBM Payment Gateway;

+ IBM Payment Registry.

IBM Payment Server, Bepcust 12 (5765-E43) obGecrieunBaeT npoBefcHHE
rarexkeit Mexxmy oymakHukoM mokytatesnst (IBM Consumer Wallet) u TT1
yepe3 MHTepHeT. PazpaboTaHHbIM Kak cocTaBHOU KoMmioHeHT IBM Payment
Suite, cepBep 1matexeir IBM Payment Server B To Xe BpeMs1 paboTaet
C Pa3IMYHBIMU MPOAYKTAMU B OOJIACTH TUIATEXHBIX MPUIOKEHUI OT Ipy-
TMX TOCTABIIMKOB, YTO MO3BOJISIET CO3IaTh KOMIUIEKCHYIO CHUCTeMy oOpa-
0oTkM TU1aTexeit B THTepHeTe.

Cepsep miarexeii IBM Payment Server yrpaBisieT 3aliMcsIMU CO CBEICHH -
SIMU O TpaH3aKUMsIX, XPAaHUT MH(OPMALIMIO O TUIaTeXKaxX U B3alMONEHCTBY-
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€T C q)I/IHaHCOBLIMI/I YUYPEXACHUAMM IJIS1 aBTOpU3all HJ'IaTe)KCfI, BO3BpAaTe
JECHCKHBIX CPEACTB, ITOMEIICHNU OCHET Ha JCIMO3UTHI U ITPOYNX (I)I/IHaHCO-
BbIX TPaH3aKIHAX.

Cepsep IBM Payment Server HarmcaH Ha sI3bIKe TIporpaMMUpoBaHms Java
U WCTONIb3YeT MOMYJIbHYIO apXUTEKTypy, UYTO OOecIieuyrMBaeT ero MHTerpa-
LIIO C Pa3IMYHBIMKM MMEIOIIMMMCS Y TIPONABIIOB CEPBEPHBIMU MPOMYKTAMI
U cpelaMU JIEJIOBO 00pabOTKU JaHHBIX.

Cepep IBM Payment Server mommep:KuBaeTcsl Ha HECKOJIBKMX ariapar-
HBIX IUaTdopMax, Bkmodas crcteMbl IBM AIX, IBM OS/400, IBM OS/390,
Microsoft Windows N'T u Sun Solaris. BeITionHeHHBII Ha 0a3e OTKPHITOM,
OCHOBAaHHOM Ha MCITONIb30BAaHUM CTAHIAPTOB TexHoJoruu, cepsep IBM
Payment Server moaaepkrBaeT HECKOJIBKO ITPOTOKOJIOB TIIaTeKel, BKITIOYAsT:

« SET;
* Merchant originated SET (MO SET);
« SSL.

Lm0z IBM Payment Gateway (5648-D20 PN M K6384 WebSphere
Payment Manager) BbITTONHSIET (hYHKIIMIO TTOCPEIHUKA MEXITY TOPTOBBIMU
Web-cepBepamu 1 huHaHCOBBIMU YupexxneHusiMu. Payment Gateway roaaep-
xkuBaeT mpotokonbl SET u Secure Sockets Layer (SSL). 1lLmo3 BkimovaeT
B ce0s1 YTWIIUTBI [1s1 TTpeoOpa3oBaHust cOODIIeHM, rocTynatoimx ot MHTep-
HeT-Mara3uHoB, B popmat ISO 8583. Kpome Toro, Payment Gateway peamm-
3yeT MapIIPyTU3ALIMIO COOOIICHUI B pa3TnYHble (PUHAHCOBBIC YUPEKICHUSI.

B ocHOBe Payment Gateway JIeXKUT KOMITIEKCHOE TIpOrpaMMHOe obecTieye-
HYE MapUIPyTU3aLUK1 TpaH3aKIMi, KOTOPOE UCTIOIB30BAIOCH I 00paboT-
KU COOOIIIEHNIA B CAMBIX pa3IMIHbIX CpelaX Ha MPOTSHKEHNH O0JIee YeM Jie-
CSITU JIET.

B kauecTBe 271eKTpOHHOIO OyMaXkHUKA MOKYIIaTe sl MpeaiaraeTcsl MpoayKT
IBM Consumer Wallet (5639-115 PN 11K5996 IBM Consumer Wallet).
BymaxkHUK mpencTaBisier coboil MPUIOXKEHNE, pealn3yloliee MPOTOKOIBI
SSL u SET, u nognepxuBaeT 36Kk ECML, 4TO CyIlIeCTBEHHO YIIPOIIACT
JUISl KJTMEHTA Mpoueaypy oopmiieHus 3aKasa.

DJIeKTPOHHBIM OyMaXKHUK TTO3BOJISIET PACIIPOCTPAHSITh TOPTOBYIO MapKy
JIFO00TO YUPEXKIEHUS C TIOMOIIBIO CIIENUATBHOTO HACTPAaUBAEMOTO TIPOLIEC-
ca pabOTHI C TOPTOBBIMU MapKaMHU.

ByMaxkHVK MpeaoCTaBIIsieT POCTOM B MCITOJIb30BaHUN TpadrIecKuii MH-
Tepdeiic moIb30BaTENsI, COMEPKUT BCTPOCHHBIE CHCTEMBI CIIPaBKH,
TTOIIEP>KKH, 3AITUTHI TAaHHBIX 1 KOMMYHHMKAITNH. ByMaXHVK mTomaepKiBa-
€T pa3INYHbIC BAJTIOTHI.
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BymaxkHVK TipemHa3HavYaeTcsT cpasy ISl HeCKOJBKUX TOJIb30BaTelell co
CBOMMM 3aILIUIICHHBIMU CUETAMU, KaXKIbIii U3 KOTOPBIX MOXKET TIOAACPKI-
BaTh pa3JIMYHBIC THUITHI OIDIATHl M TOPTOBBIe MAapKU. 3allliTa CYeTOB 00eC-
MEYMBAETCST C TIOMOIIBIO BXOAA B 2JIEKTPOHHBIN OYMaXKHUK I10 TapOJIIo
U g poBaHUs KOHOUIEHIIMATLHON MH(bOpMaIMK (HanpruMep, nH(popMa-
1IUY, CBSI3aHHOM CO CUETaMU TTOJIb30BATENEN ).

DIIeKTpOHHBIA OyMaxkKHUK pacrpocTpansieTcss Ha CD-ROM wiu auckerax.

IBM Payment Registry (5697-C83 IBM Payment Registry 1.2) BbImomn-
Hs1eT (DyHKIMU LIEHTpa cepTuduKalinu, noaaepxusas yposHu Geopolitical
Certificate Authority, Cardholder Certificate Authority, Merchant Certificate
Authority u Payment Gateway Certificate Authority. Pernenue IBM Payment
Registry peanmusyeTcs Ha ammapartHoil miargopme RS/6000.

IToMrMO KOMITOHEHTOB, OOCCITEUMBAFOIINX 3JIEKTPOHHBIE pacdeTsl, IBM
npenocTapisieT pemeHus mist Storefront TTI, orcaHHbIe nanee.

IBM Net.Commerce — HaOOp MHTETPUPOBAHHBIX MEXKITY COOOI ITPOrpaMM-
HBIX KOMITOHEHTOB, KOTOPbIE TIPEACTABIISIOT COOOI pellieHue Il OpraHu3a-
LMK TpofaX TOBAapoB WM yciayr yepe3 MHTepHeT-MarasuH. Cuctema Imo-
CTaBJISIETCSI C TOTOBBIMM I11a0JIOHAMU 3JIEKTPOHHBIX KaTaJloroB, MacTepaMu
T10 YCTAHOBKE U JIOTIOJIHUTEIbHBIMU MHCTPYMEHTaMU TOAAEPKKY KaTaiora,
YTO MO3BOJISIET CO3AATH CAIT ar1eKTpoHHOro MarasuHa. [Tponykt Net.Commerce
TIPEeIOCTaBISIET TaKXKe CPEACTBA ISl CO3MAHUS TIPWIOXKEHUN, OpUEHTUPO-
BaHHBIX Ha OPraHMU3AlMI0 B3aMMOACHCTBUS MeXIy KommaHusaMu. Cemeli-
ctBo IBM Net.Commerce 1aeT BO3MOXHOCTb:

*  YOPAaBJISITh MPOLIECCOM PETUCTPALIMM UM BJIEKTPOHHOM afpecHOM KHUTOM;
* TIPOBEPSITh Y OOHOBJISITH CIIMCKU TOBapOB;

* KOHTPOJMPOBATh 00PAOOTKY 3aKa30B;

* pacCUMTBLIBATh CTOMMOCTD, HAJIOTW 1 OIPEAEIIAThL KOHEUHYIO LIEHY TOBapa;
* mpemiarath CKUAKU OIpPeeSIcHHBIM KaTeropusIM ITOJIb30BaTelIeii;

* OTCJICKMBATh JOCTaBKYy TOBapa, IIPOBEPATH OKCITIOPTHBIE OTPaHUYCHUA
" paCCYUTBHIBATH CTOMMOCTD I'PY30IICPCBO30K;

¢ IPUMEHATH pa3iMYHbIC METOAbI pacy€Ta HaJIOroB C Mpoaax HJIN CTO-
HNMOCTDB I'PY30II€PEBO30OK IJIsI PA3/IMYHBIX PETUOHOB N MEXKIYHAPOIHBIX
3aKa30B;

* TIPOBEPATH JOCTOBEPHOCTh IIATEKHOM MH(MOPMAIINT;
*  HCIOJIB30BaTh MHMOPMAIIMIO U3 JIOKATBHBIX 0a3 JTaHHBIX;

* Co3laBaTh HECKOJBKO KOMMEPYECKMX CEpBEPOB Ha OMHON (hu3MuecKoii
MalluHe.
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ITpomykt IBM Net.Commerce PRO siBisteTcsl peleHreM A1 IIOCTPOSHMS
Web-caiita KpymmHOTo 3JIEKTPOHHOTO MarasuHa. I[TakeT BKITIo4aeT B ceOst
dbyuximu IBM Net.Commerce 1utioc:

* PacumpeHHble MHCTpYMEHTHI Ioaaepxku Kartayora (Advanced Catalog
Tools) MO3BONLIOT CYLIECTBEHHO PACIIMPUTh HABUTALIAIO IO KATAIOTY
U TIPEIOCTABIIIOT BO3MOXHOCTh HACTPOMKHM (PYHKIIMIT IIPOCMOTpa 1 110-
WCKa JIISl OTAENIBbHBIX KaTeropuii mojb3oBarenieit. I[Ipomaselr MoxXeT co-
30aTh UHTEJUIEKTYalIbHBIE CPEICTBA ITOMCKA, KOTOPhIE TIOMOTYT ITOKYIa-
TeJISIM HAaXOOUTh COOTBETCTBYIOLIME pa3leibl KaTajaora.

* Pacmmupennsiii mouck (Intelligent searching) — mo3BoJisieT UCKaTh
C TMOMOIIIBIO BbIOOPA HanboJIee BXKHbIX MTApaMeTPOB MPOIYKTa, YTO OUYeHb
CYILIECTBEHHO CYXaeT pe3yJbTaThl TIOMCKa 1 cpa3y OTOpachiBaeT Bce, UTo
HE YIOBJIETBOPSIET MOTpeOHOCTSIM ToKymaTtesi. [TokynaTteah MeeT BO3-
MOXXKHOCTb YKa3bIBaTh B KPUTEPUU TTOMCKA TAKUE YCIIOBUSI, KaK «paBHO»,
«HE PaBHO», «IMaIa30H», «OOJbIIE YeM», «<MEHBIIIE YeM».

» CpeacTBa MHTETpallMM — OHM CYILIECTBEHHO OO0JIeTYaroT Mpolecc WHTe-
rpauuu Net.Commerce ¢ TakuMu cuctemMaMmu, Kak Electronic Data
Interchange (EDI), IBM CICS, MQSeries, IMS, SAP.

ITponyxTt IBM Catalog Architect 1103B0JIsSIET yIIPaBJIsITh KATAIOTOM TOBApOB

C BBICOKOM CTETeHbIO JeTaIM3aLIMU 1T0 CPABHEHUIO C TPAAULIMOHHBIMU CIO-

cobamu. ITpoayKT crielaabHO CIIPOSKTUPOBAH 15T TTOANEPKKY DJIEKTPOH-

HOI KOMMEPLIMU, OCHOBAaHHOI Ha MCTIOJIb30BaHWU CEPBEPHOTO MPOrpaMM-

Horo obecrieueHrst IBM Net.Commerce. ITaker Catalog Architect moxer

ucmnob3oBathesi coBMecTHO ¢ IBM Net.Commerce v3.1.2 START wiu PRO.

Bce kommionenTs! petieHust IBM ceptuduimponansl B SETCo.

PeweHnune komnauun Hewlett-Packard

Pewenne komnanum Hewlett-Packard (HP) Integrated Payment System
(IPS) Solution ocHOBaHO Ha MCITOJIL30BAHMHU CIICAYIOIIMX TTPOTrPAMMHBIX
KOMITOHEHTOB:

» IPS Payment Gateway (¢pynkumnonupyer nom HP/UX 11.0);

+ vPOS (dpyaxkumonupyer nog Windows NT 4.0);

» vWallet (bynkimonupyet non Windows 95, Windows NT 4.0).

Bce nepeuncieHHble KOMIIOHEHTHI mpoliuiu cepTudukanuio B SETCo
u nonnepxkuBaioT cetaabHbi Mark Up si3eik PTML (Payment Transaction
Markup Language), co3gaHHbIli Ha ocHOBe s13bika XML. f3sik PTML
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TIO3BOJIAACT CTPOUTDH Q(I)Q)CKTI/IBHOC B3aUMO/JIECTBUE MEXAY OTACIbHBIMU
KOMITOHEHTaMU CUCTEMbI, a TaKXKE obecrieuynBaeT Pa3BUTUEC CUCTEMBI.

Cucrtema 1 PS mOTHOCTBIO COOTBETCTBYET Kiaccrideckoi Mome DK, 1 moto-
My (DYHKIIMHY ee OTIETbHBIX KOMITOHEHTOB CJICIYIOT U3 MX Ha3BaHMiA. B gact-
Hoctu, IPS Payment Gateway mnpencrapisieT coOOi TUIATEXXHBIN ILTIO3,
vPOS saBnsetcs marexubsiM cepsepoM TII, a vWallet — PC-based amek-
TPOHHBIM OYMaXXHUKOM TTOKYITIATEes].

IPS Payment Gateway 111 00pabOTKM TpaH3aKLMI TTOIAEepKMUBAET TIPO-
tokosibl SET u SSL, BeImonHsIET (hyHKIIMIO KOHBEPTALIMU COOOIICHUI U3
SET/SSL B ¢opMar cOOOILEHMIT TUIATEXXHBIX CUCTEM (IIOAICPKUBAIOTCS
VISA BASE I, MasterCard ISO 8583, B KauecTBe KOMMYHUKALIMOHHBIX TTPO-
TOKOJI0B ucnosnb3ytorcst X.25, TCP/IP), a takke (hyHKIIMIO MapIipyTru3a-
LIMU TPaH3aKIMi B pa3iudyHble (PMHAHCOBbIE MHCTUTYTHI. [PS Payment
Gateway crocobeH OJHOBPEMEHHO 00pabaThiBaTh 10 16 TpaH3aKIIMii, YTO
MO3BOJISIET 00ECTIEUNTE MPON3BOAUTEIFHOCT OK0JI0 300—500 THIC. TpaH3-
AKIMA B IEHb.

Pemrenue vPOS sBisieTcs momHOGMYHKIIMOHATBHBIM, TIOIEPXKUBASI IIPOTO-
kosibl SSL 1 SET. OHo jierko UHTerpupyeTcsl B TaKKe pacipoCcTpaHEHHbBIE
pemenus must Storefront, kak Microsoft Site Server Commerce Edition,
Oracle Merchant Server, iCat u Intershop.

Kommanuss HP He nMeeT coOCTBEHHOTO pellieHMs TS LIEHTpa cepTru(drKa-
LMK U TIpeajiaraeT pellieHrue cBoero maptHepa — kommanuu CyberTrust.
JaHHOe pellieHKe SIBJISIETCS OOHMM M3 HarboJee MOJIHO(PYHKIIMOHAIBHBIX
peleHnii mis 1eHTpa ceptudmkanmm. Lenrp ceprudurammm CyberTrust
MOJIEPXKUBACT HE TOJIBKO MPOLICAYPHI MOTYyYeHHS cepTU(UKATOB, OICaH-
Hble B cranaapTe SET, Ho 1 pelliaeT 3a1a4u BblIauu Pa3HOOOPa3HbIX CEPTH-
¢ukaToB 11t cxeM SSL, a Takke TSI IIPOEKTOB IT0 CMapT-KapTaM U T. 1.

Kommanuss HP He nMeer cobcTBeHHOTO pereHust 11t Server Based Wallet
1 B Ka4eCTBE TAaKOBOI'O Tpeiaraer pemeHue komnanuu GlobeSet, siBiistio-
Ieecs M0 MHEHWIO MHOTMX SKCIIEPTOB JIYYIIMM peleHueM Server Based
Wallet B Mupe.

PeweHune komnanum Globeset (Trintech)

Pemenne kommanun Globeset 0CHOBaHO Ha UCIIOJIb30BAHUM CJICHYIOIIMX
MPOrPaAMMHBIX KOMIIOHEHTOB:

« weHrpa ceprudukanum Certificate Authority (CA);
* TUIaTexXHoro nnmo3a Payment Gateway;
* 1maTexxHoro cepsepa ServerPOS;
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* cepBepa smuTeHTa ServerWallet.
Bce nepeuriciieHHbIe KOMITOHEHTHI TIpoliin ceprudrkanmio B SETCo.

Henrp cepmmdpumkanmun Certificate Authority mpeacrasisier coboit SET-
TIPUIIOXKEHWE [IJIST YIIpaBIeHUs cepTUdUKAaTaMK (TeHepaLusi, OOHOBIECHHUS
U OT3bIB CepTU(HUKATOB) TOPTOBBIX MPEANPUSITHIA, TUIATESXKHBIX IILTIO30B
u BrnagenbieB Kapt. @ynkunn GCA (Geopolitical Level B nepapxuu SET)
LIC He monmepKnBarOTCSI.

Llentp cepruukanu nmeer aiMUHUCTPATUBHBIN UHTepdEiic, TO3BOJISIIO-
U aIMUHKUCTpaTopaM MojTydaTh A0CTyN U KoHdurypuposath CA Databases
(monpepxxuBarotcst B/l Oracle, Microsoft SQL Server u Sybase).

Kommanust Globeset rpenocTapisieT Mojib3oBaTessiM MPorpaMMHbIE MOITY-
1 Software Development Kit (SDK), no3Bojisttoiiye anarntupoBaTh LIEHTP
cepTUdUKALIMY TTOJ, MHAVNBUIyaTbHbIE TPEOOBAHUS OaHKA.

Pemrenne Globeset Tipemraraer ITONb30BaTesIsSIM MCIIOJIB30BaTh BMECTE
¢ meHTpoM ceprudukannu npuinoxkenne CA Administration Manager.
C A Ad ministration Manager nipezcTaBisteT coooii Java-nmpuiokeHue, TTo3B0-
JISTIOLLIEE:

* CTapTOBaTh, OCTAHABIMBATL M PECTAPTOBAThH CEPBEP LIEHTpa CepTU(hUKAIIMN,
* KoH(purypupoBaTh Jior-(aitibl cepBepa, ero aapeca, mopTel u b/

* IIPOCMAaTpMBATh JIOT-(hailyibl cepBepa;

* J00aBISITh U YAAISATh OaHKU;

*  100aBIATh W YOANATh KAPTOYHBIC TPOMYKTHL.

LenTp ceprudnkanum rmomgaep:kuBaeT padory ¢ HSM, ucrons3yeT IImHBI
RSA-xmoueit, paBabie 1024 n1 2048 onroB. LleHTp TTOomaep:kBaeT IpoLeIy-
PbI TeHepalK, OOHOBJICHUS U OT3bIBa CEPTU(HHUKATOB B COOTBETCTBUM C TPE-
ooBanusimMu ctaHgapta SET.

entp ceprudukaimu Moxert (pyHKIIMOHUPOBATh Ha rutaTcopmax Windows
NT 4.0 u Sun Solaris 2.6.

INnarexuprii numo3 Payment Gateway nipeacTaBiisieT co00i IIUTH03 MEXKIY
TJIaTEXKHBIM CEPBEPOM M TIIATEXKHOM ceThlo. 111103 mogaepXuBaeT mpoTo-
xon SET 1.0 nsg padots! ¢ ServerPOS 11 HeCKOIBKO pa3TMIHBIX OAKITIOUE-
HUIA K XOCTaM OOCITY:KMBAIOLIMX OAHKOB (IOIMyCcKaeTcsI, IO KpaiiHeil Mepe,
TpH coearHeHUs 110 rpoTokory ISO 8583).

o3 Payment Gateway He momaepxxuBaeT (yHKIIMII MOHUTOPHUHTA
1 KOHTpOJIsT 6e3omacHocTy TpaH3akimit DK. OmHako Payment Gateway
obecIieynBaeT MONKITIOYCHNE U aamTalliio K CIyK0aM OOHapyKeHUST MO-
meHHnyecTB (fraud detection services), MoaAepKUBa€MbIX IPYTUMU TIPU-
JTIOXKEHUSMH.
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o3 Payment Gateway mmomgmepXuBaeT padoTy ¢ pa3IMIHBIMUA KPUTITO-
rparYecKUMHM yCKOpUTesIsIMHU (cryptographic accelerator) u/wm Hardware
Security Modules (HSM).

Peiienue npemaraercs Ha matopmax N'T u Solaris. UMeercst monaepx-
ka CYB/I Oracle, Microsoft SQL Server u Sybase.

[1Imo3 Payment Gateway noanep:xuBaeT aiMUHACTPATUBHBIN MHTEpdeiic,
HCTIOJIb3YEMBII JIJIST €r0 KOH(MUTYPUPOBAHUSI, a TAKKE IS YAAJIEHHOTO 10~
crymna K ¢pyHkumsiM Administration Manager. DTo M03BOJISIET OCYILECTB-
JISITh 3aITyCK, OCTAHOBKY M PecTapT cepBepa, aHAIM3UPOBaTh JOr-(haiibl,
KOH(MUTYpHUpOBaTh ITopThl, B/ 1 T. 1.

Kommnanus Globeset ripenocTabisieT I0OIb30BaTEIsSIM TIPOrpaMMHOE 00ec-
neueHue Software Development Kit (SDK), mo3Bosistioliee agantrpoBarth
1IUTIO3 TTOJ, MHAVBUIyaIbHBIE TpeOOBaHMS GaHKa.

ITnatexunsrii cepep ServerPOS nonnepxusaet SET 10 tpanzakuuu. Cep-
Bep MoxeT (pyHKIMoHUpoBaTh B pexkume MOSET, korma B kauecTBe mpo-
ToKOMa Mexxy TTokynaTtesieM n TIT ncrmons3yercss SSL.

Cerogns ServerPOS He nonaepxuBaet GyHKIIMA MOHUTOPWHTA U KOHTPO-
J151 6e3omacHocTy Tpan3akumii DK (transaction risk detection).

Cepsep ServerPOS mMoxkeT (pyHKLIMOHUPOBATh BMECTe ¢ KpunTorpaduie-
ckuMu yckopurensimu u/wnmn Hardware Security Module (HSM).

Cepsep ServerPOS momnep:xmBaeT amMUHUCTPATUBHBIN WHTEepdEiic, nc-
MOJIb3yeMBIi IUIsI KOH(MUTYPHUPOBAHUS IUIATEXKHOIO CepBepa, a TakKe IS
yIaJieHHOTo JocTyna K ¢pyHKuusaM Administration Manager.

Kommanms Globeset rmpenocrtabisieT rmosb3oBatessiM cpenctsa SDK, mo3so-
JISIOIIVE aganTUPOBaTh TUIATEXKHBIN cepBep IOI WHIUBUAYaTbHbIE TPeOO-
BaHUs OaHKa.

Baxwneiiiee npeumyiiectso ServerPOS 1o cpaBHeHUIO ¢ IPYTUMU pe-
LIEHUSIMU 3aKJTIOYaeTCsl B TOM, YTO CEPBEP MOXET OOCTYKUBATh MPAKTU-
YeCKU JTI000€ KOJIMYECTBO BUPTYaAJIbHBIX Mara3uHOB, CAiThl KOTOPBIX pa3Me-
1LIEHbI Ha Pa3TIMYHbIX yIATEHHbIX cepBepax. [ 1pu a3ToM obMeH nHbopMarieit
mexay TIT u ServerPOS MoxkeT ocyiecTrisiTbes yepe3 MuTepHer. Bee pyHk-
1IMU, CBSI3aHHBIE ¢ peanu3alieil mpotokosia SET, BKIto4ast mojydyeHue
U XpaHeHue cepTudurKaToB Kimoueit oocayxuBaembix TTI, BBITOMHSIOTCS
ServerPOS.

CepBep noaaepXuBaeT MporpaMMHBIN uHTepderic eLink, mo3BosIstomii
OCYILECTBIISATE MPOCTYIO MHTETparvio Mexny merchant storefront u ServerPOS
thin-client.
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ServerPOS 14 monnepkuBaeT cTaHIAPTHBIN Ha0Op MHTEPGENCOB K CUCTe-
mam TIT (merchant adapter):

*  Microsoft Site Server Commerce Edition 3.0;
» Vision Factory Cat@log 2.5;

+ INTERSHOP4;

* Generic CGI.

Hapsiny ¢ pemiennem ServerPOS kommanusi Globeset monnepxkuBaeT pe-
menne MPOS, npemHasHayeHHOE IUIST BBITOTHEHMS TpaH3akuuii DK 1o
nipotokony SET. Pelienne nipeqHa3HauyeHo TSI OpraHU3alMKM PacyeToB T10
TpaH3aKLIKSIM OTAENIBHOIO aseKrpoHHoro TII.

Kommanust Globeset nipemiaraer perienve Server Based Wallet. ServerWallet
MOXKET MOIIEPKUBATh U XPAHUTh UH(OPMALIUIO O MTPAKTUIECKU HEOTpaHu-
YeHHOM KOJIMUECTBE KapT, a TakKe 00pabaThIBaTh CBA3aHHBIC C STUMM Kap-
TaMM TpaH3aKLMU. PellieHue gomyckaeT pacrpeneneHue BXOIsIIei Harpy3-
KU TpaH3akimii DK Mexmy HECKOJbKUMU CepBEpaMMu.

ServerWallet nommepxxuBaer Momyi HSM 1 kpunrorpadudeckue yCKopu-
TeJIW JJIS1 TIOBBIIIEHUSI O€30MacHOCTU W TMPOM3BOAUTEIBLHOCTU Orepa-
uuii OK. Bee kpunrorpacduyeckue ornepaluuy BBITTOTHSIOTCS BHYTPU MO-
nmyneii HSM.

C nomompio ServerWallet 6aHK-3MUTEHT MMEET BO3MOXKHOCTb JIETKO TIPO-
M3BOAUTHh MOAU(UKAIIMIO BEPCUM TOHKOTo OymaxkHuKa (thin client), ycra-
HOBJIEHHOTO Ha KOMITbIOTEpE Biajenblia KapThl. Korma KimmeHT st coBep-
IIEHNST TPaH3aKIWM 3JICKTPOHHOM TOKYITKM obOparmaeTcd K ServerWallet,
CepBep OIpeesisieT, YTo MoAIepKuBaeMast KIIMEHTOM Bepcusl 3IEKTPOHHO-
ro OyMaKHUKA He COOTBETCTBYET MOC/IEIHEN, U HAMPaBJISIeT KJIMEeHTA Ha CIie-
LMaIbHBIA caiiT 3a IoJlydeHrMeM HOBoM Bepcud thin wallet.

Cepgep ServerWallet ucnonb3yeT npotokon SSL mjist 3aiiuThl KOMMYHU-
Kalnii MexXay OyMaKHMKOM BJIanenblia KapTel 1 cepBepoM. IIporokon SSL
Ha cepBepe ServerWallet peanusyeTcst ¢ TTIOMOIIBIO CTAHAAPTHON (hYHKIIUU
Netscape Enterprise Server mm 118S.

AHanus npeacTaBneHHbIX peLueHum

C Toukm 3peHns (PyHKIIMOHATEHOCTH BCE PACCMOTPEHHBIE PEILICHUS SIBIISTIOT-
s TOJTHO(YHKILIMOHATTBHBIMY (TIONIEP>KMBAIOT BCe KOMITOHEHTHI CUCTeMBI DK).

Ho xaxnoe u3 npejioskeHHBIX pellieHni 00J1aiacT CBOMMHU OCOOCHHOCTSIMU.
Tonsko kommanust Globeset o6anaeT cooOCTBeHHBIM (M, KaK HaM U3BECTHO
13 IPYTUX UCTOYHMKOB, JIYUIIIMM Ha pbIHKe) pelieHreM Server Based Wallet.

11-2103
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B pemenmsax HP m ACI B kauectBe Server Based Wallet ncrionssyercs
peuienue Globeset.

Jlydiree n Hanbosee (PyHKIIMOHAIBHOE pellieHre I LIeHTpa cepTuduKa-
mun Tipemraraer CyberTrust. Kak yxke oTMedanoch, 3TO pelieHrne MOXKET
VICIIO/Ib30BAThCs JJIsSl pellleHrs] MPAaKTUUECKU BCEeX M3BECTHBIX 3a1ay, CBS-
3aHHbIX ¢ PKI.

Yto Kacaercsl IUIATEXXHOTO CepBepa, TO 3[ECh CIACAYET BbIICIUTD PEIICHUE
Globeset. KoH1iemst «roHKOro» KJIMEHTa, JiexKallass B OCHOBE cepBepa
ServerPOS, obnamaer TeMu ke MpeuMYIIeCTBaMM, YTO 1 TEXHOJIOTHUS
ServerWallet. TIT ycTtaHaBimmBaeT Ha CBoeM cepBepe HeOOJIBIIION 10 pa3Me-
Py OpOorpaMMHbII MOMYJIb, OOECIICUMBAIOIINIA B3aMMOICIICTBUE «BUTPUHBI»
marasnHa ¢ ServerPOS. Bcg Harpy3ka, cBsI3aHHasI ¢ peam3amnieil ITpoTOKO-
na SET, moxwutcst Ha ServerPOS. B pesynbrate ocinabmsitorcst TpeOOBaHUS
K almapaTHBIM CPelCTBaM, Ha KOTOPBIX peann3oBaHa ButpuHa TI1. Bto,
a TakXke OTCyTCTBHe HeooxoaumocTy noKynku 110 TTI, peanusyrolero mnpo-
tokoil SET, BenmeT kK ymenbiennio 3arpat T11 Ha BHenperue SET.

HeobxonnMo Takke OTMETUTH, YTO KOHLIEMLUS «TOHKOIrO» KIIMEHTA IS
IUIATEXKHOIO CepBepa SIBJISICTCSI STAJIOHHOM B MHTEPIpETAllMd KOMITAHUU
VISA monem 3D SET, xotsa cama 1o cebe KOHIICMIINAS TpeX TOMEHOB He
TpeOyeT mcnomb3oBanns ServerPOS.

Yo KacaeTcs BBIOOpA TUIATEXXHOTO 11UTI03a, TO PACCMOTPEHHBIE PEllIeHNs 151
310ro komrnoHeHTa DK 1o (pyHKIIMOHATBHOCTU MPUMEPHO ONMHAKOBBL. Mo-
KET ObITb, CJIEAYET OTMETUTD, UTO MO KOJINYECTBY MUHCTAUIUPOBAHHBIX ILTIO-
30B MHUPOBOE JIMIESPCTBO AepKUT KoMmmaHus: IBM. Brto gaet el npu npoumx
paBHBIX HEKOTOpOE MperumyilecTBo. OMbIT IKCIUTyaTallMy JII0OOro Mpo-
TpaMMHOTO 00eCITeYeHUsI BCErAa BaKeH JUIsI er0 KOMIaHUK-pa3paboTynka
C TOYKM 3PEHUS YUeTa BO3MOXHbBIX HEOCTATKOB, UYTO MOBBIIIAET KAYECTBO
MPOrpaMMHOT0 00eCTIeUeHUsI.

CriemyeT OTMETUTD, YTO CPEIy PACCMOTPEHHBIX PEIICHUN «PEIIeHMUs IO,
kmou» (roctaBka [TO 1 BEIUMCIUTENBHBIX CUCTEM) TIpeAjIaraioT Tojibko HP
n IBM. Tpu rmocTpoeHn KpyITHOMACIITAOHOM CMCTEMBI 3TO IIPENMYIIIECTBO
MOXET MMETh 0OJIBIIOE 3HAYCHUE.

OueBUIHO, UTO WIy4lliee» PelIeHKre 3aBUCUT OT LieJIei U MaciTaboB MPOeK-
Ta. BriojiHe BO3MOXHO, YTO TaKOE pellieHUe OKaXKeTCsl KOMOMHUPOBAHHBIM.
Hanpumep, 1151 KpyrmHOMAacIITaGHOTO MPOEKTa, OPUEHTUPOBAHHOTO Ha Mac-
COBOTO TOKYTIATeJsl, pellieHue MOXET ObITh TAKMM: LIEHTP cepTUdUKalmu
cTpouTcs Ha ocHOBe perieHus: CyberTrust, Kolliesiek oKymnaresiss — Ha oc-
HoBe penieHust Globeset, a ocTaTbHBIE KOMIIOHEHTHI PELICHNUST M BEIYUCIIM -
TeJbHBIEC CPECTBA — Ha OCHOBE peleHus IBM.
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AHanu3 3aTpar Ha co3paHue CUCTEeMbI
3J/1IeKTPOHHOW KOMMeEepLUU, OKynaemMmocTu
CUCTEMbI U CPOKOB peann3auum npoekrta

Hanee npuBoAUTCS NPUOIU3UTENIbHBINA aHATU3 OKYNAaeMOCTH TIPOEKTa IMo-
CTpOCHUSI TTOJTHOMDYHKIIMOHAILHOM cucteMbl DK HALIMOHAILHOIO MACILITA-
6a. O4eBMIHO, YTO OKYITaeMOCTh JII000ro mmpoekta DK B Maciradbe oTienb-
HOro OaHKa okaxeTcs elie Oonee HU3KOU. [1oaTomMy mosydyeHHbIE 31eCh
pe3yJIbTaThl MOTYT PacCMaTpUBATHCSI KaK ONTUMUCTUYECKUE OLIEHKU OKY-
naeMocTu npoekra K.

C opraHuzalMoOHHON TOYKM 3peHusi cucteMa DK crpoutcs Ha 6aze IByX
komnaHuii — I[porieccuHroBoii komnanuu u LlenTpa ceprudukanvu. [pu-
BOJISITCSI OPMEHTHMPOBOYHbIE 3aTPaThl HA CO3MAHKME U TOMIEPXKKY (PYHKIIMO-
HMpoBaHUs cucTeMbl DK, a Takxke OLIEHKM IO OKyMaeMocTu cucteMbl. Oc-
HoBHbIe PyHKIMK [Tpo1IeCCMHIOBOI KOMITAHUM COCTOSIT B CJIEAYIOLIEM:

* B MPOLECCUHIE TPaH3aKLMii, creHepupoBaHHbIX B MHTepHeT-Marasu-
Hax (3axBaT TPaH3aKLWU U ee JOCTaBKa COOTBETCTBYIOLIEMY OOCITY>KM-
BaKOLLEMY OaHKY JUIS MPOBEACHUST aBTOPU3ALINN);

¢ B OpraHM3aly MOAKITIOYCHNA MHTCDHCT-MaI‘aiWIHOB K CUCTEME QK,

* B COIPOBOXIEHUM CaiTOB Mara3wmHoB (¢yHKuMs Application Service
Provider 1 ayrcopcuHra Ha COIPOBOXAECHKE 3JICKTPOHHBIX Mara3uHOB);

* B ycraHoBKe Server-based Wallet m1s1 6aHKOB-yJaCTHUKOB CHCTEMBI DK
* B pabote ¢ 0aHKAMM T10 WX NIPUBJICUCHNIO B crcteMy DK
* B IOJIEPKKE armapaTHO-TIPOrpaMMHBIX KOMIUIeKCOoB DK

* B OucTpuOyLMu peineHuin DK 11s1 TOproBeIX NpeanpusITAil 1 OaHKOB-
SMUTEHTOB (2JIEKTPOHHbBIE OYMaKHUKMU, TUTATEXHbIE CEPBEPHI U T. I1.).

IMpumepHas ctpykTypa IIporeccMHroBoii KOMIaHUH:

* PykoBoncTtBo komImannm — 1

* (MuHAHCOBBIE CHELMATUCTHI — 2

* IOpuckoncymsT — 1

* Kampbr — 1

* Ortaesl CONPOBOXIECHUS MPUKIATHOTO IIPOrPaAMMHOIO OOCCIIeUEHUSI
(ITITO) u cucremHsbIx cpeacte — 10

*  Ortmen 1o paboTe ¢ TOPTOBBIMM TIPEANIPUSTASIMA — 15

*  Ortnen uHdopMaIIMOHHOI 6e30macHOCTH — 2

* Ortnenr 6aHKOBCKOTO MapKeTWHTa — 4
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*  Oxpana —6

Htoro: 42 yenoBeka.

IIpuBeneM npumepHbIii OromkeT ITpoLiecCMHIOBOM KOMIIaHMH.
Kanumanvuviezampameol:

* TIOCTPOEHWE MAIIMHHOIO 3ajila, CO3AaHWe CTPYKTYPUPOBAHHON Kabesb-
HOI CeTH, IPUOOPETEHNE CPEACTB CBSI3U U TesleKoMMmyHuKarmii (LAN/
WAN) - $250 000;

* TIproOpeTeHNe M MHCTAJUISLIMS aIlapaTHO-TIPOrpaMMHBIX TIATHOPM
mrst Internet Payment Gateway, 100 marasmHoB Ha 10 Web-caiitax
n 5 Server Based Wallet&Certificate Authority - $1 100 000;

* OCHalleHHe o(pUCHBIX MoMelleHuit Ha 40 yesoBeK MeOeIbio, OpraHu3a-
LIMOHHOM U BBIYUCIUTENILHOM TexHukoi - $80 000;

« PR-akmuu - $70 000.

Hroro: $1 500 000;
Texyuwueexncemecsunblepacxoowt:

« D3TII (40 yen. x 9003) - $36 000;

* Haror Ha @311 u monoxonueiii Hamor - $25 200;

» Tlnara 3a mommep:KKy ammapaTHBIX CPEACTB U MTPOTrPaMMHBIX CPEICTB
-$10 000;

* Apenna nomerenuit - $10 000;

*  TeneKOMMyHUKALIMOHHBIE YCIYTH - (CTOMMOCTb KaHaJIa eXeMECSYHO
+ tpaguk) - $3 000;

+  DBnekrposHeprus - $500;

«  KommyHanbHble yeayru - $200;

«  @akcumubHast/TeedoHHas cBsa3b - $200;

» Kannemsapckue pacxonsl - $150;

+ Pekiama, cBs13u ¢ o01IecTBEHHOCTBIO - $300;

«  Haxuannsie pacxons! (10%) - $6 000;

Uroro: - $92 000

Janee paccMaTpuBaeTCsl CJIeAyoliasi MOAEIb OKYIaeMOCTH CUCTEMBI.

B Tabnuiie 4.7 o romam IpuBeieHB 00beMbl TpaH3aKiuii DK, o6padaTbiBa-
€MBIX B CUCTEME, a TAKKe TOXO/Ib, TTOTydaeMble 3a MPOLIECCUHT (Tpenoia-
raeTcsi, YTo KOMITaHUs ocTaBysieT cebe 1% OT pa3Mepa TpaH3aKIIUM, Cpel-
Huii pasmep Tpanzakuyii B 2001 u 2002 rr. mpeanoaraics paBHbiM $ 25,
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a Ta Xe BeJmurHa, HaunHasg ¢ 2003 T., B CBI3M ¢ MOSIBICHUEM OoJee 0e3-
omacHoi nHdpactpykrypsl SET, craner pasHa $50).

Tabnuua4.7. O6bembl TpaH3akumin AK

loa Yucno Tp-A/peHb Loxoq B geHb,$ [foxon 3a mecau,$
2001 1000 250 7 500
2002 3000 750 22 500
2003 10000 5 000 150 000
2004 15000 7 500 225 000
2005 30000 15 000 450 000

Tabnuua 4.8. Pacxoabl 1 ooxodbl KOMAaHMM No rogam

roa Pacxogbt 3a rog, $ [oxopsl 3a rog, $
2000 (HayanbHbie) 1 500 000 -
2001 1 100 000 90 000
2002 1 100 000 270 000
2003 1 100 000 1 800 000
2004 1 100 000 2 700 000
2005 1 100 000 5 400 000
Wroro 7 000 000 10 260 000

Kak BuaHO 13 Tabmuier 4.8, cuctema DK okyrmrcst B Hadaie 2005 T., a K KOH-
1y 2005 1. oHa yxKe IIpUHECET TOXOL B pasMepe $3 MiTH.

OcHoBHble yHKIMY [leHTpa cepTudrKanyu TaKOBbI:

* cepTUdUKALNS KIIOUeH 0aHKOB-YJaCTHMKOB POCCUNCKUX ITIATEKHBIX
cucTeM ISt TIpoeKToB DK

* cepruduKanys Kmodeil 6aHKOB-YYaCTHUKOB MEXIyHAPOMHBIX IIIaTeX-
HBIX CUCTeM (OT JIMLIA 3TUX CUCTeM) B mpoeKTax DK, BHeApEeHMS] UUTIOBBIX
KapT, TeJIEKOMMYHUKAIIMOHHBIX TIPOEKTOB;

+ cepTHdUKAIIS KIToYel KITMeHTOB 6aHKa oT jintia ero LleArpa ceptrdm-
Kalluu.

ITpnmepHas crpykrypa LlenTpa ceptrudnkaniy KOMITAHWT:
* PyxoBoncTBo kKommanum — 1

+ (DuHaHCOBbIE CHELMATACTE — 1

*  HOpuckoHCyIBT - 2

« Kamper — 1
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*  Ortaen conmpoBOXISHUS MPUKIATHOTO MPOTPaMMHOIO 00ecTieueHus
(TTITO) u cucteMHBIX cpencTB — 3

* OxpaHa — 6

Hroro: 14

[IpumepHbIii OromkeT KOMIIAHUM OLIEHUBAETCS CIEAYIOLIMM 00Pa3oM.
Kanumanwvnoviezampameot:

* IIOCTpOEHME MAaIMHHOIO 3ajla, CO3JaHue CTPYKTypUPOBaHHOM Ka-
OebHOI ceTH, MMPUOOpeTeHNEe CPEACTB CBSI3M U TEJICKOMMYHUKALIMI
(LAN/WAN)-$100 000;

* npuoOpeTeHre M MHCTAUIALINAS anmnapaTHO-IporpaMMHbIx cpeacts LIC
-$850 000;

* OCHalIeHHe O(DUCHBIX TTOMEIIeHNI Ha 14 yeoBeK MeOeTbio M BBIYMCIIN-
TeJIbHOM TexHukoi - $30 000;

*  PR-axuuu - $120 000.
Hroro: 1 100 000$

Te/cymue eofceMec;MHbtepacxoabt:
« @31 (14 gen. x 1000$)-$14 000
» Hanor ga @311 u nogoxonusiil Hasor - $9 800

» [lnata 3a mogaepXKy armapaTHbIX CPEICTB (C YYETOM aMOPTHU3allvK)
1 IporpaMMHBIX cpeacts - $10 000;

+  Apenna nomerernii - $5 000

+  TeneKOMMYHMKALIMOHHBIE YCIYTH — (CTOMMOCTh KaHaIa eKeMECSIIHO
+ tpaduk)-$1000

+ DnuektposHeprus - $300

+ KommyHanensle yeryru - $200

«  @akcuMmuiIbHas/TeaedoHHas cBsi3b - $100

*  O¢ucHble pacxomsl - $100

+ Pexiama, cBsI3M ¢ 00IIECTBEHHOCTEIO - $100

» Haxmanneie pacxomsr (10 %) -$2 400

Utoro: - $43,000

B Ta6:x1. 4.9 npuBeneHoO KOMMIECTBO CePTU(HUKATOB, BEITAHHBIX KOMITAHMEH
3a TOl, C y4eTOM AMHAMMKM pa3BepThiBaHUS cucTeMbl DK 1 BHeapeHUs
cMmapT-KapT. B xauectse kimeHToB LIC paccMaTpuBaroTcsl TOJBKO OAHKM-
YYACTHUKM IUIATEKHBIX CUCTEM.
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Ta6nuua 4.9. Konnyectso cepTUdMKaTOB, BblAaHHbLIX KOMMAHWeN 3a rof,

oA Kon-so ceprudmxaros 3a rog
2001 20
2002 100
2003 200
2004 300
2005 500
2006 700

Ta6nuua 4.10. Pacxoabl 1 aoxo0bl KOMAAHWKM NO rogam

loa Pacxoput 3a rog, $ Aoxopu 3a rog, $
2000 (HayanbHbie) 1 100 000

2001 520 000 60 000
2002 520 000 300 000
2003 520 000 600 000
2004 520 000 900 000
2005 520 000 1 500 000
2006 520 000 2 100 000
Wroro 4 420 000 5 460 000

Kak BumHO 13 Tabauisl 4.10, koMImaHus, peaausyrolias GyHKIMA LEHTpa
cepTuduKaLmy, oKynurcst B cepeaute 2006 1.

NMpoOnembliBHeapeHusa SET

Hecmotpst Ha TexHOMOIrMUecKoe coBepieHcTBO npoTokona SET, ero BHe-
JpeHre TIPOMCXOIUT Topa3no MeJIeHHee, YeM TTPEeICKa3bIBaIOCh SKCIIepTa-
MU ¥ pa3paboTdMKaMy cTaHmapTa. boee Toro, ceiiuac BeayTcs HACTOMUM-
BBIE Pa3roBOPHI IO TOBOAY TOro, uto MpoTtokod SET yxe siBnsercs
BUCpalIHM JHEM 1 €T0 IIaHChl Ha BBDKMBAHNEC HUYTOKHBI.

Takue paszroBopsl Hauasch jetoM 2000 r., koraa VISA International cae-
JTajia 3asiBJIeHNe, B COOTBETCTBUU ¢ KOTOpBIM mpotokon 3D SET (pasHo-
BunHOcTh SET, 0 KoTopoii moapobHo OyaeT paccKa3aHO Aajiee) CTAHOBUTCS
craHgapToM 111 cTpaH EBpocorosa, JIaTuHCKOM AMEpUKM U HEKOTOPBIX
JIPYyIUX eBpOIENCKUX CTpaH, BKitodast Poccuto. B To e Bpemst Ha caMoMm
KpPYITHOM aMEpPUKAHCKOM PBIHKE B Ka4eCTBe CTaHaapTa ObUT ITPOBO3IIALLICH
npotokoi 3D SSL (mpyroe HazBanme rmpoTokona — 3D Payer).
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Hecmotpst Ha To uto HU Europay, Hu MasterCard, HUKakasi Apyrast Mexxmy-
HapojHas 1uiaTexHasi cuctema rpoMoriacHo oT SET He oTka3bIBaIuCh, 3a-
sgBJIeHNEe pyKoBoacTBa cructeMbl VISA roBoput o mHorom. [lonHsITHO, 4TO
pellieHre KpYIMHENILe MeXIyHAapOAHOM IJIaTEXXHOWM CUCTEMbI OTKA3aThCs
ot ctraHgapta SET Ha camom 0oJibiiioM peiHKe DK He MOXET He OTpa3uThCs
Ha pelleHUsIX APYTUX 1aTeXHbIX CUCTEM.

Ouenb KopoTko octaHoBuMcs Ha ncropun SET. IlepBast Tpan3akmusa DK
Ha 6a3e nporokoja SET Gbuia coBepiieHa B neKadbpe 1996 r. yepes maTckuit
MexK0aHKOBCKUI MpolecCUHIoBbIN 1IeHTp PBS. Ha cerognsiimHuit neHb
B Mupe HacuuthiBaeTcst okosio 100 000 SET-coBMeCTUMBIX KapT TLIaTex-
HbIX crcteM Europay, MasterCard u VISA, a Takke HecKojibko coteH SET-
coBmectMbIX TT1. ITo maHHBIM TIIaTeXKHOIM crcTeMbl VISA IpOEeKTHI TT0 BHE-
Ipenuro peireHust DK Ha 6aze nporokoia SET peanu3oBaHbl B 39 cTpaHax
mupa. ITo manHbiM Europay International Ha koHen 1999 r. B iporpamme 1o
nponsrkennio SET yuactBoBaio 55 6aHKoB u3 17 ctpaH. OOlee Komde-
CTBO BBITAHHBIX CepTU(PHUKATOB cocTaBisiiio 25. SET-1marexu mpuHMam
194 ToproBbie TOYKMU.

B SET-nporpamme cuctembl MasterCard yyactBoBam 104 GaHka 13 56 cTpaH.

B EBpone HacuutbiBaetcst okojio 50 BHenpeHuit potokosia SET. banku u
MexX0aHKOBCKUe opraHmzaiuu, Bkmodast Euro Kartensysteme (I'epmanus),
SSB (Mranusa), PBS (lanus), Deutche Bank, Dresdner Bank, Credit
Agricole 1 SE Banken moTparii rmpu0am3uTebHo 50 MAJUIMOHOB €BpO Ha
VIMITJIEMEHTALIMIO 3TOTO TTPOTOKOJIA.

Buenpenue SET ¢ camoro Havana conpoBOXKIanoCh BOSHUKHOBEHUEM pa3-
JIMYHBIX Tipo0sieM. B riepBbie 2-3 roa pacripocTpaHeHusl CTaHaapTa o MUpy
[JIABHOI MpOOJIEMOM SIBJISUIOCH OTCYTCTBUE B3aMMHOM COBMECTUMOCTHU
(interoperability) mpomyKTOB pa3JIMYHBIX ITOCTABIIMKOB ITIPOrPaMMHBIX
cpencts, nogaepskuBaromumx mpotokon SET. INpobmema ycnenmHo ObL1a pe-
meHa (1 3(h(heKTUBHO pelliaeTcsl CerofaHsI Aisl HOBbIX pa3padboTunkoB [10)
yewnusimu kommianu SETCo u pazpaborurikoB [10. CerogHst Ha pbIHKE
nponaercst 0Koso 50 paszamuHbIx pelieHnit DK, B 0CHOBE KOTOPBIX JICXKUT
rmpotokon SET, 6omee yem ot 20 ITOCTaBIIMKOB IIPOTPaMMHOTO obecIiede-
Husl. Kommnanust SETCo opraHu3syer 15 ITOCTaBIIMKOB IIPOTrPaMMHBIX ITPO-
nykToB crienmanbHbie TecTl SET Compliance Testing Ha COBMECTUMOCTh
co cranaapToM SET. [1ponykrsl, Iipolieiiye nogodHoe TeCTUpOBaHKE, T10-
JIydaroT crienmanbHyio jmieH3nio SET Mark, cBHIeTeTIbCTBYIONIYIO 00 MX
COBMECTHMOCTH CO CTaHAapTOM. B To ke BpeMsi, COBMECTHUMOCTb CO CTaH-
JIAPTOM He TapaHTUPYET COBMECTUMOCTU MEXIY IMPOAYKTAaMU, MOTy4MBILIN-
mu ieH3no SET Mark. Criicok mpomyKToB, YCITEITHO TPOIIEAIIX TeC-
mnposBanre SET Compliance Testing, MOXKXHO HaliTH Ha CaiiTe WWW.Setco.o1g 1o
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ceoike Derived Products. Ha tom ke caiite mo cceiike Vendor Status
Matrix MOXHO HOIYYUTH MHGOPMALIMIO O IMPOAYKTAX, HAXOASIIMXCS Ha 9Ta-
e TectupoBanust SET Compliance Testing.

IIpobGieMe COBMECTUMOCTY U CETOIHS yAeIsieTCsl OoJblloe BHUMaHue. B ee
peLlIeHUU 3aMHTEPECOBAHbI B IIEPBYIO OUepe/Ib IMTOCTABIIMKY TIPOrPAMMHOTIO
obecrieueHus, IPMHUMAOIINE aKTUBHOE YIaCTHE B OpraHM3aly TECTOB Ha
coBmectumoctb Ton arupoii SETCo Technology Advisor Group. Pesynb-
TaThl TECTUPOBAHUS Ha COBMECTHMOCTh IIPOAYKTOB Pa3IMYHBLIX IIPOU3BO-
JIATEIe MOXHO TaKKe HAaWTH Ha caiiTe Www.setco.0Ig TTo cChUIKe Interope-
rability Database. TectTrpoBaHIe Ha COBMECTUIMOCTD TIPOOYKTOB Pa3IMIHBIX
MPOM3BOAUTENIEH POBOAUTCS Ha TaK Ha3bIBAEMBIX (DeCTUBAJISIX, OPTaHU3Y-
embix SETCo. Bo Bpemst Takux dpecTrBaseil, opraHM3yeMbIX TBAXIbI B TOJ,
TIPOBOASTCS TTOMApHBIC TECThl HA COBMECTUMOCTD, PE3YJbTaThl KOTOPBIX
n 3a”HocaTea B B/I Interoperability Database.

Cy1ecTByIOT 00bEKTUBHBIE TPUUUHBI MeyieHHoro npoaskeHus: SET.
K HuM, B mepByio ouyepenb, CIemyeT OTHECTH BBICOKYIO CTOMMOCTh pellie-
HUI, peanuzytoniux nporokon SET; npuHuMasi BO BHUMaHKME HAJTMYKE YKe
pa3BUTOI 6a3bl 3JIEKTPOHHBIX Mara3uHOB, MPUMEHSIIOIIMX poTokon SSL, a
TaKKe TMoKa MpUeMJIeMblil 1J1s1 TOProBJIM YPOBEHb MOIIIGHHUYECTBa, Mara-
3WHBI HE CIIEeIaT MHBECTUPOBATLCSI B HOBOE pEllieHKEe. DTO XOPOIIO BUIHO
Ha nipuMepe JlaHuu, SBISIOoNIelics OMHUM U3 JIMAEPOB M0 BHEIPEHUIO TIPO-
tokona SET. Ve ynoMmuHasmiasicst Komrnanust PBS npu 3akmovyennn no-
TOBOPOB Ha OOCTyXMBaHUE Tpe/iaraeT MHTepHeT-Mara3uHaM o0e Tex-
Hojorn — SSL u SET. Ha xonerr 2000 r. PBS 3axmounna 1971 norosop
Ha paboty mo TexHoiaoru SSL 1 TonpKo 208 70roBopoB Ha 00CTy:KMBaHUE
nio craHgapty SET.

TakuMm 00pa3oM, B CETOTHSIIHUX YCIOBUIX (00beMbl Tiponax B DK, cro-
VIMOCTb MPOIYKTOB, YPOBEHb MOILIEHHUYECTB) B 1IEJIOM MPOJABIIbI HE XeJa-
10T TPaTUTh HU BpeMsl, HA JIEHbIM Ha peaTu3alliio pellieHui, obecreurBao-
X 6e30IMacHOCTh TpaH3aKmii K.

B cBoto ouepenp, oTcyTcTBHE MHMPACTPYKTYphl MIHTEepHET-Mara3nHoB, KC-
none3yromx cranmapT SET, cnepsknBaeT 0aHKM-3MUTEHTHI OT MHBECTUIIAIA
B SET. Kpome Toro, 0aHKM-3MUTEHTHI TTOJTHOCTBIO 3aIIIMILIEHBI OT MOIIICH-
HMYECTB CETOMHSIIIHUMU MPaBUIaMU MEXIYHAPOIHBIX IUIATEXKHBIX CUCTEM
(BCSI OTBETCTBEHHOCTh ITO TPAH3aKIIMSIM, IIPOBEIEHHBIM HE 10 IIPOTOKOIY
SET, nexuT Ha oOCIyXKMBaIoIIeM OaHKe). DTO TakeKe SBIISIETCS OMHON M3
MPUHUIUAIHATBHBIX OIIMOOK, JOMYIIEHHBIX MEKIyHAPOIHBIMU TLIATEXKHbI-
MU CCTEMaMH TIpU BHeAPEeHUM HOoBoro ctaHaapTa. Toiabko mapte 2001 . mo
6ankoB mo1uio perieHre VISA International, neficTBuTebHOE ¢ 1 STHBapsI

12-2103
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2003 roma m1st ctpaH ¢ 6a30BeIM TTpoToKooM DK 3D SET, B cootBeTcTBNI
C KOTOPBIM OTBETCTBEHHOCTH 32 MOLLIEHHUYECTBO, COBepilieHHOe He 1o SET-
kapre, B TI1, mognepxupatomiem SET, oxurcs Ha 0aHK-3MUTEHT. Takoe
pellieHre TOJDKHO Cephe3HbIM 00pa3oM CTHMYJIMPOBATh SMUTEHTOB Ha Iie-
pexon K ucronb3oBannio SET.

Jpyras ommobKa MeXKIyHAPOIHBIX TIIATEKHBIX CUCTEM COCTOSUIA B TOM, UTO
a1 SET-TpaH3akuuii He ObUTA BBEACHBI CIIelIMaIbHbIC 3HAYCHUST KOMUC-
cuoHHbIX Interchange Fee, BbIILIauMBaeMbIX OOCIY>KMBAIOIIMM OaHKOM
B MOJIb3y OaHKa-3MuUTeHTa. osroe BpeMs Taprdbl OCTaBaIMCh TAKIMM XK€,
KaK JIJIsS1 HEQJIEKTPOHHOM OIepaLim «ITOKyIKa» — OKoJIo 2,5 % ot pa3Mepa
TpaH3aKUUK. TONBKO 00lliee YMEHBIIIEHNE KOMUCCUOHHBIX TUIAT B MEXKIyHa-
POIHBIX TUIATEXKHBIX CHCTeMaXx IIPUBEJIO K CHIDKEHMIO pa3Mepa Interchange
Fee n1st ameXTpoHHBIX TIOKYHOK (rpuMepHo 1,45-1,69 % B 3aBUCUMOCTH OT
TJIATEXXHOM CUCTEMBI U KAPTOUHOTO TIPOIYKTA).

Mopenun Tpex AOMEHOB

Jletom 2000 r. xommanust VISA o0bsiBrIa 0 cBoelt MOAAEPXKKE KOHIIETIUN
(Monenn) «rpex momeHoB» (Three Domain Model), cyTh KOTOPOI1 COCTOUT
B CJIEYIOIIEM.

Bech nporiecc ayreHTMdUKAIIT, 00ECTIEUMBAIOIINI OE30MTaCHOCTh TPaH3aK-
uit DK, pazdouBaeTcst Ha Tpu foMeHa (objacth): Issuer Domain, Acquirer
Domain u Interoperability Domain (puc. 4.6).

| JSSSUE" =t ‘*l POS = _"l Mnarex bR |
erver wnos |
_ Wallet _.* i (R { _Server |‘_ —1 :
P L. SN ..___l.._ —
| Bnapeneu |, | |, Toprosoe
KapTbl | npeanpusiThe
Issuer Domain Interoperability  Acfuirer Domain

Puc. 4.6. Mogenb Tpex nomeHos (3D)

Haznauenue Issuer Domain coctout B ayTeHTH(DUKALIMM OAHKOM-3MUTEH-
TOM CBOETO KJIMEHTA Ha OCHOBE MPABWJI U METOIOB, YCTAHOBJICHHBIX CAMUM
OMUTECHTOM.
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Haznauenue Acquirer Domain 3akiro4aeTcss B TOM, YTO OOCTY>KUBAIOLIUIA
0aHK MpoM3BOAUT ayTeHTU(brKaluio cBoero TI1 Ha OcHOBE MpaBUJI M METO-
JIOB, YCTAHOBJICHHBIX CAMMM OOCTY>KMBAIOIIIM OaHKOM.

Hakowner, 3amaua Interoperability Domain cocTouT B TOM, 4TOOBI OMnpesie-
JIMTh TIpaBWJIa U Tpolieaypbl oOMeHa nHbopMalvei Mexy noMmeHamu Issuer
Domain u Acquirer Domain, rapaHTupyoIe 3TUM JOMEHaM B3aUMHYIO
ayTeHTU(UKALIMIO IPYT APYTa.

Takum o00pa3oM, MoneIb TPEX TOMEHOB, pa3duBasi MpoLecC ayTeHTUduU-
Kauu y9acTHUKOB DK Ha oTmenbHBIC 30HBI, Cpa3y OrpaHUIMBAET MHO-
JKECTBO BCEX MPOTOKOJIOB DK, orpeestsist JIUIITh HEKOTOPOe TTIOAMHOKECTBO
BCEX BO3MOXKHBIX aJITOPUTMOB B3aMMOIEHCTBUS YIaCTHMKOB TPaH3aK-
i OK.

Crnemyer OmM4epKHYTh, YTO TPOLICAYPhl ayTeHTH(VKAaIMU BHYTpU Issuer
Domain 1 Acquirer Domain orpenesstioTcsl COOTBETCTBEHHO OaHKOM-3MM-
TECHTOM 1 O0OC/TyKMBaroIIMM 0aHKoM. ITatexHast cucteMa orpenesisieT IUIb
paBuia padoThl B 001actu Interoperability Domain. Takum o06pa3om, Mo-
IIeTb TPeX JOMEHOB SICHO ONpeAe/sieT OTBETCTBEHHOCTh BCEX YYaCTHHUKOB
TpaH3akiuy DK B mporiecce Mx ayTeHTU(PUKAIIAN.

OueBrAHOE MPEUMYILIECTBO MOAEN TPeX JOMEHOB COCTOUT B TOM, YTO 3MU-
TEHT TOJIyJaeT BO3MOKHOCTD TIPOM3BOINTH ayTEHTU(UKAIIUIO CBOETO KIIH-
€HTa JIIOObIM YA0OHBIM €My criocoboM. Hampumep, 17151 3TOro MOryT UCIOb-
30BaThCsl METONBI, Y3Ke TIpUMeEHsIeMble 0aHKOM B 3JIEKTPOHHOM O3HKUHTE,
wi PKI-npunoxeHust Ha cMapT-KapTax.

HenaBHo komnanusi Europay npeaioxuia HOBYIO OpUTMHATIBHYIO TEXHO-
JIOTUIO ayTeHTU(MKAIIMY BlaJesIblia KapThl, BHEAPUB MpuiiokeHue Wireless
Public Key Infrastructure (WPKI) B SIM-kapre MoOuibHOro TesiecdoHa.
CyTb UIIEN COCTOUT B TOM, YTO IOCJIE TOTO KaK KJIMEHT 00paTuiics K cepBepy
CBOEro sMUTeHTa g uHuurManusauuu SET-TpaH3akiyu, mocaenHuii opra-
HM3YyeT Iiepenady Ha MOOWIbHBIN TeleOH Biadesiblia KapTel SMS-co00-
LIEHUS1, COAEPXKALIETO OMKUCAHUE TOBAPOB, 3aKa3aHHbIX KJIMEHTOM. Eciau
KJIMEHT COMIACEH C CONEPXKUMBIM TEPEYHs TOBAPOB, OH €0 MOATBEPKIAET.
B pesynbrare nonyyenHoe SMS-coo011eH1e MOAMUCHIBAETCS KIIFOUOM Blla-
JieJiblia KapThl M BO3BpalllaeTCsl Ha CepBEp SMUTEHTA.

Hanee OyayT pacCMOTpPEHBI JIBa YaCTHBIX CIIydyasi MOAEIN TpeX TOMEHOB:
3D SET u 3D SSL.

Cytb monermu 3D SET coctouT B TOM, YTO B3aUMOAEMCTBUE MEXKITY TOMEHA-

MU 3MUTEHTa M OOCTyXMBaIOIIero 6aHKa OCYIIECTBISIETCS 10 TTPOTOKOITY
SET. Ha npakTtuke 310 03HavaeT, 4to B Issuer Domain peanusyercs KOH-
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LIETIIUST «TOHKOTO KOIIIeJIbKa» ¢ Mcrob3oBanreM Issuer Server Wallet, ko-
TOPBIA OCYLIECTBIISIET ayTeHTU(MUKALINIO KIMEHTA 10 HEKOTOPOMY CBOEMY
aJITOpyuTMY U Jajiee HampasisieT B Acquirer Domain cooOlieHust, ToaTBep-
JKIAoIIe ayTeHTU(UKAIIMIO KJIMEeHTa B (popMaTe COOOIIEHUI TTPOTOKOIA
SET. B sTOoM citydae HeT HEOOXOIMMOCTH Tiepeaadl CepTU(UKATOB KITFOUeH
KJIMEHTOB CAMMM KJIIEHTaM.

C touxkm 3penust TTI monens 3D SET moszsonsget TIT BBIMOIHUTE TpaH3aK-
o DK ¢ ncnonp3oBaHMEM HE3aBUCHMOTO TUIATEXKHOTO CepBepa.

Monens 3D SSL ormmyaerca ot mogemm 3D SET tem, dto B obmactu Inter-
operability Domain Bmecto npotokona SET ucrnonb3yercst mpotokon SSL.
Ha npakTtuke 3T0 BbIpaXkaeTcsl B TOM, 4TO ITOCJIE 3aBepIlieH1s OaHKOM-3MU-
TEHTOM IIPOLIEAYPHI AyTEHTU(PUKAIIMN CBOETO KJIMEeHTa OaHK-3MMTEHT 10/~
MKUCHIBACT 3aMpoC KJIMEHTa CBOMM CEKPETHBIM KIIIOYOM M IIepedaeT ero
B Acquirer Domain. TeM camMbIM 3MUTEHT ITOATBEPXKAAET Pe3y/IbTaT ayTeH-
TU(hUKALIMY KIMEHTA.

IIpouenypa ayrentnduramun TI1 ero o6cTy:kKMBafOIIMM OaHKOM B MOIEITA
3D SSL MoxeT OBITB 1100014 (B YaCTHOCTH, JJISI 3TOIO MOXET MCITOJIb30BaTh-
cs npoTtokon SET wim ayreHTudukanus TIT MoXeT oCcylIecTBISITBCS 110
TEM 3Ke TpaBUiaM, 4TO U B CTydae OOBIYHOM TTOKYIIKK).

IMpeumymectsa mogenu 3D SSL oueBumHbl. KiMeHTYy mOCTaTOYHO HC-
TMOJIb30BaTh OOBIYHBIN Opay3ep 115 peanu3auuu TpaH3akuuu DK. TTpu atom
Ha cepBepe aMHuTeHTa Issuer Server He TpeOyeTcs xpaHeHue (M TeM 00-
Jiee pacIipocTpaHeHNe) cepTU(prKaToB KIodeli KIMeHToB 0aHka. B cBsi3u ¢
5TUM BHEApPEHUE IMOAOOHOM MOIEIU SIBJISICTCS YPE3BBIYAHO IPOCTHIM B
cpaBHeHUM C Tipouenypoit BHeapeHust Mogeau 3D SET. B 1o ke Bpewms,
Mozenb 3D SSL mmeer 1 oueBHMAHBIE HEAOCTATKM — HE O0ECIICUMBACTCS
KOH(UIACHIIMAIBHOCTD JaHHBIX O PEKBU3NUTAX KapThl KIIMEHTA IO OTHOIIIEe-
Huto K TTI.

Mopenb 3D Secure

B mae 2001 r. 66U orydmMKoBaHbI crie@uKanyi Ha ctadgapt 3D Secure,
MPETEH/IYIONINIA Ha POJIb TJI00AILHOTO CTaHAapTa ayTeHTUMUKAIIMY B TIa-
TexxHoit cucteme VISA. TTocKobKy pyKOMUCh 5TOM KHUTH OblIa IepeaaHa
B M3IATeJILCTBO MPUMEPHO B TO XK€ BpeMsi, HIKE TIPUBOIUTCS caMoe oll1iee
ONMCaHMe 3TOTO CTaHIAPTA.

IIporokon 3D Secure 6a3upyercsl Ha KOHUEIIIMNA TpeX AoMeHOB. Oomias
cxeMa MpPOTOKoJIa TIpeJcTaBieHa Ha puc 4.7.
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Toprosoe npegnpusThe Bnageneu kaprsi

4 *
/ Directory "\

ACS

Puc. 4.7. Mopenb 3D Secure

Ilocne Toro, Kak Biajesell KapTbl MOATBEPAU TOPrOBOMY MPENITPUSITUIO
CBOIO TOTOBHOCTb IMPOMU3BECTH MOKYIIKY UM B 3aluileHHoi SSL-ceccun me-
penan TIT pekBU3UTHI KapThl, puioxeHue TT1 HULIMUPYET crelaTbHOe
MporpaMMHoe obecrieueHre, ycraHapnBaeMoe Ha cepBepe TI1 u HasbiBae-
Moe Merchant Plug-In.

ITporpamma Merchant Plug-In obparaeTcs K cepBepy IUIaTEXKHOM CHUCTe-
MBI (Directory) ¢ 3ampocoM Ha TIPOBEPKY ITOAACPKKI BIAIC/IbLIEM KapThl
npotokoina 3D Secure. [{aHHBII 3aTIPOC CONEPKUT HOMED KapThl, UACHTU-
¢rKaTOp TOProBoii TOUKU M ee Mapob (omuuroHHo). CepBep Directory 1mo
NIEHTU(UKATOPY TOPTOBOI TOUYKM TpoBepsieT Hammume maHHoro TIT B BJI
MHTEpHET-Mara3uHoB, TToAnep:KMBaroiix mporokoin 3D Secure. Kpome Toro,
B ciyyae ucnojib3oBaHus naposnst TIT mpoBogutcs uaentudukanys TTI1.
ITocne atoro cepep Directory mo HoMepy KapThbl TTOKYIIATeNsl ONpeaessieT
ee MPUHAJIEXHOCTb K IMana3oHy KapT, MOIIepXUBAOIIMX MpoTokon 3D
Secure, a Takcke URL cepBepa sMuTeHTa KapThl, Ha3bIBaeMOro Access
Control Server (ACS), u niepenaet o atomy URL 3amnpoc Ha moanepxky
JTAaHHOI KOHKpeTHOI KapToii mpotokona 3D Secure. Cepep ACS npoBepsi-
€T MOIIIEPXKKY BlaJeblieM KapThl poTokosa 3D Secure u pe3ysbrar npo-
Bepku depe3 Directory coobiiaer nporpamme Merchant Plug-In.

Cremyet oTMeTUTh, 4To muaiorn Merchant Plug-In - Directory u Directory -
ACS miporicxomst no 3anmieHHbM SSL-ceccrsiM ¢ rcronb3oBanreM SSL-
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ceptudmkaroB, BeImaHHBIX Root Certificate Authority, 4To obecrieunBaer
He TOJIbKO KOH(MUIEHIMATBHOCTD ITepeIaBacMbIX JAaHHBIX, HO 1 UTO KpaiiHe
BaXXHO- B3aMMHYIO ayTeHTU(DUKALINIO YYACTHUKOB TUATOTOB.

Ecmu B pesynbrate mposepkr Ha ACS kapra mokymnartenisi MOAAepXKUBAeT
npotokoia 3D Secure, To Merchant Plug-In ¢opMupyeT 3ampoc Ha ayTeH-
TU(UKALIMIO BiIaaesblia KapThl. JJaHHBIN 3a1mpoc conepXUT MHMOpMAIIIIO O
CyMMe€ TTOKYTIKU, TOPTOBOM TIPEIPUSTUN, CIIELUATbHBIA UAEHTU(HUKATOP
Branesbla kaptel (Account 1D), nognepxkuaemslit Ha cepBepe ACS, URL
TIT 1 nepemaerca Ha cepBep ACS, dyepe3 Opay3ep ITOKYITATeNIs ¢ OMHOBpE-
MEHHOI Tiepeanmpecalyeii Baaaesblia KapTel Ha cepBep ACS.

Cepsep ACS, 1oiry4uB 3aI1poc, IIPOM3BOIUT ayTeHTU(UKALIMIO BIaaesIblia
KapThl 10 YCTAHOBJIEHHOMY C KJIMEHTOM 3allMiieHHOMY SSL-coenHeHuo.
3a 6aHKOM-3MMTEHTOM OCTaeTCsl CBO0OIA BRIOOpA METOAA ayTeHTU(DMKALIMMN.
B yacTHOCTH, BiIanesneln KapThl MOXKET OMHAXKIBI ITOIyYUTh OT SMUTEHTA T1a-
poiib. B 3TOM Clly4yae mpoBepKa BBINISIOUT cieayommM odpazoM. Cepsep
ACS mnoaroraBIMBaeT IS IOKyINaTeN ST CTPAaHWIKY, CONEPXKAIIYIO JIOTOTHUII
OaHka-amMuTeHTa, Ha3BaHue TI1, cymmy TpaH3aKiMy, CrielIaIbHbIE TTO3bIB-
Hble (110 CYyTH — TOT Xe€ I1apoJjib, HO B JIETKO 3allOMMHAeMOoi (hopMe), TIpH-
JTyMaHHBIE BJIafe/blieM KapThl Ha CTAIUM €r0 PEerucTpalldy IJIsl y4acThs
B nporpamMme DK 6anka 1 xpaHumbie Ha ACS, a Takeke 3a1poc K ITOKyIaTe-
JIIO Ha BBOJI CEKPETHOTO ITapoJIsl Banaesiblia KapThl. C ITOMOIIBIO ITO3BIBHBIX
cepBep ACS uneHTrudUIMpyeT ceOs1 Ieper BiIanebleM KapThl. B oTBeT Bia-
Jiesiell KapThl coobaeTr cepepy ACS CBOI Iaposib, MACHTUMUIIUPYS ceOst
repea SMUTEHTOM.

TMocne ycrientHoro 3aBepilieHUsT ayTeHTU(UKAUKU KiieHTa, cepBep ACS
MOJrOTaB/IMBaeT OTBET, MOATNMCAHHbIN Ha Kiltoue sMuteHTa. [loanvcey sMu-
TEHTa UCTIONB3YETCS JIsl pElIeHUs MPOOJIeMbI MOTEHIIMATBHOTO OTKa3a Bla-
JieJiblia KapThl OT Pe3yJIbTaToB TpaH3akuuu. OTBET nepenaeTcs Ha cepBep
00CITy>KMBAIOIIET0 0aHKa C OJHOBPEMEHHBIM TEPEKITIOYEHUEM KITMEHTa
Ha 3TOT ke cepBep. Pesynbrar ayreHTHdhUKaiuu nepenaercss ACS takke
Ha cepBep Directory, KOTOpbIi BBICTYTIAET B POJIU TPETEUCKOTO CY/IbU B CITy-
Yyae BO3HMKHOBEHMUSI IMCITyTa 1o TpaH3akiuu. Merchant Plug-In mpoBepsi-
€T MOJNMUCh SMUTEHTA U (POPMUPYET CTAHAAPTHBIN aBTOPU3ALIMOHHBIN 3ar-
poc IS Tiepeauu ero B MJIaTeXHYIO CETb.

Taxum odpazom, riporokoi 3D Secure ynoBieTBOpsieT OCHOBHBIM TpeOOBa-
HUSIM 0€30I1aCHOCTH, ITpeabsBsieMbiM K DK. B yactHOoCTH, pelaeTcs mpo-
OsemMa ayTeHTU(bHMKALUMKY YIaCTHUKOB TPaH3aKIIMKU, OTKA3a OT TpaH3aKLINK1
U T. 1. I B TO ke BpeMsI TOBOpUTh O IpoToKoJjie 3D Secure kak 00 ycToituu-
BOM ITPOTOKOJIE€ HEBO3MOXKHO, IIOCKOJIBLKY OH OITPEIEIIIeT TOIBKO YaCTh IIPO-
1ecca oopaborku TpaH3akumu (Interoperability Domain), ocraBisiss mpo-
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TOKOJIbI B 30Hax Issuer Domain u Acquirer Domain Ha BEIOOp COOTBETCTBEH-
HO BMMTEHTA 1 00CIy>KMBaloIIero 6aHka. ¥ mporokosna 3D Secure umerorcs
CllenyIonve OYeBUIHbIE TOCTOMHCTBA. Bo-mepBbix, B 00LIEM ciydae Jjist
coBepIIeHs TpaH3akuny DK KiImeHT moMmMo Opay3epa He JOJDKEH Conep-
*Katb cnenyaabHoro IO Ha cBoeM KOMIIbIoTepe. XOTS B HEKOTOPBIX CTyda-
SIX HaJIMuKMe 3JIeKTPOHHOTO OyMaxkHUKa LiesiecoodpasHo. Hanpumep, koraa
SMUTEHT UCMOJIb3YeT 00Jiee CJIOXKHBIE MO CPABHEHUIO C MapOJISIMU CXEMbI
ayTeHTU(DUKALIMK BIaje/blia KapThl (HAIIPpUMep, ¢ TIOMOIIBIO CMapT-KapThl
U T. I1.). 30eCh BAXKHO, YTO 2JICKTPOHHBIN OYMaXKHUK MPEAOCTABJISIECTCS Blla-
JIeJTbITy KapThl €r0 SMUTEHTOM. Ero (hyHKIIMOHUpOBaHME HUKAK He peria-
MEHTUPYETCS IJIaTeXXHBIMU CUCTEMaMU.

Bo-BTOpBIX, pe3Kko ympolaeTcs mpolenypa ceptudukauni. B mporokomie
3D Secure ucrosib3yeTcsi OTHOYPOBHEBAsI CUCTEMA LICHTPOB CePTUDUKALIVU.

B TpeTbux, 1 3T0 TOCTOMHCTBO BCEX ITPOTOKOJIOB, YKJIAABIBAIOIIMXCS B KOH-
LISTTINIO TPeX JOMEHOB, Mpoleayphl ayreHTUduKaunn TI1 u Bragenpies
KapThl OMpeaeIsioTcs 0aHKaMU M He PerIaMEHTUPYIOTCS CEThIO, UTO JaeT
6aHKaM cBOOOIY BbIOOPA ¥ BOBMOXHOCTb MHTEIPUPOBAHMS YKE CYILIECTBY-
IOIMX pelieHuii (Hapumep, B odaactu MHTepHeT-09HKIMHTA).

Haxkonen, I10, ycTraHaBinmBaeMoe Ha CTOPOHE OOCTYKMBAOIIET0 OaHKa
1 GaHKa-3MUTEHTa, rOpa3o Mpoliie Mo cBoell (YHKIIMOHAILHOCTY U TTOTO-
MY JOJDKHO OBITH cylecTBeHHO aemesie 110, peamm3ytomero SET.

Moaenb SSET

Kak yxe orMeuanoch, KJIFOUeBbIMM BOITPOCAMU JIJIS1 YCTICIITHOTO BHEAPEHUS
MPOEKTa 3JIEKTPOHHOM KOMMEPLIMH SIBIISIIOTCS €0 CTOMMOCTh 1 Oe30I1ac-
HOCTB OIlepalinii, o0ecrieurBaeMast BHeIpsieMoii cuctemMoii. [1pu aTom ove-
BUIHO, YTO YeM BHIIIe 6€30MacHOCTh CUCTEMbI 3JIEKTPOHHON KOMMEPLIVH,
TEM BBILIE U €€ CTOUMOCTb.

HcronszoBanme mporokosa SET, obecrreunBaroiiero BEICOKYIO CTeTIeHb 3a-
IIWATHI TpaH3aKMii DK, B Mype BecbMa orpaHMYeHO (OKOJIO CTa ThICSY KapT
1 HECKOJIBKO COTEH TOPIOBBIX MpPennpusTuii). ToMy uMeeTcsl MHOXKECTBO
MPUYMH, PELIAIOIIEH CPeaU KOTOPHIX SIBJISIETCS BRICOKAsI CTOMMOCTh BHEIPE-
Hus cuctembl DK Ha 6aze nporokona SET (croumocts SET-penieHus ko-
nebercst mexmy $600 m 1500 TwIC.).

B pesynbraTe mopapistioniee OONBIIMHCTBO COBPEMEHHBIX cructeM DK mic-
TIOJIB3YIOT ITPOTOKOJ SSL, 00ecITeunBarOLIIIA AT KOH(PUICHITNATLHOCTD TaH-
HbIX TpaH3akimu DK npu ux nepegaye yepes ceTb OOIIIETO MOIb30BAHNSI, HO
ITPpU 3TOM HBII?[IOH_H/II;’ICH CYHIECTBEHHO OoJsee JCIIEBBIM U1 BHEIPCHNS.
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Kak m3BectHO, mobdoe SET-pereHe coCTOUT M3 YeThIpeX ITPOrpaMMHBIX
KOMITOHEHTOB — 3JIEKTPOHHOT'O KOllle/bKa rnokymnatessi, POS-cepsepa ripo-
JIaBlia, TUIATEXHOTO 11UTI03a OOCTY>KMBalOIIero 6aHka IpojaaBlia v LeHTpa
ceprudukanmu (L[C). Ipu 3ToM Hanboee TOPOroCTOSIIIIMMU KOMITOHEH-
TaMU PELIEHUS SIBJISIOTCS TUtartexXHblid mumo3 (or $350 mo 500 Teic.) n LIC
(oxomo $200-300 ThIC.).

Hnest onuceiBaeMoro aajiee mpoTokoia DK cocToUT B UCKITIOYEHUH 13 YIIO-
TpeOJIeHNST HanboJIee TOPOTrOCTOSIIEro KoMItoHeHTa perierns SET — 1ia-
TEXHOIO IIIJII03a M 3aMEHE €ro Tak Ha3biBaeMbIM MHTepHET-areHTOM.
OcHoBHbIe (yHKIIMU Takoro MHTepHeT-areHTa aHaJOrMYHbl (QyHKLIUSIM
IaTexHoro 1uno3a. OgHako B3auMoelicTBue Mexay MHTepHeT-Mara3u-
HOM M IIUTIO30M OTIPEIEISIETCS] OOCTyKMBAIOIIMM OaHKOM, KaK 3TO IeJIaeTCsI
TIpY TOAKIIOYEHUM OAaHKOM K CBOEMY LICHTPAJTbHOMY KOMITBIOTEPY 3JIeKT-
ponHbIX POS-TepMuHanoB. KoHeyHo, Ha 3TO B3aMMOIEHiCTBHE B 3HAYUTE/Ib-
HOM CTEIeHM HaKJIaIbIBaeT OTIIEYaTOK IIPOTOKOJ paboThl KimeHTa u T11,
0 YeM ellie OyIeT cKa3aHo.

CyTb uaen 3aKII04aeTcsl B TOM, YTOObI OCTAaBUTh MHTEPGEC MEXIy IOKY-
marejieM U IIPOJABLIOM ITOJIHOCTBIO COOTBeTCTBYIOIMM cTaHaapty SET, Ho
IIPY 3TOM M3MEHMTH MPOTOKOJI B3aMMOICHCTBHSI MEXIY TOPTOBBIM TIPEI-
TIPUSITUEM 1 €T0 OOCTYKUBAIOIIMM OaHKOM (TaKOI IIPOTOKOJ OyIeT B 1ajIb-
HeieM HasbiBatbesi SSET — Simplified SET). Cnenyer otMeTuTs, 4to
MPOTOKOJI PabOThl MPOJaBIIA U ero OaHKa BCerJa SIBJSICS MPEAMETOM CO-
IJIAIIeHMs IpofaBa 1 0aHKa M TUIATEXKHBIMU CHUCTeMaMM (PaKTUIECKU He
periaMeHTUpOoBaICsl (MMETUCh O0LMe TPeOOBaHUSI, pear3alis KOTOPhIX
OCTaBajlaCh MPEIMETOM AOTOBOPEHHOCTH MEXIY ITPOAABLIOM 1 OaHKOM).
DyHKIIMM TUIATEXHOM CUCTEMbI BCErIa COCTOSUIM B OIpeAe/icHU MHTEP-
deiica MeXXIy OAHKOM M TIIATEKHOM CETHIO.

B cnyuae SET B cuimy TpeXCTOPOHHETO XapakTepa 3TOro MpoTOKoJa Tuia-
TEXHbIE CUCTEMbI BIIEPBBIE 32 BCIO UCTOPUIO CBOETO CYIIIECTBOBAHMST BTOPT-
JIMCh B 00/1aCTh, KOTOPYIO HUKOT/IA MPEX/IE HE periaMeHTUpoBaIn. U B aToM
COCTOSIIa OHA M3 INIaBHBIX OIIMOOK. B meiicTBUTENIBHOCTH, OBLIO OBI I0-
CTaTOYHO OMpPEeIUTh (POPMAT OTACTBHBIX 3IEMEHTOB COOOILIEHU, UCTIONb-
3yeMbIX U1 0OMeHa MH(bopMalel MexIy TPoJAaBLIOM U OOCTY>KUBAIOLIUM
0aHKOM, JIJIs1 TOTO YTOObI OCTATIbHYIO YaCTh IMPOTOKOJIA OCTABUTh HA YCMOT-
peHue rponaslia 1 ero 6aHka. HoBeie mHULIMAaTUBEI cucTeMbl VISA, cBsI3aH-
HbIE C MPOBO3MIAICHUEM KOHIenuu 3D (Tpex TOMEHOB), SIBisieTCs (hak-
TUYECKU MOIBITKON UCTIPABUTh C/EaHHYIO OLLIMOKY.

Texanaecku riporokon SSET BeITSIAUT criemyroyM odpa3om. TTokymareinb
nepeaaeT Iponaanily coobmienre Payment Order 1 mojydaeT B OTBET COO0-
meHre Payment Response, moarsep:kuatoliee IpUHITHE 3aKa3a OT ITOKY-
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raresnsi. Bech 3TOT 0OMEH MPOMCXOIUT B TTOJTHOM COOTBETCTBUM C IIPOTOKO-
JioM SET 1 rmoToMy Ha 3TOM 3Tarie MporU3BOAUTCS B3aMMHasl ayTeHTU(HKA-
LIMsI TTOKYTIaTelIsl ¥ mponaBia. I1o3xke IToKyImaTeslb MOXKeT BOCITOJIb30BaThCs
napyroii SET-tpanzakumeir Purchase Inquiry mis Toro, 4Tto0BI y3HAThH CTa-
TyC UCTIOJIHEHUSI CICIAHHOTO MM 3aKa3a.

Tlocne npuHsTHS 3aKa3a MpoaaBell, BOOOILE TOBOPSI, B OTIOXKEHHOM PEKH-
Me (off-line) reHepupyet coobiienre Payment Authorization mist oTripaB-
KU ero 0aHKy-3MUTEHTY (4epe3 IUIaTeXXHBIH 1IUTI03 U TUIATEXKHYIO CUCTEMY)
C TeM, YTOOBI TTOJIyYUTh aBTOPU3ALIMIO SMUTEHTA Ha ITPOBEACHNE Oe3HAIMY-
HOMI orepaly Ipoaaky ToBapa WX yeayru nokynaremo. Ilpu atom dop-
MaThl 1 aJIFOPUTM OOMEHa COOOIIEHUSIMUA MEXIY IPOAABLIOM U OOCITY:KM-
BalOIIMM €ro 0aHKOM OCTAIOTCS IIPSAMETOM COIVIAIICHUST MEXTY ITPOIaBLIOM
n 6aHkoM. K mHbopMaImmoHHOMy 00MeHy MEXKITy TTPOAaBIIOM M €T0 OaHKOM
TIPEIbSIBISIIOTCS JIMIID CISAYIOIIe o0IIre TpeOOBaHMS:

+ coobueHre Payment Authorization TOKHO comepXaTh B HEU3MEHEH-
HOM BHIIE TI0JIST (3TU MO 0e3 M3MEHEHUSI TIEPEHOCSITCS U3 COOOIICHMS
Payment Order), otHocstiivecst K Payment Instructions (3t mosst co-
JiepKaT peKBU3UTHI KapThl), 1 3HaueHre dual message signature;

* CIpOro peKoMeHmyeTcs, yToObl coobiieHre Payment Authorization 6bu10
TOAMKUCAHO TIPOAABIIOM M COMAEPXKaIO CepTU(MUKAT OTKPHITOro Kiloya
MpOAAaBLIA;

* orBeT Ha coobiieHre Payment Authorization mopkeH OBITH ITONITMACAH
HMHTepHeT-11UTI030M 1 cofepXkaTh cepTUMUKAT OTKPHITOro Kimova MH-
TepHET-11LTI034;

* B COOOIIEHWM OT TIaTexHoro numo3a K TTT ToKHbI cofepKaThesl CIu-
cok CRL-1CTOB BMECTE C COOTBETCTBYIOLIMMU CIIMCKAMM OTO3BaHHBIX
cepTUhUKaATOB.

[Ipu BbITIOTHEHWY TIEpEUUCTEHHBIX TpeOboBaHUl MIHTepHeT-areHT cMOoXKeT
u3Bieyb u3 Payment Instructions peKBU3UTbI KapThl, HEOOXOIUMBIE eMY IS
¢GopMUPOBAHMSI CETEBOT'O COOOIIEHMS (COOOIIEHMS, IPESAHA3HAYCHHOTO JIJIS
OaHKa-3MHTEHTa), 00ECHEYUTh 1IEJIOCTHOCTD TiepefaBaeMoli MH(popMaluu,
ayTeHTU(ULMPOBATh IMOKYTATes sl ¥ MPOIaBLIa, a IPOAABELl, B CBOIO OYepelb,
CMOXeT ayTeHTUhUIIMpoBaTh MHTEpHET-11UTI03 U MPOBEPUTD 1I€IOCTHOCTD
MH(bOopMaIuu, TIoJydeHHOl oT IHTepHeT-111T103a.

Tpanzakuus Payment Capture, ucrnosibdyeMast IIpoiaBLIOM JIJIsT TOTO, YTO-
ObI TOTPEOOBATH OT OOCITYKMBAIOIIETO OaHKa pacyeTa 10 TPaH3aKIUK dJIeK-
TPOHHO TTOKYITKH, MOXET ObITh peaTM30BaHa C ITIOMOIIBI0 MEXaHU3Ma TTpe-
aBropM3alii. B COOTBETCTBUY € 3TUM MEXaHM3MOM TpaH3akius Payment
Authorization mepen oTIIpaBKO#l B IIATEXHYIO CETh IIpeoOpasyeTcs
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B coobmienue 0100 (authorization request), KOTopoe ITO3BOJISIET «3aMOPO-
3UTb» CyMMY, COOTBETCTBYIOIIIYIO TIOKYTIKE, Ha cuete KiveHTa. [Tocie Bbi-
TOJTHEHMSI 3aKa3a Ipomasel] reHepupyer coobiienre 0200 (completion),
Je0eTylollee co cueTa MOKyIMaTess CyMMy TTOKYITKH.

OnmcaHHBIN 31ech TIPOTOKO (TouHee, obiast cxema) SSET ¢ Toukm 3pe-
HMs 6e30MaCHOCTY MPAKTUYECKK 3KBHUBajieHTeH rpotokony SET (mo kpaii-
Hell Mepe, C TOUKM 3pEHMS B3aUMHOI ayTeHTU(DUKAITMY YIaCTHUKOB TPaH3-
akuy DK ¥ KOHOUIEHIMATBHOCTH JaHHBIX 10 PEKBU3UTAM KapThl JJIsT
nponasia). B 1o e Bpems, oH, Omaromapst OoblIeil cBOOOE, TTO3BOJISIET
peann3oBaTh B3aUMOJIEICTBIE TTPOJABLIA U €T0 0aHKa 0 BHYTPEHHEMY IIPO-
TOKOJIy, YTO, B CBOIO OUYepE/Ib, CYILIECTBEHHO YMEHBIIIAET CTOMMOCTD BHEIpe-
Hust ripotokosia SET.

IIporokon SSET oueBMIHBEIM 00pa30M ITO3BOJISIET MOAACPXKATH BCE M3BECT-
Hble «pacimpeHusi» potokona SET 1.0, Bkimouast paciimpeHue, CBsI3aH-
Hoe co cMapTt-Kapramu (Common Chip Extension).

C TOYKM 3peHMST MEXKIYHAPOIHBIX TIATeXKHBIX cructeM TpaH3akuust SSET
MOXKeT paccMaTpuBaThes Kak TpaH3akius ¢ Electronic Commerce Indicator
coorBercTByomMM Encrypted Channel, 4rto mpeamosaraeT, B 4aCTHOCTH,
TOT (baKT, YTO OTBETCTBEHHOCTD 3a TPAH3AKIIMIO B CJIydae BOZHUKHOBEHMS
JIMCITyTa JIEXKUT Ha 00CTy>knBaoiieM 0aHke. OmHaKO MOXKHO OBbITh YBEpeH-
HBIM B TOM, YTO OOCJTy>KMBalOLLIKE OAHKH B LIEJISIX 3KOHOMUU CPEICTB Ha Iep-
BOM 3Tare OymyT TOTOBBI MOWTH Ha MCITONB30BaHuUE IpoTokoya SSET, 1mo-
HHUMasI, YTO BEPOSITHOCTh MOIIIEHHNYECTBA TP €T0 MCITOJIb30BAHMM TaK XKe
MaJia, Kak ¥ Impu rcnojb3oBanun SET.

HecxkospKo ¢10B 1O TTOBOMY TIPOLICAYPHl YIIPaBICHUSI cepTU(PUKATAMM.
B nepByro oudepenn, HEOOXOOUMO OTMETUTh, 4YTO WISl KiaveHToB U TII sta
Mpolenypa He MeHsIeTCSl HUKaK. JIpyriMu clioBaMu, KaK M B CITy4ae «9MCTO-
ro» SET 3Tu y4acTHUKU 3JICKTPOHHON KOMMEPLIMM ITOJY4aloT CBOM CEp-
TU(UKATHI B peXKME peabHOTO BpeMeHHU OT LieHTpoB cepTrudukanmu CCA
n MCA, cOOTBETCTBEHHO.

Yo KacaeTcsl TUIaTeXXHOTO 11111033, TO 3IECh MOXKHO JIEMCTBOBATH Pa3HbIMU
criocobamu. [TepBblit cocod — OCTaBUTH BCE B TOM XK€ BUJIE, UTO U B TTPO-
tokojie SET. Bropoit crioco0, mMO3BOJISIONINI YMEHBIITUTH MPOrPAMMHYIO
cloxXHOCTh MHTepHeT-areHTa (a 3Ha4uT, U €0 CTOMMOCTD), — IMPOBOIUTh
MpoLeaypy MoydeHusi ceptudukata B pexkume off-line. B atom cityyae ria-
TEXHBIN 1UTIO3 TOJKEH MOJTYyYUTh BO3MOXHOCTh MojtydeHusl. Bropoii cro-
€00, TIO3BOJIIONINI YMEHBIIUTD TIPOrPAMMHYIO CIIOXKHOCTb CepTH(HUKATOB
cBoux kimoueii B PCA ¢ nomotirsio 3arpocoB PKCS#10/PKCS#7. Ipu atom
MOXKHO TTOJIYYUThb CEPTU(MUKATHI IS «3aIlaCHBIX» KITI0YEl, KOTOPBIE MOTYT
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OBITh OITepaTUBHO KCIIOIB30BAHbI B CJTydae KOMIIPOMETAIIMA OCHOBHOM TTaphl
KITIOYEH.

Dyukums nonyyenus crmcka BCI u coorBercTByIonmx emy crickoB CRL
ocTaeTcs 6e3 u3MeHeHui. DT1a yHKIMs peaiusyercs B pexkxume off-line u
IIOTOMY He SIBJISIETCS] OOPEMEHUTEILHOM ¢ TOUKU 3PEHUS CJIOXKHOCTU TIPO-
IPaMMHOI peaTn3aLyu.

Hyxzo m1 ceprudutimposats MHTEpHET-areHTa B Kommnannu SETCo Ha co-
oTBeTcTBUE crieudukanmsaM npotokona SET. OTBeT — HeT, eciiu IMpaBUJIb-
HO pacIpeAe/INTh OTBETCTBEHHOCTh MEXIY YYaCTHUKAMM TPaH3aKIIMU.
B vacTHOCTH, €c/M cuMTaTh, YTO OTBETCTBEHHOCTH 3a ITOTEPIO PEKBU3UTOB
KapThl M3-32 CKOMITPOMETMPOBAHHOTO KJTIOYA TUIATEXKHOTO 1UTI03a JIEXKUT Ha
o0cyKrBaroleM 0aHKe, TO CepTU(UKALIMI TUIATEXKHOTO IILTI03a IIPOBOIUTH
He HYXXHO.

Yrto HEOOXOOMMO CIeNaTh IS TOro, YToObI MpoTokon SSET MoxHO ObLTO
MCToJIb30BaTh? OocmykuBatoieMy 0anKy npy nmpuMeHeHn SSET HeoO-
XOIVMO TIOJyYUTh Pa3pelIeHUe MEXTyHAPOIHBIX TUIATEXHBIX CACTEM Ha
TTOJTydeHre cepTrdrKaTa CBOMX KIIoUell Ha KIT0YaX COOTBETCTBYIOIIMX CHC-
TeM, a TakXKe Ha BblIady cepTM(MKATOB Kinoueil mponasia 1 MHTEepHET-
numo3a (111 UHTepHeT-areHTa) Ha cBoeM Kimode. Kpome Toro, IriarexxHbie
CHCTEMBI JOJDKHBI JaTh pa3penieHne Ha npueM SET-xapt B SSET-Maraszu-
Hax. [TockonbKy HM OIHO M3 MePEUNCICHHBIX pPaHee PEIIeHMI TIIaTeKHbBIX
CHICTEM HMKOMM 00pa30M He MPUBOIUT K KaKOH-TM00 KOMITPOMETAIIMH KOH-
(bmmeHIIMaNbHBIX JAHHBIX YYACTHUKOB TpaH3akimu DK, Beigaya mogoOHbIX
pa3peleHUit SIBJISIEeTCS JIMIIb BOIMPOCOM T00POii BOIM TUIATEKHBIX CHCTEM.

Kakosbl ipenmyiiectBa nporokona SSET mjist 6aHKOB?

*  CylIecTBEHHO YMEHbIIIAIOTCSI HAavYaJbHBIC 3aTpaThl OOCTY>KMBAIOIINX
0aHKOB Ha peanuzanuio nportokosa SET. 3a cyer 3Toro moiokHa cyle-
CTBEHHO PaCIIUPUTLCI MHGPPACTPYKTYpa MIPOAABLIOB, MPUHUMAIOILIMIX
K omiate SET-kapthl.

* Pacmmpsiercs: uH®pacTpyKTypa 3JeKTPOHHBIX Mara3uHoOB, OOCITyXKU-
parolyx SET-KapThl, 4To AejaeT MHTEPECHBIM 1151 0aHKOB-3MUTEHTOB
SMMCCHIO TAKUX KapT.

IIpemiaraeMblit TPOTOKOJ SIBJSIETCSI MIEPBOI CTYMEHBKOM K peau3aluu
nporokojia SET B momHoM o06bemMe. C pocToM 00BEMOB OIepalnii 00CTy-
>KvBarolye 6aHKK CTaHyT MocterneHHo nepexoautb Ha SET.

SSET a¢dekTrBHEE aNbTepHATUBHBIX BAPUAHTOB, MpellaraeéMbIX HEKOTO-
PBIMHU TIATEXXHBIMU cricTeMaMu (Hanpumep, 3D SSL), mockonbKy obecrie-
yyBaeT 0oJiee BEICOKMIA YPOBEHbB 3aILUTHI IIPY pa3yMHbIX 3aTpaTax Ha peajiv-
3allMI0 U IOMYCKAeT B AalbHelIeM Tmiepexo Ha monHbiid SET.
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Opyrvue acnekTbl NOBbILLEHNA 6€30MacHOCTU
CUCTEM 3JIEKTPOHHON KOMMepLun

Kak yxxe oTMeuanoch paHee, ceroiHsi 00JbIIMHCTBO cructeM DK UComnb3y-
foT TipoTtokon SSL YpoBeHb 3ammThl, obecrieunBaeMblii SSL, TakoB, 9TO
ayTeHTUdUKAIMS BAaebla KapThl HE MPOM3BOAUTCS BOOOIE, a ayTeH-
TU(DUKALKS 3IEKTPOHHOTO TOPTOBOIO MPEANPUSITHS MOXET ObITh IMTPU3HAHA
C Cepbe3HbIMU OroBopkKaMu. D(PGhEKTUBHOCTb paHee OOCYXIABILIUXCS Me-
TOJIOB TOBBIILIEHUS 0E30MACHOCTH MPOBEAEHMSI JIEKTPOHHBIX TIOKYIIOK C KC-
MOJIb30BaHKeM MpoTokojia SSL (mpuMeHeHue pa3IMyHbIX HeraTUB-(aiiios,
npoBepka CVV2/CVC2, VISA AVS) sBisercs BecbMa OrpaHUYCHHOIA.

Uro xe nenatb oOCTyXuBarolieMy OaHKy, XeJlalolieMy 3aHUMAaThCs JIEK-
TPOHHOI KOMMEPILIMEH YKe CeTOMHSI B YCJIOBUSX OTCYTCTBUS IIIMPOKO pac-
MPOCTPAHEHHBIX HAAEKHBIX MTPoToKoOB DK? Tloxanyit, sl HBIHEIIIHETO
9Tarna pa3BUTHs JIEKTPOHHOIO OM3HEca CYIIECTBYET €MMHCTBEHHbBIN OTBET
Ha MOCTABJIEHHbI! BOMPOC — PYKOBOACTBOBATHCS HAOOPOM 0a30BbIX MPUH-
LIMTIOB, BEIPAOOTaHHBIX HA OCHOBE 00OOIIIEHMSI HAKOIIEHHOTO OIThITa pabo-
ThI APYTMX OaHKOB. DTW MPUHLIMITBI HOCSAT B OCHOBHOM OpraHM3alliOHHO-
aJIMMHUCTPATUBHbBINA XapakTep W TpeNCTaBIeHbl BO MHOTMX JOKYMEHTaX.
B yactHOCTU, B KOHLIEHTPUPOBAHHOM BHJIE OHU U3JIOXKEHBI B MaTepUale KOM-
nanuu VISA International «Acquirer Best Practices. Electronic Commerce
Fraud Management».

C TouKM 3peHus pabOTHl 0OCITY:KMBAIOIIETO OaHKa MPUHIIUATIEI 00eCTICUeHNS
0e30IMaCHOCTH B 3JIEKTPOHHON KOMMEPIIMM MOTYT OBITh IPEACTABICHBI
B BUJIE MHCTPYKILIMU 110 padote 6anka ¢ TTI. [lasee mpuBoaUTCS MPOEKT MO-
JTIOOHOM MHCTPYKLIMMU.

B ob1eM ciydae pazmmyaroTcs Tpy 3Tara padoThl 00CTykKuBaroLLero 6aHka ¢ TT1:
1. Tlomrmmcanwe noroBopa ¢ TTI.
2. Kontponb pyHkumonupoBanus TTI.
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3. PaspeiB otHoweHuii ¢ TII.

Ha nepBom stane 6aHk nosaydaer oT TII 3anmonHeHHyto aHkety TII, ocy-
IIECTBIISICT HEOOXOMMMEIE TTPOBEPKM TAHHBIX AaHKETHI ¥ TIPUHUMAET pellicHIe
0 MOAIMMCAHUM IOTOBOPA C TOPTOBBIM MPEATIPUSITHEM. 3aKaHYMBACTCS STall
JIMOO ToanucaHueM Ioropopa Ha oociyxkuBaHue TIT 6aHkoM, OO OTKa-
30M OT coTpynHdecTBa ¢ JaHHBIM TT1. Pons mepBoro srama aBiseTcst Kpaii-
He BaXHO#. PaKTUYECKH, TOJIBKO IPAMOTHO PeajiM30BaB 3TOT 3Tar paboThl
¢ TII, MOXHO 3aIUTUTHCS OT MOIICHHUYECKUX TOPTOBBIX IPEIITPUSITHIA,
CO3IaBaEMbIX [IJISI «OTMbIBAHUS» YKPAIEHHBIX PEKBU3UTOB KapT.

Ha Bropom 3Tarne npousBomstcst peryisipHoe uHcrektuposanue TII, mo-
HUTOPVHT MTOKa3aTeliel, XapaKTepU3yIOLIUX ero 3JIeKTPOHHbIE MPOIakU, Ha
OCHOBE yyeTa CTaTUCTUKU TO0 00beMy OIepaliMii U OTKAa30B OT IuiaTexei
(chargeback), BbIUMCIEHUE Pa3MEPOB CTPAXOBBIX ACTIO3UTOB M JOIIOJTHU-
TeJIbHBIE PACCIIEIOBAHMS TI0 CIyJasiM MOA03PUTEIbHBIX TPAH3aKIIUM, a TaK-
K€ TTOJIEPKKA PA3TMYHbIX HeraTuB-(aitnos (daitios, conepxkammx nHGop-
MalMIO O MapaMeTpax TPaH3aKIMW, CYMTAIOIIMXCS JOCTATOUYHBIMU 151 TOTO,
4yTOOBl €€ OTBEPrHYTb). B 3aBUCUMOCTM OT pe3yJIbTaTOB HaOMIONEHUN 3a
pa6otoii TTI, B cilyyae «OTKJIOHEHMS» XapaKTEPUCTUK TpaH3aKLIMi OT He-
KOTOPBIX TUTTOBBIX 3HAYEHUI MOTYT MPUHUMATBCS PELIEHUs O TPUOCTAaHOB-
Ke OTIPaBKU (PMHAHCOBBIX COOOILEHUN (TTPE3EHTMEHTOB) IO OTAEIbHBIM
MOIO3PUTEIbHBIM TPAH3AKIIMAM 0 BbISICHEHUS MPUYMH HaOIIONAeMOro
«HeoObryHOrO» MoBeAeHus1 Tpaduka TII. Ha atom e 3tarne noagepxxusa-
I0TCSL TIPOLIEAYPHI MEPUOTNUECKOTO MEPEBBIUMCICHUSI CTPAXOBbIX JETIO3H1-
TOB Ha OCHOBE HOBBIX CTAaTUCTUUECKMX AaHHbIX 0 pabote TTI, a Takke npu-
HUMAETCs pellieHre O BO3MOXHOM NTprocTaHOBKe padoThl TTI.

Hakonell, Ha TpeTbeM 3Tarne peaausyeTcs MpoLeaypa pacTOPXKEHUs 10ro-
Bopa c TII.

PaccmorpruM nompoOHee Kaxkaplii 3Tan paboThl 00cTyKuBarorero oaHka ¢ TT1.

Jdtan 1. PaccmoTpeHue 3a9BKU Ha perucTpaumio
AJIEKTPOHHOIo TOProeBoro npeanpuatug

n 3akKn4vyeHue goroeopa

Ha npanHom sTane 6aHk nosyvaet ot TIT KOMITUIEKT JOKYMEHTOB, BKITIOUAIO-
LW B ce0d:

* HOTapUaJbHO 3aBEPEHHbIC KOMUHU YUPEAUTEIbHbBIX JOKYMEHTOB U YCTa-
Ba, CBUETENILCTB O peructpaunu B MPII u moctaHOBKe Ha yJeT B Ha-
JIOTOBBIX OpraHax, a Takxe nuieH3uii/paspeinennii TI1 Ha 3asiBeHHBIE
BUJIBI IESITETbHOCTH;
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KcepokoInuM nacrnoptoB pykoBojacTBa TII (mupekTop, riaBHbIi Oyxrai-
T€p) U OCHOBHBIX yupeauTeiel (B ciydae HAJTMYUSI B COCTAaBE yUpeauTe-
Jiet pU3nIecKux Jull), a TakkKe KCEPOKOIUM TPYIOBbIX KHUXKEK BbIIIe-
yKa3aHHbIX JIUIL;

Oyxrantepckuil 6anmaHc ¢ otMeTkol nHcnekimu MHC;
ankery TTI, 3aBeperHyo pykoBomctsoMm TTI.

Pexomennyercs, uroosl aHkeTa TII comepxaia cienyroliue CBeACHMS:

ToproByio mapky TII;
Ha3BaHME IOPUANYECKOro JIMLIA, BhImoHsomero yakiuu TTT;
TMAacTIOpTHBIE naHHbIe pyKoBonuTeneit TI1 (mupekTop, IaBHbBIA OyXraiarep);

MpY HATMYUKU «(PU3MIECKOTo» Mara3mHa, SIBJISIIOIIErocsi OCHOBOM IS
9JIEKTPOHHOTO OM3Heca, hakTuueckuii anpec TIT;

URLTn;

E-mail u KoHTakTHBIE Tene(OHHBIE HOMEpPA IS OOCTYKUBAHUSI KITMEH-
ToB TTI. KoHTakTHbIe TenedoHbl 1 E-mail OTBETCTBEHHBIX MEHEKEPOB,
B TOM YMCJIE 10 BOITPOCcaM TeXHUUYeCKoro yHKimoHuposaHust TIT u 6e3-
OMaCHOCTH;

IP-anpec cepBepa, Ha KOTOpoM pacrojioxeH cait TTI;
JAHHbIE 0 KOMITAHUU-BIIAJEIIbIE XOCTUHTA U €T0 YUPEAUTEIISX;

KpatKyto ucroputo ousHeca TI1 (B yacTHOCTH, HEOOXOIMMO yKa3aTh, pa-
0oTaJio I paHee TOProBoe MPEAIIPUSITHE Yepe3 Apyriue OaHKU 1 eCJu 1a,
TO TIOYEMY OHO MEHSIET OOCITYKMBAIOIINi1 0aHK);

MOAPOOHBII TTepedeHb MPEIOCTABISIEMbIX TOBAPOB M YCIIYT C YKa3aHUEM
JUTSL Kask[IOM YCITyTH WJIM TOBapa pasdpoca B LieHaXx;

€CJIM JaHHOE IIPEAIIPUSTHE SIBJISIeTCSl OMJIMHIOBOM KOMITaHMEH (d4epes
Hee o0cTykuBatoTcst HeckoJibko TTI, B MHOCTpaHHOI TMTepaType TakKe
HCIIONb3yeTcsl TepMUH merchant aggregator), To TpeOyeTcsl yKa3aTh
JaHHbIE MO NPEeAbIAYIIeMY IIyHKTY /IS KaXIOTro 00CIyKMBaeMOTo OMJI-
JiHroBoit Komnanueil TI1. B uaeane 6aHK TOJDKEH 3aK/II0YaTh IIPSIMOiA
JIOTOBOP Ha 00CTY>KMBaHUE ¢ KaXKI0M TOProBOM TOYKOM;

ecau TIT yxe paHee hyHKIIMOHMPOBAIO, YKa3bIBa€TCs CPEAHUI pa3Mep
TpaH3aKLMK1, KOJIMYECTBO TpaH3aKILMii, KoandecTBo chargeback, npo-
1eHT 00BeMOB chargeback K ob1ieMy 00beMy TIOKYTIOK, BpeMsT (PYyHKIIMO-
HupoBaHus T1I;

ecu TT1 paHee He (PYHKIIMOHUPOBAIO, YKA3hIBAIOTCS OXMIAEMbIe 3HA-
YeHHsI 000POTOB M KOJIMYECTBA TPAaH3aKIIMiA;
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Hanuuue (otcyrctBue) B TI1 cOOCTBEHHO! CHCTeMBbl OE30MMacHOCTH, CU-
creMbl 3aliuThl B/l KapT KJIMeHTOB (ec/lu TaKoBasl BEACTCS), a TaK-
JKe CUCTEMBI aHaJIN3a TPAaH3aKIMI Ha TTOTEHIIMAIBHOE MOIIIEHHITYECTBO
(TIpemocTaBIISIETCST KpaTKOE OINMMCAHNE apXUTEKTYPhl CUCTEMBI, MCITOJTh-
3yeMBbIX aJITOPUTMOB U KPUTEPUEB);

Haymmure B TTT coOCcTBEHHOI CiTy0bl 6€30MACHOCTY C YKa3aHUEM €€ KOH-
TaKTHBIX aJIPECOB;

MPEJTOXKEHUST TI0 MPENOCTABIEHUIO JOMOJTHUTEIbHBIX TTIOPYYUTETHCTB
(pmznaeckyx mi MO0 MHBIX cTpyKTyp 3a TII.

Bank, noiyynB BbIIIeyKa3aHHbBIA KOMIUIEKT JOKYMEHTOB, TTPOBOAMT MPO-
BEPKY (PMPMBI 110 CIIEAYIOIIVM HaIpaBICHUSIM:

L.
2.
3.

IMonTBepxkaene pakra peructpan pupMel B PO.
ITpoBepka NeCTBUTEILHOCTH MACHOPTHBIX JaHHBIX pykoBoauteseid TI1.

IpoBepka pykoBoncta TI1 Ha ipeaMeT HATMYUST TMKBATHOTO MMYIIIE-
CTBa B JINYHON COOCTBEHHOCTH, PETHICTPAIIMM Ha WX MIMSI IPYTHX I0pH-
TNYECKUX JTHII.

. IIpoBepka Hauuus IPEeTeH3MIA CO CTOPOHBI MPABOOXPAHUTETbHBIX U Ha-

JoroBbix opraHoB K TIT 6o K 6auskuMm K TII ctpykTypam.

. TIpoBepka HaTMuuMst TMLIEH3UI 1 pa3pellieHnii Ha ocyiecTsisieMyio TT1

JCATCIIbHOCTD.

. TIpoBepka anpecoB 3JIeKTPOHHO TOYTHI M KOHTAKTHBIX Te1e(OHOB st

O6CJ'IY)KI/IBaHI/I${ KIIMCHTOB.

Bbank, momyunB ankery TI1, BeIOTHSIET CIIeMyIOIINe NCHCTBUS:

1.
2.

IIposepsier coorBercTBrie URL 1 IP-agpeca xocrta.

YcTaHaBIMBaeT OPUANYECKOE JIUIO, HA KOTOPOE 3aperuCTPUpO-
BaHO moMeHHoe nMs 1 IP-anpec cepBepa mis caiita MarasmHa (1o b/1
PocHUMHPoca).

. Ecu TTI Topryet (puznyeckumMu ToBapaMu, IpoBepsieT Hauuue husu-

yeckoro oguca TII.

Ecmu TI1 ncrionb3yeT yeayTy XOCTUHTA IUTST OpraHu3an cBoero Web-
caiiTa, IpOM3BOIUTCS MPOBEPKa MH(GOPMALIMK O KOMITAaHWH-BIaJIC/IblIe
XOCTHUHTA.

. ITpoBepsieT HamMYKe KpUNTorpahIeCKOi 3alIUThl COSAMHEHUST MEKITY

BianelbiieM KapThl 1 TT1 Bo BpeMs BBOZIA JaHHBIX O PeKBU3MTAX KapThI,
a TakKe TaHHBIX O PeKBU3UTAX KapT (TpeboBaHUs K 3allInTe MHHOpMAa-
LMY YKA3aHbI HIKE TIPY ONMUCAHUN HEOOXOAMMBIX Pa3esioB B JOTOBOPE
oankau TII).
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6.

10.

I1.

12.

13.

CpaBHMBaET CIKMCKH MPOAaBaeMbIX YCIYT UM TOBApOB U3 aHKeThbl TT1
1 110 351eKTpoHHOI BuTpuHe TTI.

. Knaccudpummpyet TI1 Ha npenmer ero crereHn prcka. K BBICOKO pric-

KOBaHHBIM TIPEANIPUSITUSIM aripuopy oTHocaTcst Adult Entertainment
(pa3BieueHus JJIsl B3POC/IbIX), UTPhI B pealbHOM MacilTadbe BpeMeHU,/
notepen (gambling/lottery), MarasuHbl, TOprymolme nHbopMaein
u 1O, mara3uHbl, paboTatolMe Mo cxeMe pedUsTMHTA (TO eCTh Mara3u-
HbI, 6e3aKIIeNTHO Ae0eTYIoIIMe Ha PETYJIsIpPHON OCHOBE CueTa CBOMX
KJIMEHTOB, HallpUMep HEKOTOpbIe OMJITMHIOBbIE KoMIaHuu, [SP-tipo-
Baliaepbl), IPEANPUSITHS, TOPTYIOIIME TOPOTOCTOSIIIIEN ayaro- U BUIEO-
arnraparypoi W IpyrMMHU TOBAPAMMU, JIETKO PEATN3YEeMbIMUA MOIIIEHHU-
KaMU B PeaJlbHOM MMpE 32 HAIMYHBIC, MPEANPUATHSI, OKa3bIBAIOIIINE
YCJIYTH CO 3HAUUTEJIbHOW 3aIepXKKO OT MOMEHTA COBEPILIEHMUSI OILIaThl
(HaTIpuMep, TTOOITMCKA Ha pa3TAIHbIe yeIIyTH ). [1o maHHBIM rcciaeaoBaHmst
koMnann Gartner Group BepOsSTHOCTh BOBHUKHOBEeHUS chargeback
B Takux TI1 B cpemHeM coctarisieT 15 %, mocTurast B OTHCBHBIX 3JIEK-
TpoHHBIX MarasuHax 30 %. Haobopot, Kk HuzkoprckoBaHHbIM TI1 oTHO-
csTcs nponaxa owtetos, kaur, CD/DVD-ayckoB u T. 11.

. IIposepsier nadopmanuio o TIT mo B/l MexayHapOIHBIX MIaTEXHBIX

cucteM MATCH u NMAS (nannsie B/ conepar nundopmariuio o Mo-
LIEHHUYECKUX ¥ TToH03puTe/IbHBIX TIT).

. IIpoBepsier Hanuue Ha caiite TIT cCchLTOK Ha «[TOAO3PUTEIbHbIe» Caii-

ThbI (Haripumep, Ha caiftel Adult Entertainment).

[TpoBepsieT NOMHOTY ONMUCaHUS MOTPEOUTENBCKUX XapaKTePUCTUK MPO-
JaBaeMbIX MPOIYKTOB C Te€M, YTOObI HEAOCTATOK OIKCaHUs ToBapa/
YCIYTW HE MOT CTaTh IPUUMHON [1s1 chargeback (Hampumep, mpu oru-
CaHUU BJIEKTPOTOBAPOB PEKOMEHIYETCSI yKa3blBaTh, KaKne 3HaYe-
HUS HaIpspKeHUs1 TpeOyroTCsl sl paboThl JAHHOTO TOBapa).

ITpoBepsieT, ICHBI JI1 MOKYTIATEITIO MPOLIEAYPhI 3aKa3a TOBAPOB U UX OTUIa-
THI 0 KapToukaM. IIpoBepsieT Hammume Ha Web-caiite TI1 sicHo#t nH-
¢opMaLMK O CPOKaxX JOCTABKU TOBapa.

[TpoBepsieT HaTMuUKe Ha caiiTe onvcaHus TpoLieAyp Bo3BpaTa MoKyra-
TEJTI0 TOBAPOB/AEHEXKHBIX CPEACTB, KOHTAKTHBIX aHHBIX TT1 (agpec anek-
TPOHHOI MOYTHI, TejiehoHa) AJIs1 TTOKYTIaTeNsl, ONMCaHs CITIOCOOOB 10-
CTaBKY TOBAPOB, 9KCITOPTHBIX OTpaHWYEeHMI 1 cTpaHbl peructparmu TI1.

ITpoBepsier Haume Ha caiite TIT nadopMam, 0OBSICHSIONIEH TTO-
KyTaTesio Mpoleaypbl 0€30MacHOTO XpaHEHUsI YaCTHOU WH(opMa-
LIMU O TOKYTaTeNe, a TAKXKE MPOLIENYPbl, TAPAHTUPYIOLIUE TTOKYATEeITO
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HEBO3MOXKXHOCTb KOMITPOMETAIMM OJAHHBIX €T0 KapThl IIPU ITPOBCIC-
HHWU TPaH3aKIIM.

[TpoBoauT NPOOHYIO TpaH3aKIIMIO 151 OLEHKU BPEMEHU JTOCTaBKU TO-
Bapa 1 MTPOBEPKU CONEPKUMOTO 3JIEKTPOHHOTO YeKa, MTPeAOCTaBIISIEMO-
IO BJIaJEJblly KapThl B KQUECTBE TOATBEPXKICHUS BBITTOJIHEHUST TpaH3-
akiuu. B a1eKTpoHHOM YeKe JA0IKHBI MPUCYTCTBOBATH HOMED 3aKaza,
SICHBII 1151 Iokymatesns uaeHTrudukarop TIT (3To oueHb BaKHO, TOCKOJIb-
Ky TpaKTHKa MOKA3bIBAET, YTO YaCTON MPUYMHOK OTKa3a KJIIMEHTA OT
TpaH3aKI1U SBJSIETCS HEy3HaBaeMOCTb IMEHM Mara3uHa Ha 3JIEKTPOH-
HOM Y€Ke U B CTEMTMEHTE O TpaH3aKIIMsIX), COBIMAIAIONINIA C UMEHEM caii-
ta TTI, umst mokymnarensi, AaTa TpaH3aKIU1, pa3Mep TPaH3aKIMU U KOJ
BaTIOTHI, KoA aBTopu3saiuu (Approval Code), KOHTaKTHBIE TeIe(OHBI
1 azpeca 2JIEKTPOHHOM TOYTHI /11 0OpallleHusT KJIMEHTa B cIy4dae BO3-
HMKHOBEHMUS BOTPOCOB, MepeyeHb MOKYNaeMbIX TOBAPOB U YCIIYT, TUII
TpaH3akilMK (Mmokynka). TpeboBaHUs K 3JEKTPOHHOMY YeKy XOPOIIO
uznoxeHsl B VISA International Operating Regulations, Volume 1 —
General Rules, Exhibit 71 «Electronic Transaction Receipt».

Ha ocHoBe mony4eHHBIX pe3yIBTaTOB OaHK NMPUHAMAET OJHO W3 CIIELYIO-
LLMX PELIEHWIA:

OTKa3aTh Ha 3alIpOC TOPrOBOIO IIPEAIIPUITHS II0 €ro 00CTYXKMBAHUIO
B 0aHKe;

paspemnTh TII paboTy ¢ GaHKOM C yKa3aHUEM CXEeMbl IIPOBEICHUS
TpaH3aKLMU (OTpaHWMYEHUI Ha CIIOCOO BBIMOJIHEHUST TPAH3aKIINM) B 3a-
BHCHMOCTH OT pa3Mepa TpaH3aKLUHU (CM. Jajiee) 1 OIpeneaeHUeM CXe-
MbI ofiepkaHus ctpaxoBoro aeno3uta TIT B 6aHKe (B 3aBUCUMOCTU OT
cTerneHy pucka maHHoro TIT).

BosmoxHo TIPUMEHCHUE PA3JIMYHbBIX CXEM ITPOBEACHUA TpaH3aKHHfI.

Huxe B TIopsaKe Y6BIBaHI/I$I CTCIICHU 3allIMThbl OT MOIICHHMNYCCTBA IMTPUBEC-
JCHBI BOBMOKHBIE CXEMBbI IIPOBEACHMSA TPaH3aKIINN BK:

» TpaH3zakuus ¢ peanusalmeil HaaeXXHON TpPOLEAypbl ayTeHTU(DUKAIIUN

BJIaZieIblia KapThl, IPUHSTOM B OaHKe-9MUTEHTE KapThl. CxeMa, O4eBUI-
HO, MOXET MCIOJIb30BaThCsl TOJIBKO I KapT, SMUTUPOBAHHBIX OaHKa-
MM, PeaIM3yIOINMK HaeKHbIE IIPOTOKOIIBI DK.

TpaHzakius, coBeplIaeMasi B OTJIOKEHHOM pexXuMe (TO eCTh B PeXXUMe
off-line), ¢ IPOBepKOIi CIEMYIOIIMX JAHHBIX: HOMEpa KapThl, CPOKa Jeii-
CTBUSI KapThl, UMEHU Biagenbla KapTel, CVV2, HOMepa macmopra.
TpaH3akIUsI CYUTAECTCS YCIIEITHOM, €CIM SMUTEHT IO OTHETbHOCTU
TIONTBEPKIAEeT MPaBUIbLHOCTb TMPEACTABICHHBIX B 3aIIpoce 00CTyKHUBaro-
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1ero 6aHKa JaHHbIX. B IIPOTUBHOM CJjydac, Jaxe €CJIM SMUTCHT IIpU-
ChUTaeT oolee TIOATBEPKACHUE, TPAH3AKIINA OTBEPracTcCs. B 3arpoce
JOJIKHA CIICLIMaJIbHO OroBapuBaTbhbCA HEOOXOAUMOCTb npeaoCTaBUTL pPe-
3YJbTAT MPOBEPKU IO KAXIAOMY IJICMCHTY PCKBU3UTOB TPAH3aAKIINH.
3anpoc B 0aHK-3MUTEHT MOXET nepeaaBaTbCsad pasHbIMU CHOCO6aMI/I,
HaIrpruMep € IIOMOLIbIO HpPIHHTOﬁ B MCXKIYHAPOOHBIX IIATE2KHBIX CUCTC-
Max TaK Ha3bIBAEMOW TEJIEKCHOMN ABTOpU3aluu.

Tpanzakiys ¢ obsizaTensHOl mpoBepkoit CVV2/CVC2.

TpaH3akius ¢ epexoaoM Ha OTJIOKEHHYIO aBTOPU3AIMIO U 00s13aTelb-
HbIM TIOATBEPXKAEHNEM HOMepa KapThl, CPOKa ee JeMCTBUSI U UMEHU KITU-
eHTa (npoBepka CVV2/CVC2 3amnpalimBaercsi, €CJM KapTa CONEpPKUT
3TOT MapaMeTp, HO HAJTMUKE Pe3y/bTaTa MPOBEPKU HEOOS3aTeNIbHO; B TO
K€ BpEMSl, €CJIM B OTBETE AMUTEHTA YTBEpKIaeTcs, uto 3HayeHrue CVV2
HEBEPHO, TPAH3aKIIMS OTKJIOHSIETCS).

Tpan3zaxkimm ¢ 00s13aTeTEHOM ITPOBEPKOM TOIBLKO HOMEPA KapThl M CpOKa
ee JeliCTBUSI.

Hnst xaxnoro TTI Ha ocHOBaHUM «ITPOGWIISI» TOPTOBOTO MPEIITPUSITHST OTIpe-
nensiiores 3HadeHust X, X,, X, X,, CyTb KOTOPBIX COCTOUT B CJIEAYIOLLEM:

€CJIM pa3Mep TPaH3aKLUWY TPEBBILIAECT 3HAYEHNE X,, TO 00S3aTeTbHBIM
SIBJISIETCSI TIPOBEPKa 110 cxeme 1;

€CJIM Pa3Mep TPAaH3aKLMU JEXUT B fuana3oHe (X,,X4, To MUHUMAIbHO
BO3MOXHBII YPOBEHb 3alIIUThl — CXeMa 2;

€CJIM pa3Mep TPaH3aKLMU JIEXUT B nuana3oHe (X,,X,], To MUHUMaJIbHO
BO3MOXKHBII YpOBEHD 3allUTHl — cxeMa 3;

€CJIM pa3Mep TPaH3aKLMU JIeXUT B auanasoHe (X, X,], To MUHUMAalIbHO
BO3MOXXHBII YPOBEHbD 3allIUThl — cxema 4;

€CJIM pa3Mep TPaH3aKLUMKU MEeHbLIE X, TO BO3MOXHO WUCIOIb30BaTh JIO-
0011 cI10co0 (CcxeMy) IMPOBEACHYS TPAaH3aKIIIN.

B noroBope 6anka ¢ TI1 HeoOXonMMO OTpa3UTh CIEIYIOIINE ACHEKTHI:

1. TomkeH ObITh yKa3aH MpodWib Mara3uHa (BUIbI MPONABAEMbIX TOBa-
poB u ycayr). OdopmiisieTcss B BUIE PWIOXKEHUS K TOTOBOPY, SIBJISTIO-
LIeMycsl €r0 HEOTheMJIEMON 4YacThio. JlofkHa TMpeaycMaTpuBaThCs
BO3MOXHOCTb OTIEPaTMBHOIO YIaJI€HHOTO JOCTYIa COTPYIHUKOB OOCITY-
>XKuBarolero 6aHka kK b/l ToBapoB WM ONMMCAaHWIO HOMEHKJIATYPHI
MpeiaraéMbIX TOBAPOB U YCIIYT.

2. Oo6s3atensctBo TII mpemynpexnaTh 0OCTYKUBAOIINI 0aHK 00 M3Me-

HCHUUN «HpO(bI/U[H» MarasmHa (HOHBJ'ICHI/IC IIPUHIOUIINAJIBbHO OTJIIMYaro-
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IIMXCA I10 LICHE 1 BUIaM TOBapOB). Bcesikoe Takoe n3aMeHeHue JOJKHO
OQ)ODMI[HTI)CH B BUJIC JOIMMOJHUTECIBHOIO IMPUMJIOKECHUA K JOTOBOPY.

. JloIzKHa MMEThCS CTaThsl, YKasbIBaolas Ha 1o, 4to TT1 06s13aHO poBo-

IUTH Mo0yio TpaH3akiuoo DK B pexume peanbHoro Bpemenu (Floor
Limit=0).

. JloJXHBI OBITH OTOBOPEHBI MIEPCOHAIbHBIE TapaHTuX yupenuteneid TT1

C OJHOBPEMCHHBIM 3aK/IIOYCHUEM OTACIIbHOI'O JOTOBOPA ITOPYYNTEIb-
CTBa IJIs IIOKPBLITUA paCX0d0B, CBA3aHHBIX C MOIIECHHMNYECTBAMU 110 K.

. IlOJ'DKHa OBITh YETKO OroBOp€Ha CX€Ma ImoaacpKaHusA CTpaxoBOro Acro-

3uTa misg ganHoro TI1. B cooTBeTcTByIOIIEH cTaThe JOrOBOPA JOJIKHBI
OBITh CJIOBA O TOM, YTO €C/IM (DMHAHCOBBIE ITOTEPU MPEBLILIAIOT Pa3Mep
CTPaxOBOTO JETO3UTa, TO 6aHK OCTABJISIET 3a COO0I BO3MOXKHOCTD 3aMO-
paXXUBaHUSI CPEACTB U3 TEKYILMX MTOCTYIUIEHUIA Ha CYeT Mara3uHa Jaxke
B cirydae 6ankporcra TTI1.

. I[OH)KHEI oropapmBaTbCdad BO3MOXHOCTD IJIsI bOaHKa paspbiBa J0IroBO-

pa B OMHOCTOPOHHEM TOPSIIKE B CITydae MPeBbIIIEHUS TTOPOra MOIIIEH-
HWYeCKHUX OTepalnii, copeprreHHBIX B TT1.

7. B noroBope wiv NpuIoKeHUU K HeMy oJpkeH ObITh ykazaH MCC TII.

10.

B otnensHOM IIYHKTE JOroBOopa O4OJDKHA OroBapuBaThbCsd ITOJIHAA OTBET-
ctBeHHOoCTh TTI 3a XpaHEHME PEKBU3NTOB KapT.

. ,Z[OJDKHO OBITD OTMCYCHO, 4YTO JIA XpaHCHHA JaHHBIX O PECKBU3UTAX

KapT MOTYT UCIOJIb30BaTbCSI CUMMETPUUYHBIC aJITOPUTMBbI IUDPO-
BaHUs C JJIMHON Kltoya He MeHee 128 OMTOB M/WJIM acCUMMETPUYHBIC
ITOPUTMBI C IUIMHOM Kmoda He mMeHee 1024 6uroB. CepBep, XpaHs-
LM JaHHBIE O KapTaX, MOXeET ObITh MOAKIIOUeH K MHTEpHETY TOJIbKO
yepes ClelMabHbIe CPeCTBa 3allMThl ceteBoro noctyna Firewall.

HomxHa ObITh OrOBOpEHa MpoLeAypa 3alIUThl JAHHBIX KapThl MPU WX
nepenade mexay TTI u xoctom 6aHka. Heobxonumo motpedoBaTh, YTo0bI
cepsep TII npu BBoJE AaHHBIX O PEKBU3UTAX KapThl MOAAEPKUBAT
C MOKyMaTeJieM 3alUILIEHHYIO CECCUIO, OPTaHU3YEMYIO C TPUMEHEHUEM
CUMMETPUYHOIO InGpoBaHus C IJIUHON KiToya He MeHee 128 Ou-
TOB; B CJTyJae UCMOIb30BaHUS 711 3alIUTHI pEeKBU3UTOB KapThl SSL-cec-
cuu TTI 70XKHO KOHTpOJMPOBaTh pa3Mep KiToua, MOAAepKUBaeMOro
Opay3epoM TOKyIareJs, 1, eCliv MocyeaHsst MeHblle 128 OUToB, OTKAa3bI-
BaTh MOKYIIATEJTIO B IPOBEACHNM TPAH3aKIIMHI, YKa3bIBasi eMy aapec cep-
Bepa, C MOMOIIIbIO KOTOPOTO OH MOXKET MOJCPHU3UPOBATh CBOI Opay3ep,
o0ecrneynB MOAIePXKKY CUMMETPUYHOTO (D pOBaHUS Ha KiTto4e K-
Hoi He MeHee 128 omtoB. [1py ncITomp30BaHNM aCHMMMETPUIHBIX AJITOPHT-
MOB ITM(hpOBaHUSI [TMHA KITIoYa TOJDKHBI ObITh He MeHee 1024 GuToB.
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11.

12.

13.

14.

15.

16.

JloJmKHO OBITH TIpeabsBICHO TpeboBaHMe, YToOkI Ha caiite TI1 nmemich
YeTKUE Pa3bsICHEHUS JJIs TIOKyMaressi 1o MpolieaypaM 0e301acHOro
XpaHEHMS YaCTHOM MH(MOPMAIIMU O TIOKYIIATesIe, a TAKKe MPOLeaypaM,
rapaHTUPYIOIIMM TMOKYTIATel0 HEBO3MOXHOCTb KOMIPOMETALIMM JaH-
HBIX €10 KapThl MPH MPOBEACHNUN TpaH3aKLMU. [10 mpaBuiiaM cUCTEMBI
VISA 3TOT ITyHKT J0JIKEH OBITh BKJIIOYEH BO BCE JOTOBOPhI OOCITY:KIBa-
touiero 6aHka ¢ ero MHtepHer-MarasuHamu fo 1 stuBapst 2002 .

J10KeH OrOBapyBaThCS PEKUM peTyasapHBIX mHcnekwii TI1 co ctopo-
HBI 00CTy>KMBAIOIIETO OaHKA U BCSIUECKAsT TIOMOIb GaHKY B OCYIIIECTB-
JICHUU TaKUX TIPOBEPOK co cTopoHbl TT1.

JIOJKHBI OBITH OIpeAeIeHbl CPOKM M MEXaHU3M MPEeIOCTABIICHUST I0-
MOJTHUTETBHON MHMOPMALIMK O TIPOBEICHHBIX TPAH3aAKIIUSIX T10 3aITpO-
Cy OOCTy:KMBAIOLIEr0 O0aHKA.

JorpkHa mpeaycMaTpUBaThCs BO3MOXKHOCTh MHULIMAIM3ALIMA TOPTOBBIM
TIPEATNPUSITUEM PACCIICIOBAHMS TI0 TIOAO3PUTEIBHBIM ¢ TOUKY 3peHust TT1
TPaH3aKLUSIM.

JlomkHa OBITh TIPeIyCMOTpPEHA OIUIaTa YCIIYT 10 MOHUTOPWHTY TpaH3-
akuuii TTI. TexHoorust MOHUTOpPUHIA NOJIKHA coobiatbest TTT.
JomkHa ObITh OrOBOPEHAa BO3MOXXHOCTh 3aMopaxkuBaHMs cpeactB TIT

(3amep>kku TUIaTexeit B cropoHy TI1) 1o TpaH3aKIMsIM, HaXOMSIITMCST
B COCTOSTHMM MPOBEPKU CIENMATMCTaMU 00CTy>KMBAIOIIIEro OaHKa.

B moroBope wim NpuaoXkeHUM K HEMY JOJKHBI OBITh YKa3aHbl MMEHaA
1 KOHTaKTHBIE TeJieOHBI (ampeca 3IeKTPOHHOM ITOYTHI) OTBETCTBEHHBIX
MEHEIIKEPOB, B TOM UHCJIE TI0 BOIIPOCaM TEXHNIECKOTo (DYHKIIMOHNPOBA-
Hug TII u 6e3omacHoCTH.

9tan 2. Koutponb pyHKunoHnposaHus TI1

L.

B 11ens1x ocymecTBiaeHns KOHTPOJIA 3a naesteabHocThio TIT HeobxomumMo
MPOBOAUTH peryisipHble nHcrekimy TI1 cnenmamictamu 6aHKa.

COZ[Cp}KaHI/IC MHCIICKII N

1. TIpoBepka accoptTiMeHTa nipenoctanisieMbix TT1 ycayr 1 ToBapoB
C WCIIOJIb30BaHUEM paHEe COXPAHEHHbBIX 3JEKTPOHHBIX KOIHIA
(HTML Source) crpanwuir caiita maHHoro T11, cBsI3aHHBIX ¢ OITHU-
CaHWeM TIPOJaBacMbIX TOBAPOB-YCIIYT.

2. TlpoBeneHue crienuavcTaMy OaHKa KOHTPOJIbHBIX MOKYTOK B TTT
C 1IEJTBIO OLIEHKH YPOBHS KayeCTBa MPEIOCTaBISIEMbIX YCIYT (CO-
OTBETCTBHE ONMMCAHMSI TOBapa ero peaJbHOMY KadecTBY, CPOKOB
ITOCTaBKM TOBAPOB, CTOMMOCTb TOBAapa M JOTTOJTHUTETbHBIX YCIYT
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nrT. H.), a TaK>KE ITPOBEPKU MCITOJIb30BaHUA TOPIrOBLIM IPEAIIPUA-
TUEM METOHOB 3aIIMTHI TaHHBIX O KaPpTOYKE BO BPEMS BBIITOJTHEC-
HUWA TpaH3aKI N,

3. Cozmanue snektpoHHbIx Kormii (HTML Source) miist HOBBIX cTpa-
Hul caitta TII, comepKalyx ommcaHue IPOAABacMbIX TOBAPOB,
YyCIyT.

4. TIposepka Hammumst cpencts 3ammTel B kaprouek TII u obec-
TeYeHus] 3allUILEHHOCTU coeaHeHnii mexxay TI1 u BramenbLem
KapThl.

Pesynbratel MHCTIEKIIMU OGOPMIISIOTCSl B BUIE aKTa C TepeurcieHueM
HapyieHHbIX TT1 TpeboBaHuMit 6aHKa M MCTIOJIB3YIOTCS OAHKOM IIJIST OCY-
LIECTBACHUS aKIWii, TipeaycMOoTpeHHbIX JoroBopoM ¢ TIT (nmpemymnpex-
JieHne, mrpad, pa3pbeiB IOroBopa M T. I1.), JTMOO JIJIsT TIOJTyJIeHHUST ODUIIN-
aJTbHBIX MMUCbMEHHBIX 00bsICHEHU pykKoBoacTsa TII.

MonutopuHr Tpan3akimit 9K Ha npeameT BbISIBICHUS TIOI03PUTEb-
HbIx TpaH3akuuit 1 TTI. TTo mogo3puTeIbHBIM ClTydasiM OaHK MHULIU-
HpYeT U MIPOBOIUT CHELIMATBHBIE PACCIICIOBAHNSI.

ITonroroBka exeHeneabHbIX CTATUCTUYECKUX HAHHBIX, HEOOXOMM-
MBbIX 11 aHaau3a pyHkoHupoBaHus TII (KkaKk MMHUMYM, KOJIK-
YECTBO M OOBEMBI Oflepaliuii ¢ pa30MBKOM MO IJIaTEXHBIM CUCTEMAaM,
ypoBeHb chargeback). Benenue HeratuB-daitna (daiina NCKITIOUSHWMIA)
0 KapTaM 1 HEKOTOPbIM JIPYTUM JaHHBIM BJIaJIE/IbLIEB KapT (TenedoH,
e-mail, agpec), mIsI KOTOPBIX UMeJIM MeCTO coobiueHus chargeback
¢ Reason Code 83, 79 (VISA) u 37 (Europay).

Benenue BJI TTI, ¢ koTopbiMu ObLTa MMPUOCTAHOBICHA paboTa, ¢ yKas3a-
HMEM TPUYMHBI PACTOPXKEHUST TOTOBOPA U PEKBU3UTOB, KOTOPbIE MO-
TYT OBITh MOJIE3HBI JyIsl pacrio3HaBaHust TI1 Mpu MomnbITKe MTOBTOPHOTO
3akimoyeHus gorosopa (IP-agpec, URL caiira, ®.1.0. gupekTtopoB
v yupenutenieit u T. 1.). [IpoBeaeHue paccienoBaHus MO MOA03PUTETb-
HbBIM TPaH3aKIIUSIM.

PaccnenoBaHve nHUIIMMpPYeETCS JIMOO IO pe3y/bTaTaM aHaIu3a Kiu-
PUHIOBBIX (haliJIOB MEXIyHApOIHBIX IIaTeXHbIX cucteM (chargeback),
cTaTucTuyeckux JaHHbIX 1o TTI, TaHHBIX MOHMTOPWHTA TpaH3aKIIMiA
OK, mmbo no 3anpocy TTI.
[TpuynHbI, IO KOTOPBIM MOXET MHULIMUPOBAThCS paccienoBaHKe:
1. Kapra smMuTupoBaHa MHOCTpaHHBIM OaHKOM, U €€ Biafesell aesa-
€T MOKyMKY B poccuiickoMm TTI, ucnons3ys poccuiickuit IP-anpec.

2. bonbloe KOJIM4ecTBO TpaH3aKL[HfI 1O OJHOM KapTe B JCHD.
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3. bBosnblioii pa3mep TpaH3aKLMKU 10 OTHOIICHMIO K LIEGHOBOMY ac-
coptumenTy TII.

4. ManeHbK1ii pa3Mep TpaH3aKLMK 10 OTHOIIEHMIO K LIEHOBOMY ac-
coptumenty TII.

5. bonbllioe KOJMYeCTBO TpaH3aKLMIA 10 JaHHOMY ITpeUKCY.
CrmimkoM BbIcoKast akTMBHOCTE T11 B TepMMHaX KosmmdecTsa TpaH3-
AKIIUiA.

7. CmmikoM BbeIcokasi akTuBHOCTh TII B TepmMuHax oObeMa onepa-
LA,

8. CIMILKOM BBICOKMIA MPOLIEHT OTBEPTHYThIX SMUTEHTAMU TpaH3aK-
LIMIA OT OOIIIEero KOJMJYeCTBa TpaH3aKIIMi, coBepileHHbIX B TT1.

9. Bnicokuii yposeHb chargeback o TTI.
ITo mpyamnam 1-5:

+ 0Oank npenyrpexaaer TI1 o Hauase pacciaeqoBaHMS IO HEKOTOPBIM TpaH-
3aKIMsIM (eciv 3710 enie BoaMoxXHO, TI1 1mo aTiM TpaH3aKiIysIM IIprUoCcTa-
HaBJIMBAET BHITIOJIHEHUWE 3aKa3a) W 3anpaiiuaer y TII nomnonHuTe b~
Hyl0 MH(OPMALIMIO JIJIsSI BEITOJHEHUST paccienoBaHus (MMs KJIMEHTa,
anpec gocraBku, IP-ampec, ¢ KoToporo aenanach TpaH3aKLMsI); KpoMe
TOro, 6aHk MHULMKpYeT oopaiueHre TI1 K KINMeHTy ¢ U3BBMHEHUSIMU 110
(hakTy 3amepKKM JOCTAaBKU TOBApa;

+ 0aHK «3aMOpakMBaeT» CPeICTBa Ha cTpaxoBoM aerrosute TI1, ecmu mpe-
3€HTMEHT ITO TPAH3AKIINH Y3Ke ObLT OTIIPABJIEH B CETh; B TIPOTUBHOM CJTy-
Yae — BPEMEHHO 3a[ep>KMBAcT OTIPABKY MPE3CHTMEHTA 10 OKOHYAHWST
pacciieroBaHusT;

* 0aHK (hopMMpYeT 3alpoc B 0AHK-3MMTEHT C JAHHBIMHU O TpaH3aKIUU
(Bxmouast nosrydyeHHble oT TII mMs KimeHTa, HOMEp KapThl, pa3Mep
TpaH3akunyu n uaeHTudukarop TII, anpec mocTaBKi) M MPOCKOOI CBS-
3aThCS C KJIMEHTOM JUISI TTOATBEPXKICHUS MPAaBWILHOCTU TPaH3aKIUKN
B OrpaHWYEHHBIE CPOKM (KaK ITpaBmIIo, He Oosiee 10 THEi co qHST OTIIpaB-
KU 3aI1poca).

IMo npuurHam 6-9 GaHK MPeANPUHUMAET CAEAYIOIINE IeHCTBUS:

* BBISICHSIET MMPUYMHBI pocTa TpaduKa (0aHK oOpalliaeTcs 3a pa3bsICHEHU -
simu B TTT — Bo3aMoxkHO, TT1 3aImyCTHIO HOBYIO YCIIYTY, HOJIB3YIOLILYIOCS
CITPOCOM, U TAKMM 00pa30M pOCT TPaH3aKLIMOHHOTO TpahrKa OObSICHUM);

* TPUHUMAET PEUICHKE TI0 YKECTOUEHUIO CXeMbl MPOBEAEHMUST TPaH3AKIINU
(YMeHbILIEHHe TapaMeTPOB, IJISI KOTOPHIX MMHUMAJIBHO 00S13aTe]IbHBI-
MU CTAHOBSITCSI O0Jiee 3allMIIEHHbIE METOIbl aBTOPU3ALINN);
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* u3MeHsieT cTpaxoBoii Aeno3ut TII u 3amopaxkuBaer cpeacrsa TIT ms
(bopMUpoOBaHUST HOBOTO 3HAYEHMS CTPAXOBOTO AEMO3UTA.

PaccrnenoBaHue MOXeET 1aTh CJICAYIOIIME PE3YyJIbTaThl:

* 0aHK-3MMTEHT MOATBEPXKIAET (PaKT MPOBEAEHMUST TPAH3aKILIMKU €r0 KIIU-
eHToM. B aTom ciygae 6aHK orroseriaeT TI1 0 BO3MOXKXHOCTH BBITIOHE-
HMSI 3aKa3a, €CJIM OH elle He ObUI BBIIOJHEH, U Pa3MOPaXKUBAET CyMMY
TpaH3aKLMU Ha cTpaxoBoM aeno3ute TII, ecau sta cymma paHee Gblia
3aMOpOXKEHA;

* 0aHK-3MUTEHT OTpHULAET (DAKT MPOBEACHUS TPAH3AKIUU €r0 KIMEHTOM.
B aTom ciydae 6ank onoBemiaeT TIT 0 HEBO3MOXKXHOCTY BBITTOJIHEHUS
3aKasa, €c/ii OH paHee He ObUT BbIMOJIHEH. Ecu Mpe3eHTMEHT yKe Obul
OTIPAaBJICH B CE€Th, 0OAHK IOATOTABIMBACT KPSIUTOBBIM IIPE3CHTMEHT Ha
CYMMy TpaH3aKLINH;

* 0aHK He MojIy4aeT OTBeTa OT OaHKa-3MUTEHTA B Mpeeiax OTBEIEHHOIO
JUISl 3TOrO BpeMeHU. B aToM citydae, eciiu pa3mep TpaH3aKLUU GOJIbIie
HEKOTOPOI BEJIMUUHEI Z, 6aHK IPUHUMAET pellieHre OTBEPrHYTh TPaH3-
akumio. O6 atom orroseriaetes TI1. B ciygae HeoOxommmocTi 6aHK BEI-
ITOJIHSIET IEUCTBUS 110 (POPMUPOBAHUS KPEAUTOBOIO MPE3CHTMEHTA.

Ecnu pa3mep TpaH3aKIMy MEHBIIIE BETMIUHBI Z, HO OoJIbile Y, peleHue Mo
pe3yJIbTaTy BbIMOJHEHUS orlepalyy nepekiaabiBaetcs Ha TI1, Ho npu 06s1-
3aTeJIbHOM «3aMOPaKMBAaHUMW» CyMMbI TPAH3aKIIMU HA CTPAXOBOM JEMO3U-
te TIT Ha cpok 120 gHeit (Cpok, B TeYeHME KOTOPOTo SMUTEHT MOXKET OTITpa-
BUTb O0aHKy chargeback).

Ecnu pa3mep TpaH3aKLIMKM MEHbIIIC BEJIMYUHBI Y, TO pellicHUe TIepPeKIaabl-
Baetcs Ha TTI 6e3 3aMopakrBaHUSI CyMMbI TpaH3aKUMK. 3HadyeHuss Z u'Y
olpenessroTcs 6aHKoM Ha ctannn nogkmodeHnst TIT k cucteme DK.

VI. BblumuciieHre Ha pery/IsipHOil OCHOBE HOBBIX 3HAYCHUIA CTPAXOBBIX JIC-
no3uToB 110 KaxknoMy TI1 Ha ocHOBe TTOCIETHNX CTATUCTUIECKIX JaH-
HBIX 0 GyHKImoHnpoBanum TT11.

VII. O6HOBNIEHNE KPUTEPHUEB aHAIN3a CTATUCTUYECKMX JAaHHBIX IT0 JIeK-
TPOHHOI KOMMEPLIMM Ha OCHOBE MH(POPMALIMH O TEKYIIINX TPEOOBAHMSIX
MEXIYHAPOIHBIX TUIATEKHBIX CUCTeM K aestebHocTh TT1.

Jrtan 3. MpekpaweHue porosopac Tl

Ecmu 6aHK mpyHMMAET pellieHre O TIPEeKPaIleHUH TOTOBOpa MEXKITy OaHKOM
1 TTI, To OH IOJDKEH BBIITOJIHUTD CIIEAYIONINE MEPOITPUSITUS:

» BHectu TII B 6a3y JaHHBIX TOPTOBBIX MPEANPUSITUIA, C KOTOPBIMU ObLTH
pa3opBaHbl JOTOBOPHBIE OTHOIIEHMS;



192 T[naea 5. pyrne mogenv nocTpoeHusi CUCTEM 3JIEKTPOHHOW KOMMeEpPLMU

*  W3MEHWUTh 3HAUCHUS MapaMeTpoB B mporpamme MoHuTopyHra TT1;

* B C/lyyac HEOOXOOUMOCTU COOOLIUTH O Pa3phbIBE JOTOBOPHBIX OTHOILIC-
Huit ¢ TTI B MexXmyHapomHyIO TUIATEXKHYIO CHCTEMY.

BupTtyanbHble KapTbl

HMnest BUpTyalbHOI KapThl OCHOBaHA Ha TOM, YTO BO BpeMsl IIPOBEICHUS
CNP-TpaH3akinm II1acTUKOBas KapTa KakK (PU3NIeCKIit OOBEKT He TIpUMe-
HsieTcs. MICIonb3yIoTCs TN PeKBU3UTHI KAPTHI, I COBCEM HE00sI3aTeIbHO,
YTOOBI OHM OBUIM HAaHECEHHBI Ha TIacTUK. I103TOMYy MOXHO BBIOCIUTH OT-
JIeJbHbIE MpeIHa3HaYeHHbIE CIIeMaIbHO W15 DK HoMepa KapT C COIMyTCTBY-
IOIMMU UM PEKBU3WTAMU U <«IIPUBSI3aTh» K TAKWM BUPTYaJIbHBIM KapTaM
cYeTa C HeOOJIBIIMM OCTaTKOM. B 3TOM citydae KimeHT OymeT 3acTpaxoBaH
OT KPYITHBIX ITOTePb, CBSI3aHHBIX C PUCKOM MOIIcHHIYecTBa B DK.

Takum 00pa3oM, CMBIC]T BUPTYaJIbHOM KApThl 3aK/IIOYACTCSI B TOM, UTOOBI
MICUXOJIOTMYECKU «PAaCKPENOCTUTL> KJIMEHTA TIPU COBEPILEHUN 3JIEKTPOH-
HBIX MOKYITOK. JIefCTBUTENBHO, KapTa, KOTOPOI IMOJb3yeTCsl MOKYIaTeb,
CBsI3aHa ¢ HEOOJIBIIMM TI0 Pa3Mepy CYETOM, 1 TIOTOMY BECh PUCK ITOKYTIaTe-
JIS OTpaHWYEH TMOTepeii CPENICTB Ha 3TOM CYeTe.

Hcronb3oBaHye BUPTYaTbHOM KapThl yIOOHO IS KIIMEHTA B Cllydae, Korma
0GaHK-3MHUTEHT TOTTOJTHUTENILHO MPEIOCTaBIACT eMy yeayrn MHTepHeT-09H-
KWHTA JUTS YIIPaBJICHUST CBOMMHM cueTaMd. B 3TOM cirydae KiMeHT B ynajieH-
HOM peKUME MPU TTOMOILY TOJBKO TIEPCOHAILHOTO KOMITbIOTEpa, TIONKITIO-
YeHHOTro K MHTepHeTy, MOXeT B peXXrMe pealbHOr0 BPeMEHH IepeBeCTH
CpENCTBa CO CBOETO «IJIABHOTO» CUYETa Ha CUET, CBSI3aHHBINM ¢ BUPTYAIbHOM
KapToii, B KOJIMYECTBE, HEOOXOIMMOM JUTST COBEPIIIEHNST HAMEUEHHBIX DJICK-
TPOHHBIX ITOKYITOK.

TpeboBaHUsT K BUPTYyaIbHBIM KapTaM COCTOSIT B CJICIYIOIIEM:

* BUpTyaibHas KapTa JOKHA UMeTh HoMep (crctema MasterCard TpeGy-
€T, YTOOBI HOMEP KapThl COCTOSUT U3 16 11dp) U CPOK NeHCTBUST;

» cucrema MasterCard TpeOyeT, 4ToObI C BUPTYyaIbHOUM KapToii ObLIa CBSI-
3aHa BeymumHa CVC2 (VISA ocrtapisieT BONpoC KMCIIOIb30BaHUS BEJIU-
yuHbl CVV2 17151 BUPTYaibHOM KapThl HAa pEllIEHUE IMUTEHTA KapThl);

* K BUPTYyaJIbHbIM KapTaM TIPUMEHSIOTCS Te XKe MpaBuia, 4To U K 00bIU-
HBIM KapTaM, 3a UCKJIIOYEHUEM IPaBUJI, KOTOPhIE CBSI3aHbI ¢ pu3nye-
CKMMM XapaKTepUCTUKAMM KapT;

*  SMUTEHThI JOJDKHBI TOHATHBIM IS KJIMEHTA 00pa30M IepeaaTh eMy HO-
Mep KapThl, €€ CPOK JCHCTBHS U T. 1., a TAKXKE CIIOCO0 ee UCIOIb30BaHMSI;
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* BMUTEHTBI JO/DKHBI YTBEPAUTH BBIITYCK BUPTYAIbHBIX KAPT B COOTBET-
CTBYIOLLIMX JAeMapTaMeHTax cepTUDUKALMNA KapT MEXIyHAPOIHbIX IUIa-
TEXKHBIX CUCTEM,

*  SMWTEHT JOJDKEH SICHO OOBSICHUTD BIANEIbIy BUPTYAIbHOM KapThl, 4TO
OHa He MOXeT UCMOJIb30BaThcs B pexkrMe Dual Mode, korma aBTopu3a-
LIWST TIPOM3BOMIUTCS 110 BUPTYaJIbHOM KapTe, a MPe3eHTMEHT C(hOpMUPO-
BaH I10 OOLIYHOM KapTe, IPUBSI3aHHOM K TOMY K€ CYETY, YTO U BUPTYaJIb-
Hasl KapTa.

s Toro 4ro0BI TiepenaTh KJIMEHTY PEKBU3UTHI BUPTYAJIbHOM KapThl, SMHU-
TEHT MOXET MCIOJIb30BaTh HEKOTOPbIN (hU3MUECKUI HOCUTE b MH(pOpMAa-
M o pekBusuTax Kapthl (Reference Device — RD). RD o cBonm ¢usu-
YECKUM XapaKTepUCTUKAM JOJIKEH SIBHBIM 00pa30M OTJIMUYATHCS OT OOBIYHO
Kapthl. B yactHoctu, RD He moymkeH MMeTh Tex Xke pa3MepoB 1 IIPOITOPLIMIA,
YTO U OObIYHASI KapTa, COMEPKaTh rOJIOrpaMM TIJIATEXHBIX CUCTEM, a TAKXKe
MarHMTHOM TTOJIOCHI U YMIIa.

B 10 e Bpems1 Ha (U3NUYECKOM HOCHUTENIE JOJKEH HAXOAUTHCS JIOTOTUIL
TUIaTEXXHOM CHCTEMBI, pa3Mepbl U LIBET KOTOPOTO OMPEIE/ISIOTCS TpaBUa-
MM IUIaTeXXHOM cucTeMo. Ju3aitH (pU3M4eCcKOro HOCUTENS, a TAKKe NHbIS
cpencTBa J0BeIeHNsT NH(GOPMALIMKM O peKBU3UTaX KapThl U ITPaBUJIaX €€ MC-
TMOJIb30BAHUSI JOJDKHBI MPONTH 00s13aTeIbHYI0 CepTU(hUKALINIO B TUIATEXK-
HOM crCTeME.

Hpyroe BaxxHOe TpeOOBaHME MEXIYHAPOMIHBIX TIIATEXKHBIX CUCTEM 3aKITIO-
YyaeTcsl B TOM, YTO BUPTyajibHasI KapTa MOXET ObITh BblIaHa:

*  BJafesblly «DU3NYECKON» KapThl;

*  KJIMEHTY, He MMeIoIeMY «(pU3MIecKoi» KapThl IJIATEXXHOU CUCTEMBI,
HO MMEIOLIEMY BO3MOXHOCTb MOJIYYUTh €€ II0 €ro MepBoMy TpeOoBa-
HHUIO.

DTU YCIOBUS TIO 3aMbICTY TUIATEXHBIX CUCTEM JIOJDKHBI C(POPMHMPOBATH
CTOJIb XK€ CEPbe3HOE OTHOILIEHUE OaHKa-3MUTEHTA K BUPTYaJIbHOM KapTe, Kak
1 K OOBIYHOM, MOCKOJIbKY OTBETCTBEHHOCTh OaHKa 3a CBOETO KJIMeHTa-Bla-
JieJiblia BUPTYaIbHOM KapThl HE MEHSIETCSI TIO CPAaBHEHMIO CO CIIy4yaeM Biia-
JIeNbla OOBIYHOM KapThl.

I'yra baHK cTai iepBbIM POCCUIICKIM GAHKOM, KOTOPBIH MTPUCTYITIIT K SMHUC-
CUUW BUPTYATBHBIX KapT TDTaTeXXHON cucTeMbl VISA, TIOMyJIMBIIIMX Ha3Ba-
Hue VISA E-c@rd u cnenmanbHO TpeaHa3HaYeHHbIX LTSI OCYILECTRICHUS
rarexeit B UutepHete. ITpoexT 66Ut 3amytiieH JietoM 2000 T. rmociie Toro,
Kak kommanus VISA International 3aBepinana ceprudukanmio VISA E-c@rd
1 0OUIIMATBHO CAaHKITMOHHUpOBaJia MX amuccrio ['yra bankom.

13-2103
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Kapter VISA E-c@rd ripemHa3HadeHs! JUTsT o11aThl 9yepe3 MHTepHeT Mro0bIX
BUIOB TOBAPOB U YCJIYT B JIIOOBIX 3JIEKTPOHHBIX Mara3mHax BO BCEM MUpE,
B TOM YKCJIE JIJIS1 OIUIAThI YCIYT OIIEPaTopoOB COTOBOM CBSI3U, IHTEpHET-TIPO-
BaliIcpOB, TYPUCTUYECKIX KOMITAHMIA, TIPEATIPUSTAI TOCTUHIIHOTO OM3He-
ca u T. A. st mpoBeneHust Apyrux orepaiinii (pacueToB B 00bIMHOM TOPro-
BOI CeTH, TMOJIy4eHMS] HATMYHBIX JeHEXKHBIX cpenctB) Kapta VISA E-c@rd
He MpeIHa3HAYeHa.

ITnarexu npu momoim VISA E-c@rd ocylecTBISIIOTCS CIIEIYIOIM 00pa-
30M. BbIOpaB ToBap B 371eKTPOHHOM MarasvHe, AepxKaTeslb KapThl, HAXOIsCh
B 3allMILEHHOI ceccuu ¢ cepepoM TI1, BBOTUT B KOMIIBbIOTEP HOMED TljIac-
TUKOBOI KapThl M CPOK OKOHYAHUS ee neicTBusl. Janee TpaH3akiius oopa-
OaTbIBaeTCs IO TEM K€ 3aKOHaM, uTo U Jitobast apyras (He DK) TpaH3akiius.

[MomomHaTs cuer, cBsI3aHHBIN ¢ KapToil VISA E-c@rd, ximeHTBI MOTyT IIy-
TeM BHECEHUST HAJIMYHBIX IEHEXXKHBIX CPEACTB Yepe3 Kacchl B hrnanax ['yra
banka, uepe3 cucremy MHTepHeT-0oHKMHTA TenebaHK, MOCPENCTBOM Iie-
peBoIa CPeICTB ¢ APYTUX CYETOB (B TOM YMCIIe U KapTOuHbIX) B I'yra baH-
Ke, a TaKkKe yepe3 MepeBojl CPEACTB CO CUETOB B APYTMX OaHKaX.

Kapra VISA E-c@rd I'yra banka Bbigaercst cpokoM Ha 6 mecsieB. Cro-
MIMOCTh OOCITy>KMBaHMsI KapThl cocTapisieT $2 3a mosroma.

Ente omHUM yyaCTHMKOM TIPOEKTA SIBJISIETCS OMMH M3 BEMYIIIMX POCCUMCKUX
HurepHer-nipoBaiinepoB kommanus «MTY-Uudbopm». «MTY-HUubopm»
OyzmeT obecrreunBaTh pacripoctpaHeHre KapT VISA E-c@rd cpemm cBomx
xmeHToB. [Ipu nmomonm kaptel VISA E-c@rd ximmenTtsr «MTY-UnHpopm»
MOTYT B PEXHUME pealbHOrO BPEMEHM OIIauMBaTh YCJIYTU JOCTyMa B CETh
MHTepHeT, apeHabl MporpaMMHOTo odecrieueHusi, THTepHeT-TeneoHun
HUT. 1.

Bupryanbhyto kapty Eurocard/MasterCard Virtual B cucreme MasterCard
SMUTUPYET U Ipyroit poccuiickuii 6aHk — Anbda-baHk. OTKpbITHE KapThl
B 9TOM 0aHKe OOXOIMTCS ee Biaieibily B $2, CTOMMOCTb rOI0BOr0 00CIy-
KUBaHKS KapThl paBHa $3. MUHMMAILHBIA [TEPBOHAYATIBHBIA B3HOC IIPU
OTKPBITUU KapThl cocTaBisier $20.

Texnonorust Eurocard-MasterCard Virtual Card peammsyercst B 40 GaH-
Kax, pacrnosioxeHHbIX B § ctpaHax. Cpeny 6aHKOB, UCMOJB3YIOLIUX 3TY TEX-
HOJIOTHIO, IBA KPYTHeuImx ucnaHckux banka — La Caixa u BSCH, Typeri-
kue 6anku Citibank u Garanti Bank, mopryransckuit 6ank Unicre u ipyrue.

KimoueBbIM (pakTOpOM B peanu3aii MporpaMM BUPTYAIbHBIX KapT B -
€TCsl HeOOJIbILIOE BpeMsI, HEOOXOIMMOE MEKIYHAPOMIHBIM CUCTEMaM U OaH-
KaM-3MUTEHTaM TS MX 3ammycka. CerogHst 3T0 BpeMsl OLIEHMBAeTCsl B JIBE
HeZemu.
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bnu3koii 1o cBoeil uaee K BUPTYaTbHOM KapTe SIBISETCS CKPATY-Kapra.
CKpaTy-KapTa IIpeACTaBIsSIeT CO00M MpeaoruIaueHHbINA MPOAYKT, IIpeaHa-
3HAYEHHBIN [JIs1 OTUIaThl YCIYT TOrO WM MHOTO MpoBaiiaepa. [Tprobperas
TaKy10 KapTy, KIIMEHT MOXET MTOCTENEHHO TPATUTh ACHEXKHYIO CyMMY, TIPE/-
OIUIAYEHHYIO UM ITPU TTOKYIIKE KapThl, B pa3IUYHBIX LeasiX. st aToro, oue-
BUHO, JOJDKEH CYIIECTBOBaTh aBTOPU3ALIMOHHbBIN LIEHTP, KOHTPOJIUPYIO-
IIMI pacxXojl CPEACTB, CBI3aHHBIX CO CKPATY-KAPTOM.

B Buny oTcyTCTBUSI yHUBEPCATBHON MH(MPACTPYKTYPhI IIPUEMa CKPITI-KapT
SMMCCUOHHBINI LIEHTP CKP3TY-KAPT JOJDKEH 3aKJII04aTh JOrOBOPHI C TOPro-
BBIMU MPEINPUSITUSIMU, KOTOPBIM OH JOJDKEH TapaHTUPOBATh BO3MEIEHKE
CPEICTB 3a MOKYIKHU IO CKP3TY-KapTaM.

,H,J'ISI obecrieuyeHMsI pPacyeToB C TOPrOBBIMU IPEANTPUATUAMN SMUCCUOHHbBIA
LICHTP JOJLKCH COTPpyIHHNYATb C KPEAUTHBIMU OpraHU3alvusIMHU.

BupTtyanbHbie HOMepa KapT

Hpes BUpTyaIbHOM KapThl MOJYYMIa Pa3BUTHE B TEXHOJIOTUU BUPTYalb-
HOTo HOMepa KapThl (MCIOJIb3YIOTCS TakKe TepMUHBI pseudo card number
n proxy card number). CyTb 3TO#1 TeXHOJIOTHHN 3aKJII0YAETCS B TOM, YTO TIPH
3aroJHEHUY (POPMBI TOPTOBOTO MIPEANPUATHS BO BpeMst oniepariu DK Bia-
JieJiel] KapThl BMECTO pealbHOTO HoMepa KapThl coobiaeT MHTepHeT-Mara-
3MHY HEKOTOPBI CTy4aifHbIii HoMep. Tlociie Toro Kak TpaH3aKLMs IOCTY-
MaeT B CUCTEMYy SMUTEHTA ISl aBTOPU3allUM, TIPOU3BOAMTCS OOpaTHOE
NpeoOpa3oBaHKe BUPTYaIbHOTO HOMEpa KapThl B peallbHbIii HOMep. B pe-
3yJIbTaTe TIPY BBITTOJIHEHUY ortepatnii DK peanbHbIil HOMEp KapThl HUKOT-
Jla He TiepeaeTcsl B IUIATEXKHYIO CETh M OCTAeTCsl B CUCTeMe AMUTeHTa. Ta-
KUM 00pa3oM, BEPOSITHOCTb KOMITPOMETAIIUM PeaIbHbIX HOMEPOB KapT,
a TaKXe BEPOSATHOCTD YCIEIIHOIO COBEpIIEHUST TpaH3akuuu DK MolrreH-
HMKOM CTAHOBSITCS OJIM3KMMMU K HYJTIO.

TexHuyecku uaess BUPTyaTbHOIO HOMEPa KapThl MOXET OBbITh pean30BaHa
cremytommM oopazoM. KIMeHT 1u1st o1u1aThl 3IeKTPOHHBIX IIOKYITOK C TIOMO-
IIIBIO0 TEXHOJIOTMM BUPTYAJIbHOTO HOMEpa KapThl JOJDKEH YCTAHOBUTD Ha CBOI
kommnbiotep crienranbHoe [10. IMociae Toro kak KiMeHT Iojydaer oT MH-
TepHeT-MarasvHa JUIsl 3alI0JIHEHUsI (hopMy, COoIepXKaliyo MH(pOpMaInio
o pekBu3uTax Kaptel, [10 KiMeHTa THUIIMKAPYET OOpallieHre K CUCTEME CBO-
€ro SMUTEHTA. DMUTEHT TeHepUpYeT VISl KIIMEeHTa BUPTYalbHbIM HOMEp Kap-
THI ¥ BO3BpallaeT ero KimeHty. [1pr 3ToM SMUTEeHT KOHTPOJIUPYET B HEKO-
TOPOM CMBICJIE YHUKAJIbHOCTh CTEHEPUPOBAHHOTO HOMEpa KapThl, a TAKXKE
MPUHAJIEXXHOCTD MpedurKca KapThl K BbIICJICHHOMY [JIS1 SMUTEHTA auara-
30Hy 3HaYeHuii BIN.

13e
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IToce aToro TpaH3akivs BHIIOTHSIETCS OOBIMHBIM 00pa3oM. KimeHT Ha-
npasisieT MHTepHEeT-MarasuHy 3aIlojHeHHYIO (hopMy, B KOTOPOil B Kade-
CTBEe HOMepa KapThl (pUTYpUpYET BUPTYaIbHBIA HOMep. B pesynbrare BbI-
MOJIHEHUSI CTAaHIAPTHBIX NpoLesyp 00paboTKy TpaH3aKLMKU B CUCTEME
OOCITY>KMBAIOLLIETO 6aHKa U TUIATEXXHOW CUCTEMbI U3 MOCEIHEN B CUCTEMY
SMUTEHTA MOCTYIaeT aBTOPM3ALMOHHBIN 3arpoc, coaepKallyii BUPTyalb-
HBIIl HOMEp KapTbl. DMUTEHT, TIOJYYUB aBTOPU3ALIMOHHBIN 3arpoc, ycTa-
HaBJIMBAET COOTBETCTBUE MEXIY NAaHHBIMM, CT€HEPUPOBAHHBIMHM TP
WHULIMATN3aLMY TPAH3aKLWU, U JaHHBIMY aBTOPU3aLIMOHHOTO 3aI1poca.
COOTBEeTCTBHE MILETCS O LIETIOMY psimy rmapaMeTpoB. Hampumep, cucrema
MasterCard x 00s13aTeJIbHBIM TTapaMeTpaM OTHOCUT HOMEpP KapThl, CPOK ee
neiicTBus, uMs MarasuHa (Merchant Name), uaenTudukarop mara3mHa
(Merchant 1D), cymmy TpaH3aKILIMK 1 BATIOTY TPAH3AKIIMU. DMUTEHT OIIpe-
JIEJISIET peajibHbIii HOMEP KapThl, BBIMOJHSIS 00paTHOE MpeoOpa3oBaHKe,
MIPOBOIUT C €r0 MCIOJIb30BAHUEM aBTOPU3ALIMIO TPAH3aKIUU U PEe3yJIbTaT
BO3BpAlIaeT B TUIATEXXHYIO CETh, MPEIBAPUTEILHO BHOBD TTOJCTABHUB B aBTO-
PUYBAIMOHHBII OTBET BUPTYaIbHBIM HOMEP KapThl.

Ecmm B mnaTexxHoli cucteMe MCHoJib3yeTcsl TexHonorus: Single Message
System (aBTOpHU3aLMOHHbIN 3aIIPOC SIBISIETCSI OMHOBPEMEHHO M (DMHAHCO-
BBIM COOOIIIEHNEM, TPEOYIOILIIM OT SMUTEHTA BO3MEILIEHMS CPEICTB), TO IIPO-
1lecc Ha 3ToM 3aBepuiaercs. B ciaydae mpumeHeHust texHosoruu Dual
Message System (mpoueaypbl aBTOpY3aliMi U pacyeToB pa3iesieHbl) CUCTe-
Ma 3MMTeHTa OyneT obsi3aHa TakKe 00padoTaTh KIMPUHIOBOE ((hMHAHCO-
BOE) COOOIIIEHME, CBSI3aHHOE C paccMaTprBaeMoil TpaH3akuueir. [1pu 00-
paboTKe KJIMPHUHIOBOIO COODILEHNS TPeOYETCsl BBITOIHUTL HEOOXOMMMYIO
MIOICTAHOBKY PeajlbHOIO HOMEpPa KapThl BMECTO BUPTYaJIbHOTO HOMEpa.

JIOCTOMHCTBO MIeU BUPTYaIbHOIO HOMEpa KapThl yKe OoTMedanoch. Bepo-
SITHOCTh MOIIICHHUYECTBA IIPY Pealn3aliii WA SMUTCHTOM MPaKTUYECKU
paBHa Hy/10. [1pyr 5TOM TeXHOIOrus paboThI IJIATEXXHOM CUCTEMbI HUKAK He
3aTparuBaeTCsl, HAYMHAs C YPOBHSI TOPTOBOM TOYKU — Te K€ MTPOTOKOJIHI,
¢opmathbl COOOILIEHUIA U T. TI.

B 10 xe BpeMs, NICA BUPTyaJIbHbIX HOMEPOB KapT MMECT U psAd HEAOCTATKOB.

Bo-TiepBbIX, Kak yxXe YIOMMHAJIOCh, BlIaesel] KapThl JODKEH YCTAHOBUTh
Ha cBoeM KomrbioTepe crietanbHoe [10, Ha3piBaeMoe 3JIEKTPOHHBIM KO-
1ebKoM. OOBIMHO 3TO JIeIaeTcsl IyTeM «CKauMBaHMST» KOIEIbKa C HEKO-
Toporo Web-cepBepa. [1J1s1 HEKOTOpOIi KaTeropuy KJIMEHTOB Takasl Ipolie-
Jlypa cama 1o cebe TpeICTaBIIsIeT TIpodiIeMy.

Bo-BTOpBIX, 9MUTEHT NOJKEH TPEIIOXUTh KJIUEHTY MPOLEAYpY €ro
ayTeHTU(UKALIMU BO BpeMsl OOpallleHUsI KJIMEHTa 32 BUPTYaJIbHbIM HOME-
POM B cuCTeMy AMUTeHTa. Kak mpaBujio, UCTIONB3YeTCs CUCcTeMa IapoJieii —
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KJIMEHT B 3allIIIIEHHON CECCUU C CUCTEMOI SMUTEHTA COOOILAET ITOCIeTHER
CBOI1 MAEHTU(PUKATOP 1 KOIOBOE CJIOBO (MapoJjib). 3MeCh CYLIECTBYIOT He-
CKOJIbKO TIOIXOMOB K pelleHMIo 3amadn. Hanbosiee HameXXHBIM SIBIISIETCSI
MOJIyYeHNEe KIMEHTOM CBOMX MACHTU(PUKATOpA U IMapOoJIsl HEIOCPEACTBEH-
HO B 6aHKe (B KpaifHeM CiTydae MUCEMOM M3 0aHKa, MpUJeM UIeHTU(UKATO-
PBI KJIMEHTA JOJDKHBI pacriedaThiBaThesl B PIN-KOHBepTe IS TOTO, YTOObI
caeyiaTh MHGOPMALIUIO 3aKPBITOM 71T 0aHKOBCKOTO IMEPCOHANA).

OTOT MOAXox SIBISIETCS HEYNOOHBIM 1Tl KnvueHTa. [lostoMy Ha mpakTuke
HaxOIUT MPUMEHEHUE IPYroi, MeHee HalexkHbIii MeTo. KiueHT noimydyaer
CBOU MIEHTU(UKATOPBI BO BpeMsl TEPBOIA ceccuu ¢ cucteMoit smuTeHTa. OH
naeHTuUIMpyeT cedsi, MPeACTaBIsIs SMUTEHTY PEKBU3UThI KapThl, a TaK-
K€ TOTOJTHUTENIbHYIO MH(OPMALIMIO, 3allpalliMiBaeMyt0 SMUTEHTOM (Hapu-
Mep, HOMep TMacrnopTa, NeBUYbIo (haMUINIO MaTepH U T. I1.). B oTBeT B ciy-
yae TOJIOKUTEIbHOTO pe3y/ibTaTa ayTeHTU(UKALIMM KIIMEHT TOJTy4YaeT CBOA
uaeHTuduKarop u naposib. Becb 00MeH MHGboOpMalIMeil MexXTy KIMEHTOM
U CHCTeMOI SMMTEHTa MPOMCXOIUT B 3alllMILEHHON ceccuu. Jlornyeckoe
COETMHEHUE C CUCTEMOU SMUTEHTA OOECITEYMBAETCS KOILIETbKOM KJIMEeHTA.
Bonee Hu3Kas 3alIMIIIEHHOCTh 3TOTO METONIA CBSI3aHa C TEM, UTO B ITpoLiecce
WICHTU(DUKALIMU KITMEHTa MOTYT ObITh Pa3IMUHbIE TTOJCTABKA CO CTOPOHbI
MOIIIECHHUKOB, UMUTHPYIOIIMX PaOOTy SMUTEHTA.

B-Tperbrx, moMuMO BUPTYaTbHOTO HOMepa KapThl CUCTEMa SMUTEHTa B He-
KOTOPBIX CIy4asiX OJDKHA B PEXMME PealbHOTO BPEeMEHU T'€HEpPUpPOBATh
sHaueHus1 CVC2/CVV2. Harmomaum, uro B cucreMe MasterCard ucrosb-
3oBaHue CVC2 B TpaHzakiusx DK KoMMepuu SIBISIETCST 00SI3aTEIbHBIM.

KoHeuHo, SMUTEHT, TPUMEHSIIOIINIA TEXHOJIOTUIO BUPTYaIbHBIX HOMEPOB
KapT, MOXeT 1 He mpoBepsTh 3HaueHus CVC2. B 3ToM ciydae B IuiaTex-
HyIO CEThb MOXKET HaIlpaBJIsIThCs JTo0oe ciydailiHoe 3HaueHrne CVC2. OnHa-
KO MpHU TaKOM MOIXONE SMUTEHT JIMILAETCS BOBMOXHOCTH MCIOIb30BaTh
PEe3epBHYIO aBTOPHU3AIMIO (aBTOpU3aLMio Stand-in), mMpeaocTaBIsIEMyIO
B €TI0 pacropsbkeHre MHOTMMU TUIATEXXHBIMUM CUCTEMaMM Ha CJTydaii oTKas3a
B paboTe cUCTeMbl SMUTEHTA. B pexxrMe pe3epBHOI aBTOpU3alMK TUIaTeX-
Hasl CeThb OT JIMLIa SMUTEHTAa B COOTBETCTBUM C MapaMeTpaMM, YCTAHOBJIEH-
HBIMU SMUTEHTOM, MPOM3BOIMT aBTOPU3ALIMIO TpaH3aKIuu. B cucreme pe-
3epBHOI aBTOPU3ALIMK CYIIIECTBYET OOIIMIA apaMeTp JJIsT BCeX MPehUKCOB
KapT, ONpeaesIsIIoIIMiA IefiCTBIe SMUTEHTA Ha CITyJail HEeBEpHOT'O 3HAUSHUS
CVC2/CVV2 — OTKIIOHUTH TpaH3aKLMIO Cpa3y WIA IPOAOLKUTH APYTve
npoBepku. Eciiv Takoit mapameTp yCTaHOBUTh paBHBIM 3HAYE€HHUIO, O3HAYa-
IOIIEMY «HE OTKJIOHSITh», TO 1 TI0 BCEM JIPYTUM OIepalysM U rpedukcam
OyzeT MPUHUMATBCS TO Xe pellieHre, YTO HaBepHsIKa MTPOTUBOPEYUT UHTeE-
pecaM 3MMTEHTA.
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B-ueTBepThIX, MPUMEHEHNE TEXHOJIOTUM BUPTYaIbHBIX HOMEPOB KapT IMO-
BJICUET 3a CO0OI Mpo0IeMBbl 111 Tex VIHTepHeT-Mara3uHoB, KOTOPHIE COXpa-
HSIOT HOMEpA KapT KJIMEHTOB, Y€ OMHaXIbl 0OpalllaBIIMXCS B TOProBOE
MpeanpusiThe 3a YCIIyraMu, YToObl He 3aCTaB/IsITh KJIMEeHTa HabupaTh CBOU
PEKBU3UTHI TIpU ciieaytoimx oopameHusx B TII. OueBraHO, 4TO ITpU Mac-
COBOM TIPUMEHEHUU TEXHOJIOTMM BUPTYaJIbHBIX HOMepoB KapT BJI Takux
MarasvHOB OBICTPO MEPETONHSTCS, YTO MOBJIEYET 32 COOOH OrepaliOHHbIE
Mpo0JIeMbl B X (PYHKIIMOHUPOBAHUU.

YV UntepHeT-Mara3uHoB UMEIOTCs U apyrve npobiembl. Hanmpumep, eciu
KJIMEHT COBEPIIMI B OJHOM U TOM K€ MarasuHe B TeUeHUE OTHOCUTELHO
KOPOTKOTO MHTEpBajia BpeMeH! ABE TpaH3aKIU Ha OMMHAKOBYIO CyMMY, TO
TIpY HEOOXOAMMOCTH TIPOBECTU OIEPALIMIO «BO3BPAT MOKYIKI» OylIET HESICHO,
KaKoil HOMep KapThl MOACTAB/ISTh B TPAaH3aKIMIO BO3BpaTa. DTO CBSA3AaHO
C TeM, YTO B CHCTEMaX TOPTrOBOTO MPEINPHUSITUS B KAUeCTBE KIII0Ya IS T10-
MCKa TpaH3aKI1K, KaK MPaBUIIO, UCTIOIb3YETCsl HOMep KapThl K CyMMa TpaH-
3akiuu. [TostoMy, eciv KITMEHT HE MOXET Ha3BaTh TOYHOE 3HAYEHKE HOME-
pa KapThl, CYILIECTBYET BEPOSITHOCTD TOT'O, UTO MpyY (POPMUPOBAHUM BO3BpaTa
Oy/IeT TTOACTaBJICHO HENPaBWJIbHOE 3HAYeHMe HOMepa KapThl U B YYETHOM
CUCTEeMe Mara3nHa MOsIBUTCSI HEeITPaBUJIbHAS 3aITMCh — OYIET «BO3BpallleH»
HE TOT TOBap CO BCEMHU BBITEKAIOIIMMU ITOC/ICACTBUSIMU [IJISI TOACUCTEMBI
yIpaBJeHU 3arlacaMy Mara3yuHa u T. 11

HakoHe1, ucroib30BaHNe BUPTYaJIbHBIX HOMEPOB KapT BJEUET 3a CO0Oit
U TIpo0OJIeMbl B cucTeMax amuTeHTa. HeobxommMocTs xpaHeH s nH(bopMa-
LK1 000 BCEX MCITONB3YeMbIX HOMEpaxX KapT — OIHa U3 HUX.

BriepBhie niest BUPTyalIbHOIO HOMEpa KapThl B CTATUYECKOM BapraHTe ObLia
peaimzoBaHa 6aHkoM First Virtual, KoTopblil nmpeniaran CBOMM KJIMEHTaM
I TpaH3akumii DK ucnons3oBath uaeHTudukatop VirtualPIN. Otor
UASHTU(MUKATOP BBOAWICS KIIMEHTOM BMECTO HOMepa KapThl M MIHTepHeT-
MarasvH TiepeaBai ero Ha cepsep First Virtual, KoTopbIii Tpeoopa3oBEIBaI
WIEHTU(PUKATOP B COOTBETCTBYIOIIUI HOMED, U JAJIbIIE TPaH3aKI1sl 0Opa-
OaThIBajlach CTaHIAPTHBIM criocoboM. Takum 00pa3oM, peanu30BbIBa-
JIaCh OrpaHMYEeHHAs 3allliTa HOMepa KapThl OT Mara3uHa-MollleHHrKa. B Tex-
Hosyornn First Virtual Mara3nH He 3HaeT HACTOSIIIEro HoMepa KapThel. [lpn
3TOM OH MOXET MCIIOJIb30BaTh MACHTU(PUKATOP KJIMEHTA IJISI IIPOBEIC-
HMS TpaH3akyii DK 13 TOProBuIX MPEANPUSITUIA, TTOIAEPKUBAIOIINX ITY
TEXHOJIOTHIO.

CerofHs1 TEXHOJIOTUSI BUPTYaJIbHBIX HOMEPOB KapT MOJIydrsIa pacrpocTpa-

HEHUe Cpey psima KpYIMHBIX 6aHKOB. Hampumep, 4eTBepTHIi IO pa3Mepy
aMEpPUKAHCKUI 9MUTEHT IUIaCTMKOBBIX KapT Discover npemiaraet 50 Mui-
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JIMOHAM CBouX KieHToB yciyry Discover DeskShop. B ocHoBe Discover
DeskShop nexxut TexHOMOTMSI BUPTYaJIbHBIX KapT B peaau3alivv UpJiaHi-
ckoii kommanumn Orbiscom (www.orbiscom.com). PereHue 3Toii KOMIIaHUN
O-power ncnoJib3yeTcs He TobKO B Discover, Ho n B 6ankax MBNA (cuc-
temMa MBNA Shopsafe, co3maercs mjis mojib30BaHusT 45 MJIH BilaIe/iblieB
kapt), HFC (anmmiickuit pwiman kommanuu Household International)
u Allied Irish Banks.

Cucrema O-power Uit ciaydast 16-11chpoBoro Homepa KapThl M 6-1iucpo-
Boro BIN kaptel reHepupyeT 10 | MJIpA pa3IuUHbIX 3HAYEHUI BUPTYyaTb-
HBIX HOMepoB KapT (B TepmuHax Orbiscom — Controlled Payment Number).
ITepuron MOBTOPHOTO MCITOJIb30BaHUST BUPTYaIbHOIO HOMEPA KapThl B CUC-
TeMe — 9-12 Mecs1eB.

Mg 6anka Discover cucrema O-power peani3oBaHa Ha 0a3e BBICOKOIIPO-
MU3BOIUTEIBHBIX cepBepoB E450 kommanum Sun Microsystems, TeXHOJIOTUHI
Oracle 1 M3BECTHOIO MPOTPaMMHOIO O0ECITEYeHMS 1T «CBUTYA» TLIATEX-
Hoit cuctembl Oasis. Kimuenty DeskShop moctaTouyHO BBECTU CBOI MapoJib
JUISL TOTO, YTOOBI CHICTeMa 3MUTEHTA 3arloHIIIA JUTS KIMEHTa TUIATeXKHYIO
¢opmy MaraszuHa (IJisl 3TOTO HEOOXOAMMO, YTOOBI Mara3uH y4yacTBOBAJI
B 1ipoekTe Discover).

Komrmanus Orbiscom He IocTaBisIeT pelleHN I 3JICKTPOHHOTO KOIIETb-
Ka KiMeHTa. BHenpeHne TeXHOIOIMKY BUPTYaJIbHBIX HOMEPOB KapT Ha CTO-
pOHEe KJIMEHTa OCTaeTcs 3afaueii 0aHKa-sMHUTeHTa. [1py 3TOM MOXET mpu-
MEHSITBCS YK€ HCITOIb3YeMbIiA 3JICKTPOHHBIN KOIILIEIEK.

Jlpyroe m3BecTHOE Ha pHIHKE perieHre Nexus-1 TpemaracTcsl aMepruKaH-
CKo1 koMIiaHuel Appletix (puaran KoMOaHWM I0 pa3padOoTKe MporpaMM-
HBIX IPOAYKTOB pacrojaraercs B M3pamne). KimenramMmu 3Toit KOMITaHUT
SIBJISTIOTCST KpyIHenimii kaHaackuii 6aHk CIBC (4 MiiH Bi1agesbleB KapT
Ha Hayasio 2001 r.) u mpoueccuHroBast komranus VISA Israel Credit Cards.
Pemienuie Nexus-1 npemiaraer 1ByX(hakTOPHYIO ayTeHTU(DUKALINIO KIIMEeH-
Ta — ayTeHTU(UKALIMIO KJIMEHTA IO €T0 Mapoilio 1 ayTeHTU(UKALINIO KOM-
TMbIOTEpa KJIMEHTA M0 HEKOTOPOMY CHeLIMaTbHOMY aJIlOpUTMY.

PemeHuve Ha OCHOBE BUPTYaJIbHBIX HOMEPOB KapT TpejiaraeT Takke KOM-
ma"ust Cyota (www.cyota.com).

B xon1ie nepsoro kBaptana 2001 r. raTexxHast cuctema Maestro (orepaTop
JIcOeTOBBIX KapT Maestro) oObsiBMIa O TOM, YTO OAHKW, SMUTHUPYIOLIUE 3TH
Jie0eTOBble KapThl, MOTYT UCIOJIb30BaTh sl peanu3aluu cucteM DK Tex-
HOJIOTMIIO BUPTYaJIbHBEIX HOMEpOB KapT (e-Wallet Maestro solution). Kap-
Tl Maestro HaYHYT MPUHUMATBLCSI HEKOTOPBhIMU HauboJiee U3BECTHBIMU
MHTepHeT-MarazuHaMu HauuHas ¢ TpeTbero kBapraia 2001 .
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TpebGoBaHMS K TEXHOJIOTUU BUPTYaIbHBIX HOMEPOB KapT MPU MCIOIb30Ba-
HUU KapT Maestro cocTosIT B ClIelyIolIeM. DMUTEHT A0JDKEH T€eHEPUPOBATh
16-1poBbIe HOMepa KapT (IIPY 3TOM BUPTYATEHBIN HOMEpP KapThl MOXET
COBMAaIaTh C pealbHbIM HOMEPOM KapThl), a TAKXKe MPOBEPSITh COOTBETCTBUE
MeXy JaHHBIMU, CTEHEPUPOBAHHBIMU MTPU MHUITMATM3ALIUM TPAH3aKIIUH,
Y ITaHHBIMU aBTOPU3aLIMOHHOTO 3ampoca. Kak yka3blBanoch paHee, COOTBET-
CTBME UILIETCS KAK MUHUMYM I10 HOMEPY KapThl, CPOKY €€ IeCTBYs, UMEHU
marazuHa (Merchant Name), unentucgukaropy marasuHa (Merchant ID),
CyMMe TpaH3aKIIU1 U BATIOTe TPaH3aKIIUMU.

OTmnuunTenbHas 0cOOEHHOCTb pellieHus g KapT Maestro 3akiioyaercs
B TOM, UTO BJIaJe/el] KapThl He TOJKEeH YCTaHABJIMBATh HA CBOEM KOMITBIO-
Tepe HuKakoro crenuaabHoro [10 (anekTpoHHOro OymaxkHuka). TpaHzak-
LIMSI BBITIOJTHSIETCS ClieaytoIM oopa3oM. Tlocie Toro Kak Biaaeser] KapThl
cooburt TIT 0 TOTOBHOCTU TUIATUTh C MCIONb30BaHUEM KapThl Maestro,
MHrepHeT-MarasuH OTHpaBIsieT Ha cepBep aMmuTeHTa (e-Wallet B Tepmu-
Hax Maestro), xpaHsuii iHGOPMAIIUIO O PEKBU3UTAX CBOMX KapT, CIIEIIMaTb-
Hoe coo0I1IeHNe. DTO coobleHue conepxxut uHdopmarmio o TTT (Merchant
Name, Merchant ID), o cymMme 1 BaiioTe ITOKYIIKH, MACHTHU(HUKATOP TPaH3-
akiuu B cucteme TTI u T. n. OmTHOBpeMeHHO cepBep Mara3uHa IrepeKioya-
€T BJIaJiefiblia KapThl HA CEPBEP IMUTEHTA.

CepBep SMUTEHTA YCTaHABIMBAET C BIAAEIbLIEM KapThl 3allUILEHHOE CO-
eIMHEHVE Y HaMpaBJIsieT KIMEeHTY (DOpMY JUTsI IIPOBEICHUST €r0 ayTeHTU(hU-
Kauuu. Hanpumep, SMUTEHT MOXKET 3aIIpOCUTH Y BJafesiblia KapThl paHee
MpeIOCTAaBIEHHBIE eMy MIEHTU(UKATOP U TTapOoib.

IToce Toro Kax Biagenel KapThl ayTeHTU(PUIIMPOBAH CEPBEPOM SMUTEHTA,
rociegHui hopMupyeT 3arpoc Ha cepep TI1, comepskaiuii creHeprpOBaH-
HBI! BMUTEHTOM BUPTYaJIbHBINM HOMeP KapThl. Jlanee TpaH3aKIIMsI TPOH3BO-
JUTCSI CITOCOOOM, OIMMCAHHBIM B HayaJle 3TOro rnaparpada.

ITo pemennio Maestro MeeTcsl HECKOJIBKO BOIIPOCOB, OTBETHI HA KOTOPBIE
SIBHO HE CJIEAYIOT 13 O(PUIIMAIEHOTO OIMCAHMS CXeMbl. Bo-TIepBhIX, He omnpe-
JenieHo, KakuM obpaszoM TT1 y3HaeT anpec cepBepa SMUTEHTA KapThl Maestro.
B mpocrteiimem ciaydae TIIT 3HaeT agpeca cepBepOB SMUTEHTA IS HEKOTO-
pOTo OrpaHMYEHHOro Habopa MperKCcoB (JIOKaJIbHOE pelreHne). B obiem
Cllyyae HEOOXOIMMO CO3IaBaTh HEKOTOPYIO LEHTPAJIM30BAHHYIO JUPEKTO-
pUIo anpecoB, U B 3ToM ciydae TIT moimkHO oGpallathest K cepBepy IUpeK-
TOPMH, KOTOPBII YKe MapIIPYTU3UPYET 3alIpoC Ha cepBep SMUTEHTA.

Bropoii Bompoc cBsi3aH ¢ HEOOXOAMMOCTBIO OIIpeNeIeHNs CrelbUKaLIIN
nHTtepdeiica mexxmy TI1 n cepepom smuTeHTa. Peus mmer o ceMaHTHKe
Y1 CHHTaKCHCe COODIIEHNI, KOTOpbIMU oOMeHuMBaroTest T11 v cepBep sMUTEHTA.
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PacnipenesneHuie OTBETCTBEHHOCTH MPU BO3HUKHOBEHWUU TUCITYTA 10 TPaH3-
akuyu DK HUYeM He OTJIMYaeTCs OT TOro, KaKMM 00pa3oM OHO MPOM3BOIUT-
csl TIPU UCTIOJIb30BAHUU MOJIEU TPEX TOMEHOB.

Opyrue peweHus no pacyetam
Ha 0a3e MIacCTUKOBbLIX KapT

O HEKOTOPBIX APYTUX CXeMax MPOBeACHUS TpaH3aKLuii DK, moBBIIIAONINX
6e30IaCcHOCTb IUIaTeXKel, TOBOPMIIOCH paHee. be3ycioBHEL MHTepeC IpeICTaB-
nget unes ipuMmeHennst [TMH?2, peanm3oBanHas 11t 0aHKOB-YJaCTHUKOB
mtatexkHoit cructeMbl STB CARD. Unest mpocra B peanmzanm n 3¢ dek-
TUBHA C TOUYKU 3PEHUS 3alUThI 3JIEKTPOHHBIX TJIaTeKel OT MOLIICHHUKOB.

06 unee cucrembl 6baHka First Virtual Takke y)ke KOpOTKO TOBOPUJIOCH
B mpeapimyiieM maparpacge. CyTb Uaeu COCTOUT B TOM, YTOOBI BMECTO pe-
aJIbHOTO HOMEpa KapThl €€ Biajeell IIpy MHULIKAIU3alK TpaH3akun DK
MIPEACTABIIST HEKOTOPBIN Kof, HasbBaeMblil VirtualPIN, kotopoii, B cBoro
ouepenb, Ha IuiaTexXHoM cepBepe First Virtual 3ameHsieTcs1 Ha peaabHBIN
HoMep KapThl. B pesynbrate TI1 He BUIUT peaIbHOro HOMEpa KapThl U He
XpaHUT ero B cBoux b/I, 4To IMOHMKAeT 11aHChl MOILLIEHHUKOB Ha ycrex. Kpo-
Me TOTO, JaXKe eC/IM MOIIeHHNKaM yractes yKpactb bl VirtualPIN, sto He
OyZleT UMETD JISl SMUTEHTOB KapT CTOJIb CEPhe3HOTO 3HAYEHMS, TIOCKOJIbKY
oty Bl MOXHO IIPOCTO OOHOBUTh — II€PEBBIITYCKATh KApThl KJIMEHTAM He
noHamoontcs. bonee Toro, ooHoBmeHne B/1 Virtual PIN 11enecoodpasHo mis
TTOBBIIIEHNST O€30ITaCHOCTH JIEKTPOHHBIX TIIaTEXKE.

st peanmuzaliuy cxeMbl OT KJIMEHTa HUYETO He TpeOyeTcs, KpOME TOro, 4To
OH JoJpKeH 3anoMHUTh cBoit VirtualPIN. IIpolieaypa amMuccuu U nepruoam-
yeckoro ooHoBieHMs VirtualPIN MoxXeT cTpONThCST pa3IMIHBEIM 00pa3oM.
Hanpumep, npu nepBom oOpallieHWy B CUCTEMY KJIMEHT MOXET ObITh Mpe-
JIYTIPEXNIEH O TOM, YTO B CJIEAYIOUIMI pa3 eMy JUIsl MPOBEIEHUS TTOKYIOK
yepe3 HTEpHET Hy>KHO MCTIOIBb30BaTh orpeaeaeHHoe 3HadeHue Virtual PIN.

Hnesa VirtualPIN peammsyer 3ammty TpaH3akinn DK co cTopoHBI 0dcity-
JKABAIOILIETO O0aHKa. DTO CHIXKAET 00J1acTh ee IpMMEHeHNs ToJbKo MHTep-
HeT-Mara3uHaMu, OOCITy>KMBaeMBIMU TOJIBKO 3TUM OOCTY>KUBAIOIIUM OaH-
koM. C JIpyroii CTOPOHEI, OT KJIMEHTA, KaK IIPaBWIO, UCITOJIb30BAHUE TAKOM
3alIUTHl He TpeOyeT OOJbIIMX yCWIMii. JIpyruMu nprMepaMy ITOBBIILICHMS
Oe3omacHocTH TpaH3akimii DK co CTOpoHBI 0OCITY:KMBAIOIIETO OaHKA SIBJISI-
1otcst cucteMbl CyberCash u VeriFone. TlockonbKy cucTeMbl BO MHOTOM
HaIOMUHAIOT APYT Apyra, pacCKaxkeM IoApoOHee 00 OAHOM M3 HUX, a UMEH-
Ho o cucteMe CyberCash.
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Ob6uwasncxemMadyHKLNOHMPOBaHMUSACMCTEMbINOKa3aHaHapuc.5.1.

CRDH [ - et ( : —"™ POS-cepsep
| MCK N CyberCash

Puc. 5.1. Cucrema CyberCash

OcHoBHast unest cuctembl CyberCash 3akiiouaeTcsl B opraHM3aliiv BUp-
TyanbHoro POS-cepBepa mist moakimoyeHus K Hemy MHTepHeT-marasu-
HoB. B atom ciyyae TII Ha cBoeM cepBepe MOKHO MMILIEMEHTUPOBATD
HeOoJIbIIIoe TTprIoXeHre, HazbiBaeMoe Merchant Connection Kit (MCK),
C MIOMOIIIBIO0 KOTOPOTO YCTaHABIMBAETCs HafexkHOe coenuHeHue ¢ POS-cep-
BepoM CyberCash, Ha3biBaeMbIM Takke CashRegister. Bech Tpadhuk mexmy
MCK u POS-cepBepoM mmdpyeTcst ¢ momombio anroputMa Triple DES,
YTO O0ECIeunBaeT 3alIUIICHHYIO Tiepefady PeKBU3UTOB KapThl M JTAHHBIX
TpaH3akuuu yepe3 MurepHer. C npyroii ctopoHbl, POS-cepBep noaxio-
YeH K IJIaTeXXHbIM CHUCTeMaM B COOTBETCTBUHU CO CTaHIAPTHBIMU MPOTOKO-
JIaMU MEXXOCTOBBIX COETUHEHUIA.

Cuctembl pac4yeToB, HEe UCNoJib3ylouiue
TEXHOJIONMIO MNJ1IaCTUKOBbIX KapT

CucrtemMbl 3/IEKTPOHHOWN HAJIMYHOCTU

Wnest aneKTpOHHBIX HAJIMYHBIX ITosiBIIIach Ooee 10 et Hazam. B 1980-x
romax royutaHaen dasua Illaym (David Chaum, mocne mepeesna B CIIA
yaiie UMEeHyeMbIii Ha aHTJI0-aMepuKaHCKuii MaHep daBunom YoMoMm) 1o-
JI4MJI TIATeHTHI Ha pa3paboTaHHbIE UM KpUIITOrpadpuyecKue aJropUTMbI
«CJICTION TTOMITACH», KOTOPhIE 3aKJIaAbIBAIM (DYyHIAMEHT ISl ajlbTepHATH-
BBI BCEM CYIIIECTBOBABIIIMM cHCcTeMaM 1uiaTexeit. [Iporokonsr Yoma 1mo3Bo-
JISUTY CO3aBaTh BUPTYaJIbHbIE 3JIEKTPOHHbIE MOHETBI, KOTOPbIE MOIIM LIAP-
KYJIMPOBAaTh MOAOOHO JEHBIaM B OHJIAafHOBOM cpefie, aDCOIIOTHO HUKAK He
PacKpbIBast IMYHOCTA CBOMX XO35IEB.

CHauana B Hupepnannax, a motom u B CIIIA YoM ocHOBajl KOMITAHUIO
DigiCash, npeqHazHaueHHYIO [IJ1s1 paCpPOCTPaHEHUsT TEXHOJIOTUU SJIEKTPOH-
HoU HaymyHOCTU. B 1995 1. ObUIM 3alITyllIEHBI TIEPBbIE peaTbHbIE TTPOEKTHI,
KOT/Ia CUCTeMY 3JIEKTPOHHBIX HAJIUYHBIX JIMLIEH3UPOBaI aMepUKaHCKUIA



CucTembl pacyeToB, HE UCMOJIb3YIoLMe TEXHOOINI0 NAACTUKOBBIX KapT 203

6aHK Mark Twain, a Tak:ke HECKOJIBKO KPYITHBIX 0aHKOB 1 KoMIiaHwii B EB-
porie, ABcTpaaiu U SAoHMMN.

Cama nzest 3JIeKTPOHHBIX HAIMYHBIX O4eHb ITpocTa. CrcTeMa 3J1eKTPOHHBIX
HAJIMYHBIX ONEPUPYET BJIEKTPOHHBIMM MOHETKAMU, KaXIAasd U3 KOTOPBIX
MpeACTaBIIsIeT co0oi (paii-00s3aTeILCTBO SMUTEHTA CUCTEMbI, TTOAMNUCAH-
Hoe LIM(POBOI MOMIMCHIO SMUTeHTA. KimeHT oOpalaercs K SMUTEHTY, OT-
JIACT €MY HEKOTOPOE KOJMYECTBO PEAIBHBIX JEHET M MOJIyYaeT B3aMEH He-
KOTOPBIN (pait-MOHETY, KOTOPBIA MOATBEp:KAAaeT TOT (paKT, YTO SMUTCHT
JOJDKEH KJIMEHTY COOTBETCTBYIOIIYIO CYMMY JieHer. IIpyu HaJlnuuu aBTOpU-
TETHOI'O 3MUTEHTA TaKOI (hailyl HUYeM He XyxKe 0OBIYHBIX AeHeT. boJiee Toro,
cXema 2JIEKTPOHHBIX HaJIMYHBIX O0JIAIaeT TPaHIMO3HBIM IIPEUMYIIIECTBOM
riepe]t OOBIYHBIMU JeHbraMu. MPaiii-MoHeTY MOXHO nepenaTh 1o MHTepHe-
Ty (W11 APYIUM CIIOCOOOM, HalpuMeEpP Ha IMCKETE), OCYIIECTBIISIS TIaTex,
Y MoJIy4yaTesIb MOXET OOHAIMYUTh €r0 Y TOro e SMUTEHTA WM €ro J0Be-
PEHHOTO JIU1IA.

Xots cructeMa Yoma cama 1o cebe He UCTIOb30Bala CUCTeM KIIMPYHTa, CXe-
Ma, IIpUMeHsIBIIasicsl B 6anke Mark Twain, 1mo3BoJisiia IpoaaBIly Iepechl-
JIaTh BJIEKTPOHHbIE HAJTMYHBIE 0OPaTHO B 6aHK, YTOObI rapaHTUPOBAHHO Orpa-
JIATBCS OT IBOMHOM TpaThl 3JIeKTPOHHBIX MOHET. Bo BpeMs KivpuHra 6aHK
aQHHYJIMPOBAJI 3JIEKTPOHHbBIE AEHbIM U MEPEBOIWIT Ha CUYeT MpoaaBlia COOT-
BETCTBYIOIIIYIO CyMMY JEHET.

Hecmotpst Ha BbICOKMIA MHTEpeC K HOBOM cucTeMe, MPOSIBUBLIMIACS B OC-
HOBHOM CpEIy CIIeLIMaTMCTOB-KPUITTOrpachoB U aKTUBUCTOB-TTPABO3aIIUT-
HUKOB, YCMOTPEBILIMX B MOJTHOCThIO aHOHUMHBIX pacueTax DigiCash Bech-
Ma MOIIIHBII HTHCTPYMEHT O0ecTieueHUs TPUBATHOCTH, KOMMEPUYECKUIA yeriex
KOMITAHUM He COIYTCTBOBaI. B yCJIOBUSIX OTCYTCTBMSI CIIpoca Ha mpejjiara-
€MYIO TEXHOJIOTHIO U HefocTaTKa (puHaHCKMpoBaHMs B HOs1ope 1998 1. KoM-
maHust DigiCash Obuta BeIHY:X/IEHA OOBSIBUTH O CBOEM OaHKPOTCTBE.

Ilo MHEHUIO aHAJTMTHKOB, cama o cebe Maest SJEKTPOHHBIX JeHEeT BecbMa
MpHUBJIEKATENbHA Y B KOHEYHOM UTOre MOXKET ObITh IPUHATA KPYITHENIIN-
MU MUPOBBIMU (DUHAHCOBBIMU PhIHKaMU. OHAKO B IIEPUO]] €€ BHEIPEHUSI,
B 1996—1997 rr. mone3oBatenn MHTEpHETa ellle He ObUTM B JOCTATOYHOM
CTEINEeH MOTUBUPOBAHEI 3a00TOI O CBOEI AHOHUMHOCTH, YTOOBI [IOPOIUTh
TOT CIIPOC Ha TEXHOJIOTMIO, KOTOPOI'O OXMUIAIN €€ CO3ATENMN.

B cnyyae ¢ DigiCash nmokymaTessiM o CyTH Jiejia He IIPeIoCTaBIIsLIOCh HU-
KakuX (pMHAHCOBBIX CTUMYJIOB K TIepexoay Ha HOBYIO cucteMy. HaoGopor,
3JIEKTPOHHBIE MOHETBI B OTJINYUE OT OAHKOBCKMX CUETOB HE TTPUHOCHIIM KX
BJIajie/ibliaM HUKaKUX MPOLIEHTOB. bosiee Toro, cyiecTBoBaia MOCTOSTHHAS
yrpo3a KOMIIPOMETALIMU «OyMaxkHUWKa» KJIMEHTa Ha ero MepcoHalbHOM
KoMmribtoTepe. [ToBbIIEHHBIN PUCK OIIYIIAIN 1 MPOAABLIbl, TOCKOJIBKY CY-
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LIECTBOBAJIA YTPO3a ABOMHOM TPaThl JIEKTPOHHBIX MOHET, XOTS KIIMPUHIO-
Basl cucTeMa 0aHKOB 0OeIIaIa CBECTU TTOTEPU OT 3TOTO K MUHUMYMY.

Ceromas npeemunkoM aeiia DigiCash crama kommanust eCash Technologies,
BBIKYITMBIIIAs BCE aKTUBBI oOaHKpoTuBLIelics dupmbl 1 B Mapte 2000 T.
00BSIBUBILIASE O HAMEPEHUH ITPOIO/LKUTh BHEIPEHUE 3JIEKTPOHHBIX HATMYHBIX.

KopoTko ocTaHOBMMCST Ha TEXHOJIOTMYECKMX ACIIEKTaX ITPUMEHEHMSI 3JIeK-
TPOHHOI HATMYHOCTH. Ellie pa3 moBTOpUM, YTO 3JICKTPOHHASI HATMIYHOCTh —
5T0 1M(POBBIE NaHHBIE (IIOCEIOBAaTeILHOCTh OMT) CIEUMAIbHOTO BUIA,
sMmuTUpyeMble 0aHKoM. LludpoBbie JaHHBIE BKIIOYAIOT B ce0s MACHTU(hU-
KaTop 3JIEKTPOHHOI MOHETHI (KyTIOHA ), IeHEXXHBIIA HOMUHA MOHETHI M 1T (-
POBYIO MOANMCH 0aHKA, SMUTHPOBABIIETO MOHETY.

Ipotienypa smMuccuu LMGPOBOIl MOHETHI B OOIIMX YePTaxX BBITJISIIUT CIIeTy-
oMM oopazoM. KiimeHT, uMmeroiuii cuet B 6aHKe, HarpasJisieT B 0aHK 3a-
poc 00 SMUCCUU eMy MOHEThI OIpeIeIeHHOr0 HOMMHAJIa B3aMEH COOTBET-
CTBYIOIIIEH CyMMBbI JIGHET, HaXOASIIMXCS Ha ero cuere. JIJisi 3TOro KJIMeHT
TeHEPUPYET HEKOTOPYIO CITyJaiiHyto LM(POBYIO MOCIEN0BATEIbHOCTD, MPe/-
CTaBJISIOLILYI0 COO0M MIEHTU(DUKATOP MOHETHI, U JJOOABJISIET K HE HOMUHAT
MoHeThI. [lomyuuBIIyrOCsI B pe3yibTaTe MOCeI0BaTe/IbHOCTh (0003HAYNM
€€ a) KJIMEHT C IIOMOILbI0 HEKOTOPOil X31I-¢pyHKIMKU h(X) mpeobpasyer
B 3HaueHue h(a). [lanee Ha CBoeM KOMITbIOTEPE KIIMEHT BHIUMCIISIET 3HAUCHUE
R=h(a)xb* (mod N), r1e € — 5KCTIIOHEHTa OTKPBITOTO KJIIoYa ero 0aHKa (0aHK
JUTSL TIOATTMCHU UCTIONb3yeT aroput™ RSA ¢ momysiem N, 5KCITOHEHTOM 3a-
KPBITOTO KJTtoua d, 9KCITOHEHTOM OTKPBITOTO Kitova €), b — ciryvaiiHoe Junc-
510. Yucno b Ha3bBaoOT «crienbiM MHOXUTeeM» (blinding factor). ITomy-
YEHHOE B pe3yJibTaTe 3HaueHue R KIMeHT HampaBiisieT B 6aHK BMeCTe
C 3aIIPOCOM Ha 3MUCCHIO MOHETHI OIpeie/IeHHOIO HOMUHAIA.

BaHk, momy4uB 3aI1poc KJIMEeHTa, CIIMCBIBAET C €T0 cyeTa 3HaYeHNEe HOMIHA-
JIa MOHETHI (M, BOBMOXKHO, KOMUCCUOHHBIE), 3an@poBbiBacT R cBouM 3a-
KPBITBIM KJIIOUOM, TO €CTb BbIuMcIsAeT 3HaueHue R (mod N), 1 nonydeHHOE
3HAUYE€HUE BO3BpAILIAET KIUEHTY.

HerpynHo Bunets, 4to nmeer Mecto paBeHcTBO R (mod N)=h(a)*xb (mod N)
INostoMy, mosnyunB or GaHka 3HadeHue R’ (mod N), KIMeHT 1erko ocBo-
0oxxaeTcs OT U3BECTHOTO €MY «CJIETIOr0 MHOXUTENS» b (9TO nenaeTcs
C MOMOIIIBIO airoputMa EBKITMIA HaX0XIEHUsT HAaMOOJIbLLIErO OOLLETO AEIU-
Tesist yncea b 1 N) U rmostydaet 3HaueHVe TIOAMKUCH MOCeI0BaTeIbHOCTH a,
paBHoe h(a)! (modN). TTocae g o B a 1e s Hoo Ny u aprger-
¢s1 IM(POBBIM BbIPAXKEHNEM JIEKTPOHHO MOHETHI.

Takum 06pa3oM, KIMEHT IOIyJaeT 3IeKTPOHHYI0 MOHeTY (a, h(a)' (mod N)),
KOTOpasi MOXET ObITh MpeIbsBeHA KIUEHTOM 0aHKy. [lpu 3ToM GaHK
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HE CMOXET WACHTUMUIIMPOBATh, KOMY OblIa BblIaHa 3Ta MOHeTa. biarona-
Pps1 «CIIETTIOMY MHOXWUTEITIO» b, 0aHK HEMOCPEICTBEHHO CaM HUKOT/IA He TOJI-
rmceIBai a. Bee, 4To M3BecTHO GaHKY, — 3T0 3HadeHme h(a)xb (mod N),
KOTOpOE Oiarofapsi «CJeroMy MHOXHUTENO» b MpeNcTaBisieT coboii MpocTo
ciyJaiiHoe yucio. B To xe Bpemst 6aHK, MpoBepuB LU(MPOBYIO MOJANKUCH
B 3JIEKTPOHHOM MOHETE, CMOXET JIeTKO YCTaHOBUTh, YTO JaHHAs MOHETa
Obl1a SMUTUPOBaAHA UMEHHO UM.

Takum 006pazom, peain3yeTcsi OHO U3 BAXKHEMIIIMX CBOMCTB OOBIYHBIX JIe-
HETr — aHOHUMHOCTb. bezonacHoCcTh 6aHKa B cXeMax 2JIEKTPOHHOI HaINY-
HOCTY OCHOBBIBaeTcsl Ha cTolikocTy ajiroputMa RSA. ITpumeneHue xanii-¢hyHK-
1K h(x) B omMcaHHOM 31eCh KOHCTPYKLKM HEOOXOOUMO BBUIY U3BECTHOIO
CBOICTBa MYJIBTUTLTMKAaTUBHOCTH RSA: ecv s, 11 s, — MOANUCH JTst m, ¥ m,

COOTBETCTBEHHO, TO $ xs,=(m “)x<(m,") (mod N) — moanuce g m xm,
ITosTomMy, ecii B KauecTBe 2JIEKTPOHHOM MOHETHI MCIIOJIb30BaTh IOCIE0-
BaTeIbHOCTD (2, 2" (mod N)), To, UMesI ABe 3JeKTPOHHBIE MOHETHI, JIETKO

MN3roTOBUTH TPETHIO.

OueBUIIHO, YTO 2IEKTPOHHAS! HUTMYHOCTh TOMUMO aHOHUMHOCTH 00J1aiaeT
Y APYTUMU BAOXKHENIIMMU CBOMCTBAMU JICHET:

*  BO3MOXHOCTBHIO OOMEHa Ha TOBaphbI U YyCIIYI'U,

*  @IMHOBPEMEHHOCTBIO M OKOHYATEJIbHOCTBIO PACUETOB C MX UCITOJIb30BaHM -
eM (3mech TpeOyeTcs: OrOBOPKA, CBSI3aHHAsI ¢ HEOOXOMMMOCTBIO MCITOJTb-
30BaHUS B HEKOTOPBIX C/IydasiX KJIMPUHIOBBIX CUCTEM WJIA aBTOpM3a-
LIMM B peajlbHOM MacIlTabe BpeMEHU IIPUHITON HAJIMYHOCTH B OaHKE,
SMUTUPOBABILIEM 3TY HAJIMYHOCTD);

¢ JCJIMMOCTBIO CyYMMBI.

INpuBeneHHas BbIllle TEXHOJOTMYECKAsl CXeMa SIBJIIETCS JIMIIb OAHUM U3
METOIIOB pean3allii JICKTPOHHOM HATMIHOCTH. TaKMX METOIOB TOCTAaTOY-
HO MHOTO. Bce oHM oTIMYaroTes crnoco6oM MaCKUPOBKY HAYATbHOM TIOCITe-
JIOBATeJIbHOCTU, UICHTU(ULIMPYIOLICH 3JIEKTPOHHYIO MOHETY, aJlfTOpUTMa-
MU TIOATBEPXKICHUSI SMUCCUU MOHETHI U T. . B TO e BpeMs y Bcex cxeM
SMUCCHH CYIIIECTBYIOT OOIIMe MpodieMbl. [TporumocTprpyeM MX Ha OMM-
CaHHOIi paHee cxeMe.

IlepBas hyHnameHTanbHasK MpobsieMa COCTOUT B TOM, KAKMM 00pa3oM OaHK-
SMMTEHT, TIOJIYYMB OT KJIMEHTA 3aIpOC Ha SMUCCHUIO 3aMaCKMPOBAHHOI MO-
HEThI, MOXKET OBbITh YBEPEH B TOM, YTO B ITOCJIEIOBATEIbHOCTH a YKa3aH HOMU-
HaJl IMEHHO TOI1 MOHETBI, KOTOPYIO 3alpalluBaeT KIMEeHT. JIefiCTBUTEILHO,
0aHK-3MUTEHT «HE BUAUT» a, U TIOTOMY KJIMEHT MUMeeT BO3MOXHOCTh OOMa-
HYTb SMUTEHTA, BCTABUB B I0C/IEA0BATEILHOCTh @ HOMUHAJ, CYIIECTBEHHO
OOJTBIIINIA 3aIPAIIBAEMOTO.
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CyliiecTByeT HECKOJIBKO CIIOCO00B pellieHuUst 3T0i mpodieMbl. OMUH U3 HUX
cocTouT B crefytouieM. KinveHT HampasisieT amuteHty M (M — mocratou-
HO 00JIbIIIOE YMCIIO) MociienoBaresibHocTeil R=h(a)xb" (mod N) ¢ pa3ubpiMu
3HAYEHUSIMU a U b, HO C OIHUM U TeM >X€ HOMUHAJIOM MOHEThI. baHK ciy-
YaliHbIM 00pa3oM BeIOUMpaeT (M-1) mociieqoBaTeIbHOCTENH W 3aIpaliu-
BaeT y KJIMEHTa COOTBETCTBYIOIME 3HaUeHUsI a 1 b. Takum obpa3om, 6GaHK
MPOBEPSIET, HACKOJIBKO «UCKPEHEH» ObLT KJIMEHT B BBIOPAHHBIX UM JIJISI TIPO-
BEPKU ciiydasix. JIerko BUIETh, UTO OMKMCAHHOE pellieHre 0OecreunBacT 3a-
UTY OaHKa OT oOMaHa KJIMEHTa ¢ BeposTHOCThIO 1—1/M.

Hpyras ¢pyHmamMeHTalbHasi pobieMa COCTOMT B BO3MOXHOCTU TTOBTOPHO-
ro ucnojb3oBaHus MoHeThHl (double-spending). Kiaccuyeckum perieHreM
MPOOIEMBI SIBJISIETCS TIPUMEHEHNE €IMHOTO aBTOPU3AIIMOHHOTO IIEHTpA.
Hcnonb3oBaHHasT OMHAXKIBl MOHETA 3aHOCUTCSI B «4ePHBII CIIMCOK» U TIPU
TTOITBITKE TIOBTOPHOTO IIPUMEHEHUST OMTO3HAETCS KaK MCITOJIb30BaHHAsI.

C npo6rieMoit TOBTOPHOTO UCIIOIb30BAHKS TECHO CBsI3aHA U MpobieMa BhI-
0opa MWIMHBI MOCAEIOBATSILHOCTU a, MACHTU(ULIMpYIoliei MoHety. C on-
HOI1 CTOPOHBI, OHA JOJIKHA ObITh JOCTATOYHO OOJIBIIION, YTOOLI BEPOSITHOCTh
COBIAIEHUS ¢ MAEHTU(hUKATOPOM paHee MCIOJIb30BAHHON MOHETHI OblLia
HeBbICOKOI. C Jpyroii CTOPOHBI, ¢ pa3Mep JKelaTeIbHO OrPaHUYUTh IS
yYMeHbIlIeHUs TpaduKa B CUCTEMaX 3JIEKTPOHHON HATUYHOCTH.

He takoit HpOCTOfI OKa3bIBACTCA Ha IMMPAKTUKE U 3aJada IMoAACPp>KaHWA aHO-
HUMHOCTH HI/I(I)pOBbIX MOHET. DTa 3a1a4a He CBOIUTCS TOJIBKO K aHOHUMHO-
CTH SMUCCHUHN MOHETbI, KaK MHOI'M€ CYMTAIOT. AHOHMMHOCTb JOJIKHA TTOJI-
JEPXKHMBATBCA M HaA 9TAIIC MCIIOJIb30BAHUA MOHCTBI. B YaCTHOCTH, MHOIJA
HCTpPIBPIaIIbHOfI OKa3bIBaeTCs 3a1a4a 00eCreyeHs aHOHUMHOCTU TIpH BO3-
Bparte 3HCKI‘pOHHOI71 HaJIMYHOCTU HaA CYET KIIMECHTA, O YEM 6YZ[CT pacckazaHO
HEMHOTIO ITO3XKE.

CyIIecTBYIOT TakKe MpobieMbl obecniedeHrst 3(PGhEeKTUBHBIX MPOLESIYP pa3-
MeHA MOHET, MYJIbTUBATIOTHOCTU, peaIu3allii BCTPOEHHBIX B MOHEThI KOH-
TPAKTOB U T. I. Bce 3TH cXeMBbl 3aKpHITHl MHOTOOOPa3HBIMU TTATCHTAMU, YHC-
JIO KOTOPBIX ITOCTOSIHHO pacTerT.

PaccmoTtpyM omHy 13 HUX, U3I0KEHHYIO B OCHOBOIIOJIAraroleii padore Yoma.
CucreMa OCHOBaHa Ha UCMoIb30BaHUU airoputMa RSA. bynem o6o3Hayath
2" (mod N) Bmecto a° (mod N), roe dxt =1 (mod (p—1)x(q—1)), N=pxq,
1 Ha3bIBaTh 3Ty BEIMUMHY KOPHEM t-11 CTerneHu U3 a.

PaccmarpuBaercst 6eckoHeUHBI psn npocTbix ymncen c(1)=3, c(2)=5,
¢(3)=7, c(4)=11,... YcraHapnBaeTcs ciieylollee CoralleHe: HOMUHATy 2'
kubepnosuiapos (KJI) coorBeTcTByeT KopeHb ctenenu c(i+1), toe i>0, us
xam-pyHkuyu h(a). Takum odpazoM, omHoMmy KJI COOTBETCTBYET MOHeETa
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(a, h(2)""" (mod N)), 4 KII — monera (a, h(a)'""” (mod N)) uT. 1. B obmem
CJTy4ae ISt MOHETBI 10cTOMHCTBOM S KJI HeoOGXonmM KOpeHb CTETeHH, PaB-
HOM IIPOMU3BCACHNIO BCEX ITPOCTLIX YMUCCJI, COOTBECTCTBYIOIINX CAMHUIIAM
B IBOMYHOM ITpCACTABJICHUN S.

Bce 6aHKHOTBI, BblAaBaeMble 0aHKOM, UMEIOT OMMHAKOBOE JOCTOUHCTBO. 7151
MPOCTOThI U3J0XEHUS OyIeM cunTaTh, yTo oHO paBHO 15 K/I. Torma mon-
MMMCh OAHKHOTEHI TOJDKHA TIPEICTABISTh COO0M KOPEHBb CTETEHN W=3x5x7x 11
xa11-pyHKimu h(a). Takum oOpa3oM, KJIMEHT MOJIydaeT OT OaHKa MOHETY
(a, h(2)""" (mod N)). OueBUIHO, UTO /IS TOTO, YTOOLI KOPEHb CTEMEHU W
CYIIIECTBOBAJI, HEOOXOMUMO U AOCTATOYHO, YTOOBI W U (p—1)x(q—1) ObuH
B3aMMHO IIPOCTBIMMU. [IJIsI 3TOro JOCTaTOYHO, YTOOBI ITPOCTHIE COMHOXKMUTE-
JIW, Ha KOTOpPbIE packiianbiBatoTcs uncia (p-1) u (q-1), 6blM 10CTaTOYHO
OosbIMU (00JIbIIE MAKCUMAJIBHOTO COMHOXUTENS B Pa3IOXKEHUMN W).
Ecmm w n (p-1)x(q-1) — B3auMHO mpocThIe Yncia, CyLIECTBYET Takoe 1,
yro w#l=1 (mod (p-1)x(q-1)). bonee Toro, unco 1 BeIUUCIISIETCS C MO-
MOIIbIO M3BECTHOrO ajroputMa EBKiIMIa misl HaXOXACHUsI HAaMOOJIbILIEro
o011Iero aenuTesIs AByX Liebix yuce. Ha peanvzaiuio 3Toro airopurMa Tpe-
oyerca He 6omee O(l¢ g, (p—1)x(q—1)) creMeHTapHBIX OITEPALIMIA.

O4yeHb BaXXHO TaKXK€ OTMETUTh, YTO KOPEHb CTETIEHU W MOXET BbIUUCIUTh
TOJIBKO OaHK, MOCKOJIbKY TSI HaxoxIeHusi 1 TpeOyeTcsi 3HaTh CEKPETHbIE
3HAYEHUSI IPOCTHIX YMCE P U g. [To3TOMy SMUTHPOBATH MOHETY HUKTO, KPO-
Me 0aHKa, He CMOXKET.

IMporeaypa nonyyeHns: KIimeHToM MoHeThI (4, h(a)"™’ (mod N)) ananornu-
Ha cxeMe, OTMCaHHOM paHee. Pa3HUIIa COCTOUT TOJIBKO B TOM, UTO KJIMEHT
HarpasJsieT B 6aHK BMecTo h(a)xb" (mod N)uucno h(a)xb" (mod N). Batom

CJIydqac Ipoueaypa OCBOOOXIEHHUSI OT «CJIEIIOTO MHOXUTEJISI» HE MEHSIET-
C4 — JOCTAaTOYHO ITOTYYCHHYIO ITOAIMCH OanKa «pa3fnc/iMTb» Ha YUCJI0 b.

PaccMotpum Ternepsb, Kak B cxeMe YoMa oCyIIEeCTBIISTIOTCS TTOKYIKa U BO3-
Bpar 3JeKTpOHHOI HamyHOCcTU. HauHewm ¢ mokynku. [1peanonoxum, K-
€HT, nMest MOHeTy HomuHazoM 15 K1, xoder notpatuts 5 KJI. {14 aT0r0 on
BbruncsieT (2, h(a)""") (mod N)), Bo3Benst MOAMICh NMEIOLLEIiCS MOHe-
ThI B 5510 CTeneHb. KpoMe Toro, KIMEHT CO3Ia€eT 3IEKTPOHHYIO KONWIIKY. Jlis
3TOrO OH MEHEPUPYET CIIydaitHOe YHCIO a,, BeruucseT hi(a, )xb ™ (mod N),
rae N, — apyroii Momyiib cxeMbl RSA, MCHojib3yeMblii SMUTEHTOM 3JI€K-
TPOHHOI HAJIMYHOCTY T KOMWIKY. [l1atex cocTout B nepenade mpoaBLy
sHaveHuii (a, h(a) ") (mod N)), h(a,)xb,™ (mod N,), aTakxke 3HaueHUs
mwiatexxa 5 KJI. IIponasel, B CBOIO ouepeb, IepeaacT BClo 3Ty MH(opMa-
1110 OaHKY KJIMEHTA.

BaHK JIerko MpoBepsieT, UTo MocenoBatebHocTh (a, h(a) ™) (mod N))
npeacTaBisgeT coboii MoHeTy moctonHcTBOM 5 KJI. Kpome Toro, on mpoBe-
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PpSIET TIO CITELMATBHOMY CITHCKY, YTO MOHETA ¢ UACHTU(UKATOPOM a paHee
He UCIOJIb30Baiach. Ecim npoBepKy 3aKOHUMIKCH YCIIEIIHO, OaHK YBEIH-
4uBaeT cyeT nponasLlia Ha 5 K] v Bo3BpallaeT KImeHTy caady B pasmepe 10 K
gepes Kormwiky: h(a, )" xb, (mod N))

B TpaH3ak1Mu Bo3BpaTa 2J1eKTPOHHON HAIMYHOCTH MTOKYTIATeTb OTIIPaBJIs-
eT B 0aHK KoKy (a,, h(a )"’ (mod N, )). baHk mpoBepsieT ee Tak e, Kak
Y 3JIEKTPOHHYIO MOHETY, Y €CJIM KOIMJIKA TIOJIMHHASI U paHee He CITONIb30-
BaJtach, KpenutyeT cueT kimeHTa Ha 10 KJI.

Ecim Ob1 Bce mmaTesku, TIpoU3BOAMMBIC KITMEHTOM, JIeTaanch Ha cymmy 15 KJI,
paccMoTpeHHas BBIIIE cxeMa o0ecrieurBaa Obl 0e3yCIOBHYI0 aHOHMMHOCTD
KieHTa. TpaH3aKMy Bo3BpaTa 3JIeKTPOHHOM HAJIMYHOCTU B 0aHK (KJIU-
€HT OOHAIMYMBAET UMEIOLIYIOCS B €T0 PACIOPSKEHUN KOTUIIKY) MOTYT Ha-
PYIIMTh aHOHMMHOCTB KJIeHTa. JIeficTBUTETbHO, OaHK 3arIOMUHAET BCE TIa-
TEXHU, a 3HAYMT, 1 BCE CIa9M MOKyIaTe M. [1oaToMy ecimi KIMeHT COBEpIIIAIT
MOKYIKY Ha YHUKAJIbHYIO WA JOCTATOYHO PEAKYIO CYMMY, TO M cllaya TaK-
ke OyIeT UMeTh YHUKaJIbHOE 3HaueHue. CiienoBaTteibHO, MPU BO3BpaTe caa-
Yy B 0aHK, KOIa JJMYHOCTh KJIMEHTA YCTAHABIMBACTCS TI0 €ro CUeTy, OaHK
MOXET «BBIYMCIITL», KTO AeJIa ITOKYIKY Ha YHUKAJIbHYIO CYMMY, TO €CTb
AHOHMMHOCTb TIOKYITOK KJIMEHTa HapyIlIaeTCsl.

Dra mpobiieMa MOXET ObITh YaCTUYHO pPelleHa 32 c4eT MHOTOKPAaTHOTO VC-
TTOJIb30BaHMs KOTUJIKY B TPAaH3aKIIMSIX TUIaTexXa, KOraa ¢1auu OT 3JIeKTPOH-
HBIX MOHET KJIMEHTA, BO3HUKAIOIIME B pe3yJIbTaTe COBEPIIIaeMbIX UM TTOKY-
TIOK, (PMKCUPYIOTCS B OMHOI 1 TOM XKe KOIMWIKe KireHTa. Eci KommuecTBo
KJIMEHTOB B IUIATEXKHOM CUCTEME JOCTATOYHO BEIMKO Y KOIMIJIKA UCIIONb3Y-
€TCs KaKIbIM KJIMEHTOM JIO TeX TIop, MOKa HaKariuBaeMasl B Heil cymma He
TMPEBLICUT HEKOTOPOTO (PMKCHPOBAHHOTO YPOBHS, a ITOCJIE JOCTHKEHHUS YPOB-
HsI cpa3y IPOBOIWTCS Orepaliysi BO3BpaTa CyMMBI KOITMJIKM Ha CYET KJIIMEeH-
Ta, TO IIAHCHI OAHKA HA «BLIYMCIIEHNE» KIIMEHTA He BEJTUKMU.

PaccMmoTpeHHbIe paHee MpuMepbl OTHOCSTCS K KJIacCy TaK Ha3bIBA@MbIX LICH-
TPAJIM30BAHHBIX CUCTEM 3JIEKTPOHHOU HATUYHOCTH, OTJMYMTEIbHAST YepTa
KOTOPBIX COCTOMT B HEOOXOIMMOCTHM yJ4acTus1 OaHKa BO Bcex ruiaTexkax. [o-
pasno MNpuBJeKaTelbHee BBIMJISIASAT aBTOHOMHbBIE CUCTEMbl 3JIEKTPOHHBIX
MJIaTexei, B KOTOPbIX MPOJaBell cCaMOCTOsATeTbHO, O6e3 oOpallieHHsI K OaHKY,
MPOBEPsIET MOUTMHHOCTD MOJTyYEHHOM OT MOKYMNAaTeIsl 3JIEKTPOHHOM HaINy-
Hoctu. O0palreHue K 6aHKY B LIEHTPAIM30BAHHBIX CUCTEMaX 3JIEKTPOHHOM
HaJIMYHOCTU TpeOyeTcst 1Sl TIpeloTBpallleHUs] TTIOBTOPHOU TpaThl OMHOM
U TOH e 3JIeKTPOHHOI MOHEThI. BMeCTO 3TOro aBTOHOMHbIE CUCTEMbI 00eC-
MEYNBAIOT UACHTUMUKAIIMIO HAPYILIUTENS TTOC/Ie TTPOBEACHUST TPaH3aKIIUU
miarexa. B obmmx yeprax onuineM KOHCTPYKIIMIO aBTOHOMHOM CHCTEMBI
9JIEKTPOHHOU HAJIMYHOCTH, 6a3UPYIOILIEHCs] Ha TPUMEHEHUM CXEMbl ayTeH-
tudukamu [HHoppa.
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Hamomuum, uto B cxeme IITHoppa oneparviu mpousBoasTcs B nojie GF(p),
e p — OoJblLIIoe NpocToe uKncio. PaccmarpuBaeTcst TAkoKe MOATPYIIa MyJib-
TUTIIMKATUBHOM TPYIITIBI MOJISI IPOCTOTO MOPSIAKa  C 00pa3yroLLM 3JIeMeH-
ToM g. Kaxnplit kiimeHT 6aHKa 00/1a1aeT CEKPETHBIM KIIIOUOM X, colepka-
MM MICHTU(OHUKATOP KIIMeHTa, M OTKPBITBIM KITIoYoM y=¢g* (mod p).

B TpaH3akiMu CHATUSI CO cYeTa C LEJIbI0O IMUCCUM DJIEKTPOHHOI MOHETHI
KJIMEHT BBIOMPAET CIIyYyailHOE YMCIIO K U BhIYMCSAET r=g" (mod p). Diek-
TPOHHAsi MOHETA COCTOUT U3 HEKOTOPOI1 CTPOKM, COEPKAILIEH Y U T, a TAKXKE
MoANMCcH OaHKa JIJ1s1 3TOM CTPOKMU.

Jns1 coBeplieHUsT TpaH3aKIMHU TaTeXa KJIMEHT MPeJoCTaBIsIET TTPOIABILy
9JIEKTPOHHYIO MOHeTy. [Iponasel mpoBepsieT NOATMHHOCTH MOANMCHU OaHKa U,
€CJIM OHa KOPPEeKTHA, TeHEPUPYET CITydaiiHOE YMCJIO €, KOTOPOE HaIpaBIsieT-
cs1 kmeHTy. KieHT Berumcesier s=k—xxe (mod () 1 BO3BpalLiaeT S IpoaaBLLy.
IIponasel, moysyduB s 1 3Had €, T, Y, TPOBEPsIET COOTHOILIEHUE r=(g )x (V")
(mod p). Kak n3BecTHO, eclii paccMaTpuBacMOe COOTHOIIIEHHE BEPHO, KITU -
€HT JeWCTBUTEJIbHO 00JIafaeT 3aKPbIThIM KIIIOUOM X, COOTBETCTBYIOLIUM
OTKPBITOMY KITIOUY Y.

B TpaH3akiiMu Bo3Bpara 3/IEKTPOHHON HAIMYHOCTU Ha CYET KJIMEeHTa Mpo-
JIaBell OTIPABJIsieT B 0aHK 2JIEKTPOHHYIO MOHETY, a Takke urcia e u . Ecin
Mponasell 0OHApYXUBAET, YTO MOHETA C MapaMeTpaMu y, T yXe paHee uc-
MOJIB30BAJIACh, TO €CThb y OaHKa MMEIOTCs ABe Mapsl (€,,s,) U (e,,5,), yIOoBIe-
TBOPSIIOLIMX POBEPOYHOMY COOTHOIIIEHUIO cXxeMbl [1IHOppa, TO GaHK Jierko
BBIUMCIISIET CEKPETHBIM KITIOY X, pellias CUCTEMY JBYX JMHEMHBIX ypaBHEHU

s,=k—x*e, (mod q)
S, -k ,\*t'.\. (mod q)

OTHOCHTENIBHO X. 3Hast X, 0GaHK MOXET I/II[CHTI/ICbI/I]_[I/I])OBaTb KJIMEHTAa, Hapy-
HIMBILICTO ITPpaBUJIO CUCTCMBI.

TakuM 00pa3oM, aBTOHOMHbBIE CUCTEMBI TTO3BOJISIOT OAHO3HAYHO WICHTHU-
¢uumpoBath HapyimTens. Ho B Takux cucteMax 6aHK UAET Ha OMpeesieH-
HBII PUCK, MOCKOJIbLKY B MOMEHT OOHApYKEHMS TTOBTOPHOIM TPaThl 3JIEKT-
POHHOI MOHETHI Ha CUETy HApYIIMTENss MOXET He 0Ka3aThCS CYMMObI,
JOCTATOYHOM JJIs1 TIOKPBITUS TIEPepacxoa.

DJIeKTpOHHAsI HAJIMYHOCTb MOXET UMETh 1 ApYyrre (pOpMbI IIpeICTaBICHMSL.
Kpome 271eKTpOHHBIX MOHET MOJYYWIM OMNPEaeIeHHOE pacipoCcTpaHeH!e
U 3JIEKTPOHHBIE YeKU. DJIEKTPOHHOMY YeKy IPUCYIIN T XKe OCOOEHHOCTH,
4yTO ¥ OymMakHOMy. OH TakKe SIBJISICTCSI yKa3aHUEeM MOKymaTesiss OaHKy Iie-
PEUMCIIATD IEHBIM M TaK Xe, KaK 1 OyMaxkKHBII YeK, BbIIAETCs TOIydaTelIio
TiaTexka, KOTOPBIi MPeabsIBIIseT ero B OaHK JJIs1 TOJyYSeHMST HATMUHBIX.

14-2103
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B 10 e BpeMs1, y 3JIEKTPOHHOTO YeKa MMEeEeTCsI Macca JOCTOMHCTB. Bo-mep-
BBIX, €T0 MOXHO TepeIaTh ISl OTUIAThl TOBAPOB WM yCIyT yepe3 MHTepHeT
(WK IpYTyIo TeJIEKOMMYHUKAIIMOHHYIO Cpefly) ¢ KOMITbIOTepa MOKYyIaTeist
Ha KOMITBIOTED MpojaaBla. Bo-BTOPBIX, CXEMBI 3J€KTPOHHBIX YEKOB UC-
TOJIB3YIOT MPOTOKOJIbI, TTO3BOJISIIOIINE HANEKHO OCYIIECTBUTh B3aUMHYIO
ayTeHTUDUKALINIO TTOKYTIaTes U nponapiia. HakoHell, 3J1eKTpOHHBIC YeKU
ITO3BOJISIIOT CKPBITh HOMEP CYeTa ITOKYyIAaTeis, Harpumep, 3aindpoBaB ero
OTKPBITHIM KITIOUOM OaHKa.

3a pyOexxoM MOJIYYUJIM TOMYJSIPHOCTb CUCTEMBI DJICKTPOHHBIX YEKOB,
pazpadoranHble Kommnanusamu CyberCash m FSTC (Financial Services
Technology Corporation).

HpCI/IMYH_ICCTBa CXEM BHCKTpOHHOfI HaJIMYHOCTU IIEpEN CUCTEMaMM ILj1acC-
THUKOBBIX KapT COCTOAT B CJICAYIOILIEM:

* Hanuuue HaneXHbIX CPEACTB ayTeHTU(hUKALIMU YYAaCTHMKOB TpaH3aK-
i DK. besyciaosHo, mpotokon SET mpemocTasisgeT He MeHee HamekK-
HbIE Cpe/ICTBA 00ecreueHs1 6€30IacHOCTU, HO U3-3a TOTO, YTO 3TU CPE/l-
CTBa JOJDKHBI OBITh amalTUPOBAHBI IJISI IIPEIOCTaBICHMSI TpaH3aKIUU
OK B KOHEYHOM cyYeTe B TUIATEXKHYIO CeTh, CTOMMOCTb peiieHust SET
BBIIIIE CTOMMOCTHY PELICHUI IJIST CXeM 3JIeKTPOHHOM HAIMIHOCTH.

* CebecTouMOoCTb TpaH3aKIINK1 OK ¢ UCnoIb30BaHUEM CXEM 3J'ICKT])OHHOI7[
HaJIMYHOCTU B HECKOJIBKO pa3 HIKE aHAJIOTUYHOIO ITapaMeTpa B TPAH3-
aKIIMH1 C UCITIOJIb30BAHUEM ITaCTUKOBBIX KapT. I'naBHas IIpr4YrHa 34€Ch
Ta XK€ — IPU UCIIOJIb30BAHUU ITUVIACTMKOBBIX KapT ITOMHUMO CPE/bI HH-
TEPHET IMPUMCHAIOTCS BbIICJICHHBIC TCJICKOMMYHUKAIIMOHHBIC CUCTEMBbI,
YBEJIMYMBAIOIIME CTOMMOCTD TPaH3aKINH. CebecToMMOCTb TpaH3aKIINU
OK ¢ ucronb30BaHUEM CXEMBI 3J'ICKTII)0HHOI7[ HaJIMYHOCTU COCTaBJIACT
HECKOJIBKO LICHTOB.

» KomuccroHHbIe, BhITUIaYMBaeMble OOCTYKMBAIOIIMM OaHKOM OaHKY-3MU-
TEHTY KapThl, B TUIATEXKHON CUCTeMe Ha 0a3e MIaCTUKOBBIX KapT UMEIOT
cTpykrypy «X %, HO He MeHee $Y». B pesynbrare HEOOIBIINE TUTATEXN
(pa3Mep T11aTexa cpaBHUM C Y) CTAHOBSITCS HEBBITOTHbIMU. To Xe ca-
MO€ BepHO U JIJIsI KPYITHBIX IUIaTeXXei, HO ITo apyroii npuurHe. Ecim pas-
Mep TpaH3aKLKUKU JOCTATOUHO OOJIBIION, UTO XapaKTepHO 11 cxeM B2B,
TO KOMHMCCHUOHHBIE X % MOTYT TIOIIPOCTY «CheCTh» MapxKy IPOIaBIIa,
cieJlaB pacyeT 3a MOKYIIKY 4Yepe3 IJIaTeKHYI0 CUCTEMY HEBBITOIHBIM.
B ciyyae npuMeHeHUsT CXeM 3JIEKTPOHHOM HAJIMYHOCTU B CHJTy HU3KOM
ce0EeCTOMMOCTH TPaH3aKIIMK MOXHO pacCUMThIBAaTh Ha TO, YTO 00a Trapa-
merpa X 1 Y OydyT 3HAUUTENbHO HIDKE 3HAYEHMI, XapaKTEPHBIX IS
CHICTEM Ha OCHOBE IJIACTUKOBBIX KapT.
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B T0 Xe BpeMsl, IJIaBHBII HETOCTATOK CXEM 3JIEKTPOHHOI HAJIMYHOCTU 3a-
KJIFOYAETCS B OTCYTCTBUM MEXTYHAPOAHBIX CTAHAAPTOB HA MTPOTOKOJbI, JIe-
JKalllie B OCHOBE (DYHKIIMOHUPOBAHUS MOAOOHBIX cucTeM. OYeBUIHO, YTO
MMPOBOE COODILIECTBO TOKHO MHBECTUPOBATh MIJLIMAP/IbL JOJJIAPOB B CO-
3MaHre MH(PPACTPYyKTYPhl 3IEKTPOHHOM HAIMYHOCTH, aHAJIOTUMHOM CyIIe-
CTByIOIIIE MH(MPACTPYKType IIACTUKOBBIX KapT. be3 coszmaHmst Takoit
MHOPACTPYKTYPHI HAACATHCS Ha IIMPOKOE PACIIPOCTpaHEHUE TEXHOJIOTUU
3JIEKTPOHHOI HATMYHOCTH BPSII I IPUXOIUTCS.

CxeMBl 3JIEKTPOHHOI HAJIMYHOCTU TIOJyYMJIA pacripocTpaHeHue u B Poc-
cnm. CeromHs n3BecTHHI aBe cucteMbl — PayCash m WebMoney Transfer.

IIpoext PayCash siBisieTcsi coBMeCTHOI pa3paboTkoii 6aHka «TaBpuue-
ckuit» (C.-IletepOypr) U IpyIIbl KOMIIAHUN «AnKop-XonauHr». CucreMa
PayCash peamsyeT 11mppoBoii SKBUBAJICHT YeKa. DIJIEKTPOHHBIC TEHBIUT
TTOSIBJISIIOTCS Y TIOJIb30BATesisi B MOMEHT MepeBo/a IEHET ¢ ero cyeTa Ha ero
IUIATEXXHYIO KHIDKKY (3KBMBAJICHT YEKOBOIM KHMKKH) B 3JICKTPOHHOM KO-
mIeibpKe (ImporpamMma, padorampolas Ha KOMIBIOTEPE IT0JIb30BaTEs).
Hcnionb3zoBaHue 1 poBOI TOAMMCH TTO3BOJISIET TTOIB30BATEISIM TIIaTEX-
HOI CHCTeMBbI TIOJTy4JaTh 3JIEKTPOHHBIE IEHEXKHBIE 00sI3aTe/IbCTBA, KOTOPhIS
MO3Xe HE MOTYT ObITh HE MPU3HAHBI OAHKOM I10JIb30BaTEIs.

B cucteme ucrosb3yercs KOHUEIIIMS CICTION 3JeKTPOHHOM TTOAMMUCH, YTO
JIEJIAET MPUMEHEHUE JIEKTPOHHOM HAJIMYHOCTH ITPU MTOKYITKaX aHOHUMHBIM.

CnenyanbHas npoleaypa, ucroin3yemasi B PayCash, mo3BoisieT pacxomo-
BaTh 3JICKTPOHHYIO HAJTMIHOCTh (IEHEXKHBIE 00513aTeIhCTBA OaHKa) 110 Mepe
HeoOXonuMocTu. KITMeHT MOXKET MOMOJIHSTD 3JIEKTPOHHYIO KHIKKY B OaH-
K€ ¥ UCII0JIb30BaTh €€ IS IUIaTeXell Ha JIIoOYI0 CyMMY B IIpe/ieiax HaXxos -
LIMXCS HA HEel CPEICTB, HE 3aMyMbIBasICh O HEOOXOIMMOCTHY UX pa3MeHa.

IIpouemypa mokymku B cucteme PayCash rporcxomuT Clieayronmm o0pa3oM.

Kormenrek mmpoaaplia MockUIaeT KOLIEIBKY TTOKyMatesist TpeboBaHKe 06 oria-
Te, coiepIKalee IMoAICaHHbIN 3IeKTpOHHOM 1 poBoi moanuckio (D LIT)
TEKCT JIOrOBOPA.

Ecmm IIOKYIIaTC/Ib CO6I/IpaCTCH IUIaTUTb, TO €ro KOILCJICK OTIIPABJIACT KO-
IICJbKY IMpoJaBLa JICKTPOHHBIE NJEHBI'M U MOAMNMCAHHBII IMOKYIIaTeJIEM
TEKCT JOroBopa. HpO,Z[aBCL[ OTHIPABJIACT SJICKTPOHHLIC JCHBIU B 0OaHK 1151
ABTOPU3aluH.

Bank, Toiy4uB 31€KTpOHHbBIE ICHBIM, TIPOBOAUT aBTOPHU3AIIUIO (ITPOBEPSIET
MTOUTMHHOCTb 3JIEKTPOHHOT'O YeKa M OCTATOK CPEICTB B paMKaX 3TOTO YekKa).
PesynbraThl aBTOpM3aLIMK TIEPEAAlOTCs MPOIABIYY BMECTe C SJIEKTPOHHOM
KBUTAHIMEN Ul moKynatens. B ciydae ycrelrHoi aBTopu3aluy IeHbIU
MePEBOISATCS HA CUET TPOJABIIA.
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[Iponasel niepenaeT MOKYIATENIO 3JIEKTPOHHYIO KBUTAHLIMIO OaHKA U TIPU-
CTYIAEeT K BBIITOJHEHUIO CBOMX 00SI3aTeIbCTB 110 OKA3aHUIO COOTBETCTBYIO-
IIMX TOTOBOPY YCIIYT TTOKYIIATEIO.

B crcteme PayCash nipemornaraercsl yyacTrie HeOrpaHMIEHHOTO Yiciia OaHKOB,
Kbl U3 KOTOPBIX MOXET BBITYCTUTh COOCTBEHHbIE 3JIEKTPOHHBIE IEHBI.
KoMuccroHHBIe IIaTeXXHOM CUCTEMBI 33 IPOLIECCUHT TPaH3aKLIMKU COCTaB-
nset 1-2 % or ee pa3mepa.

B cucremy PayCash neHprn MOXKHO BBECTH OOHMM M3 CIICAYIOIINX CIIOCOO0B:
* HaJIMYHBIMU Yepe3 OOUH U3 6 GAHKOB-ITAPTHEPOB CUCTEMBI;

* HAJIMYHBLIMM, BBI3BAaB Kyphepa Ha JIOM;

*  0aHKOBCKUM IIE€PEBOIOM;

*  TIOYTOBLIM WK TeerpadHbIM MEPeBOIOM;

* C IOMOIIBIO TIPeAOIUIAYeHHOM KapThIL.

BbiBecT JEHBIM U3 CUCTEMbI MOXKHO:

* TIOYTOBBIM WJIM TeJierpadHbIM TEPEBOIOM;

* MepeBOIOM Ha CYET B POCCUICKOM OaHKe;

* Haau4HbIMU B oduce pupmbl B CaHkT-IIetepOypre.

DJIeKTpOHHOU HaJIMYHOCTU B cucteMe PayCash mpumaercst craTyc Iipeno-
TUIaYeHHBIX (PMHAHCOBBIX ITPOAYKTOB B pamMKax yKazaHuii LIb PD NeNe 276,277

(TmompobHee 00 3TOM cKa3aHo YyTh ITo3xke). B cBsi3u ¢ atimM cuctema PayCash
paboTaeT TOJILKO C PyOJISIMU.

Ha suBaps 2001 r. B cucreme ObUIM 3aperucTprpoBaHbl 30 Mara3mHOB
u 11 TeIcSTY TIOB30Bateneil. ExkemHeBHO K cricTeMe TOMKITIOYAIOCh OKOJIO
60 monp30BaTeNEH.

Teneps Heckonbko coB o cucteMe WebMoney Transfer. Cucrema nipeno-
CTaBJIsIET BO3MOXKHOCTh IOJIb30BaTe 0 MHTepHETa OCYIIECTBISITL Oe3Ha-
JIMYHBIE PACUETHI B MacITabe pealbHOTO BPEMEHU C UCTIONb30BaHUEM DJIEK-
TpoHHOM HamaHocti WEBMONEY (WM).

KinueHtamMu cuUcCTeMBbI SBISIIOTCS MPOAABIIBI M MOKYIATEJIW TOBAPOB
u yciyr. C ogHO# CTOpoHEL, 3T0 Web-MarasuHEl, ¢ ApYroii — JIo0oii I0Ib30-
Batesib MIHTepHeTa, He MMEIOIIMif BO3MOXKHOCTU WU HE XKeJaroIrii UCTIONb-
30BaTh TPAAUILIMOHHBIE METOIbI PACYETOB (KPEAUTHbBIE KAPTOYKU U T. 11.).

Crarb KJIMEHTOM CHUCTEMBI MOJIb30BATEIIO IO3BOJISIET KIIMEHTCKOE MPOrpaMM-
Hoe obecrieueHrie — WEBMONEY KEEPER. C nomoriipio a1oii mporpam-
MbI MOJIb30BaTelb IMOJy4aeT BO3MOXHOCTb (PMKCHUPOBATh OIpeNeIeHHBIE
CYMMBI [IJIS1 PacyeTOB, KOHTPOJIMPOBATh ABMXKEHUE COOCTBEHHBIX WIM TIEpe-
YKCJIEHHBIX €My CPEICTB.
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C nomortiipio nporpammbl WEBMONEY KEEPER Bo3MoxHoO:

1. B moboe BpeMs1 IPUHSATH WK OTKa3aThcsl 0T WM, TiepeBeeHHBIX MOJIb30-
BaTeJIIo JTIIOObIM IPYTMM KJIIMEHTOM CUCTeMBbI 10 ceTu MHTepHeT.

2. Ilepesectn 110 cet MHTEpHET M0O0E KommaectBo WM ro00oMy Ipyro-
My KIIMEHTY CUCTeMBI. TakMu KJIMEeHTaMK MOTYT OBITh KaK YaCcTHBIC JIUIIA,
TaK ¥ KOMITaHMHU, TpuHIMarone WM B KadecTBe CpefCTBa IaTeka 3a
TOBaphI U YCIIYTH, TIpeyiaracMble B cett HTepHeT.

3. IlepeBectu cBou WM Ha m1000ii 6aHKOBCKHUII cUueT 0aHKa CUCTEMBI
¢ TMocaenyommuM (aBTOMaTUYECKUM WJIU TI0 3aIIpocy) MepPeBOIOM X
B moyutapel CIIA, poccuiickue pyonu (MM OOy OPYTyio BaIIoTy).

4. Tlepesectu mommapel CIIA, poccuiickue pyoan (Ipyryio BajioTy)
B WM c nocieayonmm UCIIOIb30BaHUEM HX B pacueTax B paMKaxX CUC-
teMbl WebMoney Transfer.

WEBMONEY KEEPER gBnsieTcss ¢cBOOOTHO pacHpocTpaHSIeMbIM IPO-
IrpaMMHBIM IIPOAYKTOM, B KOTOPOM peaIM30BaHbl YHUBEPCATbHBIC PEIICHUST
Kak TSl TIOKyTIaTesIeit, TaK v JIJIsT TIPOJABLIOB YCIIYT WX ToBapoB B CeTu.

WEBMONEY KEEPER B Bue caMopacakoOBBIBaIOILIETOCS MHCTAJUISIII -
OHHOTO apXMBa MOXHO OECIUIATHO ITOJIyYUTh Ha Web-cepBepe CUCTEMBL.

Ecnu y knmueHTa ecth HEOOXOAMMOCTD OTJIATUTh TOBAp WJIW YCIYTY, TIPeao-
cTapisiemyio UHTepHeT-mMara3suHoM (WM TOJTyYUThb OIJIaTy 32 CBOM TOBa-
DBl WY YCIIYTH), OH MOXET 3TO cesaTh yepe3 cucteMy WebMoney Transfer.
YT0OBI CTaTh YYACTHUKOM CUCTEMBI, JOCTATOUHO:

* IS BCEX IMOJIb30BaTeNieil: cKkavyaTh U MHCTAJIUPOBATh MPOrpaMMy
WEBMONEY KEEPER;

* JUId TIOKyNartesieid: MepeBecTU JeHEXHbIe CpeacTBa (HanmpuMmep, AoJuia-
po1 CIA, poccuiickue py6:im) ¢ 11000ro 6aHKOBCKOTO cueTa OaHKa CHC-
Tembl WebMoney Transfer B WM ¢ 3aunciieHreM TOCAeTHUX Ha CITel-
CYeTa-KOIlIeJbKU. PeKBU3UTHI TiepeBoIa MOXKHO TOJYYUTh C TTOMOIIIbIO
nporpaMMbl WEBMONEY KEEPER (dbynkiius [TonoaHuTh Koltesnex).

* JIJIS TIPOJABIIOB: OTKPHITH (OeCIIaTHO) crielicueTa-Kollleabku, B aapec
KOTOpHIX OymyT moctynath WM B cYeT oIuIaThl MX TOBApOB M YCIIYT,
a TaKke HacTpouTh cBoM Web-marasuHbl Ha BeneHre pacueToB B WM.

B pamkax cucremsl WebMoney Transfer nmonb3oBateiib MOXeT TpatuTh WM
B JIIOOOM MarasvHe, KOTOpbIil MPUHMMAET UX B Ka4eCTBE OII1aThl TOBAPOB
uim yeryr. JIist 3Toro He Hy>KHO MpelBapUTeSIbHO OTKPhIBaTh B HEM CBO
CTIEIIMAIbHBIN CYeT.

Tak kak WM UMeIOT 5KBUBAJIEHTHYIO AEHEXHYIO LIEHHOCTb, TO IO COBEP-
LIEHWIO OITIaThl MarasmHbl, UCHoJb3yole cucremy WebMoney Transfer,
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HeMeIJIEeHHO 00eCeunBalOT KIIMEHTY TOCTaBKy TOBapoB Miu ycayr. Cucte-
Ma WebMoney Transfer npejiaraer takxe perieHue JJisi MpeBpalieHust
‘Web-cepBepa B BUPTYalbHbII Mara3uH. [1Jis1 3Toro HeoOXOIUMO YCTAaHOBUTh
WEBMONEY KEEPER u HacTpouTs ero mnoa npeajiaraeéMble TOBaphl.

[anee paccMOTpeHbI HEKOTOPbIE METOIBI 00eCIIeueH s 6e30IMaCHOCTH, TIPH-
MeHeHHbIe B WebMoney Transfer.

g Bxoma B mporpammy WEBMONEY KEEPER HeobGxommMmo 3HaHmMe
YHUKAJIbHOTO 13-3HauHOro MaeHTU(UKaTopa Mojab30BaTeis, ero JMIHOTO
MapoJisi, a TAKXKe MECTOIOJIOKEHNE B ITAMSITH KOMIIbIOTepa (haiijioB ¢ ceK-
PETHBIM KJII0YOM U KOIIIEeJTbKaMM.

WnentudukaTop reHepupyercss aBTOMaTUYECKHM, YHUKAJICH IS KaxKIon
ycraHosieHHoi nmporpaMmMbl WEBMONEY KEEPER. B1o anHoHuMHOe nMst
KJIMeHTa B cucteMe. MaeHTrUKaTOp HEOOXOMUM JIJIsT BXOAA B IIPOrpaMMy
WEBMONEY KEEPER n ocymectsienus cruenok B cucreMe WebMoney
Transfer.

[Maponb omnpeznensiercss JMYHO KJIMEHTOM M HEOOXOMUM JUIsl BXOna B IMPO-
rpammy WEBMONEY KEEPER u ocyiecTBiaeHUsI CIEIOK B CUCTEME
WebMoney Transfer.

Bayrpu kaxnoit ycranosneHHoi mporpaMmbl WEBMONEY KEEPER ne-
HexXHbIe cpeactBa WM. XpaHSTCST B KOIIIEJIbKaX.

Korrenpku MOTyT monaepXuBaTh TOJIBKO OAVH TUM BatoThl. Hampumep:

* Z-KOWIeJIBKA MOKHO TOITOJTHUTH TOJBKO gosurapamu CIIA. C Z-KO-
IIe/TbKa MOXHO OTIIPABUTh O€3HAIMYHBINA OAHKOBCKUIA ITEPEBO/ TOJIHKO
B nojutapax CIIJA. Ha Z-xomenske IWM=1USD.

* R-KoIeapKki MOXXHO MOTIOTHUTE TOJIBEKO poccriicknmu pyonsivu. C R-ko-
1IeJIbKa MOXKHO OTITPAaBUThH O€3HATMIHBIN OAHKOBCKUI TIEPEBO/ TOJIHKO
B poccuiickux pyossix. Ha R-komenske IWM=1RUR.

HepeBO}l 1 MOJIYYEHHNE NJCHEXKHBIX CPEACTB OCYIIECTBIISACTCA TOJIBKO MEXITY
OJHOTHUITHBIMUA KOLICJIbKaMUN KJIIMEHTOB CUCTCMBI.

151 ocyllecTBIEHUs CIEOK HEOOXOAUMO COOOLIUTh MapTHEPY HOMEP KO-
mebka. [Tpyr 3TOM OH CMOXET TOJIBKO OTIIPAaBUTh IEHBIM Ha APYTroi Kollie-
JIeK (KJIMEHT MOXET OTKA3aThCS OT UX TPUHSITHST), U HUKTO HE CMOXET CHSITh
JIEHBIY U3 KJIIMEHTCKOTO KOUIEbKa C YIAJIEHHOTO KOMITbIOTEPA.

bonee TOI'0, MOXKHO CO31aBaThb OTHEbHBIA KOIIENEK TS pa3030171 CIOCIKN
" MOCJIE €€ 3aBCPLICHUA YAAIATh €ro.

Bce HOMepa komreabkoB nporpammbl WEBMONEY KEEPER xpansrcs
B (haiisie, KOTOPhI MOXET HAXOAUTHCS Ha OTAeaAbHOM quckete. [TocKobKy
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npu Bxoae B nporpammy WEBMONEY KEEPER Ttpebyercs ykasath pac-
TMOJIOXKeHUE TaHHOTO (paiina, oueBMIHA MPOOIeMAaTUYHOCTD JIs1 TIOCTOPOH-
HETO JIMIIa BONTU B TIpOrpaMMy 0€3 COTIACUS TIOJIb30BATEIs.

Bcst nH(opMalus o clie/ke Kak Ha YPOBHE PECypCOB KOMITBIOTEPA ITOJIb30-
BaTesIs, TAK U B JIMHUSIX ceTM MHTepHET KOAUpyeTCs ¢ TIOMOLIBIO KITIoua.
®Daiin ¢ KIIOYOM XpaHMUTCS I0JIb30BaTeIeM Ha OTHe/IbHOM auckeTe. Ilo-
ckonbKy npu Bxone B mporpammy WEBMONEY KEEPER tpedyercs yka-
3aTh PACIOJIOXEHUE AAHHOTO (haiijia, pPelIuTh 3Ty 3a7ady ITOCTOPOHHEMY
JI1Ly 6e3 coryiacHsl ToJb30BaTelisl MPAKTUIeCKH HEBO3MOXKHO.

Bce coobiienus B cucteMe nepenaroTcsl B 3aKOIMPOBAHHOM BUJE C UCTTOJb-
30BaHMEM aJITOPUTMA 3aLLUThHI MTH(pOpMaLK IToaooHoro RS A ¢ nimHoli kimo-
ya O6osiee 1024 GutoB. 11 KaXKIOro ceaHca MCIIOIb3YIOTCSI YHUKAIbHBIC
ceaHcoBbIe Kimroun. [TosToMy B TedeHMe ceaHca (BPeMEHM OCYIIIECTBIICHMS
TpaH3aKIW1) HUKTO, KPOME TT0JIH30BaTeIs, HE NUMEET BO3MOXKHOCTH OIIpe-
JISINTh HA3HAYCHNE IIaTeXKa M €r0 CyMMY.

Taxxe HEBO3ZMOXKHO COBCPIINTDL ACHCKHYIO OI€palnio, OCHOBBLIBAACH Ha
PEKBU3UTAX IPOILIBbIX CACIOK KJIMCHTA. I[J'IH KaXJIOW CHEJIKU HCIIOJIb3YIOT-
Csl YHUKaJIbHBIE PEKBU3UTHI, 1 ITOIbITKA UCITOJIb30BAaTh X BTOPUYHO HEME/I -
JICHHO O6Hapy}KI/IBaCTC${ 1 IIpeaoTBpalacTcs.

Bcem yyacTHMKaM cuUCTEMbl TapaHTUPYETCs aHOHMMHOCTD pacueToB. [Tpu
JKEJTaHUU TI0JIb30BaTe/lb MOXKET HE yKa3blBaTh HUKAKMX CBEIACHUN O cebe
(umst, hamuus, anpec, MOYTOBbIN aIpec, HoMepa 0aHKOBCKMX CYETOB U T. T1.)
nipu nomydeHnn nporpaMmMbl WEBMONEY KEEPER c¢ cepBepa cucteMsl,
TIpY €€ UHCTALISLIMHI, TIPYU OCYILECTBICHUU onepaiinii B cucteme WebMoney
Transfer.

Bce yeiyru v moctaBKu TOBapoOB OCYLIECTBIISIIOTCS B «aIpec» OTUIATUBILETO
HX Kolllesbka. MOXHO co3aBaTh KOILIEIbKY JIJIs1 pa30BOTO UCTOIb30BAHMS
Y HETIOCPEACTBEHHO IOCJIEe COBEPIICHUS CACTKU yaaisaTh ux. [To mocTostH-
HOMY WJICHTU(DUKAITMOHHOMY HOMEpY MOJIb30BATENSI HEBO3MOXKHO OMpe/ie-
JIUTh HOMEpPa UCTIONb3YyEMbIX UM KOIIETbKOB. AHAJIOTUYHO, HOMED KOIlIe/IbKa
He HeceT nHdopmMalu o0 uaeHTudukaTope nojb3osarens. Kpome toro,
MOXHO MHCTA/LIMPOBAaThb Ha CBOEM KOMIIbIOTEPE J1I000OE UYMCIO BEPCUid
WEBMONEY KEEPER noa pa3HbiMU MAeHTU(PUKATOPAMU 1 BXOIUTh
B CHUCTEMY JIS1 OCYILIECTBIIEHUS CIENOK C JII0OOTO U3 HUX.

B cucreme pC€aIM30BaHO JABa TUIIA TUIaTeXe:

1. OO6prauebI TaTeX. [TokymaTens mpon3BoauT oriaty. Ilpu 3ToM ¢ ero
KOIIIeJIbKa CITUChIBAETCS, a B KOILIEJEeK MPOJAaBIIa 3aUUCIISIETCSI CyMMa
B pa3Mmepe croumocty ToBapa. Ilociie yero npomasell OCYLIECTBIISIET A0~
CTaBKy TOBapa.
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2. JIByxa3HBIi1 TUIaTeX (IUTaTeX ¢ MPOTEeKIIMe TOProBOl cIenKi). Mara-
3UH ONpeeSIsieT TOBAPhl, IT0 KOTOPhIM BO3MOXEH NBYX(Da3HbBII TIaTexX
M CPOKM X JocTaBku. [locye 9ero yKazaHHBINA TOBap MOXHO OTLIATUTh
TOJIbKO IBYX(a3HBIM TIIATEKOM.

KimmeHT mpou3BOOUT OILIaTy ToBapa U ompeneisieT (CaMOCTOSITEIbHO)
MapoJIb TpaH3aKUWU. [1py 3TOM Ha KollleJIbKe MOKYTaTelist pe3epBUpYyeT-
csI CyMMa B pasMepe CTOMMOCTH ToBapa. I1pomaBer rmojTyJaeT yBeaomIe-
HHE O TOM, YTO JECHEXHAas CyMMa, SKBUBAJIEHTHAsI CTOMMOCTH TOBapa,
3ape3epBHpPOBaHa, a TaKXKe WHCTPYKIIMK 110 mocTaBKe. Ha aToM mepBast
(haza TIaTEXKa 3aBepIIacTCs.

Bosmox#HbI PasJIMYHbIC BapMAHTLI 3aKJIIOYMTEILHON CTaiuu Z[BYXCI)BB—
HOIO IlIaTeXxKa.

1. Ecnu mpomaselr OCyIIeCTBIISIET JOCTaBKy B YKa3aHHbBI UM CPOK
U KauyeCcTBO TOBapa COOTBETCTBYET 3asiBJIEHHOMY B MarasuHe, TO 1o-
KyTaTesIb TIOJTydaeT TOBap M COOOIAET MpOMAaBIly KO TpaH3aK-
1mu. [Tponasert mporu3BOIUT CBEPKY KOJA TPaH3aKIIMU Yepes3 Mpo-
rpammy WEBMONEY KEEPER, mnociie dyero aeHexxHasi cymMmma
C KollleJbKa MOoKyraresisi MepeBOaUTCS B KOIIeeK Mpo/aBlia.

2. Ecnm nponaBell He OCYIIECTBIISIET JOCTaBKY B yKa3aHHBINA UM
CPOK, TO TI0 MCTEUYEHNH CPOKa JOCTaBKM TOBapa 3ape3epBUPOBAH-
Hasl IeHeXXHasl cymMMa pa30JIOKUPYETCST U CTAHOBUTCS TOCTYITHOM
IJIST IPYTUX OTIepaluit.
3. Ecnu kayecTBO TOBapa HE COOTBETCTBYET TPEOOBAHUSIM TOKYIa-
TeJSl U OH OTKa3bIBaeTCsl MPUHSTH TOBAp OT MpoAaBIia, TO MO MC-
TEUEHUHU CPOKa TOCTABKM TOBapa 3ape3epBUPOBaHHAS JEHEXHAs
CyMMa pas0JIOKUpPYeTCs M CTAaHOBMUTCS JOCTYITHOM ISl IPYTUX
orepaLui.
Ha atom nByxda3Hblii M1aTexX cUMTaeTCs 3aBepIIeHHBIM.
B cuctreme WebMoney Transfer npuHsTHI criemytoliye Tapudbl.

CucreMa He ycTaHaBJIMBaeT HUKAKOM IJIaThl 3a MCIIOJb30BaHUE KIMEHTC-
koro nporpamMHoro obecriedeHrss WEBMONEY KEEPER, koropoe mipe-
noctasisieTcs oecratHo ¢ WEB-cepBepa cuctemsl.

3a coBepIleHrE KDKI0M TpaH3aKIIMH (32 MCKITIOUYECHIEM OIlepalliii ¢ KOIIeIb-
KaMU OTHOTO MASHTH(HUKATOPA) C KOIIIETbKa ITOIh30BATEISI B3UMAETCS Ta-
pud B pazmepe 0,8 % ot cymmBblI IIaTexa, Ho He MeHee 0,01 emuHuipr WM.

3a Bce omepainu, cBsI3aHHbIe C ABIKeHreM WM 13 CUCTeMBI, B3UMAaeTCs

miata B pa3Mepe 0,8 % ot cymMbl Tuiatexxa, Ho He MeHee 0,01 equHuisl WM.
BBon neHer B cucteMy HpOM3BOIUTCS OECIUIATHO.
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Cuctrema WebMoney Transfer opuLmaibHO AecTBYeT (MMeET IIpeacTaBU-
tenabcTBa) Kpome Poccuu B CIIIA, B Yexun, Ha Ykpaune u B KazaxcraHe.
CeromHs B crcTeMe O(pUIIMAIBHO TTpeaycMOTpeH ooMeH Ha WM 1 obpaTHO
nomnapoB CIIA, delickux KpoH, pOCCUICKUX pyOJiel, Ka3aXCKUX TEHIe
1 YKpaWHCKMX TPUBEH 4epe3 OOMEHHbIE MyHKTbl Ha TEPPUTOPUSIX ITUX
cTpaH. Bce ocTasnbHble BaTOThL MOTYT KOHBEpTUPOBaThcs B WM 1 00paTtHO
yepe3 numo3 B banke 1IMB (Ueproropus).
Jensru Ha cBoli Koulesiek B cucteme WebMoney Transfer MoxkHO mmomec-
TUTb OMHUM U3 CJIEAYIOIIUX CIIOCOOOB:
*  OOBIMHBIM OAHKOBCKMM IIEPEBOIOM;
* TIOYTOBBIM WM TeJerpa(HbIM MEePEBOIOM;
* mepeBodoM 4epe3 cucreMy Western Union,;
* myreM oOMeHa HauyHbIXx HA WM B OOMEHHOM MyHKTE (B YeThbIpeX
CTpaHaXx);
* yepe3 TOKYIKY TMPeaorylaueHHOM KapThl;
* yepe3 LLII03 B YepHoropuiickom 6anke 1MB B mo0oii BamoTe.
BobiBecT IeHBIM M3 CUCTEMbBI MOXKHO CJIEIYIOIIMM 00pa3oM:
* nepeBectd WM co CcBOero KollleJibka Ha CYET B JIIOOOM POCCUICKOM WU
3apyOexxHOM OaHKe;
* 00MeHsTh WM Ha HaTMYHBIE B OMTHOM U3 OOMEHHBIX MTYHKTOB CUCTEMBI;
* [epeciaTh Ha CBOI JOMAIIHWIA afipec MOYTOBbIM UM TeslerpadHbIM Tie-
PEBOJIOM;
* TIepeBeCTH MX KOMY yromgHo 4epe3 cucremy Western Union.
Ouenuth HanexHocTh cucteM PayCash u WebMoney Transfer ceromgnst
HEBO3MOXKHO, TTOCKOJIbKY 00€ CUCTEMbI He MPEIOCTABISIFOT MOJIHbBIX JAHHBIX
10 TEXHOJIOTMHY CBOEM paboThl U JeTANISIM peain3aluu. B oTcyTcTBUE CTaH-
JIApTOB Ha 3JIEKTPOHHYIO HAJIMYHOCTb CUCTEMbI, OCHOBAaHHbIE HAa MCIOJb-
30BaHUM KPUITOAJITOPUTMOB B MPOTOKOJIAX B3aUMOJAECHCTBUS MHOTHX
YYaCTHUKOB, 0€3yCJOBHO, MOKHBI MPOXOAUTb COOTBETCTBYIOLIWIA aylanuT
U cepTU(DUKALIMIO B aBTOPUTETHBIX KOMIAHUSIX, CIIEHMATU3UPYIOIIUXCS B
o0J1acTy 3aIMThl MTHDOPMAaLIUHN.
Pa3BuTHe 351EKTPOHHBIX TUIATEXHBIX CUCTeM B MIHTepHeTe HaxomuTcs Tof
MPUCTAIbHBIM BHUMaHMEM KakK ToCydapCTBEHHBIX OPTraHOB pa3IMYHbIX
CTpaH, TaK ¥ MEXTyHApOTHBIX KOHCY/IBTALIMOHHbBIX OpraHu3aluii B odac-
TH (bvHaHCOB U npaBa. Cpeau nociaegHuX — basenbcKuii KoMUTeT 1o GaH-

KoBckoMy Hanzopy (Basle Committee on Banking Supervision). B pa3pa-
00TKe TOKYMEHTOB ba3elbcKoro KoMHTeTa TIPUHUMAIOT YIacTHe BEmyIue

15-2103
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CTIELMATUCTBI IEHTPaIbHBIX 6aHKOB cTpaH EC. DTH TOKyMeHThI UMEIOT CTa-
TYC PEKOMEHIALIMI HAalIMOHAJTbHBIM OaHKaM €BPOMNENCKUX CTpaH IIpU pac-
CMOTPEHMU Pa3IMYHbIX BOITPOCOB (PUHAHCOBOM NesiTeTbHOCTU. CyIlleCTBYeT
HECKOJIbKO JJOKYMEHTOB, BBIITYIIIEHHBIX KOMUTETOM U COMAEPXKAIMX PEKO-
MEHIAIMY TI0 SMUCCHH, OOPaIIEHUIO U KOHTPOJTIO 3JIEKTPOHHON HATMYHOC-
1. K TaKuM TOKyMeHTaM OTHOCSITCSI:

* Risk Management for Electronic Banking and Electronic Money
Activities;

* Implications for Central Banks of the Development of Electronic
Money;

* Security of Electronic Money.

B npeamOysie nepBoro 1OKyMeHTa MEPeYrcIeHbl MTPEUMYILLECTBA, MoJTydae-
Mble GaHKaMM OT OTiepaluii ¢ 3JIeKTPOHHOM HATMYHOCTbIO. B yacTHOCTH,
B HeM roBopuTcs: «B Gosnee MpokoM I1aHe pa3BUTHE JIEKTPOHHON KOM-
MEpIMY MOXET BHECTU BKJIaJ B MTOBBIIIEHNE 3(h(PEeKTUBHOCTU OAHKOBCKMX
TJiaTexxeil U CHUXKeHUE pacxoloB MO OoMNepalliid B HALIMOHATTbHOM U MEXY-
HapogHoM Macinradax. [TokymaTeau v TponaBiibl CMOTYT TOBBICUTH 3 deK-
TUBHOCTb U CKOPOCTb MTPOBENIEHHUS TIaTeXel 1 YBEJIMYUTh PHIHKU CObITa
TOBapOB 1 OAHKOBCKUX YCIIyT».

b P® Takke BBIIYCTUI JOKYMEHTHI, PEryIMPYIOIINE SMUCCUIO U 00pa-
1LIeHKe 2JIEKTPOHHOI HAIMYHOCTU, UJIU KaK CKa3aHO B HUX, «IpeJoTlIayeH-
HbiX [Ib (hrHAaHCOBBIX MPOIYKTOB, BHIMYILIEHHBIX B 3JIEKTPOHHOI hopme».
Oro ykazanus LIb Poccuu ot 3 mronsg 1998 1. Ne 276-Y «O nopsiaxe BuIIaum
pa3pelieHn KpeTUTHBIM OPraHU3aALMSIM-PE3UICHTaM Ha PACITPOCTPAHEHNE
MJIATEXHBIX KapT WM TpeAoIuiaueHHbIX (DMHAHCOBBIX MPOMYKTOB APYTHX
sMUTeHTOB» M No 21]-YV «O mopsnke BbIIaUd PETMCTPALIMOHHBIX CBHUIIC-
TEJIbCTB KPEAUTHBIM OpraHU3alUsIM-PE3UCHTaM Ha OCYIIECTBICHUE SMUC-
CUU MpeoTIa4YeHHbIX (DPMHAHCOBBIX TIPOMYKTOB.

B cooTBeTcTBUM C ITUMM TOKYMEHTaMU KPEAMTHbIE OpraHu3aluy Ha Tep-
putopur Poccuu MOTyT BBIITyCKaTh JCHEXKHbBIE 00s13aTeIbCTBA (B TOM YMC-
Jie U B 2JIEGKTPOHHOI (popMe) Ha OCHOBAaHUU pa3pelleHUs], BbIIaBaeMOro
b P®. Mo npemoriadeHHLIMU (PMHAHCOBBIMU IIPOAYKTAMM IIOHUMAIOT-
csl «IeHEeXHbIEe 0053aTeIbCTBA KPEAUTHON OpraHU3aliuu, 3aMeHSIoIINe
B MpoI1iecce X o0pallieHusT TpeOoBaHUS IOPUINYECKUX 1/ MIN (PU3NYECKIX
JIUIL TIO OTLJIaTe TOBAPOB U YCIIYT, U B TOM YMCJIE IEHEXHbIE 00s13aTeThCTBA,
COCTaBJIEHHBIE B 3JIEKTPOHHOI (hopme».

Hekotopble crienaaucTbl B 06J1aCTH TIpaBa MpeiaraioT paccMaTpuBaTh

3JIEKTPOHHYIO HATMYHOCTL B Poccuu B KadecTBe YCIIOBHOM JEHEXKHOMN ei-
HMIIBI, B KOTOPOU BBIPAXKEHO JIEHEXKHOE 00513aTeILCTBO SMUTEHTA, TToralia-



CuncTembl pacyeToB, HE MUCMOMb3YOLWLME TEXHONOMMIO MIAaCTUKOBbLIX kKapT 219

€Moe B pyOIIsIX 1O MIEPBOMY TPEOOBAHUIO IEPXKATENS JEKTPOHHOU HaN4-
HocTu. BHenpeHue 2JIeKTpOHHO HAJIMYHOCTHU B 3TOM CJIyyae BO3MOXKHO
B TOpsIIKE, TIPEAYCMOTPEHHOM JOTOBOPAMU MEXIY YYaCTHUKAMM PacyeToB
Ha ocHoBaHMH TTosToxkeHus [ K PD (1. 2 4. 1 c1. 317). «B neHexxHom o0s13a-
TEJIbCTBE MOXKET ObITh MPEAYCMOTPEHO, YTO OHO TMOMJIEXUT OIliaTe B pyo-
JISIX B CyMME, 9KBUBAJIEHTHOM OMPEAECTIEHHON CYMME ... B YCJIOBHBIX JIEHEX-
HBIX €OWHUIAX .. B 3TOM cilyyae momiexaniasl yriaare B pyossix cymMMa
orpeensieTcs Mo O(UIMATBHOMY KYPCY ... YCJIOBHBIX AEHEXHBIX €IVHULL
Ha JCHb TUIaTeXa, €CY MHOW Kypc WM WHAS AATa €ro ONPENCTICHUS He
YCTaHOBJIEHBI 3aKOHOM WJIM COTJIallieHreM CTOpoH». IIpu 3ToM 21eKTpoH-
Hasl HUIMYHOCTh MPEACTABIISIET COOO0U JeHEeKHbIE 00s13aTeIbCTBA (hr3rye-
CKOTO WJIW IOPUAVNYECKOTO JINIIA, TTOAMMUCAHHBIE €TO 3JIEKTPOHHOU 1TN(pOo-
BOW MOANUCEIO.

BaxxHo oTMeTHTh, YTO 00a M3JI0KEHHBIX 31eCh 000CHOBAHMS MCITOJIb30Ba-
HU 3JIEKTPOHHON HATMYHOCTH JEUCTBYIOT TOJIBKO B TOM CJIydae, KOoraa Ipo-
JIaBell, TTOJIyYMB OT MOKYIIATe IS 3JIEKTPOHHYIO HATMYHOCTD, HE pacopsiKa-
€TCsI €10 Jajiee B KaueCTBe IUIATEXKHOTO CPEACTBa, a Cpa3y IoIydaeT B 0OMeH
Ha ITOJTyYeHHYIO HAIMIHOCTh €€ AeHEXXHOe TOKPhITHE. M cITonbp30BaHme 3/1eK-
TPOHHOM HATMYHOCTU B KAYECTBE IJIaTEKHOTO CPEICTBA ITPOIABLIOM HE COOT-
BETCTBYET JACUCTBYIOIIEMY B HACTOSIIIEE BPEMST POCCUICKOMY 3aKOHOAATE b~
CTBY, B COOTBETCTBMM C KOTOPBIM €IMHCTBEHHBIM 3aKOHHBIM ILIATESKHBIM
cpencTtBoM Ha Tepputopun Poccuu siistercs pyoas (1. 1 cr. 140 I'K, a Tak-
xe cT. 29 ®@enepanbHoro 3akoHa «O llentpansHom banke Poccuiickoi
®enepanuu (banke Poccun)»).

[TousTue npenoriayeHHOro (bMHAHCOBOTO TMPOAYKTA UCTOJb3YeTCs NJIst
000CHOBaHMS CTaTyca 3JeKTPOHHOU HAIMYHOCTU B cucteme PayCash.

Cucrema WebMoney Transfer mst obocHoBanmst WM niprmaeT nociaegHIM
CTaTyC HEKOro oOBbeKTa IpaBa, 00JIadalolIero onpeaeeHHON [IEHHOCTHIO.
BEIpa3uTh 3Ty LIGHHOCTHh MOXHO B JII000i1 TOITyCKaeMOii 3aKOHOM (hopMe.
B omHOM ciyyae 3T0 MOXeT GbITh IOJITOBOE 00SI3aTEIBCTBO HA MPEIbSIBUTE-
JIsI, B APYrOM — TIaeBOI B3HOC, B TPETbeM — IIeHHAsi Oymara, Ha/eIsroriast
ee BIIaJielIblia OTpeAeIeHHBIMU TTpaBaMHU.

Apyrve cucrtemsol, He UCNOMb3YylOLLUE
n1acTUKOBbIEe KapThbl

[Hpyroii Tun crucremsl DK, B 00111EM CiTydyae He UCTIONB3YIOLLIMIA J1s1 pacye-
TOB IIJIACTUKOBEIE KapThl, MILTIOCTpUpYyeT cuctema Earthport. B ocHoBe cu-

cTeMbl HaxoauTcs cepBep Earthport, BEIMOTHSIIONIMIA (PYHKIIMIO MHOTOIIONb-
30BaTENILCKOTO AJIEKTPOHHOTO OyMasKHUKA.

15'
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B camom Hauasie paboTsl uepe3 cucteMmy Earthport KTMeHT moymkeH 3aperu-
cTpupoBaThcsl Ha cepBepe Earthport u oTKpbITh Ha HEM CBOW OyMaKHUK.
ITonb3oBaTesb B 3alUIIIEHHON CECCUU MPEIOCTABIISIET cepBepy UHGbopMa-
LMo 0 cebe, BKIIoYas UMs, aapec, TeJaedoH, a TakKe CpeCcTBa pacyuera 3a
MOKYTKY. B KauecTBe cpeicTB pacuera MOXeT ObITh JIMOO HOMEp cyeTa
B 0aHKe, JINOO PEKBU3UTHI TTACTUKOBOMN KapThl.

B pesynbrare percrpali B CUCTeMe ITOKYIATelIb IT0Iy9aeT HOMEP CBOETO
OyMakHMKa, MASHTU(UKATOP B CUCTEME 1 TapoJb IS TOCTyIa K CBOEMY
3aIIUIICHHOMY OYMaKHUKY.

Ipotienypa Mokynku B cUCTEME BbIDJISIAUT clieaytoniuM obpasom. TTokymna-
TeJIb COOMpPAETCsl MMPOU3BECTU MOKYITKY HeKOTOphIx ToBapoB B TTI, monnep-
xuBawlleM cuctemy Earthport. [Tocne Toro kak oH MOATBEPKIAET CBOE
coryiacue ¢ yCJIOBUSIMU TOKYNKHM (OOBIYHO MOKYTATe b HAKUMAET KHOMKY
Tokyraro Ha COOTBETCTBYIONIEH CTpaHUYKE caifTa Mara3uHa), OH aBTOMaTu-
YecKM mepeanpecyercst Ha cait Earthport. JIist Toro 4ro0Obl MOJIy4UTh J0-
CTYI K CBOEMY OyMaXkKHUKY, TOKYyIaTe/ib HAOupaeT CBOM MAEHTU(UKATOD
U napoJb. C noMolIblo OyMakHHKa MOKYTATeb JIETKO 3ar0IHSIET TaHHbIE,
HEOOXOIUMBIE /IS COBEPIIEHMS MIOKYTIKH (aIpec JOCTABKU, CMIOCO0 OILIaThl
U T. 1.), 1 OKOHYATEJIbHO IMOATBEpXKIaeT TpaH3akl1io. Jlairee mokymnaresb
MOXKET BEpHYThCSI Ha CaliT Mara3uHa.

ITocne 3aBepiiieHus TpaH3akiMu cuctema Earthport B OTJIOXKEHHOM pexu-
Me TIbITaeTCsl Tpor3BecTy pacuyeThl Mexay kiveHtoM u TII. Ecnu pacuer
MPOU3BEICH, TPAH3aKIIMsI CUUTAETCS YCTIEIHOM.

HoctouHcTBa TexHomornu oyeBuaHbl. Makryecku cepBep Earthport siB-
nstercs mocperHKkoM B pacuetax 111 n mokynaresnsa. OH ynoOeH B MCITOTb-
30BaHUM (KJIMEHT TOJIbKO OTHAXIBI IMPEIOCTABIISIET TaHHBIE O cebe U ajee
IOJIb3YETCS MU TP COBEPILIEHNH ITOKYITOK). Bo BpeMst MOKYITKY ITIPOM3BO-
JIUTCSI ayTeHTU(UKALMS KIIMEHTa CUCTEMOM, TIpUYeM IaHHbBIE ayTeHTU(hU-
kauuy kaveHTy TI1 He u3BecTHBI, a IMYHbIE JaHHbIE KIIMEHTA XpaHsSITCS
B 3allIMIICHHOM MeCTe. DTO IMOBBIIIAET O€30MaCHOCTb OIEPalMii MOKYITKU
yepe3 cucreMy Earthport.

HeBbicoxumu ssBiistioTes 1 PHUCKM MarasvHa. TTI BeITIONTHSIET 3aKkas, Y6GI[I/IB—
IIMCh B TOM, YTO IJIaTE2K BBITTIOJTHEH.

HepnocTaTok TEXHOIOTMY 3aKITI0YAETCsl B 3aMKHYTOCTH crcTeMbl Earthport
(orpanmueHHoe KoimaectBo TII).

[Tpumep apyroii TEXHONIOTMU pacyeToB 0e3 TUIACTUKOBBIX KapT — POCCUI-
ckast cuctema EACCESS (www.eaccess.ru). OTa cucteMa OpMeHTMpOoBaHa Ha
Mukporiarexu (10 $10) B VIHTepHeTe, CBSI3aHHBIE C MIOKYIKOI HeMaTepy-
AJIbHBIX TOBAPOB U YCJIYT.
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CyTb TEXHOJIOTMH Upe3BbIYaiiHO MpocTta. Ilokymnarens 3axoqut Ha caidT TTI,
pa6oratomiero B cucteMe EACCESS, BbIOMpaeT MHTEpECYIOIIME ero TOBa-
pPBl ¥ TOATBEPKIAET IMOKYIKY. Iloce 3Toro KIMEeHT MojiydaeT Crerrallb-
HBII1 KOJI JUTS TIJIaTexxa U HoMep TeJiehoHa, TT0 KOTOPOMY OH JIOJDKEH TI03BO-
HUTb. B pe3ynbrare B Tele(pOHHOM cUeTe KJIMEHTA, PETYJISIPHO MOIy4acMOM
VM Ha eXeMeCSYHOI OCHOBE, ITOSIBJIIETCS CyMMa ITOKYNKH. TakuM obpa-
30M, TTOKYIIKA OILIAYMBAETCS TOJIBKO B MOMEHT OILIATHI TeJIe(DOHHBIX YCIIYT.

Hns peammzanum ormicanHoi cxembl EACCESS noammcan morosop ¢ Poc-
TesieKoMoM. TTnaHupyeTcs 3aKII0YnTh aHAJIOTMYHbIE JOTOBOPHI C OIIEPaTo-
paMu COTOBOIA CBSI3U.

Henocratku ykazaHHOI CUCTEMBI C TOUYKM 3peHUsT Ou3Heca oueBUAHBI. Cu-
ctema EACCESS pacmiaunBaetcst ¢ TII B KopoTKoe BpeMmsi TIOC/Ie COBEp-
LLIEHUST TIOKYTKH, B TO BpeMsl Kak caMa TojlyJaeT Bo3MEIeHUEe OT MOKyIaTe-
JIsl IO UCTEYEHUU Topasao Oosbiliero BpeMeHu. KpomMe Toro, HeT rapaHTuii
orutatel cuera. Takum oopasoM, EACCESS Gepet Ha ce0s1 pucku, CBSI3aH-
HbIE C HEBO3MEILIEHUEM TIOKYIaTeIeM CPE/ICTB 3a COBEPIIIEHHYIO UM TpaH3-
aKIIHIO.



naea 6. 3akoHOpaTENbLCTBO,
npaBsuia u CTaH[APTbI

MpaBuna MeXxayHapoAaHbIX NAaTeXHbIX
cuctem B 001aCTN 3NIEKTPOHHOW KOMMepL MU

CNP-TpaH3ak1My paccMaTpUBaIOTCS B TUIATEXKHBIX CUCTEMAX KaK TpaH3aK-
LIMM TTOBBIIIIEHHOTO prcKa. B cBs13u ¢ aTM Bce CN P-TpaH3aKiiyy BHITONMHS-
IOTCSI TOJIBKO B pEXMME peabHOTo BpeMeHM (3HayeHue BeanduHbl floor
limit, onpeaensitonieil BepxHUii pa3mep TpaH3aKIMKU, KOTOPasi MOXET ObITh
nposenieHa B pexxume off-line, nist CNP-tpaH3akiuii onpeaeieHo paBHbIM
HYJTIO).

ITo nmpaBuIaM MeXTyHAPOIHBIX TUIATEXHBIX CUCTEM OOCTyKUBAlo1IMe OaH-
K1 MMEIOT TIpaBo Ha obciyxxuaHue TII, pacnosiokeHHbIX B €ro 30He Area
of Use, KoTopasi orpejie/ieHa JULIEH3Uel, BbIIaHHOM TaHHOMY OaHKY Iiia-
TexxHol cuctemort. I[Tpu atom anpec TTI onpenensiercst no aapecy, ykazaH-
HOMY B JIOTOBOpE MeXIy 00cCTy:kmBafommmM oankoMm u TT1.

B cooTBeTcTBUM C TEMHU Xe IMpaBMWIAMU OOCIY:KUBAKOIIKME OAHKH MMEIOT
MpaBo OOCJIYXXMBATb TOPIOBBIE MPEANPUATHUS, PACIOIOXKEHHbIE BHE 30HbI
Area of Use, HO TOJTbKO TI0 TPaH3aKIIMSIM BIIAIECIbIIEB KapT, YbM OaHKU-3MU-
TEHTHI pacroyiokeHbl B 30He Area of Use obcmyzkuBatoniero 6aHka.

PaccmoTpuM Ternepsb npaBuiia, OnpenessionMe orpaHuYeH s Mo UCTOJb30-
BaHMIO IEOETOBBIX U KPEAUTHBIX KAPT, a TAKXKE PACIIPEIEIEHE OTBETCTBEH-
HOCTM MEXIy ydacTHUKaMU TpaH3akiuu DK. DT npaBuia Ha HACTOSILINI
MOMEHT BpeMeHU oTinyaroTcs B cucreMax VISA u Europay-MasterCard.

Haunewm c cuctemsr VISA. Tpanzakimu DK B 3T0i crcTeMe pa3pelieHbl Kak
I10 KPEIUTHBIM, TaK U TT0 Je6ETOBBIM KapTaM HE3aBUCUMO OT MCITOJIb3yeMO-
ro mporokona DK (emre coBceM HemaBHO TpaH3akiuu DK 1o meGeToBbIM
KapTaM pa3pellaivich TOJIBKO B cliydae TprMeHeHus potokoia SET; cury-
amusg nm3Mmenmnach geroM 2000 r.). B Hacrostimee BpeMst cucremoit VISA
B KadecTBe HanmeXXHBIX ITpoTokoioB DK mpusHarores 3D SET, 3D SSLu 3D
Secure. Kaxzplii U3 MepeYrcIeHHBIX MPOTOKOJIOB OMHO3HAYHBIM 00pa3oM
onpeesieT 30Hy OTBETCTBEHHOCTH BCEX YYACTHUKOB TpaH3akiuu DK (Bce
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MPOTOKOJIBI 6a3MPYIOTCS Ha KOHLIETIIUK TpeX JoMeHOoB). [ToaTomy B cirydae
BO3BHUKHOBEHUS JUCITYTa 110 TPAH3aKIMK «BUHOBHUK» KOH(JIMKTA OIpe-
JIeJISIETCST OMHO3HAYHBIM 00pa3oM. B 4acTHOCTH, B cilydyae BO3HUKHOBEHUS
€aMoro pacrpoCTPAHEHHOTO B 3JIEKTPOHHOM KOMMEPLIMU TUCITyTa, TIPH KO-
TOPOM KJIMEHT YTBEPXKIAET, YTO HE COBEPILAN JaHHOM TpaH3akuuu DK, or-
BETCTBEHHOCTb JIEXKUT Ha OaHKE-3MUTEHTE.

B nacrosimiee Bpemst mpotokon 3D SET sBnsiercst 6a30BbIM 1151 cTpaH EB-
pornerickoro Coro3a u JlatuHckoin Amepuku, 3D SSL — mis CIIA, a 3D
Secure mpeTeHAyeT Ha POJib INIOOAJBLHOIO CTaHIApTa ayTeHTU(UKAILIUN.
Iepexon Ha cranmapt 3D Secure muranmpyetcst Hadath B okTsiope 2002 1.,
HauyMHas co cTpaH A3uarcko-TuxookeaHckoro perroHa, CIIA n KaHangr.

Kpome Toro, cucrema VISA 1manmpyeT BBeCTH M3MEHEHME B pacIipenese-
HMU OTBETCTBEHHOCTU 3a pe3yibTar TpaH3akiuu JK, HaunHas ¢ 2003 .
B cootBeTcTBMM C 3TMM U3MEHEHUEM, €CJIA SMUTEHT He MOAAePXKUBAET IIPO-
tokoJioB 3D Secure wum 3D SET, a obciy:kmBaronmii 6aHK MOIIep-KABaeT,
TO TIPY BOBHUKHOBEHWH IWCITYTA IO TpaH3aKu DK 0TBETCTBEHHOCTH Oy-
JIET TIepesIoKeHa Ha SMUTEHTA.

B cucreme Europay-MasterCard orepariuu o ae6eToBsIM KaptaM (Maestro)
pa3pelaTcs TOJbKO MpY UCTob3oBaHUU TTpoTokosioB 3D SET u Bupty-
anbHbIX HOMepoB KapT (Pseudo Card Number). B atom cityyae oTBeTCTBEH-
HOCTD ITPYM BO3BHUKHOBCHHWU JUCITYTA JICKUT HA SMUTCHTE 3a UCKIIIOYCHUEM
eIMHCTBEHHOTO CJTydasi, KOrma MoKyrnare/jb He TIOyYrT OTUIaueHHOM yCITy-
rv/ToBapa.

DIIEKTPOHHBIE TTOKYIKHU IT0 KPEAUTHBIM KapTaM pa3pellialoTcs He3aBUCUMO
OT IIPUMEHSIEMOTO TIPOTOKOJIA JIEKTPOHHOI KOMMepLU. OIHAKO eCITU KC-
MOJIb3yeTCsl MPOTOKOJ, OTIMYHEI oT 3D SET, OTBETCTBEHHOCTD B Cliydyae
BO3HUKHOBEHUSI JUCITyTa JOXKUTCS Ha OOCTYXMBAIOIIViA GaHK.

ITo nmpaBwIaM MexKIyHAPOIHBIX IIATESKHBIX CUCTEM OOCTY>KMBAIOIIMIT OaHK

JIOJDKEH MMETD TMTPSIMOE CoriallieHne Ha oOcykuBaHue MHTepHeT-mara3u-

Ha (areHTcKue opraHusauuu B ciydae DK He paspeinatorcs).

InaTexxHble cUCTEMBbI PEKOMEHIYIOT OOCTyKMBAIOIIMM OaHKaM IOCeIlaTh

Web-caiitel TII 1151 mpoBepKU BHITOJIHEHMST MPaBU ITUIATEKHbBIX CUCTEM.

K yucny Takux npaBusl OTHOCSTCSI:

*  OTCYTCTBME IMCKPMMHUHAIIMM B OTHOLLIEHUM KapT, obciyxuBaembix TT1
B COOTBETCTBUM C JoroBopoM Mexmy TIT u obcmykuBaronmm 0aHKOM;

* oToOpaxeHue JIOTOTUIIA TIJIaTeXKHON CUCTEMbI, YYJACTHUKOM KOTOPOW
SIBJISIETCST OOCITY>KMBAIOLLINI OaHK;

*  3alpeT UCITIOJIb30BaHUSI JIOTOTUIIA TUIATEXXKHOIM CHCTEMbI B LIEJISIX peKJla-
MBI [TPOJABAEMOIA TPOAYKIUH;
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3aMpeT UCIOb30BAHMST Mara3uHOM JIMMUTOB Ha pa3Mep TpaH3aKIIUK (OT-
HOCUTCS KaK K MAKCUMaJIbHOM, TaK U K MUHMMAaJIbHOI BEJIMUMHE TPaH3-
aKI1n);

TI1 He nMeeT NpaBa HU B KAKOM BHUJIE MPEIOCTABJISATh TPETheil CTOPOHE
HMHGOPMALIMIO O PEKBU3UTAX KAPThI (HOMEP KapThl, CPOK €€ AECTBUS U
T. I1.) Y JETaNIIX BHIMOJIHEHHBIX TPAH3AKLIMI 32 UCKITIOYEHUEM CJIydast,
KOIJIa 5Ta TPEThSI CTOPOHA siBjisieTcs areHToM TT1 1Mo npoBeneHUIo TpaH-
sakumit Mexay TI1 m obcayKuBaronM 0aHKOM JIMOO KOMITETCHTHBIM
MPaBUTEJILCTBEHHBIM OPTraHOM;

* JTAaHHBIC O KapTax, KOTOpBIe Oojiee He OyayT ncronb3oBaThest TII, momk-

HbI YHUYTOXKATbCA CHOCO6OM, TrapaHTUPYIOIIMM HEBO3MO>KHOCTb MX BOC-
CTaHOBJICHUS.

Kpome Toro, MexxmyHapomHble TIaTeXHbIE CUCTEMBI C(HOPMYJIMPOBAIA Ha-
0op mpaBwi, KoTopble oHM Ha3Baiu «Best Practices to Help Electronic
Commerce Merchants» 1 KOTOpbIe aKTUBHO IPEIjIaraloTcs K UCII0/Ib30Ba-
auro TTI mom marpoHakeM OOCTy:KMBAIOIIETO OaHKA. DTOT HA0Op MpaBUI
COIEPXKUT CJIEMYIOIINE TPeOOBAHNS:

XpaHEeHUe BCEX TaHHBIX O PEKBU3UTAX KapT MOJDKHO OCYIIECTBISTHCS
B 3aIM(POBAaHHOM BUIE;

XpaHeHHe BcexX pedepBHBIX (back-up) aitnoB, conepxaimx nHdopma-
LIMIO O KapTaxX, JOJDKHO IPOM3BOAUTHCS B 3aKPHITOM BUIIE,

BCE CEKPETHBIC KIIIOUM, MCIOJIb3yeMble ISl IU(GPOBAaHUS JTaHHBIX,
JIOJDKHBI XPaHUTHCS C UCITOJIb30BaHKMeM ycTpoiictB Hardware Tamper-
Resistant Security Module;

Bce ornepaiiy b poBaHUs TODKHBI TPOU3BOAUTLCS BHYyTpu Hardware
Tamper-Resistant Security Module;

yuHbopMalLys O KIoYax JO/DKHA pacIipenesiaThesl MEeXIy HeCKOJIbKMMU
CITyXalIMMKM CUCTeMbI O€30MaCHOCTH;

JUIST IIMbPOBAHMS JAHHBIX TOJDKHBI MCITONIB30BAThCS KIIOYM JUIMHOI He
MeHee 128 OUTOB;

OrpaHUYMBATh JOCTYN K MH(OPMALIMK O KapTax TOJbKO MEPCOHAIOM,
VIMEIOIIUM OTHOIIIEHHE K 3TUM JAHHBIMU TIO JIOJTY CBOEU CITY>KOBI;

3allMIIATh TOCTYI K cepBepam TI1;
MEePUOANYECKN MHCIIEKTUPOBATh CEPBEP M €0 MPJIOXKEHUS,
¢usnyeckn pa3nenaTh cepBep b/l 1 cepBepsl, padoTalolie ¢ CeThIO;

uHbOpMaIMs 0 KapTax 10 Mepe yTpaThl HEOOXOMUMOCTU €€ WCIOIb30-
BaHUST TOJDKHA YHIUYTOXATHCS.
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Kommanus VISA paspaborana nokyMeHTbI Acquirer Best Practices, Merchant
Best Practices, Cardholder Best Practices, onmcriBaromnie mpaBuia 1 pe-
KOMEH/IALINH TI0 TIOBBIIIEHIIO Oe30ITacHOCTY TpaH3akLuii DK.

st obecrieyeHust TpaH3akiuii DK MexXIyHapoaHbIe TIaTeXKHbIE CHUCTEMbI
Europay n MasterCard yrBepmiiv ciiemyiolye IpaBuia (B TOM YKCiIe BBe-
JIM onpeAeieHHbIE M3MEHEeHMsI) UTst (hopMaToB cBomx coodieHuit (0100 —
Authorization Request, 0120 — Authorization Advice, 0121 — Authorization

Advice Repeat):

» 3uavyeHne DE 003 (Processing Code) momaraercst paBHbIM «000000», 9yTo
cooTBeTCTBYeT «I1OoKyIiKe TOBapoB U YCIyT»;

» 3HaueHue DE 022 (POS Entry Mode) noiskHO UMETh BUf, «81x»;

» mnone Field #4 (POS Cardholder Presence Indicator) 8 DE 061 (POS
Data) mommxkHo mpuHuMath 3HadeHue «5» (Cardholder Not Present,
electronic order);

+ mone Field #5 (POS Card Presence Indicator) B DE 061 (POS Data)
JIOJDKHO IpuHMMaTh 3HaueHue «1» (Card Not Present).

Private Data Sub-element (PDS) 42 (Security Level Indicator) B Data

Element (DE) 048 (Additional Data, Private) 1o;oKkHO IpUHUMATH CIIEmy-

IOIIIYEe 3HAYSHUS B 3aBUCMMOCTH OT ITPOTOKOJIA, UCITOJIb3YeMOTO ISl TTPOBe-

JIEHUSI TpAaH3aKLINU:

* Not Applicable;

« 05 SET transaction with cardholder certificate;

« 06 SET transaction without cardholder certificate;
< 07 Channel- encrypted (e. g. SSL, etc.);

+ 08 No security;

PDS 40 (Certificate Serial Numbers) B DE 048 (Additional Data,
Private) momkHO comepxkarh CepuiiHbIli HOMep cepTuduKaTa KIMeHTa
(3TOT 2IeMEHT MOJDKEH MPUCYTCTBOBATH B COOOIIEHUM TOJBbKO, €C/IU
PDS 42 8 DE 048 umeer 3HaueHue «05») M OMIIMOHHO-CEPUMHBINA HO-
mep ceptudukata TIT;

* DE 055 momxHo comep:kath MUHMMAaTBbHBIN Ha0op EMV-naHHEBIX, Tiepe-
nJaBaeMmbIx oT Ob 0aHKy-3MUTEHTY.

B ximmpuHTOBBIX cooOmeHsIx omaaeMeHT Sub Element 7 (Card Data Input

Mode) B DE 022 (POS Data Code) nomkeH npuHUMATh 3HaueHne T, ecim

ncrronb3yercs mporokon SET ¢ ceptuduraramm, 3HadeHe S — B OCTalTb-

HbIX ciaydasx. B coorBerctBum ¢ ECCSS Release 00.1 (HaumHaeT aeiicTBo-

Batb ¢ 10 mrons 2000 r.) 3TOT MOAJIEMEHT TOJDKEH IPUHUMATh 3HaueHue T,
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ecnu ucnonb3yercs nporokon SET ¢ ceprudukaramu, S — mts mpoTtokosna
SET 6e3 ceptudukaToB, 3HadyeHue V 1is ciaydast encrypted channel u' V —
B OCTQJIbHBIX CITy4dasiX.

MexxayHapoaHbIe IIaTeXXHbIe CUCTEMbI He OYAyT BBIICIIATH CIELMaJIbHbIC
3HauyeHUs KonoB Merchant Category Code ms tpan3zakimii DK.

AHajnormuHbple U3MEHEHUsI (POPMATOB aBTOPU3ALIMOHHBIX U KJIMPUHTOBBIX
coo0bmeHnit cripaBeyBhl 1 T cucteMbl VISA. [ coobmienmii BASE 1
1 VISA SMS umeroT MecTo Clienyolme N3MEeHEeHYSI.

» Point of Service Condition Code — Field 25. 3naueHne nois i TpaH-
3aKLMIA 3JIEKTPOHHOM KOMMEPLIMU JOJDKHO OBITh PaBHO 59.

 Electronic Commerce Indicator — Field 60, Positions 9 and 10. Ananor
Security Level Indicator B cetm EPS-Net. [TpuanmaeT Te ke 3HaueHM,
yto SLI B coobiieHusix Europay (cM. Bbliiie).

* SET Certificate Serial Numbers — Field 126.6/7. Ilone ucnonbyercst
g nepenaun cepuitHoro Homepa SET certificate kimmenTa  TIT ot
Ob « 6aHky-amuteHTy. conbayercst Tonbko mist SET-TpaH3akiuii.

+ XID and TranStain — Field 126.8/9. Bemranna XID siBisieTcst MIeHTH-
(pukaTopoM TpaH3aKIIMU, UCIIONB3YEMbIM JJISI BHIYMCIICHUS BeJIMYMHBI
TransStain. Bermunaa TranStain BeraucisieTcst ¢ ucnob3oBaneM XI1D
M CeKpeTa BJIa[elblia KapThl (CaydaiiHas BeIMYMHA, M3BECTHASI TOJIbKO
BJIAJIEJIBLLY KAPThl U €0 OaHKY-3MUTEHTY).

B coobenusix BASE 11 yka3biBaercst 3HaueHue. IlonoxeHne nHAMKATOpa
B coobuieHusix BASE II ykazaHb! B Ta01. 6.1.

Ta6nunua 6. 1 - Nonoxexne Eectronic Commerce Indicator B coobuieHnax BASE |1

Name TCR Position

Draft Data TCR 1 Position 116
Data Capture Advice (TC 57) TCRO Position 111
Fraud Advice (TC 40)

BASE | Advice (TC 48) ISO Enriched Tt_’_‘R 0 Position 165-166

Kpome Toro, mjst yMeHbILIEHHsI pacXOI0B SMUTEHTA IUIATEXXHbIE CUCTEMBbI
Europay/MasterCard paspeliaioT 3MUTEHTY TpYyIIUPOBaTh HEKOTOPHIE
chargeback B ofHy 3amuch KIIMPUHIOBOTO coo0IeHus (single combined 1442
chargeback record). D70 IpaBWIO pacIpOCTpaHSIETCS Ha Ollepalliy, BbI-
MoJIHeHHbIe B ToproBhix mpeanpusatusx ¢ MCC 4816 (Computer Network
Inbound Telemarketing) 1 5967 (Direct Marketing/Inbound Telemarketing)
M KacaeTcs coobieHuit chargeback ¢ nByms 3HaueHussmu Reason Code: 37
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(ECCF 4526 «Fraudulent Transaction — No cardholder authorization»)
n 41 (ECCF 4544 «Cancelled Recurring Transaction»).

Haxkonen, HeobxomuMo pacckaszath o nporpamme Excessive Chargeback
Programme for Electronic Merchants, nmpenHazHaYeHHOI JUIsT HaKa3aHUS
TII (uepe3 obcmykuBaroIMii 0aHK), MPEBBIIIAIOIINX HEKOTOPHIE TTOPOro-
Bble 3HaUeHUS MolleHHUYecTB. [Iporpamma kacaercsa TIT ¢ MCC 4816
1 5967 (TypyCTUYECKUE areHTCTBa, 3aKa3 TAKCH U aBTOMOOWIIEH, KOMITBbIO-
TEpHbIE CETU U pa3nyHble MHOOPMALIMOHHBIE YCIYyTH, areHTCTBA NIpUeMa
3aKa30B I10 KaTajoraMm (mail-order houses), kiryosl (membership clubs)).

B coorBerctBuu ¢ npaBuwiamu Europay/MasterCard TTI, mis KoTopbix

B TeUEHME JBYX KaJeHIAPHBIX MECSIIEB 3a(DMKCUPOBAHO OIHO U3 IBYX:

+ kommuecTBo chargeback cocrapisieT He MeHee 1% OT Bcex omeparuit
TTOKYTIKU;

* 00BeM ollepaliyii, IO KOTOPBIM OBLTM creHeprpoBaHbl chargeback, co-
CTaBIISIET He MeHee 2,5 % ot Bcero oobema mpogax TT1,

o0BsIBISTIOTCS excessive chargeback merchant m MoryT ITogBEeprHYTHCS

mTpady B pa3mepe:

«  $25,000 B Mecs11 B TeueHHE 3-5 MeCALIEB;

+ $50,000 B Meca1 B TeyeHE 6-7 MECSILIEB;

« $75,000 B Mecs1l B TeueHue 8-9 MecsLEB;

« $100,000 B Meca1, HaunHag ¢ 10-ro Mecdra.

OO06cnyXuBaloIuii 06aHK UMeeT BO3MOXKHOCTh IPeKpaTuTh 1orosop ¢ TII1
B CJlyyae MpeBbIIeHUS YKa3aHHbIX BbIIlIE TTIOPOTOB.

Kpowme Toro, B cootBercTBMM ¢ mporpamMmoit Excessive Chargeback Programme
for Electronic Merchants 6aHKM-3MUTEHTBI MOTYT COOMPATh C OOCITYKIBa-
IOIIMX OaHKOB KoMITeHcalioHHbIe 1athl (Recovery Fee) 3a kaxkmyto TpaH3-
aKI1IMIo, 10 KOTOpOii ObUT creHeprpoBaH chargeback, B pazmepe:

*  $25 3a TpaH3akUMIO B TeYEHHE 3-5 MECSIIEB;
+  $50 3a TpaH3akiuIo B TeyeHue 6-7 MECALIEB;
+  $75 3a TpaH3aKIIMIO, HAYMHAS C 8-TO MeCHIIA.

ITomumo 3TOTO, 32 HAapyIlIEHWE MPABWJI, CBSI3AaHHBIX C 00PabOTKOM TpaH3aK-
LII/IVI SK TOPIOBbIMU IPEANTPUATUAMU, IUIATEXKHDBIC CUCTEMBI JOITOJIHUTEIb-
HO HaKa3bIBAIOT OOCITY:KMBaIOIIMe MX 0aHKK. B yacTHOCTH, 33 OTOOpakeHMe
TOPTOBBIM TIPEANPUSITUEM Ha cBoeM caiiTe 3Haka MasterCard Mark i
noroturna MasterCard ¢ 1enpto moBbieHus craryca TI1, 3a B3umaHue no-
TIOJIHUTEJIbHBIX TIJIAT C KJIMEHTA, UCIIOJIb30BAaHWE OrpaHUYCHUI Ha pasMep
TpaH3akuuu, cuctemMa MasterCard MoXeT caeflaTb COOTBETCTBYIOLLIEMY
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00CITYXMBaIOILEMy OAaHKY TIPEIypeXIeHNe, OTpeOoBaB OT HEro MCIpaB-
JICHUS] CUTyauuu B TeueHue 30 IHeil M HaloXuB wTpad B pazmepe 10
$2 TBICSU.

Ecmu B Teuenne 12 MecsiieB ¢ MOMEHTA TIEPBOTO TIPEAYTIPEKICHUS OyIeT
OTMEUYEHO BTOPOE aHAJIOTMYHOE HapyIlIeHUe, OOCITYKMBAIOIIUIA OaHK HaKa-
3pIBaercs mrpadoM 10 $5 Teic. HakoHel, eciii B paMKax BCE TOTO Ke
12-MecsruHOTO TIeproaa OymeT OTMEYEHO TPEThe HapyllleHue, 00CIyKuBa-
JOIIMIA 6aHK HakasbiBaeTcs 1mrpadom 1o $25 Teic. 1 MasterCard Tpeby-
eT npekpanieHust padotsl Takoro TTI B cBoeli cucteme.

Eme 6omee xecTkre TipaBmiia IpuMeHsTIoTcd crcreMoii MasterCard K 00-
CITyXMBaroIeMy OaHKY 3a HapyllleHusI, CBsI3aHHbIe ¢ Tiepenadeit TI1 nadop-
MallvK O peKBU3UTAX KapThl 1 IeTaJIIX TpaH3aKiuii. B vactHocTH, Tpy iep-
BOM IIpeayNpeXIeHWHM IuiaTexkHas CUcTeMa MoXeT HakazaTb Ob Ha
cymmy 10 $5 ThIC., a B Clydae TIOBTOPHOTO HapyIIEeHHsI B TEUYEHHE CIIENYIO-
IIMX ¢ MOMEHTA TIpeaynpexaeHus 12 mecsieB — mTpacdoM B pa3Mepe
1o $45 Teic.

Ecmm nepenannas TIT ungopMaims rpuBeia K KOMIIPOMETAlUM KapT, 00-
CITy>KMBAIOIIMKM OaHK JOJDKEH TIPEIOCTaBUTh B TUIATEXKHYIO CHCTEMY BCIO
MMEIOIIYIOCST ¥ Hero MH(pOPMAII0 U B JAJIBHEHIIIEM TIPONTH TIPOLICHYPY
cepTU¢UKAIIN 110 0€30ITaCHOCTH ISt oocmyxkuBaemoit uM cetu TI1 B cuc-
teme MasterCard.

B cootBerctBuM ¢ nipaBuiamu VISA, onpenenennsiMu B Global Merchant
Chargeback Monitoring Program, TII ob6bsBisieTcst excessive chargeback
merchant, ecyii 3aMKCUPOBaHO OMHOBPEMEHHOE BBITIOJTHEHHE IBYX YCJIOBUIA:

*  KOJMYECTBO MEXAyHapomHbIX chargeback (oTka3bl MO TpaH3aKIUSIM,
BBINTOJIHEHHBIM IO KapTaM MHOCTpaHHOI0 OaHKa-3MUTeHTa) o 3tomy TI1
3a Mecsl] coctaBisieT He MeHee 100 cooOlieHui;

*  KOJIMYECTBO OMepaluii, 0 KOTOPhIM ObUIM CIeHEepHUpPOBaHBI MEXIyHa-
pomHeble chargeback, cocTaBisieT He MeHee 5 % OT BCero KOMMJIecTBa MexX-
JyHapoaHbIX npoaax TII.

ToproBoe npeanpusiThe, Mpu3HaHHOE excessive chargeback merchant, mos-
Bepratorcs 1uTpady B pasmepe $100 3a kaxnmplii chargeback. M3 Hux $30
ocratorcs B cucteMe VISA, a $70 nepenarorcst GaHKy-3MUTEHTY [J1S1 TIOKPbI-
THUST PacXonoB Ha (HOpMUPOBaHNE OTKAa3a OT TUIaTeXa.

B cootBerctBrm ¢ Global Merchant Chargeback Monitoring Program ere
0oJ1ee JKeCTKIeE TTpaBuIa MPUMEHSIOTCS K BeicokoprckoBaHHBIM TT1 (MCC
5962,5966,5967,7995). Insa takux MuTtepHer-MarasuHoB TI1 oObsiBIsIeT-
ca excessive chargeback merchant, ecimm 3adUKCHpoBaHO OTHOBPEMEHHOE
BBITIOJTHEHNE TPEX YCJIOBUIA:
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» kommuecTBo chargeback mo TII 3a mecsir coctaBisieT He MeHee 100;

* KOJIMYECTBO MEXKIYHAPOIHBIX 3JIEKTPOHHBIX IMOKYIOK no TTI 3a mecsiy
coctasigeT He MeHee 100;

* OTHOIIEHKE 00IIero komrdectna chargeback K Koam4ecTBy MeKIyHApO.I-
HBIX TIPOJAX MpeBbIIaeT 2,5 %.

BbICOKOPHCKOBAHHHOE TOPrOBOE MPEATPHSITIE, IPU3HAHHOE eXcessive charge-
back merchant, onBepratorcst mrpady:

« B pasmepe $100 3a kaxnprii chargeback ¢ 1-ro mo 3-if Mecsibl pabOTHI
($70 mepemarorcst SMUTEHTY, OCTAJIHBIE OCTAKOTCH B IJIATEXXHOM CHC-
TEeMe);

+ B pasMepe $150 3a Kaxmblii chargeback ¢ 4-ro mo 6-it MecsLbl PaboThI
($120 mepenaroTcst SMUTEHTY, OCTATBHbIE OCTAIOTCS B IIATEXHOM CHC-
TEMeE).

ITocie 6 mecsaueB cuctema VISA moxer nuckBaymbuinyponatsh TI1 u 3a-
MPETUTh eMY IIPUEM KapT 3TOM ILIATEXXHOM CUCTEMBI.

CraHpapTtbl B 06/1aCTN 3/1IEKTPOHHOMN
KOMMepLUmn

Ha crpanuiiax 3Toii KHUTH YK€ pacCKa3bIBaJIOCh O TAKMX CTaHAApTax B 00-
nactu npotokoinoB DK, kak SET, 3D SET, 3D SSL, 3D Secure.

ITomMyMO cTaHAAPTOB, OMPEACIISTIOINX ABTOPU3ALMOHHO-PACYETHYIO YacTh
obrero mporecca JK, MOSBISIOTCST CTaHAAPTHI, ONMCHIBAIOIIIE TIPOIIECCH
cOopa TaHHBIX B 00J1aCTA TOPTOBIM 1 0OMeHa JaHHBIM Mexkny TI1 u kimeH-
ToM. Tak, B utoHe 1999 r. Takumu JuaepaMu B objactu DK, kak America
Online, American Express, Compaq, CyberCash, IBM, MasterCard, Microsoft,
SETCo, Sun Microsystems, Transactor Networks, Trintech m VISA USA,
obu1 00bsiBeH ctangapT ECML (Electronic Commerce Modelling
Language). OT0 OTKpBITHI CTAaHIAPT, TO3BOJISTIOLIMIA JTFO00I TOProBoii opra-
HU3aLK IIPUHSTH 1 00paboTaTh JAHHBIE OT 3JIEKTPOHHOTO OyMaxkHuKa. OH
TaKKe TTO3BOJISIET BIIAE/IbIy OyMaXKHUKa OBICTPO 3arOJHUTH T10JIsT OJIaHKa
CBOMMMU JAHHBIMM (M1, aipec, PEKBU3UTHI KAPTHI U T. I1.) ¥ aBTOMaTUYECKU
nepenaeT BBeaeHHbIe JaHHbIe B TT1. TTonp3oBaTeno OyMaKHUKA IJIST 3TOTO
JIOCTaTOYHO BBIOpaTh (pyHKIIMIO autofill (aBroMaTU4ecKoe 3aIlOIHEHUE).
Taxkoit momxon prHATO Ha3wkBaTh One Click Shopping. KimeHTty mocra-
TOYHO BBIOPATh TOJIBKO JIOTOTHUII TIIATEXKHOM CUCTEMBI, 3aITOJTHEHHE OCTab-
HOI 4acTu (pOpMBbI aBTOMATUYECKU ITPOU3BOIUTCSI SJIEKTPOHHBIM OyMaK-
HUKOM.



230 [naea 6. 3akoHOOATENLCTBO, NPABWIA W CTaHAAPThI

CpenctBamu ECML Takxe Jierko peanmsyercst 3arojHeHre (popMbl MO OT-
Ka3y OT yxXe ocyllecTBIeHHol TpaH3akiuu. [Ipu atom (opma aBromaTu-
YECKU 3alOJIHSIETCS Ha OCHOBE JaHHBIX yX€ CIeJaHHOU TpaH3aKIIWM.
CieiyeT OTMETUTD, YTO MPOCTOTA 3aroTHEHUST (hOpM 3aKasa SIBJISIETCS Upes-
BbIYaiiHO BaxXHbIM (pakTopoM B DK. MccaenoBaHus OKa3bIBAKOT, YTO OKO-
710 35-40 % Bcex TpaH3aKIIMIA TaK M He POXKIAIOTCS M3-3a TOTO, YTO ITOKYTIa-
TEJIIO HE yAaeTcsl 3ar0HUTh U OTIPaBUTh (hOPMY TOPrOBOTO MPENTTPUSTHUS
MpaBUIbHBIM 00pa30M.

IMocraBimky MporpaMMHOIo o0ecrieueH sl yxKe MoCTaBIsIIOT Ha PhIHOK MPO-
JYKTbI, COBMECTUMBIE co ctaHgaptoM ECML (Hampumep, 371eKTPOHHBIN
oymaxHuk Consumer Wallet dupmer IBM).

Heobxomnmo Takke OTMETUTH IIMPOKOE MPUMEHEHWE IIPY HaIllMCaHWU
nporpammHoro obdecrnieueHus st DK sa3pika XML (Extensive Mark-up
Language), TipeacTaBIIsTIOINIero co0ol COKpaIlleHHBIN BapuaHT HAOoJIee YHU-
BepcaTbHOTO s13biKa onrcanust nHdopmanu SGML (Standard Generalized
Mark-up Language — ISO 8879). B yacTHOCTH, IIMPOKO U3BECTHBIN SI3bIK
HTML sgBnsteTcst Ivilb OMHAM M3 JOKYMEHTOB, CO3IaBaEMBbIX C TTOMOIIIBIO
XML. BepositTHo, B 6ivkaiiiiee BpeMst XML 3aiiMeT LieHTpaJibHOE MeCTO
B HaIlMCaHUU MpUIoKeHui 11s1 DK.

XML sIBJISIETCSI TATOBBIM SI3bIKOM, TTO3BOJISIIOIIMM OBICTPO U yIOOHO OIK-
ChIBaTb HOBbIE JaHHbIC HA OCHOBE MpaBuil Document Type Description, uto,
B CBOIO OU€pe/ib, MO3BOJISIET YCKOPSTD U JesiaTh 60jiee TOYHBIMU TTOMCKU
B Web, aBroMaThuecku 3arpyxarb HEOOXOIMMbIE TaHHbIE, PACIIIUPSTH BO3-
MoxkHOCTU DK Ha HOBBIE YCTPOICTBA, BKJIIOYAsI COTOBbIE TeJIS(DOHBI.

JpyruMm BaxXHBIM cTaHmaptoM B obiactu DK gpmsterca Internet Open
Trading Protocol (I0TP), onpenenstiornii 0OIIyIO JOTUYECKYIO apXUTEK-
Typy (Mozeinb) cucteMbl DK (Bepcus 1.0 3Toro craHgapra mosiBUIach B OK-
16pe 1999 r.). TTpotokon IOTP He 3aBUCUT OT CXeMbI TUIATEXXEN 1 MO3BO-
JISIET MCTIOJIb30BaTh LIS pacdyeToB Yepe3 MHTepHeT pa3InvHbIe IUIaTeXXHbIe
nHcTpyMeHTHI, BKmodast SET, Mondex, DigiCash, CyberCash, GeldCarte
u T. 1. [IpoTokon Ha OCHOBE MoAe I OOBIYHOM TOPTOBOI CIEIKU OIpeIeIsi-
€T JIOTUYECKre CYOBeKThI IOC/ICAHE M MPOLECCHl B3aMMOIEHCTBUS 3TUX
CyOBEKTOB (IIPOLIECCHI OMNpeAeIeHNs YIaCTHUKOB CIEJIKH, CIloco0a ruiaTe-
’Ka, METoIa J0CTaBKM ToBapa M T. 11.). OrmceiBaecmast ctanmaptoM IOTP mo-
JIeJTb OTOOpazkaeT MPOLIECC COBEPILIEHUS TTOKYITKM, COBEPILIACMOi TI0 00bIY-
HOM «OyMaxkHOi1» TexHonornu. CTaHmapT IIMPOKO UCIOJb3YeT sI3bIK XML
JIJIST OIIMCAHUSI CTPYKTYPBI ¥ COAEPXKUMOTO COOOIICHNH, TTPUMEHSIEMBIX JIJIST
MPEIIOXKEHU TT0 TIPOIaXKe, COIJIAIIEHUSI CTOPOH COBEPIIUTD ITOKYIIKY, CO-
OOIIIeHUIi O TIaTeXax, T0CTaBKe TOBAPOB U MX MOJIYyYeHUU, O Pa3pellieHUN
KOH(MJIUKTOB.
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o:nt;
1

Hakonen, cnenyer ckazate o cranmaptre JEPI G Electronic Payment
Initiative), sBUBIIEMCSI pe3yJIETATOM YCWIWI, KOOPOAUHUPYEMBIX KOHCOP-
umymoM World Wide Web Consortium u kommanueit CommerceNet. JEPI
obecrnieunBaeT uHTepdeiic, no3osstonuii Web-0pay3epy U 371€KTPOHHO-
My OYMaXXHUKY WCIIOJb30BaTh Pa3jUYHbIe MPOTOKOJbI rutatexeit (SSL,
SET, aieKTpoHHbIE YEKU, SJIEKTPOHHBIE NeHbIU U T. 11.). J EPI moneseH tem,
YTO TO3BOJISIET MOKYMATEI0 W TIPOAABIYY MPUMEHSITh eAUHbBIN WHTepdeiic
JUIST BBIOOpA Pa3IMYHBIX CPEJCTB OIUIAThI TOBApa, MPEANOYUTAEMBIX MOKY-
naTesieM.

NMpaBoBble acneKkTbl UCMOJIb30BaHUS
3JIEKTPOHHON KOMMepLUn

HexkoTopbie Bonpockl, CBI3aHHbBIE C TIPABOBLIM 00SCIIEUCHUEM 3JIEKTPOHHOM
KOMMEPIIMU, yXe 00CYKIaTCh TPYU pacCCMOTPEHUU TTPOOJIEM 3allUThl MH-
(opmaLMK OT HECAHKIIMOHUPOBAHHOIO JOCTYIA M UCIONb30BAaHUS JIEK-
TPOHHOM HAJTMYHOCTH [IJIS PACYETOB 3a 3IEKTPOHHBIE MOKYIKU.

CeronmHsi CyIIECTBYET psifl IOpUAMIECKHX TIPO0JIEM, 3aTPYIHSIOMIMX UCTIONb-
30BaHue MHTepHET-KOMMEPLIMH.

Bo-miepBhIx, 1o 1 staBapst 2001 T. cyiiecTBOBaI IOPUIMIECKUN Ka3yc, CBSI-
3aHHBIN C TEM, YTO B COOTBETCTBMM C 3aKOHOM «O 0aHKax M O0aHKOBCKOM
NEeSITETbHOCTU» OIepallMi C IIACTUKOBBIMU KapTOYKaMU HE OTHECEHBI
K GaHKOBCKMM, a 3HA4YUT, MOTYT MOATAIATh MO HajiorooodnoxeHue. M Tonb-
KO IOpMANYECKHE YXULIPEHUSI, CBSI3aHHBIE C BO3MOXKXHOCTBIO PACIIIMPUTEITb-
HOTO TOJIKOBaHUSI GAHKOBCKMX OMepaldii Ha OCHOBE HEKOTOPBIX TpelieicH-
TOB, JalOT BO3MOXHOCTb BBIBECTU MX M3-TIOI HAJIOTOOOIOXKEHHS.

1 suBapst 2001 r. BcTynuia B neiictBue Bropasi yacte Hanorosoro Kozekca
PO, ucnpaBuBILIasi CUTYalMIO C HATOTOOOJIOKEHUEM OMepaliuii Mo MIacTu-
KOBBIM KapTaM.

Bo-Bropeix, cymectsyer [lonoxenue 1LIB P® No23-I1 «O nmopsiake sMuc-
CUY KPEIUTHBIMM OPTaHU3aLMSIMU GAHKOBCKMX KapT 1 OCYIIIECTBICHHUS pac-
YETOB 10 ONEpalsIM, COBEPIIAEMbIM C MX MCIIOIb30BAHUEM», TIO3BOJISIO-
11Iee COBEPIIIaTh TOPTOBBIC OIepaly yepe3 MHTepHeT ¢ oIIaToil TOBapoB
C TIOMOIIIBIO TJIACTUKOBOM KapTouku. B Pasmene 1 storo Ilonoxenus mo-
ITyCKAETCS COCTABJICHUE «IOKYMEHTA ITO OIePaIvsiM C UCITOb30BaH1eM GaH-
KOBCKUX KapT» HE TOJIbKO € MCIOJIb30BAaHMEM CaMOii 6aHKOBCKOI KapThl, HO
U ee PeKBU3UTOB, KaK 3TO W MPOUCXOAUT MPH MOKYIKax yepe3 MHTepHer.

OnHako peKBU3UTHI OAaHKOBCKOI KapThl, COOOIIAEMBbIC €€ BIaIC/IbLIEM TOP-
TOBOMY TIPEAIIPUSITHIO, HE MOTYT MPETEHAOBaTh HAa POJIb aHAJIOra COOCTBEH-
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HOPYYHOI TOAMNMCU BJajesiblia KapThl. [103TOMy MpU COBEpILIEHUN BJIEK-
TPOHHOH TOKYITKM HapyllialoTcsl TpeboBaHUsI K (hopMe pacyeTHOTO JOKY-
MEHTa, KOTOPbII B COOTBETCTBUU C JACUCTBYIOIIMM TPAXIaHCKO-TIPABOBBIM
3aKOHOAATELCTBOM JIOJKEH OBbITh 3aBepeH COOCTBEHHOPYYHO! MOMIUCHIO
MOKYyIMaTes Wik ee aHasoroM (a63. 1 m. 1 u. 2 ct. 160 'K — I'paxxgaHckoro
Konexkca).

IMonoxenne LI P® Ne23-T1 He mpeaycMaTpvBaeT TOro, YTO HapylIeHUe
(opMBI TOKyMEHTa MO OIepaiysM C KCIOJIb30BaHMEM OaHKOBCKUX KapT
BJIEYET ero HeAelCTBUTEIbHOCTb, PABHO KaK U He TpeaycMaTpuBaeT WHbIS
MOCeCTBUS TaKoro HapyiueHus. CienoBarebHO, UX HY>KHO UCKaTh B 00-
LIETPaKIAaHCKOM 3aKOHOJATEILCTBE.

I'K ycraHaBivBaeT, 4To OCAeACTBUSIMUA HApYILIEHU I TIPOCTON MUCbMEHHOM
(hopMbI CHIENIKU SIBJISIETCSI HEBO3MOXKHOCTD B CJTy4ae Cropa CChUIaThCsl B MO/ -
TBepXIeHUe ee (CAEIKU) U ee YCIOBUI Ha CBUIETEILCKUE MOKa3aHUsI, HO
He HeJIeNCTBUTENIBHOCTh CAEIKU Kak TakoBoi. [Ipu 3ToMm 3a cropoHamu
COXpaHSIETCsl TIPaBO CChUIAThCSl HA TTMChbMEHHbBIE W IPYTUe J0Ka3aTeIhCTBa
(. 1 c1. 162 T'K). TakuMu 1oKa3aTeaIbLCTBAMU MOIYT ObITh MTOAMMCAHHOE
JepxarejieM KapToukd YBeJOMJIEHHE O BPyYEeHMM eMy ToBapa WiW Ipyrue
JIOKYMEHTbI, MOATBEpXKAAIOIIMe ero A0ocTaBKy. OgHaKO eciiv TaKWX JOKY-
MEHTOB HeT, (PakT coBeplleHUs CAEIKM 10Ka3aTh OylIeT HEBO3MOXKHO.

IToaToMy TOBapbl 3aKa34MKy peKOMEHIYETCsI ITOChLIATh 3aKa3HbIM ITOYTO-
BBbIM OTIPABICHUEM M COXPAHSITh ITOAIMCAHHbBIE M KBUTAHIIUM O TOCTaBKe
B TeUEHME HEKOTOPOro BpeMeHM. TOIBKO B TAKOM CJIydae MOXHO BBIMTPATh
crop JIMOO B apOMTPaKHOM CyJie TIaTeXXHOM CUCTEMBI, JIMOO B OOLLIerpaxk-
JaHcKoM cyne. IIpu Toprosiie xe BUPTyaJIbHBIMU TOBapaMU CUTYaLIMS TIPE/I-
CTaBJISIETCSI B paMKax CYIIIECTBYIOILIETO 3aKOHOIATEIhCTBA HEpa3PEIIMMOI.

Cutyanmst MeHsIeTCsI TIpY IIPYMEHEHNH ITPOTOKOJIOB 3JIEKTPOHHOM KOMMED-
1IN, VICTIOJNB3YIONINX aHAJIOTM COOCTBEHHOPYYHOU ITONIMCH (HarpuMmep,
SET). IIpuMeHeHre aHAJIOTOB COOCTBEHHOPYYHOI TTONIMICH IIPU COBEpILIC-
HUU onepauuii yepe3 MHTepHET NpUBEIET 3TU ONepallii B COOTBETCTBHUE
¢ TpeOOBaHUSIMM JCHCTBYIOIIETO 3aKOHOMATEILCTRA.

ITockonbKy 10001 MIaTeXk — 3TO MCMOTHEHNE IEHEXKHOTO 00513aTeJIbCTRA,
TO K IUIaTEeXXaM B I/IHTepHGTe JOJCKHBI ITPUMEHATBCSA HOPMBI O Oe3HaINY-
HBIX pacueTax, cogepxaiuuecs B iaBe 46 I'paxnaHckoro Konekca PD (na-
nee — I'K). JlanHas m1aBa onepupyeT MoHATHEM «(hopma Oe3HATMYHBIX pac-
4yeToB», omnpeneiaeHne koroporo I'K He maer. 1o cMmbIcy MCTIONB30BaHMS
3TOTO TTOHSTHST CTAHOBUTCS SICHO, YTO (DOPMOIi O€3HATMIHBIX PACUETOB SIB-
JIIeTCs OTpele/IieHHbIN CITocod UCTIOMHEHUST IeHEKHOTO 00s13aTe/IbCTRa,
KOTOPBI 00eCIieurBaeTCsl CBOMCTBEHHBIM TOJIBKO €My KOMITJIEKCOM 00513a-
TEJbCTBEHHBIX OTHOLLIEHU.
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Takum obOpaszoMm, Ta WM MHaAg Monelb ruiatexeit B MHTEepHeTe SIBNIsIeTCS
crneuuguyeckoin opMoii 0e3HATMYHBIX PacuyeToOB, KOTOpasi MOXET ObITh
MPYHLMIMATEHO HOBOM MJIM COOTBETCTBOBATD Y3KE CYIIIECTBYIOIIMM (DOpMaM.

B coorBerctBuu ¢ 11. 1 crateu 862 I'K (popma Ge3HATMYHBIX pACYETOB CUMTAET-
CsI 3aKOHHOM, €CJIM OHa JIMOO0 MpeTycCMOTpeHa 3aKOHOM M YCTAHOBJIEHHBIMU
B COOTBETCTBMHU C HUM OAHKOBCKUMH TpaBUJIaMH, TMOO TIOATAaaeT Mox Ka-
TETOPUIO «IIPUMEHSIEMOIO B OAaHKOBCKOI ITPAKTHUKE 00bIYast IEJIOBOTO 000POTay.

OcrtaHoBHUMCS MoApoOHee Ha 3TUX ABYX ocHoBaHMsIX. [lepBoe KaxkeTcst 60-
Jiee oueBUAHBIM. I1om «0aHKOBCKMMU MPaBWJIaMW», YCTAHOBJICHHBIMU B CO-
OTBETCTBUU C 3aKOHOM, CJIeyeT TOHMMAaTh HOpMaTUBHEIE akThl LIB P® kak
KOMIIETEHTHOIO OpraHa, yCTaHABIMBAIOLLIETO IpaBUJjIa OCYLLIECTBIEHMS pac-
yetoB B Poccuu.

EnvHcTBEHHBIN BOMPOC, KOTOPbI MOXET BOBHUKHYTh B CBSI3U C 3TUM OCHO-
BaHWEM, — HACKOJIbKO MpaBoMepHa opMa Oe3HATMYHBIX pacyeToB, eciu
OHa yCTaHOBJIEHAa HOpMaTUBHBIMU akTamMu banka Poccum, a cooTBETCTBYIO-
1M 3aKOH enle He MpuHAT? OTBET Ha HEro JaeT MpakThKa pOCCUICKOTO
HOPMOTBOPYECTBA, B COOTBETCTBUU C KOTOPOIi B KAUeCTBE BpEMEHHOI MepPbI
JIOITYCKAETCsl peryIMPOBaHNE MOA3aKOHHBIMUY aKTaMU OTHOLLIEHWIA, KOTOpbIE
JIOJDKHBI OBITh YPETYIMPOBAHBI 3aKOHOM.

Bonee TpymHBIM SIBISIETCSI aHAIM3 BTOPOTO OCHOBAHUSI CYILIECTBOBAHMS
GopM Oe3HATMIHBIX PACUETOB — «IIPUMEHSIEMOTO B OAHKOBCKOM ITPaKTHKE
oObryast aesoBoro obopora». Ilon «obObMaeM Ae0BOro 00opoTa» JEUCTBY-
Iollee 3aKOHOIATEIBCTBO ITOHUMAET <...CJIOXKMBIIEECS U IIIMPOKO MIPUMEHSI-
eMoe B KaKOI-J1100 00J1aCcTH TIPeATPUHUMATENBCKOM AEATEIbHOCTHU ITPaBH-
JIO TIOBEZICHUSI, He TIPeyCMOTPEHHOE 3aKOHOAATETLCTBOM, HE3aBUCUMO OT
TOro, 3a(pMKCUPOBAHO JIM OHO B KaKOM-JIM00 gokyMeHTe» (11. 1 cT. 5 I'K).
[IpuBeneHHOE onpeneicHUE COAEPKUT TPU CYILIECTBEHHBIE YyepThl. O0bIYai
JIEJIOBOTO 000pOTa — 3TO TaKOE MPaBUIIO TTOBEACHUS B cepe MpearpuHU-
MAaTeJIbCKOM JIeSITeIBHOCTH, KOTOPOE:

¢ CJIOXKWMJIOCH, TO €CTh ITOCTOSTHHO W JOCTAaTOYHO OITPEIACIICHO B CBOEM IT10-
HUMaHUN;

* IIMPOKO MPUMEHSIETCS;
* He MNPEeLYyCMOTPEHO NEHCTBYIOIINM 3aKOHOIATEILCTBOM.

HOCKOJ'[be NMPUBCACHHBIC KPUTEPUU ABJIAIOTCA CIMILIKOM 06U_ll/lMI/I, B KaX-
JOM KOHKPETHOM CJIyda€ MOXET 6bITb TPyAHO YCTaHOBUTHb HaJIMUMUC WIN
OTCYTCTBME 0ObIUasl IeJIOBOro 00opoTa. B a3ToM ciIydae mpakTrKa OOJIbIIoe
3HaYEHUE TIPUAAET 3aKPETUICHUIO MOTEHIIMATBHOTO O00bIUasl B aKTaX OTeve-
CTBEHHBIX 1 OCOOEHHO MEXXTyHAPOIHbBIX TOPTOBBIX MaJIaT U UHBIX aBTOPU-
TETHBIX B JAHHOI 001aCTU OpraHu3alvA.
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Ha naHHBI# MOMEHT MOXHO C YBEPEHHOCTBIO CKa3aTb, UTO IO OIpeaesie-
HME «[IPUMEHSIEMOTO B 0aHKOBCKOU MPaKTUKE 00bIYasi IEJIOBOTO 000pOTa»
TMO/NAJAI0T OMNEPALMU C TUIATEXHBIMU KapTaMU, TAKXKeE SIBJISIOLIMECS] OCO-
0ot (hopMoOi1 GE3HATMYHBIX PACUETOB.

M nocnenHee, yTo MpeACTaBISIETCS BAKHBIM OTMETUTh B CBSI3W C OOLIMMU
TIOJIOXKEHUSIMA O OE3HATUYHBIX pacyeTax, — 3TO MPaBWIO YacTy 3 CTaTbu
861 T'K, B COOTBETCTBUU C KOTOPHIM «Oe3HATMYHBIE PACUEThI TTPOU3BOISITCS
yepe3 0aHKU, MHbIE KPEAUTHbIE OpraHU3allii, B KOTOPBIX OTKPBITHI COOT-
BETCTBYIOLIME CUETA, €CIM MHOE HE BBITEKAET M3 3aKOHA U HE 00YCIOBJIEHO
UCToIb3yeMoii (hopMoli pacyeToB». B COOTBETCTBUM C AECTBYIOIIUM 3aKO-
HONATEIbCTBOM, IIOMUMO KPEIUTHBIX OpraHMU3alIMii, pacuyeThl MOTYT OCYILIe-
CTBJISIThCS:

¢ IIYTEM 3a4€Ta B3aMMHBIX Tp€6OBaHI/II71;
*  C HCIOJIb30BAHUEM BEKCEJIEH.

IepBolit criocob He TPUMEHNM K IiaTeXaM B MIHTepHeTe, a 4To KacaeTcsl
BTOPOTO, TO cTaThd 4 PenepanbHOro 3akoHa «O IIPOCTOM U MEPEBOTHOM
BEKCeJIe» YCTaHABIMBAET, YTO JIF00O0i BeKCelb AJOJIKEH OBbITh COCTABJICH TOJIb-
KO Ha GyMaXXHOM HOCHTEJIE.

Takum 00pa3oM, ¢ MCHOIb30BAHUEM JIEKTPOHHBIX TEXHOJOTUIN pacyeThl
MOTYT OCYIIIECTBIISIThCS TOJIBKO Yepe3 KPeAUTHbIE OpraHu3aluu. B coorser-
crBud ¢ 11. 2.1 Ionoxenus [Ib P® «O npoBeneHnn 6e3HATMYHBIX pacde-
TOB KpemUTHBIMU opraHu3anussMu B Poccutickoit demepammm» «pacueTs
B OE3HAJIMYHOM MOPSIAKE MEXITY KPSAUTHBIMUA OpraHu3alysIMu, huaiaia-
MU MOTYT MPOU3BOIUTHCS Yepes:

* pacueTHylo ceTb banka Poccuu;

*  KpeJUTHbIE OPTAHU3ALUM MO KOPPECHOHAEHTCKUM cueTaM «JIOPO»
n «<HOCTPO»;

* HeOaHKOBCKUE KPEIUTHBIC OPraHU3alliy, OCYIIECTBIISIIONINE PaCYeTHBIC
onepanuu;

*  BHYTPUMOAHKOBCKYIO PAaCUETHYIO CHCTeMy (cueTa MeK(pUIMAIbHBIX Pac-
YETOB).

ITo oGmieMy npaBwiTy, CYIIIECTBOBAHUE PACUETHOTO JOKYMEHTA B JIEKTPOH-

HOIM (hopMe BO3MOXKHO TIpY COOJTIOACHUM CIICAYIONINX YCIOBUI: 3aBepeHUSI

JIOKYMEHTA CITIOCOOOM, SIBJISTIOLLIMMCSI aHAJIOTOM COOCTBEHHOPYYHOIA ITOAIMCH

YITOJTHOMOUEHHOTO JIN1IA (YITOJTHOMOUEHHBIX JIUIT), U CYILIECTBOBAHMS IIPE/IBa-

PUTENTEHOTO (ITMCbMEHHOTO) COIVIAILICHUS O TTOPSIIKE €T0 UCTIOIh30BaHMS.

ITockonbKy, Kak 00 3TOM TOBOPWIOCH paHee, 3JIeKTPOHHBIC pacyeThbl BO3-

MOXKHBI TOJIBKO Yepe3 KpeIUTHBIE YIPEXKIEHUsI, TO OHU JOJDKHBI UMETh CO-
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OTBETCTBYIOIIYIO OAHKOBCKYIO JIMLIEH3MIO, KaK 3TO OINpele/ieHO 3aKOHOM
«O 6aHKax 1 GaHKOBCKOI IeTeIbHOCTI» M HOpMaTUBHBIMU akTamu L1b P®.

B citydae vicrionib3oBaHus Mojiesieil, OCHOBAHHBIX Ha JIOTMKE 1IEHHBIX OyMmar,
YTO B COOTBETCTBUM C YacThio 1 myHkTta 1 cratem 149 I'K Oymer cumrarscs
06e300KYMEHTapHOI LICHHOI OyMaroil, BO3HMKAeT HeOOXOIUMOCTh TIOTyde-
HMS JOTTOJTHUTETHHO CIIEMATbHOM JIMLIEH3U U, TAIOIIEl TTPaBO Ha 3JIEKTPOH-
HyI0 (pMKCalIMIO TIPaB, 3aKperUIsieMbIX LIeHHOM Oymaroit. Takke clieayer 3a-
METHUTb, UTO 3JICKTPOHHAs! (hUKCALIMS TpaB, 3aKPETUISIEMbIX LICHHOM OyMaroii,
BO3MOXKHA TOJIbKO B CITy4astX, OIpPEAe/ICHHbIX 3aKOHOM WJIU B YCTAHOBJICH-
HOM WM MOPSIZIKE.

OueBrAHO, YTO OCHOBHAS LIeJIb IUIaTexXeil B UHTepHeTe, — yCKOPEHME Tpaxk-
JIAaHCKOTO 00OpoTa U TPUAAHUE TOTIOJHUTENbHBIX YIOOCTB €ro CyObhEeKTaM.
OnHaKo 3Ta 1LieJIb He MOXET OBbITh JOCTUTHYTa 6e3 aJeKBaTHOTO MeXaHU3Ma
paspelieHus: BO3MOXHbIX criopoB. CyllecTBYIOIIasi CUCTEMa TPaXKIaHCKUX
1 apOUTPaKHBIX CYIOB HE MOXKET CITPABUTHCS C ITOH 3a1a4eii U Mo IMIpUInHe
0OJIBIIIMX CPOKOB pa3dupaTeIbCTBa AeJT, U MO IMTPUYMHE HETIOATOTORIEHHOC-
TU CyJIel K TAaKOro poza IpoLeccam.

EcTecTBeHHBIN BBIXOI U3 3TOI CUTYyalluM — CO3IAaHUE CIELUATBHBIX Tpe-
TEICKHUX CYJI0B, HE MMEIOIINX YKa3aHHBIX HEAOCTATKOB. OIHAKO 3TOMY IIpe-
MATCTBYET HECOBEPILIEHHOE TPaKIAHCKO-TIPOLIECCYaIbHOE 3aKOHONATEITb-
ctBo Poccnu. B cOOTBETCTBUM C CyIIECTBYIOLIMM ITOPSIIKOM TpeTEiCKUe
Cybl IJIs pa30dUpaTebCTB CITIOPOB MEXKIY IpaxkIaHaAMU MOTYT ObITh CO3Ia-
HBI TOJIKO JIJISI PACCMOTPEHUSI KOHKPETHOTO CITOpa I0C/Ie €f0 BOSHUKHOBE-
HMS U1 TOJIbKO Ha 6e3B03Me3nHOM ocHOBe. Ho caMbIM IIaBHBIM HEIOCTATKOM
3aKOHOJIATEILCTBA SIBIISIETCS TO, YTO OHO HE MPeIyCMaTPUBAET BO3MOXHOC-
TU pACCMOTPEHMS TPETEMCKUM CYJIOM CIIOpa MexKIy (DU3NIECKUM U IOpPHIN-
YECKUM JIULIOM.

B ¢Bs13U ¢ BbILLIECU3I0KEHHBIM BOZHUKAET HEOOXOAUMOCTh BHECEHMST U3ME-
HEHMI B 3aKOHOAATEJIbCTBO.

[pu 06cyXaeHNN TTPOTOKOJIOB 3JIEKTPOHHOM KOMMEPLIVIM B 3TOI KHUTE He
pa3 nenajcs BbIBOI O TOM, YTO Ge3 co3maHust MHMPPACTPYKTYphI LICHTPOB
cepTrudrKaLI HEBO3MOXKHO TTOCTPOUTH CUCTEMY 3JIEKTPOHHBIX TIIaTeXei,
00eCreYnBAaOIIYI0 HEOOXOAMMBIN YPOBEHb 0€30MTAaCHOCTUA 3JICKTPOHHBIX
MTOKYIOK. BOT mouyeMy Tak BaxkKHO MPUHSITHE 3aKOHA 00 3JIEKTPOHHO-1U(-
pogoii noamick (DLIT), kotopsriit Ob1 rapaHTUpoBan npusHanue DI 3a-
KOHOJIATEIBCTBOM M POCCUMCKMMU OpraHaAMM BJIACTH.

HyxHo otMeTuTh, 4To 3aKoHy 00 DLIIT ynensieTcst noctatTouHOe BHUMaHUE
(x cepeaune 2001 r. paznmuyHbIMU KoMmuTeTaMu TocymapcTBeHHOI IyMbl
BBIHECEHBI HAa PACCMOTPEHUE TPU PA3TUYHBIX MPOEKTA 3TOTO 3aKOHA) U €CTh
IIaHC Toro, yto K KoHIty 2001-Havamy 2002 r. 3aKOH OyJeT NMPUHSIT.



236 [naea 6. 3akoHOOATENBLCTBO, MPABWIA 1 CTAHOAPTHI

CyILeCTBYIOT TaK:Ke ITPOEKTHI 3aKOHA 00 3JIeKTpOHHOI KoMMepLun (B Poc-
CHM OHM yYallle Ha3bIBaIOTCS 3aKOHAMM 00 3JIeKTpOHHOI Toprosie). I'ocy-
JIapCTBEHHbBIC OPraHbl BJIACTH B TTOCJISTHEE BpeMsI MPOSIBIISIIOT K TIpobIeMaM
paszsutust OK B Poccuu ycroitumBbiit uHTepec. B yactHocTu, B Havaste 2000 .
ObLT 0OHAPOAOBAH ITPOEKT IIPOrpaMMEBI Pa3BUTHUSI 3JIEKTPOHHON TOPTOBIIN
B Poccuu, monrorosiieHHbI coBMecTHO MUHCBs131, MuHTOoprom, ®AIICHU
u PACY. Ilporpamma paccurtana Ha riepuon ¢ 2001 mo 2006 rr. u npen-
TroJjaraeT pacxoabl B pasMepe 54 MiIH pyOJeit u3 (enepaibHOro OromIKeTa.
B cooTBeTcTBUM C IporpaMMoii pa3BUTHSI 3IEKTPOHHOI TOProeiu B Poc-
cnm nipeanonaraercst, uro K 2003 r. B Poccnu Oyzmer cchopmupoBaHa He00-
XOoIMMast HOpMaTHBHO-TIpaBoBast 0a3a DK, rapMoHM3MpOBaHHAsI C pPEKOMEH-
JalUsIMKM M TIpaBWJIaMU MEXITyHAPOIHBIX OpraHU3alni.

AHanM3 AEeMCTBYIONIETO 3aKOHOIATEIhCTBA Poccry 1T03BoJIsIeT ¢aeiaTh BbI-
BOJI O TOM, YTO IPABOBOI ACIIEKT IIPU Pa3pabOTKe pa3IMYHbIX MOJE/IEH TIIa-
Texel B VIHTepHeTe MMeeT OOJIbIlIoe 3HaYeHNUE, IIOCKOJIBKY He BCe MOIEIIN
OyayT mpaBOMepHBL. BMecTe ¢ TeM cieayeT OTMETUTh MOJIOXUTEIBHYIO T10
OTHOIIICHUIO K JIEKTPOHHOMY JIOKYMEHTOOOOPOTY TEHICHIINIO KaK B 00IIIe-
IpaXXIaHCKOM 3aKOHOJATEJIbCTBE, TaK M B HOpMAaTUBHBIX akTax banka Poc-
cun. 1o cocTosIHMIO Ha CETOMHSIIIHMIL JeHb HanOoJIee COOTBETCTBYIOIICH
3aKOHOIATEILCTBY SIBJIIETCS MOAEb Iriatexell B MHTepHeTe ¢ MCOJIb30-
BaHNEM PEKBU3NUTOB TUIaTeXXHOU KapThI. OHI/I ABJIAIOTCS IIPaBOMCPHBIMU
U C TOYKU 3peHUsT (DOPM OE3HATUYHBIX PACYETOB, U C TOUKU 3PEHUST JTULICH-
3MPOBaHMSL.



OcCHOBHbIe BbIBOAbI

B Mupe yxxe ceituac cyiiecTByeT M ObICTPO Pa3BUMBAETCS B MEPCIIEKTUBE KO-
JIOCCAJIbHBIH MO CBOUM pa3MepaM PbIHOK 3JIeKTPOHHOI Kommepiuu. B Poc-
CUM 3TOT PHIHOK CTaHET MPEACTaBIISITh CEPhe3HbII KOMMEPUECKUI MHTEPEC
MpUMeEpPHO yepe3 3-5 sieT.

Hw y xoro He BO3HMKaeT COMHEHUI B TOM, YTO GaHKM, aKTUBHO 3aHUMAlO-
Tviecs 00CTyKUBaHMEM TIPEATIPHUSITUI TOPTOBIM M CEPBHCA TIO TIOKYITKAM,
COBEpIIIaeMbIM C MCITOJIb30BaHMEM TUIACTUKOBBIX KapT, B OJiKaiiiiee Bpe-
M$T BO3BMYT Ha BOOPYKEHME TEXHOJIOTUIO 2JIEKTPOHHON KOMMEPITUH.

HecoMHeHHO TakKe, YTO Ha TepBBIX 3TallaX pa3BUTHS JIEKTPOHHON KOM-
MEPITNH TUIACTUKOBBIE KapThl OYIyT UTpaTh TOMUHHUPYIOIIYIO POJIb B Kave-
CTBE MHCTPYMEHTA [Tl Ge3HATMIHBIX PACYeTOB ITO JIEKTPOHHBIM TTOKYIT-
KaM. B Gmkaifiie rombl miiaTeXXHble CUCTEMbl Ha OCHOBE TTJIACTUKOBBIX
KapT OyIyT OCTaBaThCs €AMHCTBEHHOM YHUBEPCATbHOM MH(PPACTPYKTYPOit
OGe3HATMYHBIX pacyeToB, TapaHTUPYIOIIMX BO3BPAT CPEICTB IPOMABILy 3a
OKa3aHHBIE UM YCITyTH Y TIPONAaHHBIE TOBAPHI.

OuyeHb BaXXHO OTMETUTh CyHIE€CTBOBAaHMEC MCXKIAYHApOAHLIX CTaHOAPTOB
B o0nacTu 9J'[€KI’pOHHOI71 KOMMCEPIIUH. Hamyue CTaHOapTOB obecreynBaeT
COBMECTUMOCTD IMPOrpaMMHBIX CPEACTB PA3HbIX HpOI/ISBOI[I/ITCJICﬁ n TEM Ca-
MBIM SIBJISIETCSI HEOOXOIVMMBIM YCJIOBUEM JIs1 Hadaia U_II/II)OKOMaCI_IJTa6HO-
TO BHEAPCHUA HOBOI TEXHOJIOTUU.

K coxanenuio, B 00/1acTH CTaHIAPTU3AILMU TTPOTOKOJIOB ITPOBEICHUSI pac-
YETOB 10 IJIACTMKOBLIM KapTaM ellie OyayT MPOMCXOAUTh U3MEHEHUS. DTO
CBSI3aHO U C HEYJaYyHbIM OITLITOM BHeapeHus Ipotokona SET, u ¢ mosBie-
HHMeM HoBoro craHmaprta 3D Secure, mpeTeHAyIOMIEro Ha poJIb ITI00aIbHOIO
cTaHJapTa ayTeHTU(UKAIIUN, U ¢ BIUSHUEM HOBBIX TEXHOJIOTHI B 00/1aCTH
cpenctB goctyna B MHTepHeT. Bumymo, npoiifeT elle HeKOTOpoe BpeMs,
MIPEXIIE YeM MOSIBUTCS CTaHAAPT, MPU3HAHHBIN M HOAACPKUBAEMBIA BCEMU
KPYIHEHIITNMA MEXITyHAPOIHBIMM IDIaTeXXHBIMU crucTeMamMiu. OJeHb Baxk-
HO, 4TOOBI 3TOT CTaHAAPT U30eXKasl OIMOOK, TOMYILEHHBIX PY BHEAPEHUN
SET. B aTOM cMBbIC/Ie NPEACTaBISIIOTCS BBICOKMMU IIAHCHI MPOTOKOJIA
3D Secure. IIpoToKoI AelIeB B pea3allii X OCTaBIsIeT HEMAJIO CTeTIeHe
CBOOOIBI SMUTEHTAM M OOCITY:KMBAIOIIMM OaHKaM TSI pean3allin IIporie-
IIyp ayTeHTU(UKALIMK COOTBETCTBEHHO TTOKYIIATeJIei 1 TTPOJAABIIOB.
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OueBUIHO, YTO TUIACTUKOBBIE KapThl C MArHUTHOM TOJIOCON HE SIBJSIOTCS
WIeaTbHBIM CPEICTBOM pacueToB B MHTepHeT-KoMMepLn. Ha cMeHy vM
MIPUAYT MUKPOIIPOLIECCOPHBIE KAPThl, pealv3ylolre HaAeKHbIC aJrOpUT-
Mbl TMHAMUYECKOW ayTeHTU(UKalWK Blaaesblia KapTel. [Ipyroe Hampas-
JIeHUE Pa3BUTHS PACUETOB B 3JIEKTPOHHOM KOMMEPLIMA — 3JIEKTPOHHAsT Ha-
JIMYHOCTb.

MHoroe TpeacTouT caeaaTh U B 00J1acTu 3aKoHomaTeabeTBa. s Poccuu
00JIbIlIOe 3HAYeHHUE OyeT UMETh IIPUHSITHE 3aKOHOB 00 3JIeKTPOHHO-LIU(D-
POBOI MOANUCH U 00 3JIEKTPOHHOI TOProBJye, MO3BOJISIONIMX HA IopuIuye-
CKOI1 OCHOBE pelllaTh BCEBO3MOXHBIE AUCIYThI, BpEMsI OT BPEMEHU BO3HM-
Kaloll1e TPy COBEPILIEHUM 3JIEKTPOHHBIX IMOKYTIOK.

HecMmoTpst Ha TO 9TO 35IEKTPOHHAST KOMMEPIINS HAXOOWUTCS B CAaMOM Hayvase
CBOETO pa3BUTHUSI, HAKOIUICHHBIN OMBIT U pa3pabOTaHHBIC MTPOTOKOJBI I10-
3BOJISIIOT YBEPEHHO YTBEPXKIATh, YTO YXE CETOIHS MOXHO MPUCTYNaTh
K peaM3aliiy IAPOKOMACIITAOHBIX MPOEKTOB, 00ECIIeYrBasl Py 3TOM He-
00XOIMMEII YPOBEHb 0€30ITACHOCTH TIPOBEICHIS TPaH3aKIINIA.
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