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BBEJAEHUE

Omnepanronnsie cuctembl kiioHa UNIX npuoOpeTraroT Bce OOJBIITYIO TOMYJIsp-
HOCTh CpEIM TOJB30BaTeNel B pa3IMyHBIX cdepax UX JearenbHocTu. HanexHoCTs,
IPOCTOTA U MPAKTUYECKU HEOTPAHUUYEHHBIE BO3MOKHOCTH 3TUX CHUCTEM BCErIa Ipu-
BJIEKAJIM KOMIIETEHTHBIX CHEIHAJIMCTOB, a pa3pabdoTKa CpelCcTB IpaHUuecKoro MH-
Tepdelica U MporpaMMHBIX NPUIIOKEHUN 1711 00paOOTKU TeKcTa U rpaduKu, COBMEC-
TUMBIX C MPUIOKEHUSIMU OPHCHOro makera Microsoft, mocTeneHHO CTUPAIOT MOKa
elle UMeroIrecs pa3nuyus B QyHKIIMOHATBHBIX BO3MOKHOCTSIX OMEPAMOHHBIX CUC-
teM UNIX 1 Windows.

VY onepammonnsix cucreM UNIX/Linux ecTs psaa 0cOOEHHOCTEH, KOTOPHIE BbI-
TO/IHO OTIMYAIOT X OT APYTMX YHUBEPCAJIbHBIX ONEPALMOHHBIX CUCTEM:

1. Cucremsl knoHa UNIX 3KcITyaTupyroTcsi BO BCEM MUPE YXKE YETBEPTOE JIECITH-
JIETUE W YCICIIHO MEPEKHWIM HE OAHO IMOKOJEHHE KOMIIBIOTEPOB, JOKa3aB BO3-
MOKHOCTb pabOThl Ha PAa3IMYHbBIX alMapaTHbIX IuarGopmax. Xopouas J0KyMeH-
TUPOBAHHOCTH MPOrPAMMHOIO 00€CTIeUeHHUs MO3BOJIMIIA ONIEPAIIMIOHHBIM CHCTEMaM
ATOr0 CEMEMNCTBA 3a JUIMTENbHBIN MEPUO IKCIUTyaTalluy J0Ka3aTh CBOK YCTOWYH-
BOCTb K Pa3JIMYHBIM aTakam, cOOSIM U IPOYUM HEMPUSITHOCTSM.

2. OC UNIX - oueHb 3KOHOMHasi cUCTeMa IO 4MCiy cylmHocteil. Co3naercs npea-
CTaBJICHHE, YTO B ONEPALMOHHBIX CUCTEMAX ITOTO CEMENCTBA HET HUYETO JIUIIHE-
ro. B onepanmonHoi cucrteMe OnpeneneHsl TOIbKO ABE KATETOPUH M10JIb30BATEIIEH,
TPHU BUJA MPOLECCOB U CEMb BHAOB 00BEKTOB (haiiiioBoit cuctemsl. [lomp3oBate-
JSIM AaeTcs TPU IpaBa Ha JOCTyN K (haijam: MpaBO YTEHHUs, 3allUCH U UCIIOJIHE-
Hus. TeM He MeHee, ’TOT0 MUHUMYMa B OOJIBITUHCTBE )KU3HEHHBIX CUTYaIlHil OKa-
3bIBA€TCS BIOJHE JIOCTAaTOYHO ISl PEAIM3ALMKU HAJIEKHOM 3aIUThl KOMIIBIOTEP-
HOW nH(poOpMauu.

3. Bce 00beKThI, ¢ KOTOPBIMU MPUXOAUTCS padOTaTh MOJIb30BATENIO, SBISIOTCS (aii-
namu. [Ipu 3ToM (aiinamu Ha3bIBAIOTCS U anmnapaTHble KOMIIOHEHTHI, THUIMA OJ0Y-
HBIX UJIM CUMBOJIBHBIX YCTPOUCTB, U OOBEKTHI MEXIIPOLIECCHOTO B3aUMOICUCTBHUS,
KaK UMEHOBAaHHbIE KaHabl. JTUM JIOCTUTAETCS OOLIUHM MOAXO0J K paboTe ¢ pa3Ho-
00pa3HbIMU 00BEKTaMM, BKJIIOUAs IPUMEHEHUE MOJIUTUKU O€30MMaCHOCTH.

4. Onepanuonnble cucteMbl UNIX pa3paboTanbl porpaMMUCTaMu JIJIsl IPOTpaMMu-
CTOB, YW ONBITHBIM MOJB30BATENIb C MpPaBaMU AJIMHHUCTPATOpPAa CHUCTEMbI MMEET
BO3MOXXHOCTh peain30BbIBaTh Ha cBoeM kommbroTepe ¢ OC UNIX nmpakruuecku
nr00ble KoMmbioTepHble (panTazuu. OOpaasch K yCTPOMCTBY Kak K (haiiimy, mosb-
30BaTellb MOXET BBIINOJHATh JAEUCTBUS, COBEPIIEHHO HEMBICIMMBIE I ONEPALIH-
oHHbIX cucteM Windows*. Tak, UMes MOJTHOMOYHMS aJIMHUHHUCTPATOpPa CHUCTEMBI,
MOXKHO TPOYMTATh W 3amucarth MHMOPMALMIO HA MAIIMHHBIA HOCHUTENb, COBEp-
IIEHHO He oOpaias BHUMaHUs Ha (DAJIOBYIO CUCTEMY, OTPEAAKTUPOBATH COIEP-
KHMOE€ ONEPATUBHOW MaMITH, U3BMEHUTh HACTPOMKH BBIMOJIHAKOLIErOCS MpoLecca
U T.1.

Onepanmonnsie cuctembl UNIX npencTaBisioT UHTEPEC IS 3aIUThl KOMITb-
I0TepHOM MH(OpMaIMM e1lie 1Mo oJHON Impu4uHe. biaromgaps cBoeil H30IIPEHHOCTH U
CIIOCOOHOCTHU peaan30Barh JIt0ObIe BOBMOKHOCTU, T CUCTEMBI CTAJIA U3JIIO0JIEHHBIM
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nporpaMmMHbIM opyxkueM xakepoB. Kommnbtorepsl ¢ OC UNIX oueHb 4acTO MCHOJb-
3yIOTCSl JJIsI HOATOTOBKU M MPOBENCHUS CETEBBIX aTaK: CKAHUPOBAHUS CETH, MEPEHA-
npaBieHust Tpapuka, cHUPuUHTa, yIaJeHHbIX aTak Ha OTKa3 B obOciyxuBaHuu. C
MNOMOIIBIO 3TUX CHUCTEM YacTO OCYIIECTBISIOTCS MONBITKK arak Web-cepBepoB, He-
IPaBOMEPHOTO YAAJIEHHOTOo JOCTyna K 0a3aM JaHHBIX, 3JEKTPOHHBIM ILIATEXKHBIM
cucremaMm. Jlaxe ecinu 661 OC UNIX He MCIonb30BaIuCh B CO3UAATCILHON ACATEIIb-
HOCTH, OHHU 3aCIy>KHMBaJd Obl U3YYEHHS B CpPEE CHEIHAINCTOB MO KOMIIBIOTEPHOM
0€30IMMacCHOCTH B KQYECTBE MPOTPAMMHOTO CPEICTBA COBEPIICHHUS TPECTYIUICHUN.

Huxro He oTpunaer, 4to npu cBOEH NpocToTe onepanuoHHbie cucteMbl UNIX
JIOBOJIBHO CIIOKHBI I aAMHUHHCTpUpPOBaHUs. OTCYyTCTBHE H30BITOUHBIX (DYHKIIHIA
IIOPOM 3aCTaBIAIOT aAMHHMCTPATOpa MATH HA PA3IMYHBIE YXWILPEHHUs, HAIPUMED,
€ciM He0OXOAUMO Pa3rpaHUYMTh JOCTYN K MH()OpPMALUU PA3IUYHOTO YPOBHS KOH-
buACHIMATBEHOCTH TMPU OOJBIIOM YHMCIE TMOJb30BaTeNed U (PyHKIMOHAIBHBIX MO-
pasneneHuii. AAIMUHUCTPATOPy HEOOXOAMMO B COBEPIIEHCTBE 3HATh MHOXKECTBO KO-
MaHJ U YMEeTb MHcaTh pa3HOOOpa3Hbie clieHapuu. HeorpaHuyeHHbIE MOJTHOMOYMS
aAMUHUCTpPATOpA JENAIOT LIEHY BO3MOXKHBIX OIIMOOK IMPHU YIPaBICHUU OIEpalMOH-
HOM cucteMol BechbMma OombIioi. [Toatomy Tpyn anmunuctpatopa OC UNIX Heman3s
Ha3BaTh IPOCTHIM.

B nocneanee Bpemsi 00JbIIYI0 MOMYASPHOCTh NPUOOPEI €€ OAUH KIJIOH CHC-
tembl UNIX, koTOpbIii TOTyuns1 Ha3BaHue Linux 1o UMEHHU CBOETO YK€ JIEreHIapHO-
ro coznarens — ¢unckoro cryaenta Jlunyca TopBanbaca. [Ipuunnoit ocoboit momy-
JSPHOCTH 3TOW CHUCTEMBI SIBISETCA CBOOOAHO pacIpOCTPaHIEMOE MPOrPaMMHOE
o0ecrieyeHue, KOTopoe MOKHO CKOIIMPOBATH C pa3nyHbIX cailtoB MHTepHeT. [lomb-
30BaTeIM MMEIOT MPaBO CBOOOJHO KONUPOBAThH, ANANTUPOBATH, PACIPOCTPAHATH W
OPUMEHSTh 3TO MporpammHoe obecrneuenue. Mcmonnsemble (OMHapHbBIE) (ailiibl
JOJDKHBI MOCTABISATECS CO CBOMMHU HCXOJHBIMU KOJAaMHU. JTO BBI3BAJIO MHTEPEC HE
TOJIKO IPOTPAMMMCTOB M IOJIb30BaTEIEH, HO U HEKOTOPBIX TOCYHApCTB, KOTOpPbIE
pa3pabarbiBaloT Ha 0a3e Linux 3auiuiieHHble BEpPCUU OMEPALMOHHBIX CUCTEM, MPE-
Ha3HauYCHHBIC JIJIs1 00pa0OTKM KOHPHUACHIIMATbHOW HH(POPMAITIH.

B pamkax naHHoro y4eOHOro mocoOusi Mpeanosiaraercs OrpaHUYUTHCS pac-
CMOTPEHUEM BO3MOKHOCTEW OINEPAlMOHHOW CHUCTEMbI, HHCTAJUIMPOBAHHOW Ha aBTO-
HOMHOM IEPCOHAJIBHOM KOoMIbroTepe. OnepanoHHble CUCTEMBI Linux sSBISAIOTCS Ce-
TEBBIMU, HO BOIPOCAM 3alllUThl HH(OPMALIMK B ceTsX Linux B HacTosdllee Bpems Io-
CBSIIIIASIT CBO€ BHUMaHUE MHOTO aBTOPOB. Eciu 310 moTpelyeTcs B JalbHENIIEM, aB-
TOp PACCMOTPUT BOIPOCHI aIMUHUCTPUPOBAHUS M 3alIUTHI ceTed Linux oTaenpHOE
yuebHoe nocodue.

Paccmotrpenue cymnHoCTelH onmepanmoHHON CUCTEMBI OyJeT MPOBOIUTHCS B JIO-
THYECKOM TMOpsiKe: CyOBEKThl (IIOJIb30BaTeNn), MPOIECChl U 00BEKThI ((PailnoBast
CHCTEMA).



1. IIOJIB3OBATEJIN U UX ITPABA

KaxxnoMy mnosp30BaTent0 OpU PETUCTPALMM NPUCBAUBACTCA YHUKAIbHBIN
unentudukarop (UID — User ID). ITonb3oBateneit B cucteMe MOXET OBbITh JI0BOJIBHO
MHOTO. J[JI X HyMepaLuy 3ape3epBUPOBAHO JBa Oaiita, uto maer 2'° = 65536 moJb-
3oBareneil. OObBIYHO mepBasi COTHA (UJIM HECKOJIBKO COTEH) HOMEPOB PE3epPBUPYETCS
CUCTEMOM JJIsl TaK HAa3bIBAEMBIX IICEBIONOIb30BaTENICH — HENEPCOHUPUITMPOBAHHBIX
pEruCTpalMOHHBIX UMeH: daemon, bin, sys, nobody u 1p., OT UMEHU KOTOPBIX BBICTY-
AT KOMIIOHEHThI OMEPAIMOHHON CUCTEMBI.

[Tocne ycmemHol ayTeHTH(UKAIIMN CUCTEMA MOMHHT TOJIH30BATENs 3a KaX-
JbIM TEPMHUHAJIOM TOJIBKO 10 HOMEPY M MEPEIaeT 3TOT HOMEP KaXJIOMY CO3JlaHHOMY
nporieccy u Gauimy.

[Tonw3oBarens ¢ UID = 0 HOCHUT MMS root U SIBJIAETCS IJISI CUCTEMBI aIMUHHUCT-
paTopoMm (cymneprnosb3oBareiaeM). MoKHO cO31aTh IPOU3BOIBHOE YHCIIO YYETHBIX 3a-
nucel ¢ HyJIeBbIM HICHTU(PUKATOPOM, U KAkl U3 3apErUCTPUPOBAHHBIX MMOIb30Ba-
Tenel Oyner obnagaTh mpaBaMu agMuHHucTpaTopa. Kak roBopsT, root — 3T0 He Mpaso,
a BOBMOXKHOCTb HE CUMTATHCS HU C KaKUMU MpaBaMu. CylIeCTBYeT OYeHb HEOOJbIIOE
YUCJIO0 KOMAaHJI, KOTOPbIE CUCTEMA OTKAXETCS BBINOJHATh OT UMEHHU CYIEPIIOIb30Ba-
TEeJs, U B 3TOM yCMaTpPUBAETCS OMpe/eieHHasl yrpo3a KOMIIbIOTEpHOM 0€3011acHOCTH,
CBsi3aHHas ¢ yenoBeueckuM (paxtopom. C 0IHON CTOPOHBI, JOCTATOYHO MHOTO OTBET-
CTBEHHBIX JEUCTBUI B CUCTEME MOKHO BBIMOJHSATH TOJBKO C MpaBaMH aJMUHHUCTpA-
topa. C apyroi, MpUBHIYKA IMOCTOSIHHO pa00TaTh B CHCTEME C MOJHBIMU MPAaBaMHU SB-
JsieTCsA maryoOHoW. AJIMUHHUCTPATOP TOXKE YEJIOBEK, U €My CBOWCTBEHHO OIIMOATHCA.
WNHuorga He3HaunTeIbHAS OMMOKA MPU BBOJIE KOMAaHIbI MOXKET MPUBECTH K (haraib-
HBIM TTOCJIEICTBUAM, MTOCKOJIbKY Linux He sBIsSeTCS HyTHOW CUCTEMOM U 0e3 HeoOXo-
JUMOCTH HE CIipaluBaeT «Bbl yBEpeHbI B TOM, YTO XOTUTE YAAIUTh 3TOT KaTajaor?».
MO’KHO MPUBECTU B KaUECTBE IPUMEPA JBE KOMAHbI:

rm -rf /home/userl/filel

DTOM KOMaH0W aIMUHUCTPATOP XOTEN YIAUIUTh OJUH (aii.

rm -rf / home/userl/filel

Ho B komanze ommbGoyHO BBEJEH JHIIHUIA MpoOell, B pe3ylbTare 4ero OyAaeT yHUY-
TOKEH BECh KOPHEBOM KaTaJor.

[Tonp30Bareneil MOXKHO OOBEAUHSATE B IPYIIbI, KOTOPBIM TOKE IMPUCBANBAOTCS
CUMBOJIbHBIE MMEHA M YHUKaJbHbIe 4yHcloBble uaeHTH(uKaropsl GID (Group ID).
Tounee, npy NpaBUIBHOM IJIAHUPOBAHWK BHAYaJ€ CO3/1AI0TCS TPYMIbI, & 3aT€M B HUX
BKJIIOYAIOTCSI MOJIb30BATEIIH.

Jlyia perucTpanuy nojap30BaTeNeil U CO3AaHUs TPy TOXKE TPEOYIOTCS MOIHO-
Mouusi anMuHUcTpaTopa. HoBas rpymma co3gaerca xomanaoi groupadd (kpartkuit
CripaBOYHMK 1Mo KoMaHaaM Linux npuBeneH B [Ipunoxenun 1. [ToiHBIN 3I€KTPOHHBIN
CIIPAaBOYHMK [0 KOMAaHJaM JOCTYIIEH NpU BBOJAE KOMaHAbl man command_name).
[Tosb30BaTENb MOXKET ABIATHCS YIEHOM OOIbIIOro uucia rpymm — 2'° = 65536. Ho y
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Ka)XI0TO KOHKPETHOTO (pailyia MOXKET OBITh TOJIBKO OJIMH BIaJAENel] U TOJIBKO OJTHA OC-
HOBHas rpymnmna.

Jl1st peructpanvy HOBBIX MOJIb30BaTeNIed UCIONB3YIOTCS CIEUATbHbIE YTHIIN-
Thl U ClieHapuu. B kauecTBe apryMeHTOB KOMAaHIHOM CTPOKM OHU MPUHUMAIOT Clie-
OyIOIKi Ha0Op MapaMeTpoB: UMS TOJb30BaTENsl, UMEHa TPYI — OCHOBHOM U JIO-
MOJIHUTEIBHBIX, UX UIACHTU(HUKATOPHI, MapoJib MOJb30BATENs, CPOK €ro TOJHOCTH,
JIOMAIlTHUM KaTaJlor MOoJIb30BaTess, MM KOMaHJIHOTO MHTepnperaropa. Ecnu kakue-
a100 U3 ATUX MapaMeTPOB aAMUHUCTPATOP SABHO HE yKA3bIBAET, OHU MOJCTABIAIOTCS
CHUCTEMOM IO YMOJIYAHUIO.

Yrtunuta useradd 10CTaTOYHO TPyIHA B 3allIOMUHAHHH, MTOCKOJIbKY B KOMAH/I-
HOHM CTpOKE B BHJIE OIIIMUNA HEOOXOAMMO BBECTH BCE TpeOyemble MmapaMeTphl. JTa
YTUJIUTAa BO MHOTMX AUCTpUOyTHBax Linux OTIM4aeTcs CBOEHM «KPHUBH3HOWM»: OHA
«3a0bIBaeT» BBIUUCIATH XAII-(QYHKIMIO M 3alUChIBA€T MapoJib B TEHEBOM (ailn
/etc/shadow B oTkpbITOM BuUje! B pesynbrare co31aHHON YYETHOM 3alMCh0 TPOCTO
HEBO3MOXKHO BOCTIOJIb30BAThCS, HE TOBOPS YK€ O BO3POCHIEH OMAaCHOCTH HECAHKIIHO-
HUPOBAHHOIO JIOCTYIA K OTKPBITHIM MapoiisiM. [103ToMy mpu co3jaHUU yYETHBIX 3a-
nucel ¢ MOMOIIBI0 3TOM YTUIIMTHI MAPOJIb MOJIB30BATENIO CIAEAYET 3a]aBaTh OTIE/b-
HOM KoMaHoW passwd, KOTOpasi pacCMOTPEeHa HIKE.

Cuenapuii adduser 1mo3BoJjsieT mocie BBOJIa KOMaH/bl MTPOCTO OTBEYaTh Ha 3a-
IPOCHI TPOTrpaMMbl, BBOJISI JAHHBIE B MHTEPAKTUBHOM pexkume. [Ipu atom nporpamma
MOJICKA3bIBAET 3HAYEHUS MO0 YMOJIUYAHUIO [B KBaJpaTHbIX ckoOkax]. BBog mapametpa
conpoBoxkaercss HaxarueM <Enter>. HeoOsi3aTenpHble mapamMeTpbl MOXHO UTHOPH-
poBatb, npocto Haxxumasi <Enter>. Ho B Hekoropbix auctpubytuBax OC Linux ko-
MaHIHBIA (aitn adduser oTCyTCTBYeT.

B rpaduueckoii 06071049Ke CUCTEMBI TOXKE UMEIOTCSI CBOM BapUAHTHI MIPOTPAMM
C OKOHHBIM MHTEp(]eiicoM, MO3BOISIIOIINE CO3AaTh HOBYIO YUETHYIO 3alIUCh U CENaTh
ATOT Tpouecc Oosiee HaANISIAHBIM. HO OpTONOKCANBbHO MBICISIINE aJIMUHUCTPATOPHI
BOOOIIIE HE CKJIOHBI MPU3HABATH rpad)uuecKue 000JIOUKH.

[Tpu HE0OXOIMMOCTH aIMUHUCTPATOP MOXKET HANPSIMYIO PelaKTUpOBaTh (hail-
76l aposieit u rpynn. TekctoBble (aitnbl group, passwd u shadow, pacnonarammxcs
B Karajore /etc, MPEACTaBIAIOT COOOW OTIENbHBIE 3alHMCH, COCTOSAILIME M3 MOJEH.
CHUMBOJIBI B 3TUX MOJSIX SABJISIOTCA JAHHBIMU JJI ONepaluoHHON cuctemsl. [lomns ot-
JEJSIFOTCS APYT OT Apyra ABOCTOUHSIMHU.

Haubonee npocTsiM siBisieTcst ¢aitn /etc/group. B kaxkoi 3anucu yka3pIBaeTcs
TOJILKO UM TPYIIbI, €€ UACHTU(UKATOP U CUMBOJ MPUCYTCTBUS Maposis (Mapoiau Ha
IpyNIbl, KaKk NPaBWIO, HE Ha3HadaroTcs ). Ecinu rpymmna sBisieTcst JONOJHUTENBHOM, B
€e CTpPOKe 4Yepe3 3amsiThle YKa3blBalOTCA WACHTU(DUKATOPHI BCEX JOMOJHUTEIbHBIX
II0JIb30BATEIEN.

®aiin /etc/passwd siBnsieTcss Tabnuien, Kaxaas CTpOKa KOTOPOH MpeACTaBIIseT
OTIENbHYIO YYETHYIO 3allMCh, COCTOAIIYIO U3 7 MOJEH: perucTpalMOHHOE UMsl, TIPU-
3HAK Maposis, WAECHTU(UKATOP MOJIb30BATENsI, UACHTUPUKATOP TPYMIbl, TOMOIHU-
TelbHas nH(popManus, "ToMalTHUK" KaTaaor, UMs KOMaHIHOTO Tpoiieccopa. O6paru-
T€ BHUMAaHHE Ha XapaKTepHbIE Pa3ACIUTEIN MOJEH B BUIE IBOECTOUHUS.



root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm: /var/adm: /sbin/nologin
lp:x:4:7:1p:/var/spool/1lpd: /sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
news:x:9:13:news:/etc/news:
uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
games:x:12:100:games: /usr/games:/sbin/nologin
gopher:x:13:30:gopher: /var/gopher:/sbin/nologin
ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:99:99:Nobody:/:/sbin/nologin
vcsa:x:69:69:virtual console memory owner:/dev:/sbin/nologin
rpm:x:37:37::/var/lib/rpm: /bin/bash
xfs:x:43:43:X Font Server:/etc/X11l/fs:/sbin/nologin
rpc:x:32:32:Portmapper RPC user:/:/sbin/nologin
mailnull:x:47:47::/var/spool/mqueue: /sbin/nologin
smmsp:x:51:51::/var/spool/mqueue: /sbin/nologin
gdm:x:42:42::/var/gdm:/sbin/nologin
nscd:x:28:28:NSCD Daemon:/:/sbin/nologin
ntp:x:38:38::/etc/ntp:/sbin/nologin
pcap:x:77:77::/var/arpwatch:/sbin/nologin

Jluctunr 1. Conepxkumoe (aitna /etc/passwd

Camu x31upoBaHHbIe Tapoiu B (aiine /etc/passwd He xpansaTcs. Eciu B yuer-
HOU 3aIuCH MOJIb30BATENsI BMECTO MAPOJIsi CTOUT CUMBOJ X, 3TO YKa3bIBAE€T HA TO, YTO
XJIIMPOBAHHBIN MMAPOJIh HAXOAUTCS B IpyroM daiine - /etc/shadow.

daiin /etc/shadow mpexncrasisier coOol TabIuUILy, KaXKaas CTpoKa KOTOPOH CO-
CTOUT U3 9 moJiel, pa3IeICHHbIX IBOETOYUSMMU:
PETUCTPALIMOHHOE UMSI TIOJI30BATEIS MIIM MICEBIOTIOIb30BATENS,
X3IIMPOBAHHBIN MMAPOIIb,
yuciio gaen ¢ nonynouu 1.01.70 . 1o AHA mociaeaHEero U3MEHEHUs apoJis,
MHUHUMAJILHOE YUCJIO JIHEW IeUCTBUS MApOJIsl CO JIHS €r0 MOCIEAHEr0 U3BMEHEHU S,
MAKCHMAaJbHOE YHCJIO THEN JEUCTBUS NApOJIs,
YUCJIO JIHEW 0 TOTO AHS, KOTJa CHUCTEMa HAYyHET BbIJaBaTh MPEAYNPEKIACHUS O
HEO0OXOMMOCTH CMEHBI MapoJis,
YHCIIO HEW CO BPEMEHH 00s3aTeNIbHOM CMEHBI Mapois A0 OJOKUPOBKH YYETHOU
3aMmcH,
JIeHb OJTOKUPOBKY YUETHOM 3aITHCH.

[locnennee, neBATOE MOJE, 3aPE3EPBUPOBAHO U HE UCITOJIB3YETCH.

V. VYV VVVVVY



root:$18Yj7IcY8050CXIVIQYipDtYf1bfOOBEL1:12496:0:99999:7: ::
bin:*:12495:0:99999:7:::
daemon:*:12495:0:99999:7:::
adm:*:12495:0:99999:7:::
1p:*:12495:0:99999:7:::
sync:*:12495:0:99999:7:::
shutdown:*:12495:0:99999:7:::
halt:*:12495:0:99999:7:::
mail:*:12495:0:99999:7:::
news:*:12495:0:99999:7:::
uucp:*:12495:0:99999:7:::
operator:*:12495:0:99999:7:::
games:*:12495:0:99999:7:::
gopher:*:12495:0:99999:7:::
ftp:*:12495:0:99999:7:::
nobody:*:12495:0:99999:7:::
vcsa:!11:12495:0:99999:7:::
rpm:!1:12495:0:99999:7:::
xfs:11:12495:0:99999:7:::
rpc:11:12495:0:99999:7:::
mailnull:!'!1:12495:0:99999:7:::
smmsp:!!:12495:0:99999:7:::
gdm:!!:12495:0:99999:7:::
nscd:!!1:12495:0:99999:7:::
ntp:!1:12495:0:99999:7:::
pcap:!1:12495:0:99999:7:::

JIuctunr 2. Conepxxumoe daiina /etc/shadow

OOBIYHO TIEPBBIA MApOJb MOJH30BATENIO HA3HAYAET aIMUHUCTPATOP MPH CO3-
JaHUM ydeTHoW 3amucu. OOHOBIEHUE MApOJEil MPOUCXOIUT B COOTBETCTBUHU C BBI-
OpaHHOM MOJUTUKOW aJAMMHHUCTPUPOBaHUS. B cucreMe npenycMoTpeHa KOMaHAa
passwd, ¢ TOMOLIBIO KOTOPOM Ka)KJIbIi IOJIB30BATEIb MOXET U3MEHUTh CBOM MapOJib
(ecmu MUHUMAJBHBIA CPOK JEHCTBUS CTaporo naposis euie He uctek). Passwd — 3to
OflHa M3 YTWJIUT, KOTOpasl 3allyCKaeTCsi OOBIYHBIM IOJIb30BATEEM, a BBIMOIHSETCS C
IpaBaMu aJIMHHHUCTPATOPA, MOCKOJIBKY €l IPUXOAUTCS 3allMChIBaTh HOBBIC JJAHHBIC B
TeHeBou (aiin /etc/shadow, JOCTynm K KOTOpOMY pa3pelieH TOJIBKO IOJIb30BATEIO
root. Takue ucnomHsieMbIe (aillibl UMEIOT TaK Ha3bIBa€MbIi A(P(HEKTUBHBIN UACHTU-
¢ukarop SUID, peusr o xotopom mnoiaetr Huxke. [Iporpamma passwd 3amnpammBaer y
MOJIb30BATENs CTApbIi Maposib, a 3aTeM TpeOyeT BBecTH HOBbIM. Ha cucremy Bo3nara-
eTcsi 00sI3aHHOCTh MPOBEPSATh BHOBb BBEIEHHBIM Maposib MO CIOBApIO0 U MO JJIMHE.
Ecnu BBEIEHHBIN Maposib OKaXETCsl CIMILIKOM MPOCTBIM, IMpOrpaMma NpeaylnpeauT
10JIb30BaTess 00 OMACHOCTH U 3alIPOCHUT Yy HETO APYTOi MapoJib.

Jis MonupuKanuy CyHiecTBYIONIEH YYETHOW 3allMCH MOXHO HCIOJIb30BaTh
KOMaHly usermod, KOTopasi UMEET TaKOM K€ CUHTAKCUC, 4TO ¥ komaHzaa useradd. B
KOMaH/I€ YKa3bIBAIOTCsI TOJIBKO TE OIIMH, KOTOPBIE MOAJIEKAT N3MEHEHUIO.



Komanna userdel mo3BomisieT aiMUHHCTAPTOPY YAQIUTHh YYETHYIO 3amuch. Jlo
yAaJIeHUs] YYETHOW 3allMCH MOJIb30BaTeNb JODKEH 3aBEpIINTh ceaHC paboThl. OObIU-
HOE 3aJlaHue KOMaH bl 0e3 OMIIMii:
userdel user_name - yjiajsieT YYETHYIO 3allUCh IOJb30BAaTENs, COXpaHssA €ro
KaTaJIOTH, KOTOPbIE MOTYT COZiepKaTh (ailyibl, HeoOXoaumble yupexaeHuto. I[lpu 3a-
JaHUM OILIMHU -I' yYeTHas 3allMCh yNaJseTCsl BMECTE ¢ Karajoramu U ¢aiiamu mojb-
30BaTedsl.

[Tonp30BaTenu moaydyaroT BO BJIAJEHHUE CO3JAAHHBIE UMHU OOBEKTHI (PailioBOU
CUCTEMBI U UMEIOT ONPEAEIEHHbIE CUCTEMON WJIM aJMUHUCTPATOPOM MpaBa JOCTYIA
K CyILIECTBYIOIKUM 00bekTaM. Beero cyiiecTByeT Tpu BUaa AOCTYMA:

» utenue (r — read),

> 3amuch (W — write)

> HCIOJIIHEHHUE (X — execute).

OcTanbHble paBa 00pa3yloTcs MyTeM KOMOWHAIIMY IEPBUYHBIX MPaB.

Bce 3apeructpupoBaHHbIE B CUCTEME OJIB30BATENM 110 OTHOLIEHUIO K KaXKI0-
My U3 OOBEKTOB JOCTYINA Pa3JEsIOTCS HA TPU HEPABHBIX IO YMCIEHHOCTU KaTero-
puu:

» Briazenen (aiina,

» 4leHBbl TPYNIbl, B KOTOPYIO BXOIUT Bianenel. [ockonbKy OIMH TOIb30BaTelb
MOXET SIBIATHCS YJIEHOM MHOTUX TpYII, 31€Chb UMEETCS B BUIY OCHOBHAs, IEp-
BUYHasl rpynna,

» BCE€ OCTaJbHBIC 3aPETHCTPUPOBAHHBIC MTOJIL30BATENH, 32 HCKIIIOYCHUEM BIIaJIEIIbIIa
¢aiina 1 ero OCHOBHOM T'PYTIIIBI.

Jlia KakaoW W3 KaTreropuil ompezensercs HaOOp MEepBUYHBIX MpaB JOCTYIA.
BriBon nHopmanuu o mpaBax goctyna K oObekTam (haioBON CHCTEMBI MPOU3BO-
nuTCsl ¢ moMolibio koMauasl Is (list - ciucok). Pe3yabrar BRINOJIHEHUS! 3TOM KOMaH/Ibl
npeacTanieH B quctuHrax S u 15. [lepssiii cTonber B BHIBOIUMOI Tabnuile Kak pa3 u
yKa3bIBaeT Ha TUN (ailyia u mpaBa AOCTYyIa K HEMY.

[TpaBa mocTyna ais KakJ0M KaTeropuu IOJIb30BaTeNIel 3alMChIBAIOTCS B OU-
HapHOM BH/JIE€ U IIPEICTABIIAIOT COO0M BOCBMEPUUHYIO LIMPpY. OTCYTCTBYIOIIEE ITPABO
noctyna obo3Hagaercs nepucom. Hanpumep:

r-x =101 =5

-wx =011 =3

r - - =100 =4 u 1.0

Co3naBast HOBBIM KaTajior, MOKHO Cpa3y ONPEIENIUTh MpaBa JOCTyHa K HEMY.
OTO MPOU3BOAUTCS C MOMOLILI0 KoMaHAbl mKkdir 1 onuuy -m, Harpumep:

mkdir -m 1555 /home/userl

B oTHOIIEHMM KaTaJoroB Ipasa JOCTYIA UHTEPIPETUPYIOTCS HECKOJIBKO MHA-
ye. [IpaBo Ha uTeHHE B KaTaiore JaeT BO3MOXKHOCTH TOJBKO MIOCMOTPETh UMEHa (aii-
JIOB, 3amKcaHHble B HeM. [y BeIBOa paciupeHHon nHdopmanuu o ¢dainax (Hanpu-
Mep, ¢ moMoIIbio KomaH bl Is —1) HeoOxoaumo yxe mpaBo ucnonHenus. [lo oTHoe-
HHUIO K KaTaJjory NpaBo Ha UCIIOJIHEHUE — 3TO IIPABO BOMTHU B KaTaJor € LEJIbIO IIOUCKA
GbaiioB WM MPOUTH Yepe3 Hero, €CiIu OH SBISETCA MPOMEXKYTOUHBIM OOBEKTOM B
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MOJIHOM TYTH K UCKOMOMY (haiiiry. BONBIIMHCTBO KaTajloTrOB B CUCTEME MPEIOCTaB-
JSFOT BCEM 3apPErMCTPUPOBAHHBIM MOJIB30BATENISIM MPaBa HA YTEHUE U HUCIOJHEHHUE.
IIpaBo 3amucu B Karajaor OJHOBPEMEHHO O3HAYA€T BO3MOKHOCTH CO3[1aBAThb B HEM
HOBBIE (Pailsibl, @ TAKKE KOMMPOBATh UM NIEPEMEIIATh B HETO CYIIECTBYIOMIUE (pailiibl.
MOoKHO cO31aTh KaTajor ¢ IpaBaMH 3allMCH U UCIIOJIHEHUS — B 3TOM CJIy4ae MbI MO-
JYYUM TaK Ha3bIBAEMbI «TEMHbBIM» KaTaJIOT, 3allUChIBaTh B KOTOPBIM MOXKHO, HO YTO
B HEM HAXOJIUTCS — HE BUJHO.

OTnenbHON KOMaHIIBI JJISI CO3MaHUsI OOBIYHOTO (haiijia He MPETYCMOTPEHO, HO
(aiiipl MOXKHO CO3/1aBaTh Pa3IMYHBIMU CIIOCOOAMU, HapuMeEp, MyTeM MepeHanpaB-
JIeHUs] BBIBOAA B OTCYTCTBYIOIIMU (haiin (0 mepeHarpaBlieHUH BbIBOJA TOXE OyaeT
ckazaHo Hmke). [Ipu 3TOM mpaBa gocTyna K BHOBb CO371aBaeMbIM (paitiam ompesernsi-
FOTBCSI MAaCKO#, KOTOpast 3a/1aeTcsl ¢ MOMOIIbI0 KomaHabl umask. Bb130B 310l KOMaH-
161 0€3 apryMEHTOB MMPUBOIUT K BBIBOAY TEKYIIETO 3HAYCHHUSI MACKH. 3HAY€HUE MACKH
— TOX€ BOCBMEPUYHOE YKCII0, KOTOpoe Bhiunutaercs u3 0777 ana ucnonaHsemoro ¢ai-
na unu u3 0666 — s HeucnonHsiemoro. Hampumep, mns ucnosHsemoro aiina
umask = 022 oznauaer pexxum goctyma 755 (111 101 101 = rwxr-xr-x). Tekyriee
3HaueHue umask s agMuHUCTparopa U OOBIYHBIX MOJIB30BATENEH 3aMHUCHIBACTCS B
OJIMH U3 KOHGUTYpAIMOHHBIX (halIoB.

[TpaBa Ha TOCTYN K YK€ CyHIECTBYIOLIEMY (halliTy MOXKHO U3MEHSATh. AJIMUHU-
CTpaToOp MOXKET U3MEHUTH IIPaBa JOCTyNa K JII00oMy (aiimy, Hoab30BaTebh — TOJIBKO K
ceouM. [IpousBoautcs 310 ¢ nomoibio yruinTel chmod (change mode — u3MeHUTH
pexuM). Y 3TOH KOMaHJIbl HECKOJIbKO (DOpPM 3amucH, ¢ KOTOPHIMU MOXHO O3HaKoO-
MUTBCS B KPAaTKOM cripaBouHuke. bonee kommnakTHas ¢popma —

chmod XXXX file name

OObryHO Bianenblly (haiiyaa MPeAOCTaBISIOTCS TMOJHBIE MpaBa, a YWICHAM €ro
TPyl M BCEM OCTaNbHBIM — 1O HeoOxoaumocTu. Ho Biaxener gaitna Bopase orpa-
HUYUTH ce0s B mpaBax. Hampumep, 3anap pexum goctyna chmod 077 file_name on
IPEIOCTaBIsET MOJHbIE MpaBa BCEM 3apEerHCTPUPOBAHHBIM MOJIB30BATENSIM, KPOME
ce0s. [Ipu aToM mporpamma, npoBepsitolias npapa JOCTYyNa, HE OTHOCUT BJaJeliblia
HU K €ro Tpymnrne, B KOTOPOH OH 3aperucTPUpPOBaH, HU K JAPYruM mojib3oBareism. C
KaXIbIM IPOIECCOM B CUCTEME CBsizaH uaeHtudukarop noawszoparens (UID), or
UMEHU KOTOPOTO MPOILIECC 3amyIleH. AJITOPUTM, PEaJTU30BaHHbIN CUCTEMHON (PYyHK-
e, cpapauBaet UID npouecca u UID daiina u, oOHapyKuB, 4To K ¢aiiny oOpaina-
€TCsl €ro BIIaJeNel], IPOBEPSIET TOJIBKO €ro npasa jaoctyna. Eciau y Hero HeT npas, —
eMy OyleT OTKa3aHO B JIOCTyIE, XOThb OH W SIBISIETCS WIEHOM cBoed rpynmnbl. Ho
I10JIb30BATENb, JOMYCTUBIINNA TAKYI0 OIUIOIIHOCTh, MOXKET JIETKO MCIPAaBUTh MOJIOKE-
HUeE, IEPEHAa3HauYMB MpaBa JOCTYIAa B CBOIO IOJIb3Y — BEIb OH OCTAETCS BIAAEIIbLIEM
3TOrO (hailna u MOXKET MPUMEHHUTh K HeMy komanay chmod.

[lepenaua mpaB BiazeHus ¢aigamMu B cUCTEME TOke mpeaycMorpeHa. Ona
IPOU3BOJUTCSA C TOMOIIBI0 KoMaH/ibl chown (change owner — CMEHUTD BIAJIENbIIA).

chown user file_name — nepeaaua npaB Ha (aii ApyromMy BIIAICIIbILY.
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[Tonp30BarensiM He paspelraercs MepeaaBaTb CBOM (Daiibl IPYrUM MOJIb30Ba-
TEJsIM, BKIIIOYash aJMUHUCTPATOpPA, MOCKOJIbKY 3TO MOXET MOBIE€Yb 3a cOOOM He-
CKOJIbKO MH(OPMAIIMOHHBIX aTak. Bo-mepBbixX, nepenasas cBou (Gaiabl aIMUHUCTPA-
TOPY, MOJb30BATEIb MOMKET CO3AaTh MPEANOCHUIKM JJI CIYyYalHOIO 3aIllyCKa BpENo-
HOCHOM MpOTpaMMBbI C MpaBaMu cyneproib3oBatess. Co3aaB HECKOJIBKO ThICAY 00b-
€MHBIX (DailyioB U nepeAaB MmpaBa Ha HUX JAPYroMy IOJIb30BATENt0 (HallpuMep, U3 YucC-
Jla HEIPYToB), MOJb30BATEIb MOXET IMEPENOJHUTh JAUCKOBYIO KBOTY aTaKyeMOIo U
BBI3BaTh OTKa3 B €ro o0ciyxuBaHuu. [103TOMy MpakTH4EeCKU BO BCEX TUCTPUOYTHUBAX
Linux mepenaBaTh mpaBa Ha OOBEKTHI (PaiIOBON CUCTEMBI MOXKET TOJIBKO aIMUHUCT-
parop.

B coBpeMeHHBIX BEpCHSX fA]lpa MOXKHO 33JaBaTh JOIOJHUTEIbHBIE MpaBa Ha
Gaiiibl. ITO AenaeTcs C MOMOIIBI0 YTUITUTHL
chattr +(-) option file name — ycTaHOBKa WA OTMEHA JOIOJIHUTEIb-
HBIX aTpuOyTOB (haiiia. B kayecTBe onuuit MOXKHO 33]1aTh:

i — 6i1okupoBaHue MOOBIX U3MEHEHUH (aiina,

a — 3ampeT JroObIX onepaluii, KpoMe J00aBIEHUS JaHHBIX,

€ — aBTOMAaTUYECKOE CXKATHE U JEKOMIIPECCHUIO MPH 3aNucu/uTeHuu (aiina,
S — TapaHTUPOBAHHOE CTUPaHUE OJIOKOB JAHHBIX MPH yaalieHuu (aiina.
3Hak "+" 03HaYaeT MpUCBOCHHE aTpulyTa, 3HaK "-" €ro ynaajicHue.

[Tonb30BaTbCs 3TOW YTUIIMTOM TaKXKe pa3peliacTcs TOJIbKO aIMUHHUCTPATOPY.
[Ipu 5TOM agMUHUCTPATOP MOKET YCTAHOBUTH 3alpPET, KOTOPBII caM MpeooieTh Oy-
7eT He B cuiax (Bompeku 0azoBbiM npasuiam UNIX). Hampumep, ycranoBuB g0mos-
HUTEJBHBIN aTpuOyT +i, a/AMUHUCTPATOp HE CMOXKET HU YAAIUTh (Daiiy, HU 3amucaTh
YTO-JIN0O B HETO, HU M3MEHUTH MpaBa JA0CTyNa. ITUM BeChbMa IOJIE3HBIM CBOWCTBOM
HEOOXOJMMO MOJIb30BaThCsl B OTHOILIEHUM HAWOOJIee OTBETCTBEHHBIX HCIIOIHSIEMbIX
¢aiinos.

JlononuuTenbHbIE aTpUOyTHI (ailina KoMaH10il Is He BBIBOASTCS, U AJI UX YTe-
HUSL HEOOXOAMMO BOCIIOIb30BaThCsa KOMaH0il 1sattr file_ name.

[Tosb30BaHME MpaBaMU aAMUHUCTPATOPA CaMO MO Ce0E MOTEHIHAIBHO OIACHO
JUTSI CUCTEMBI, TIO3TOMY OH B OOBIJICHHBIX CUTYallMAX, KOTIAa BBOJAUTH MPUBEJIETUPO-
BaHHbIE KOMaH]Ibl HE TpeOyeTcsl, NOKEH MCMOJIb30BaTh MpaBa 0OBIYHOTO MOJIb30Ba-
tens. s 3Toro aAMUHUCTPATOP MOXKET 3ape3epBUPOBATH JJIsl Ce0sl HECKOJIBKO y4eT-
HBIX 3aMucei, 100 MCHOIb30BaTh 3aPETUCTPUPOBAHHBIE UMEHA JPYTUX MOJIb30BaTe-
nei. M3MeHuTh mpaBa OCTyna MOXKHO € MOMOIIBIO KOMaHJIbl su (substitute user -
NOJICTAHOBKA MOJIb30BATEIS).

Ecnn anMuHMCTpaTop BBOAUT KOMAHIy SU C MMEHEM 3apEruCTPUPOBAHHOIO
MOJIb30BATENs, OH CTAHOBUTCSI UM MTHOBEHHO, 0e3 3ampoca naposis. s Toro 4toOsl
MOBBICUTH CBOW PEUTHUHT M BHOBb CTaTh aJMUHUCTPATOPOM, €My BHOBH HEOOXOIHMMO
BBECTH KOMaHJy su 0e3 apryMeHTOB, a MOCIIE 3ampoca BBECTH Mapoiib root. B Heko-
TOPBIX IUCTPUOYTUBAX MPUXOAUIIOCH HAOMIOAATh, YTO BO3BpAT MPaB aJIMUHHUCTPATOpa
HE COIPOBOXKIAJICS 3alpOCOM HapoJisi — 3TO sIBHAs yrpo3a 0€30macHOCTH, AOMYIIEH-
Hasl IPOrpaMMHUCTaMU.

Hcnonp30BaHuE TaKMX KOMaH]I, KaK SU, HAXOJIUTCS MOJ MPUCTAJIbHBIM BHUMA-
HUEM CHUCTEMBI U 0 YMOJIYAaHHUIO MPOTOKOIUPYETCS B OAWH U3 (paitnoB ayaura. Mc-
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MOJTHSIEMBIN (Paily ¢ UMEHEM sU OOBIYHO SABISETCS OOBEKTOM aTak CO CTOPOHBI BHUp-
MeiikepoB. Eciiu 370yMBIIIIEHHUKY YIAaeTCsl BHEAPUTH B CUCTEMY (abIIMBYIO TPO-
rpamMMmy su U 00eCHeYuTh €€ 3aIyCK IPU BBI30BE ATOM KOMaHMbI, IPOrpaMMa MOKET
HepexBaTUTh MHOTHE Ba)KHbIE MTAPOJIM, BKJIIOYAs! TAPOJIb CYNEPIIONb30BATENS.

JIOBOJIBHO 4acTO y aAMUHUCTPATOpa BO3HUKAET MOTPEOHOCTh IOBEPUTH OJIHO-
MY U3 TIOJIb30BaTele BBHITOJHEHUE KAKOW-TMOO Omepanuu, Ha KOTOPYI0 TpedyroTcs
npasa root. Ho 11t 3T0r0 aiMuHICTpaTop AOIKEH JOBEPUTH IPYrOMY CBATas CBATHIX
— cBoi maposnb! Iy Toro yToOb! N30€KaTh TAKUX CUTYaLMi, Obli1a pa3paboTaHa ele
OflHA YTHJINTA, MMO3BOJIAIONIAs BEIOOPOUYHO MPENOCTABIATh ONPEICICHHBIM MOJIb30Ba-
TeJsIM KOHKPETHbIE MpaBa. JTa yTHINTAa UMeHYyeTcsl sudo U BBOJUTCS C UMEHEM KO-
MaH/bl, KOTOPYIO HaJI0 UCTIONHUTH. Ha3BaHWs KOMaH[ PUTyMBIBAIOTCS aIMUHHUCTPA-
TOPOM M 3aIKCHIBAIOTCS B CIICLMATIbHBIA KOHPUTYpallMOHHBIN (aiin /etc/sudoers, ko-
TOPBIA JOKEH ObITh HEAOCTYIHBIM JJISl BCEX OCTAIbHBIX. B 3TOM TekcToBOM (haiine
HPUCYTCTBYIOT CTPOKH, CBS3BIBAIOIINE OINPEICICHHBIX MOJIb30BaTENIel ¢ OINpeaeieH-
HBIMU OTBETCTBEHHBIMH KoMaHJamH. [lonk30Barenb, HaJeleHHbIN BPeMEHHBIMU TOJI-
HOMOYMSIMH, JTOJDKEH 3HATh, KAKYI0 KOMAaHJy €My pa3pelieHO BBIOIHATH C MpaBaMu
aJIMUHHUCTpATOpa M Kak 3Ta KoMaHna nuumerca. Cuctema, momyyuB KomaHay sudo,
3ampalIrBaeT y MOJb30BaTENs Mapojb, HO 3TO JOKEH OBITh €ro COOCTBEHHBIN Ma-
poJib, a He maposb root. [locie npoBepku maposs mporpaMma CpaBHUBAET UMS I1OJIb-
30BaTes ¢ BBEJEHHON KOMaHJIOM, U MIPU HAJTMYUN COOTBETCTBYIOIIEH 3allMCH BBIIOJI-
HSET 3Ty KoMaHAy. Bri30B koMaHAbl sudo TakKe MO YMOJIYAHUIO MPOTOKOIUPYETCS
CUCTEMOM B OJJHOM U3 KYPHAJIOB ay/IUTa.
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2. ITPOLECCHI

Onepatronnsie cucteMbl kjoHa UNIX sBiSOTCS MHOT03a/JauHbIMU CUCTEMA-
MU OOULIEro Ha3HAYEHWs, U YIpaBICHUE MPOIECCAMH B HUX HAMPAMYIO CBS3aHO C
obecnieueHrneM 0Oe30IMacHOCTH oOpabaThiBaeMON KOMIBIOTEpHOU HHpopmaruu. Tak,
3alyCK BPEIOHOCHOM MpOorpamMmbl HEMBICTUM 0O€3 CO3/1aHMsl HOBOTO mpolecca, 01o-
KUPOBAaHUE KOMIBIOTEPHOM CUCTEMBI peann3yeTcs MOCPEICTBOM IMOBBIIMICHUS IMPH-
OpUTETA «KaJHOTO» MpOLEcca, HAPYUIEHUE LIETOCTHOCTH JTAHHBIX OCYIIECTBIISETCS
MyTeM 3arucu HHGOPMAIH B Uy>KO€ aJpeCHOE IPOCTPAHCTBO U JIp.

[Tpouecc — 3To mporpamma Ha 3tane ucnoiaHeHus. Ho mponecc — 31o He TOJIBKO
NENUCTBUE, HO U PECYPCHI, KOTOPIMU ONEPALMOHHAS CUCTEMA HAAENSIET MPOrpaMMYy.
K 4ucny 3THX pecypcoB B EPBYIO OYEPEIb OTHOCUTCS aJpecyemasi BUpTyaJibHas Ia-
MSATbh, B KOTOPYIO 3arpyKar0TCsl POrpaMMHBIN KO, JaHHbIE (KOHCTAHTHI U MTEPEMEH-
HbIe), OuOnMoTeuHble (PyHKIMHU, CTEK M BcriomoratenbHass uHdopmarus. CloxHas
IporpaMma MOXET CO3/1aTh HECKOJIBKO OJHOBPEMEHHO BBINOIHIEMBIX MPOLIECCOB.
[ToBTOpSIOIIMIACS 3aMMyCK HA UCIIOJIHEHHE OJJHOM M TOM K€ MPOTrpaMMBbI TOKE CO3AET
MHO>KECTBO HE3aBHCHMBIX IpolieccoB. [loaTomy mnpaBuibHee Ha3BaTh MPOIECCOM
GbINOJTHAIOWUILCA IKIEMAIIAD NPOZPAMMEBL.

[To OTHOWIIEHUIO K MOJIB30BATENIO MPOIECC MOXKET ObITh MHTEPAKTUBHBIM U (PO-
HOBBIM. [Iporecc MoxeT 3amyckarbcsi M3 siApa ONEPALMOHHOM CUCTEMBI JUOO U3
¢atina. B UNIX-cuctemax cymecTByeT TPU BHIAa TPOIECCOB, OTIMYAIOIINXCS TIPH-
BUJIETUSAMHU, PEKUMOM HCIOTHEHHS U HAJIMYHEM MOPOXKIAIONINX OOBEKTOB B (ailsio-
BOU CHCTEME.

1. Cuctemuslie nporeccel. OHU HE UMEIOT COOCTBEHHBIX HCIOMHAEMBIX (DaljIoB U 3a-
IyCKAKTCA M3 fAJlpa ONEPalMOHHON cUCTeMbl. CUCTEMHBIE MPOLECCHI CTAPTYIOT
IIPU 3arpy3Ke OMNEPALMOHHON CHUCTEMBI U BBINOJHAIOTCS B TEYEHUE BCErO CEaHca
paboThbl. OHU 3amyCcKalOTCsS OT UMEHU ONEPAIMOHHON CHUCTEMBI U 00Jaat0T COOT-
BETCTBYIOUIMMU MpaBaMH. DTU IPOLECCHl HE OOIIAIOTCS C MOJIb30BaTeNIeM, U OH
MOKET UX OOHAPYKUTh TOJIBKO MPOCMATPUBAsl CIUCOK MpoiieccoB. COOTBETCTBEH-
HO, TOJb30BaTelb, €CJIM OH HE SABJAETCS aJAMUHUCTPATOPOM CUCTEMBI, HE UMEET
paBa pacrnopsHKaTbesi STUMHU MPOLIECCAMU, TTOChLIAs UM CUTHAJIBI.

EcTh onuH nporuecc, KOTOphIi 1O CBOEH CYTH SBJISETCS CUCTEMHBIM, HO 3aItyc-
KaeTcs He U3 A1pa, a U3 OTIEIBLHOTO UCIOJIHIeMOro ¢aiia ¢ UMeHeM init. ToT mpo-
LECC ABIJIAETCS MPAPOJUTEIEM BCEX OCTAIBHBIX MPOIECCOB.

2. JleMOHBI. DTO TPOIIECCHI, KOTOPBIE TAK)Ke HE OOIIAIOTCS C MOIh30BATEIIEM Hampsi-
MYIO U HE MOTYT yNpaBisiATbcsi UM. OHH BBITIOJTHSIOTCS B (JOHOBOM PEKUME U OT-
BEYAIOT 32 MPEJOCTABIEHUE CEPBUCOB: M€YaTh, TOCTYI K CETEBBIM peCypcaM H Ip.
Ho kaxaomy 1eMOHY COOTBETCTBYET MCHOJHSEMBINA (pailsl, KOTOPbIN OOBIYHO 3a-
ITyCKAeTCs aBTOMATUYECKH, ITPU 3arpy3KE CUCTEMBI.

3. Tlonb3oBaTenbCcKue MPoLEecChl. 3amyCKatoTCsl U3 UCIOIHsAEMOTo (OMHapHoro) daii-
na nonb3oBaresneM. OHUM MOTYT BBINOJHATHCS B MHTEPAKTUBHOM WA (DOHOBOM
peXKUMaxX U CPOK UX BBITIOJHEHHUS OIPaHUYEH MPOJOKUTEIBHOCTBIO C€aHca pado-
Thl moJab3oBatens. [lonb3oBarenbckue NpoLEecChl HACIENYIOT HACHTHU(PUKATOP
MOJIb30BaTENs U, KaK MPaBUiIO, UMEIOT COOTBETCTBYIOIIUE MTpaBa Ha JOCTYI K 00b-
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extaM. Ho HeEkoTopble MOIb30BAaTENBCKUE IMPOLECCHI MOTYT MPU BBINOJIHEHUU
UMETh OOJIbIlIe MPaB, YeM UMEET CO3JABIIUN UX MOJIb30BaTENlb — 00 3TOM MOAPOO-
Hee OyIeT CKa3aHO HECKOJIBKO MO3KeE.

Camblii Ba)KHBIM MMOJB30BATEIBCKAN MPOLIECC — KOMAHAHBIM HHTEPIIPETATOP,
oOecreynBarolui TMaJoroBbli pexKuM ¢ nosib3oBaresieM. K MoMeHTy, korna cucrema
NPEeOCTABUT MOJIb30BATENIO MPABO YNPABIATh cO00M, B HEM yke OyIeT CylIecTBO-
BaTh HECKOJIBKO JAECATKOB CUCTEMHBIX U CEPBUCHBIX IIPOLIECCOB.

Cucrema H30IUPYET MOJB30BATENBCKHUE MPOLIECCHI IPYT OT Apyra, OT CUCTEM-
HBIX MPOLIECCOB U JAEMOHOB. KaxKJplil Mponecc BBINOIHAETCS B CBOEM BUPTYaJlbHOM
aJpeCHOM IPOCTPAHCTBE U JPYTUX MPOIECCOB «HE BUIUT». B MHOro3zamayHoil omne-
PALMOHHOW CHCTEME I0JIb30BATEIbCKUE MPOLECCH HE UMEIOT MTPaBa YUTATh JaHHBIE
Yy;KOT0 IMpOIecca, 3alKChIBaTh CBOM JaHHBIE B €r0 aJpeCHOE MPOCTPAHCTBO, OTOU-
parb y JpPYrux 3ajad BBIYMCIUTEIBHOE BPEMS M JOCTYIl K YCTPOMCTBaM BBOJA-
BBIBOJIA.

BrinonHeHne mpoueccoB MOXKET MPOUCXOAUTHh B OAHOM M3 JIBYX BO3MOXKHBIX
pexuMax: B peXuUMe sijipa, 1100 B MOJIb30BATENICKOM pexkume. B pexxume siapa npo-
[IECC MOXET BBIMOJHATH JIOObIE MPUBUIIETUPOBAHHBIE MHCTPYKIIMKU IO YIPABIECHUIO
LEHTPAIbHBIM MPOIECCOPOM. B MONIB30BaTEILCKOM PEKUME BBIMOIHSIIOTCS OOBIUHBIE,
HENPUBUJIETUPOBAaHHBIE MHCTPYKIMU. J[100ast mporpamma, co3iaHHasi JjIsi MHOTO3a-
JAYHOM OTEPAIIMOHHON CHUCTEMBI, UCIOJIb3YET BBI3OBbI CUCTEMHbIX (DyHKUUN. Boib-
IIMHCTBO TakuX (PyHKIUH (BBIYMCIUTENBHBIE MPOLIETYPHI, OMIEPALIUN CO CTPOKAMHU H
Ap.) He TPEOYIOT KaKUX-TMO0 MCKIIOUUTENbHBIX MPUBUIIETUH U MOTYT BBIIOIHITHCS
B MOJIb30BaTEIbCKOM pexkume. Ho coznanue wnm ynaneHue o0beKToB (aitioBoil cuc-
TeMBbI, 0OpaleHne K yCTpoiicTBaM TpeOyeT CUCTEMHBIX npuBmiieruil. Eciau nonb3oa-
TEJIBCKOMY IPOLIECCY HE XBaTaeT MpaB, OH 00paniaeTcs K s/py ¢ CUCTEMHBIM BbI30-
BOM M NPOJOJKAET BBIIIOJIHEHHE B JIPYTOM KOHTEKCTE YK€ B NMPUBUIIETHPOBAHHOM
pexuMe sapa.

VYhpasiieHre mporeccaMu OCYIIECTBISIETCS YaCThIO /1pa, UMEHYEMOU IIJIaHU-
POBILMKOM 33aJ1a4 Wiu mpocTo minanupoBiiukoM (scheduler). B cucremax UNIX pea-
JM30BaHa MPUHYANUTENbHAS (WM MO-IPYTOM, BBITECHSIONIAS]) MHOI03aa4HOCTh, KO-
I7a TUIAHUPOBIIMK 33/1a4 MEpPEJacT YNPABICHUE CIECAYIOLIEMY MPOLECCY, HE «CIpa-
HIMBasi» COIVIaCHs Ha 3TO Y MPEIBIIYIIEro mnpoiecca. Js Toro 4rodbl NEpPeKIOUYUTh
LEHTpaJIbHBIA MPOLIECCOP C OJAHOM 3aJlaud Ha APYTyIo, Toxke Tpedyercs Bpems. [lna-
HUPOBIIUK 337a4 OOBIYHO pacxofyeT 5-7% MIpoLecCOpHOro BPEMEHH Ha TO, YTOOBI
COXPAaHUTh B MaMSATH CONEPKUMOE MPENbIAYLIEN 3a1a4H, 3arpy3UTh B PETUCTPHI LIEH-
TPaJILHOTO IMpoLEccopa aapeca CIeAyoUIer 3a1a4u U nepenars el ynpasiaeHnue. Ka-
KIBIA MPOLECC BBIMOIHIETCS B TEUEHHE HECKOJIIBKUX MUJUIUCEKYH]I, U Y MOJIb30BaTe-
JIS1 CO3JAeTCsl MPEICTABICHHE, YTO KOMITBIOTEP CIIOCOOEH BBIMOJIHATH BCE 3aJa4H OJI-
HOBPEMEHHO.

[Iponecc sBusieTcs HOcUTENEM onpenesieHHoro npuopurera Nice Number, ko-
TOPBIN TPUHUMAETCSI BO BHUMAHUE TJIAHUPOBIIMKOM 33]1a4 [IPU BEIOOPE 0YEPETHOCTH
U MPONOKUTENBHOCTU 3amycka. [Ipuopurer mpouecca — 3TO €ro MmpaBo pacrops-
KaTbCAd BPEMEHEM LEHTpaJbHOrO mnpoueccopa. [lonp3oBarenbckue mpouecchl 3aBe-
JIOMO 00J1a/1al0T MEHBIIIMMHU MPaBaMU MO OTHOILIECHUIO K 00bekTaM jaoctyna. OHaKo
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Ha UX IPUOPUTETAX ATO HE CKa3bIBaeTCsA. HekoTophie CHCTEMHBIE MTPOIIECCHI IOKHBI
UMETh OOJBIION MPUOPUTET, HO €ClId OHU OyAyT BiaJeTh OOJIbIIEH YacThIO Mpoliec-
COpPHOTO BPEMEHH, y KOMIIBIOTEpPA HE OCTAHETCS BO3MOKHOCTEHN [JI1 BBINOJIHEHUS
MOJIb30BATEIBCKUX 3a/1a4, Paid KOTOPBIX OH, COOCTBEHHO, U padoraet. [loatomy cuc-
TEMHbIE TPOLECChl, KaK MPaBUIIO, HE 3JIOYNMOTPEOJSIOT CBOMMHU MOJHOMOYHUSIMHU.
[Ipoiieccel, co3naHHble B OJUHAKOBBIX YCIOBUAX OOBIYHBIM IOJIB30BATENEM U aMU-
HUCTPATOPOM CHCTEMbI, UMEIOT MPUMEPHO OJUHAKOBBIE MPUOPUTETHI. M30BITOUHBIHI
MIPUOPUTET — BEChMa OIMAaCHasl BEIllb, CIIOCOOHAs MPUBOANTH K aTakaM Ha OTKa3 B 00-
CITy’KVBAHUHU.

Kaxxnmomy mporieccy, KpoMe MpUOPUTETa, MOKET OBITH MPUCBOCH TaK Ha3bIBae-
MBI (PAKTOP YCTYMUMBOCTU — KOA(PPUIIUEHT, KOTOPBIN MO YMOIYAHUIO PABEH HYIIO.
[TonoxxutenbHOE 3HaYeHUE ITOTO (PaKTOpa CBUAETEIHCTBYET O MOHUKCHUN TPHOPH-
TeTa 1 Ha0OOPOT.

[Iponiecc ¢ MpUBWIETUAMH CYHEPIOIB30BATENSI MOXKET 3aIyCKAaTh IMPOLIECCHI C
OTpHULATENbHBIM (PAKTOPOM YCTYMUMBOCTH WJIM MOHUXATh 3TO 3HAYEHUE Yy BBIMOJ-
Hsto1erocs npouecca. OObIUHBIE MOJIB30BATENN U UX MPOLECCH HE MOTYT 3aXBaThl-
BaTh JIMIIHEE BPEMSI Y LIEHTPAIBHOTO MNPOLIECCOPA.

Kak 3T0 HEe moKa)keTcsl CTpaHHbIM, B HEKOTOPBIX CIydasX MOXHO aTaKOBaTh
KOMIIBIOTEPHYIO CUCTEMY, IPETHAMEPEHHO YMEHbIIIAsk CBOM MPUOPUTET [2,5].

Cy1iecTByeT KaTeropusi Tak Ha3bIBAEMBIX «KaJHBIX» MPOrpaMM, KOTOPbIE CIO-
COOHBI 3aXBaTHTh PECYpPChl KOMITBIOTEPHON CHUCTEMBI B yIIepO IPyruM Ipolieccam.
Hamnpumep, nporpamMmma, uMeroias rmpaBo NOBBIIATh CBOW MPUOPUTET, MOXKET 3aXBa-
TUTh BCE BPEMSI LICHTPAIIBHOIO MPOLIECCOPAa U YWUTH B BEUHbIA UK. «KaaHas» mpo-
rpaMma MOXeT 3aTpe00BaTh HEMOMEPHO OOIBIION 00BbEM BHPTYabHON AMSATH U BbI-
3BaTh €e Je(HUIHT.

Bce cymHOCTH B OnepalimOHHOM CHUCTEME MMEIOT CBOM HOMepa. He sBisrorcs
UCKIIFOUEHUEM U Tpolecchl. KakqoMy M3 HUX CUCTEMa HAa3HA4YaeT YHUKaJIbHbIN 16 -
paspsiiHbiid uaeHtudukarop (process identifier — PID). Takum oOpaszom, B cucteme
MOXKET OBITh OJJTHOBPEMEHHO 3aMyIleHO rpoMaiHoe uynciio — 65536 nponeccoB. Maen-
TU(UKAMOHHBIE HOMEPA MPUCBAUBAIOTCS MPOIECCAM IO MOPSIIKY, IO MEPE UX CO3-
nanusi. OOBIYHO TEpBasi COTHS HOMEPOB NMPUCBAUBAETCS CUCTEMHBIM MpoOIEccaM U
JNEMOHaM, MOCKOJbKY OHM 3allyCKaroTcs nepBbIMU. [Ipy 3aBepiieHnH mpouecca Cuc-
TeMa 0CBOOOXKIAET €ro UAeHTUPUKATOP.

[Tpomeccer B UNUX «pa3MHOXKAIOTCS» ITyTeM OMHApHOTO neneHus. J{ms 3Toro
3aIyCKAOIIAN MPOLECC JOJDKEH CO3[aTh CBOETO «JIBOWMHUKA», BBI3bIBAs CHUCTEMHBIN
3anpoc, umenyemsbli fork (1ocnoBHO — Buika). BeINoHAS 3TOT 3anpoc, CUCTEMA CO3-
JaeT JOYEPHUM IMPOLECC, SBISIIOIIMNCA MOYTH ITOJHOM KOMHEH POAUTEIBCKOTO, HO
umerouii cBoit unentudukarop PID u BoimonHstonmiicss B cOOCTBEHHOM aJpeCHOM
mpocTpaHcTBe. JlouepHuii mporecc coxpaHseT 3HaYeHUEe UASHTU(UKATOPA POITUTEITh-
ckoro mpouecca Parent Process ID (PPID). «PoacTBeHHUKH» MOTYT B3aMMOIEHCTBO-
BaTh JIPYT C APYTOM MOCPEACTBOM CUTHAJIOB, OOIIET0 a[peCHOTO MPOCTPAHCTBA U JIP.

[Tonb30BaTenbCKUM TpolieccaM IMPUCBAMBACTCS €IIe OJUH HIAEHTU(UKATOp —
UID, yHUKaJIbHBIM HOMEP MOJIBL30BaTEIsl, KOTOPBHIM HUX 3amycTuil. [lonb3oBarens He
MO>KET MaHUITYJIUPOBaTh (HalOBBIMU OOBEKTaMH HEMOCPEICTBEHHO, U 3TO JIeaeT 3a
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Hero mporpaMMa. OOBIYHBIE MOJB30BATEIBCKUE MPOTPAMMBI MMEIOT MPABO JAENaTh
TOJIBKO TO, YTO Pa3pelICHO MOJIb30BATENI0, 3allyCTUBIIEMY uX. Hampumep, nonb3o-
BaTellb, 3ayCTUBIINM Mpoliecc 1s —la /root c 1elbio TPOCMOTPa CONEPKUMOTO
nojiKkarajora aJJMUHUCTpaTOpa, MOIy4uT coolIeHue “permission denied”. Ha camom
JeJe OTKa3 B AOCTYIIE MOJTYYUII IPOLIECC, 3allyIIEHHbIA OT UMEHHU nojb3oBaresd. Ho
TOT € MPOLIECC, 3aAMYyIEHHBIN ¢ MpaBaMu root, OyJIeT BbINOJHEH 0€3YKOPU3HEHHO.

Hekotopble wucnonHsiemble (ailfiel UMEIOT TaK Ha3biBaeMble >(PQPEKTUBHBIC
uneHtudukaropsl nonp3oBatens EUID. ®aiin ¢ TakuMm HACHTU(OUKATOPOM JOJIKEH
uMeTh ycranoBieHHbIH 0uT SUID (cMm. maBy 3). DddekTuBHbII naeHTuduKaTop mo-
3BOJISIET IIPOLIECCY BBINOJIHATH ACHCTBUS HE OT UMEHHU I0JIb30BATENS, 3aIlyCTUBLIETO
mpolece, a OT UMEHHU Brajenbla ¢aina. Hanpumep, nonbp3oBarensiM B Xo/e padOTHI
paspemiaercss CMEHUTh COOCTBEHHBIE MApoiH (€CIM MUHUMAIbHBIN CPOK JEHCTBUS
CTaporo MapoJs elle He UCTeK). B mpuHImne, uX MOKHO OBbLIO JUIIUTH TAKOTO MpaBa.

Jlisa HaOmofeHrs 32 aKTUBHBIMHU MPOIECCaMH MOJIb30BATENb JOJKEH BBECTH
KoMaHy Ps (process status). B nmucturare 3 M300pakeH CIHUCOK MPOIIECCOB, BHI3BAH-
HBI ¢ arpulbyramu —el. Onuust —e oroOpaxaeT Bce Mpolecchl, | — 03HaYaeT pacuu-
PEHHBIN (JUIMHHBIN) BHIBOJT IAHHBIX.

S UID PID PPID C PRI NI TIME CMD

] 0 1 0 0 24 0 00:00:04 init

] 0 2 1 0 24 0 00:00:00 [keventd]

S 0 3 1 0 5 19 00:00:00 [ksoftirqd CPUO]

] 0 8 1 0 14 0 00:00:00 [bdflush]

S 0 4 1 0 24 0 00:00:00 [kswapd]

S 0 5 1 0 24 0 00:00:00 [kscand/DMA]

S 0 10 1 0 14 0 00:00:00 [mdrecoveryd]

] 0 19 1 0 24 0 00:00:00 [kjournald]

] 0 71 1 0 14 0 00:00:00 [khubd]

S 0 647 1 0 24 0 00:00:00 syslogd —-m O

] 0 651 1 0 24 0 00:00:00 klogd -x

] 32 663 1 0 24 0 00:00:00 [portmap]

] 0 768 1 0 24 0 00:00:00 [sendmail]

S 51 777 1 0 14 0 00:00:00 [sendmail]

] 0 787 1 0 24 0 00:00:00 gpm -t imps2 -m /dev/psaux

S 0 796 1 0 24 0 00:00:00 crond

] 0 807 1 0 24 0 00:00:00 cupsd

] 43 889 1 0 24 0 00:00:00 [xfs]

S 0 898 1 0 0 19 00:00:00 anacron -s

S 0 912 1 0 24 0 00:00:00 login —- root

] 0 917 1 0 17 0 00:00:00 /sbin/mingetty tty6

S 0 918 912 0 17 0 00:00:00 /bin/sh /usr/X11R6/bin/startx

] 0 968 918 0 19 0 00:00:00 xinit /etc/X1l/xinit/xinitrc —--

] 0 981 968 0 24 0 00:00:00 /usr/bin/gnome-session

] 0 997 981 0 24 0 00:00:00 ssh-agent /etc/X1l/xinit/Xclients
] 0 1008 1 0 24 0 00:00:00 /usr/libexec/gconfd-2 11

S 0 1010 1 0 24 0 00:00:00 /usr/libexec/bonobo-activation-server --
] 0 1012 1 0 24 0 00:00:00 gnome-settings—daemon —--oaf-activate-iid
] 0 1017 749 0 24 0 00:00:00 [fam]

R 0 1090 1 0 23 0 00:00:01 gnome—-terminal

S 0 1091 1090 O 16 0 00:00:00 [gnome—-pty-helpe]

] 0 1092 1090 0 24 0 00:00:00 bash

R 0 1129 1092 0 24 0 00:00:00 ps —-eo s,uid,pid,ppid,c,pri,ni,time, cmd

JIuctunr 3. @parMeHT TabIUIIBI TPOLECCOB, BHIBOJANMOI KOMAaH IO Ps.
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CumBosiom S 0003Ha4eH CTaTyc mporecca. MOryT BCTpeUaThCsl CISAYIOIIHNE 3HAYe-
HHUS:

O unu SW — niporiecc BBIMOJIHSAETCH,

S — mporiecc He aKTUBEH U 0XKUJIA€T HACTYIICHUS] KAaKOTO-JIMO0 COOBITHS,

T — nmporecc ocTaHOBIIEH,

R — pa3peliieH K BBITIOJIHEHUIO

[Tapamerprr PID, PPID u UID yxe panee ynomunaiuch. B cronbue PRI orto-
OpaxaeTcsi TeKyIui TuHaMudeckuil mpuoputeT npouecca. [lapamerp NI yka3siBaer
Ha OTHOcUTeNnbHbIN npuopureT, TIME — cymMmapHOe Bpems BBINOJHEHMS NpoLecca
HeHTpanbHbIM npoueccopoM. Ctonbery CMD yka3biBaeT uMsi KOMaHAbI (IPOTpamMMBbl),
COOTBETCTBYIOLIEH JAHHOMY IIPOLECCY.

2.1. CpencrTBa B3auMO/IeiicTBUS MEXKIY MpoLeccaMu

[Ipouiecchl MOryT 0OMEHHMBATBCS APYT € ApyroM MHGOpMaluen dyepes Crelu-
anbHble (haiabl MM (PparMeHThl MaMATH, PEJOCTABISIEMbIE ONEPAIlMOHHON CUCTe-
MOM. DTH CpelicTBa B3aMMOJICHCTBUS HA3BIBAIOTCSA CUTHaJIaMM (signals), cOOOIIeHMs -
MU (messages), kaHanamu (pipes), ceMadopamu (semaphores) Uik IPOCTO paszzesie-
MOM NaMSThI0. 31€Ch Mbl OTPAHUYHUMCS TOJIBKO PACCMOTPEHUEM CUTHAJIOB M KaHAJIOB.

Ha ypoBHe momnb3oBarenis U aAMUHUCTPATOpPA I MEKIPOILECCHOTO B3aUMO-
JEUCTBUS Yallle MPUXOAUTCA MOJIb30BaThCa cUrHajiamu. CUrHaia — 3TO CBOETO poja
KOMaHJa, nepenaBaemMas npoieccy. Kak 370 He MOKaKeTCsl CTPaHHBIM, JIJIsl TOCHUIKU
curnana ucnoins3yercs komanaa Kill (mocnoBHo — youTs). JleiicTBuTensHO, Ha MpaK-
TUKE CUTHAJbI Yallle BCETO UCIOIb3YIOTCS JJIsl NPUHYAUTEIbHON OCTAaHOBKU KaKOTro-
1100 mpoliecca, BHIIEANIEr0 U3-moA KOHTpoasi. CUTHaNbI PacliO3HAIOTCS IO HOMEpaM
(Bcero ux B Linux-cucremax CylecTBYeT HECKOIBKO JAECATKOB). /{51 KaXXIoro curna-
Ja B IporpaMmax NpeayCcMaTpUBaeTCs CHelUalbHbIi 00paboTUYHK, ONpeIesSOInH,
YTO JTOJKHO MPOU30MTH € MPOLECCOM IPHU MOTYYEHUH KOHKPETHOTO CUTHAJA.

st uccnenoanust M.D.IloHomapeBbiM HamucaHa HeOOJbIlIasg Mporpamma c
MMEHEM Signignore, KOTopas MO3BOJISIET UTHOPUPOBATh BCE CUTHAJIBI, 3a UCKIIOYEHU-
eM camoro miaBHoro. CurHan kill -9 PID ajapecyeTcsl HE MPOLECCy, a IJIaHU-
POBIIMKY 3aja4, TO3TOMY «HEMOCTYITHBIN» MPOIECC HE CMOXKET €ro NMepPexXBaTUTh U
UTHOPHUPOBATb.

[Tonb30oBaTenb MOXKET MOCHATh CUTHAN TOJBKO TEM MpPOIlecCcaM, KOTOphIE caM
3armycTuiA. AIMUHUCTPATOP UMEET MPABO MPEKPATUTh HUCIIOHEHHE JIF0OOTO MpoIiec-
ca. Jlnsa «yOuiicTBa» BCEX MPOLECCOB, CO3IaHHBIX OAHON MPOTrPaMMOM, TaKKe Tpe-
OyIOTCSI TIOJIHOMOYHSI CYIIEPIIOJIb30BATENsl, NJIi Y€TO OH JIOJDKEH BOCIOJIB30BATHCS
komanoit killall.

2.2. [lepenanpanienue BBOAa/BbIBOA

Cornacno naeonorur UNIX cranmapTHbIE TOTOKH BBOJA U BBIBOA MOXKHO TIe-
peHanpabiaTh. [1o ymMomuaHuiO CTaHIAPTHBIM BBOA U CTAHJAPTHBIN BBIBOJ aCCOLIMH-
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POBaHBI C KOHCOJIBIO (BBOJ C KJIABHATyPhI U BBIBOJ Ha MOHHUTOP). HO 4acTo BO3HMKaeT
HEOOXOAMMOCTh BBIBOAMTHh MH(OPMALIMIO HE HA HKpaH (II0JIb30BaTENs B 3TO BPEMS Y
KOMIIBIOTEPA MOJKET HE OKa3aThCsl, JMOO BBIBOAMMAs MH(POpPMAIUS OKAXKETCS 4Ype3-
MEPHO BEJIMKA JJI €€ YTEHUs C DKpaHa), a B (paii, KOTOPbIi MOXKHO NMPOYUTATh WIN
pacneyararb NoToM. MIMEHHO Tak opraHu3yeTcst ayJUuT ONAaCHBIX COOBITUH.

BbIBoMTE MHpOpMaLIMIO MOXKHO ABYMs KomaHaaMu. Hanpumep:

ls -la /home/userl > /etc/syslog.ls

JlanHasi KOMaHJa 3aluchIBaeT CHUCOK (haljioB MOJb30BATENsi B TEKCTOBBIN
¢daitn. Ecnu 9T0T (haiisn He CylecTByeT, TO OH co3aaercs. Ecnu oH cylecTByeT, ero
PEXKHEE COIEPKUMOE BHAYAJIE CTUPAETCS.

logger >> /etc/syslog.ls

B sToM cnydae BeiBoguMast nH(GOpMAIUS TOMUCHIBACTCS K COAEPKUMOMY (haii-
na aynuta. Eciu aitn He cymiecTByeT, mpy MepBOM HCIIOTHEHUU KOMaHIBI OH Oymer
CO3/1aH.

Wuoraa BbIBOJ MHPOpMAIMKM HEOOXOAMMO MEPEHANPABUTh B KaKOe-ITUOO YCT-
POMCTBO (B 3TOM CiIy4yae Mbl aJIpecyeMcsl K ClieluaibHOMY a1y ycTpoHcTBa, KOTO-
pBIii siBIIsieTCcS OypepoM MexXly KOMaHAHBIM HMHTEPIPETATOPOM U JipailBepamu ycCT-
poONCTBA).

cat file name > /dev/£fdO0

YuTaem paHee CO3MaHHbIN 00pa3 AUCKETHI U KOMTMPYEM €T0 Ha CMEHHBIA HOCHUTEIIb.
cat file_name > /dev/1pO0

BriBonum coneprkumoe Qaitia Ha mpUHTEpE, TOAKIIOUEHHOM K MEpBOMY Mapajuieib-
HOMY MOPTY.

cat /usr/share/sndconfig/sample.au > /dev/audio

BocmnpousBoaum 3BykoBoii (haiii uepe3 3ByKOBOH ajanTep.

AHaJOTrMYHO MOXKHO M3MEHUTH CTAHJAPTHBIN BBOA MHGOPMAIH, KOTOPHIM IO
YMOJIYAHUIO SIBJISIETCS KiaBuarypa. Tak, ¢ IOMOIIbI0 IEpEHAIIpaBIeHUs BBOIA MOKHO
3alMCBIBATh B (paiiyl CUTHAJIBI C YCTPOMCTBA, MOJKIOUEHHOIO K MOCIE0BATEIbHOMY
unTepdelicy. KomOuHupys: koMaHabl EpPEHANIPABIECHUS BBOA U BBIBOJIAa MOYKHO II€-
penaBaTh JaHHbIE IPOrpaMMe U3 (paiia ¥ BBIBOAUTH PE3yJbTaThl B IPYroi Qaili.

2.3. Kanajapl (HeHMeHOBaHHbIE KAHAJIbI)

Kanamom B UNIX Ha3piBaeTCs OIHOHANPABICHHOE JIOTUYECKOE YCTPOMCTBO,
MpeaHa3HaueHHOE IS Mepeadyd JaHHBIX OT OJHOTO mpouecca apyromy. [lo coeit
CYTH KaHaJl TpeACTaBisieT coboil Oydep mamsaTH HEOOIBIIOrO pa3Mepa, B KOTOPBIN
OIIMH TPOLIECC MOXKET 3alKChiBaTh JaHHbBIE, & IPYrod — 3TU JaHHbIe unuTaTh. U 3a-
MUCh, U YT€HHE JAHHBIX OCYIIECTBISIOTCS MOCIENI0BAaTEIbHO: TaHHBIE BCET/a YUTa-
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IOTCS B TOM TIOPSIJIKE, B KAKOM OHU ObLIHM 3anmucanbl. KaHaa MoeT ObITh UCIIOJIB30BaH
KaK CpPEJICTBO CBS3U MEXKAY POACTBEHHBIMHU IIPOLIECCAMHU.

Ha s13pIke KOMaHJIHBIX MHTEPHPETATOPOB KaHall 00O03HAYaeTcs cUMBOJIOM |. B
HEKOTOPBIX UCTOYHHKAX OH UMEHYETCS KOHBEMEPOM U CIIYKUT CPEIICTBOM I'PYHITUPO-
BaHMs KoMaH]l. Hanbosee yacTo kaHasl UCIOIB3yeTCs MIPH BBIBOJIE HA SKpaH (aiaioB
Oonbioi quHbL. Tak, 4ToOBI MOCIEI0BATEILHO TPOCMOTPETH JUCTUHT (halJIOB B Ka-
Tayiore O60JBIIOT0 00beMa, UCTIONB3YIOT KOMaHay 1s —la /bin|more. Komanna
more Kak pa3 U 00ecreunBaeT MOAKPAHHBINA BBIBOJ JIAHHBIX C BO3BMOMKHOCTBIO «JIHC-
TaTh» CTPAHUIIBI BIIEPE MPU HAXATHH JI000H KiaBumy. KoMOnHUpOoBaHHAs KOMaH 1A
ls -la /bin|less N03BOJSIET NOCTPAHUYHO «JIHCTaTh» (aill B 00€ CTOPOHBI.
[IpaBaa, mpu pabote B rpaduuecKOM PEKUME U AMYISIUU TEKCTOBOTO TEPMHUHAIA B
OKHE TPOCMAaTpuBaTh (haili MOXKHO U 0€3 MOTOTHUTEIHHBIX KOMAH/I, UCTIONIB3YS IS
3TOr0 OOKOBBIE TOJIOCHI MPOKPYTKH.

Enie HeCKObKO MPUMEPOB UCIIOIB30BAHUS KAHAJIOB:

cat file_ name|wc

VYTunura cat yntaet TekcToBbIi (aiin file_name u mepenaer nociaenoBaTeIbHBINA MO-
TOK CHUMBOJIOB IIPOTPAMME WC, KOTOpasi MOACYUTHIBAET YUCIIO CTPOK, CIOB U CUMBO-
70B B (paiine,

ps —ef | head -20

YTunura ps BBIBOIUT TaONHUIly IMpolieccoB, a yruiauta head oroOpaxkaet nepsbie 20
CTPOK 3TOH TaOIUIIbI,

dd if=/dev/£fd0 | grep “Linux”

YTunura dd ynTaeT mo cexTopaM JUCKETY, a grep HILET B CUMTHIBAEMBIX JAHHBIX
cTpoky “Linux”.

Kak yxe yka3bIBajioCh, EMKOCTh KaHaja OrpaHHYeHa pasMepoM Oydepa mams-
TH, ¥, €CJIM MEPEAAIONINI MPOLIECC 3aMKUChIBACT B HETO JaHHbIE ObICTpEe, YeM MPUHU-
MAIOIIAN YUTAET WX, KaHAJ MEPENONHUTCI. B 3TOM ciydae nepenaromuii mporece
Oynet 3abmokupoBad. YUTaTh M3 MyCTOTO KaHA TOXKE HEJIb3sl — OyAeT 3a0J0KUPOBaH
IIPUHAMAIOLUHN ITPOLECC.

2.4. UMeHOBaHHDBIC KAHAJBI

VY 3TuX KaHaAJIOB €CTh UMS, U OHU NTOYTH NOJJOOHBI OOBIYHBIM (ailinaM mocieno-
BaTEJIbHOIO JOCTYyMa. 32 MMEHOBAHHBIMU KaHAJIAMH 3aKPEMUIIOCH €Il€ OJIHO Ha3BaHUE
— (aitnbl FIFO (First-In, First-Out — nepBbIM BoIIIel, NepBbIM 00cTykeH). K Takum
KaHajaM MOKET o0paTuThes Mt000i mpoiiecc. B KOHCONBHOM pekrMe UMEHOBAaHHbIC
KaHasbl co3naroTrcs komanaoil mkfifo, nanpumep:

mkfifo /tmp/fifol

WmenoBaHHbIN KaHan OymeT cosfgaH B karaiore tmp. JIx00o# mosb3oBaTelnb
(TICeBIOMONB30BATENb) CUCTEMBI O0NaeT MPAaBOM Ha YTEHHE, 3alIUCH M MCIIOJHEHUS
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sToro karamora. K co3maHHOMy MMEHOBaHHOMY KaHAJTy MOXKHO OOpamarbCsl Kak K
oObruHOMY (aiimy. [l Toro 4ro0bl yOemTuThCS B 9TOM, CIIEAYET BOUTH B CUCTEMY C
JBYX TEKCTOBBIX KOHCOJICH. 3aTeM B KOMaHIHOW CTPOKE MEPBOM KOHCOJU BBECTH KO-
MaHIy YTCHHs U3 UIMEHOBAaHHOTO KaHalla, BHaIleM npuMepe cat < /tmp/fifol.
A BO BTOpOIf KOMaHIy TIEpEeHAINpaBlIeHUs] BBIBOJA B KaHal cat > /tmp/fifol.
[Tocie 3TOro BO BTOPO KOHCOJIM MOXXHO BBECTH MPOU3BOJIIBHYIO CTPOKY, 3aBEPIIUTH
OydepursupoBaHHbBIil BBOA HakaTHeM KiaBuin <Enter> u, mepelas B NEPBYIO KOH-
COJIb, TIPOYNTATh BBEACHHYIO CTPOKY Ha dKpaHe. YIaIsIeTcs MMEHOBAaHHBINM KaHAJ TaK
e, KaK OOBIYHBIN (haiii.

2.5. aiisoBas cucrema /proc

B cucteme Linux npucyTcTByeT BUPTyalbHBIN (ailioBbIil 00BEKT, UMEHYEMBIit
katanorom /proc (process). Tounee cka3arb, 3TOT OOBEKT CYIIECTBYET TOJBKO BO
BpeMsi paOOThl CUCTEMBI B OIEPATUBHON MaMSATH KOMITbIOTEpa. DTO BHUPTyasbHas
daiinoBas cuctema, Koropasi 00eCreunBaeT CBA3b C AAPOM U MOHTHUPYETCS B KaTajory
/proc. BuptyanbHblil karajgor /proc mpeaHazHaueH AJi MPEeIOCTaBICHUS TEKYIIMX
apaMeTpoB O KOMIBIOTEPHON CHCTEME U MPEACTABISAET OONBLION MHTEPEC, B TOM
quclie ¢ MO3ULMUI KOMIBIOTEPHON 0€30MacHOCTH. MHOTHME W3 YTWINT, BBIBOJSLINE
MH(pOpMAIMIO O CUCTeME (HapuMep, KOMaHaa ps), OepyT UCXOAHbIE JaHHbIE UMEHHO
U3 3TOTO KaraJjiora.

B BuptyanbHO# (aitioBoii cucteMe /proc pasmep mouTu Bcex (paitioB paBeH
HYJTIO, U JIF000# MOIb30BaTENb, BKIIOYAs aMUHUCTPATOPA, JHUIIIEH MIpaBa Ha 3alKcCh B
aTH ¢aitnbl. [IpaBo Ha YTeHHE MOUYTH BcexX (aillioB MMEET KaxAbli 3aperucTpupOBaH-
HBII MOJIB30BATENb CUCTEMBI. B TO e BpeMsi HeKOoTopasi 4acTh BUPTYaJbHBIX (DaiiyioB
NOCTYIIHA ¥ Ha 3alMCh, HAIPUMEP, IS YCTAHOBKH apaMETPOB SApa.

OOmBexT /proc BKIOYAET B ceOst Pailyibl U KaTajJord C YHUCIOBBIMU M CHMBOJIb-
HBIMM MMeHaMu. KaTaioru ¢ 4yuclioBRIMM UMEHAMHU COAEpKaT MH(POPMALIUIO O Kax-
JIOM BBITIOJHAIOIIEMCS TIPOIEcce, a caMO MMsI Karajora 00pa3oBaHO UAECHTH(PHUKATO-
poM BeItoaHsseMoro npouecca PID. IIpu co3panuu nporecca COOTBETCTBYIONIMN Ka-
TaJIOT MOSBISETCS, a IPU YHUUYTOXKECHUM IIpoLiecca — Ucue3aecT. B KaxkIoM U3 Takux
«YHUCIJIOBBIX» KaTaJOTOB COJIEPKATCsl OAHU U Te€ ke (ailioBble 00BEKTHI (Tab. 1).

Tabnuia 1
ConepKuMoe «4UCIIOBBIX» MOAKATAIOrOB Karajora /proc
Nms «daiiia» B Copep:xxnmoe «paiiina»
MoAKaTaJjore
/proc/PID
cmdline Crnucok apryMeHTOB KOMaHIHOM CTPOKH Ipoliecca (mapameTpsl,

nepenasaemblie porpamme). Cucok MpencTaBieH OJHOM CTPoO-
KO, B KOTOPOM apryMeHTBI OTAEJSIFOTCS APYT OT IpYyra HyJIEeBbI-
MU CUMBOJIAMU

cwd CchliKa Ha KaTaJioI, U3 KOTOpOro Obl1a BBIIIOJIHEHA KOMaHJda, 3a-
MyCcTUBIIAA HaHHLIﬁ nmponecc
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[Tpomomxkenue Tabm. 1

environ

ITepemennnie okpyxkeHus (USER, HOME, PATH u nap.). Dne-
MEHTBI CIIMCKA PA3AEISIOTCS HYJIEBBIMH CUMBOJIAMHU.

(DY

CcpbuiKa Ha MCTIOJHSIEMBIHN (aiii nponecca

fd

Karanor, comepxamuii 3anucu o (aiigax, OTKPBITHIX JaHHBIM
npoueccoM. Kaxkaas 3amuch — 3TO CUMBOJIMYECKAsl CChLIKA Ha
(aiin uam ycTponcTBO.

maps

Hcnonusiemsie aiiiabl 1 OMOIMOTEKH, 0TOOpaKEHHbIE B MAMSTh
npoiiecca

mem

[TamsTh ponIECCA

root

Cchlika Ha KOPHEBOM KaTajor mporiecca (00b4HO /)

stat

CocTtosiHue nponecca Ha MOMCHT ITPOCMOTpa

statm

Cocrosinne mamsaTu nporecca. COAepX HUT CIUCOK U3 7 ducen,
pas3jieneHHbIX MpodeTamMu. DTH YHca:

e 00mmii pa3mep nporecca B M6

® pa3Mep Pe3UACHTHOMN YacTH mporiecca

® pa3Mep COBMECTHO HUCIIOIb3yeMOM MaMsITH

pasMep cerMeHTa Kona

pasMep 3arpy’KeHHBIX OUOIHOTEK

00BbeM maMsTH CTEKa

[ J
[ J
[ J
® YpCII0 MOJU(PUITMPOBAHHBIX CTPAHUIIL TAMSITH

status

CocrosiHue mpoliecca B BUAE, NPeIHA3HAYEHHOM JJIs MOJIb30Ba-
Tens. Dai comepKuT UACHTU(HUKATOP MPOIECCa, POTUTEITHCKO-
ro mporiecca, peanbHbli U A(PPEKTUBHBIN HICHTHPUKATOPHI
MOJIb30BATENs, CTATUCTUKY MCIOJIB30BaHUS MAMSITH U OUTOBBIC
MacCKH, yKa3bIBalOIINe, KaKhe CUTHAJbI MPOLIECCOM MEepexXBaThl-
BAIOTCS, HTHOPUPYIOTCS WM OJIOKUPYIOTCS.

O Ha3HaueHuHU (ailioB M KaTajJoroB ¢ CUMBOJbHBIMM MMEHAMH MOYHO JOTa-
JaTthes MO 3TUM MMeHaM. Hampumep, cBeieHHs 0 MOCIeA0BaTeIbHbIX TOPTaX COnep-
xarcs B ¢aine /proc/tty/driver/serial. OOparenue K 3TUM (HailsioBIM 0ObEKTaM I10-
3BOJISIET OJYYUTh TEKYIYI0 HHPOpMaLHIO 00 anmapaTHO# miuardopme U apaiBepax
YCTPOMCTB, a TAaK’KE€ MHOTO MHOW MHTEPECHON MHPOPMALIUH.

2.6. 3anyck mporpaMm B MHTEPAKTHBHOM peKUMe

[Tocne mpoxoxaeHus TpoLeaypsl ayTeHTU(UKALKUK TOJIb30BaTENs CUCTEMA 3a-
MyCKaeT HK3EeMILISIP KOMaHTHOTO MHTEPIIPETaTOpa, KOTOPHIN 00eCeYnBaEeT JUAIOTO-
BBIM peXMM ueoBeKa U MalmMHbl. Kak ye yKa3pIBaloCh, CYLIECTBYET TPU OCHOB-
HBIX THIa UHTEPIPETATOPOB, pabOTAIOUINX B pEeXUMaX KOMAHIHOM CTPOKH, TEKCTO-
BOM MEHIO WM rpaduueckoro uHrepgeiica. B mobom ciyuyae cuctema 0XHAAET OT
3apEeruCTPUPOBAHHOTO MOJIB30BATENS BBOJIA KOMAH/IbI.
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[Tporpamma, KoTOpast OOIIAETCS C MOJIH30BATEIIEM U BBITTOTHIET BBEJCHHBIC UM
KOMaH/Ibl, Ha3bIBA€TCSI KOMaHJIHBIM HHTepripeTatopoM uinu obosoukoit (Shell). He-
0O0JIBIIOE YUCIIO KOMAH/I UCTIONHSIETCS. CaMOi 000JI0UKOM, M ATH KOMAH Ibl Ha3bIBAIOT-
cst BHyTpeHHUMHU. [lonapmsitoiiee OONBIIMHCTBO KOMAH/T SBJISIOTCS BHEIIHUMU, U UMSI
BBEJICHHON KOMaH[bl TOXKJIECTBEHHO MMEHHM KaKOTO-HUOYIb HCIHONHseMOro Qaiina
win cueHapus. Mcnonusembsle Qailibl 00BIYHO pacroiararorcs B JIByX KaTajaorax:
/bin u /sbin, X0Td 3amyCTUTh MPOIIECC MOXKHO U3 JIOOOr0 Karajora, Ha KOTOPBIN Y
MOJIB30BATENsl €CTh MPABO JOCTyNa. BBI3bIBaTh KOMAaHIBI MOXKHO, 3a/1aBasi abCOJIOT-
HBI MyTh K €€ HUCIONHAEMOMY (ailry, 1100 MOIb3YysACh KOPOTKUM HUMeHeM (haiina.
Haiiti Hy>XHBIH (aiin mo ero KOpoTKOMY UMEHH MPOrpaMMe-000JI0UKe TIOMOTaeT Tie-
pemenHas okpyxenuss PATH (mociioBHO — q0opokka, myTh). B Helt 00bI9HO TOMMEHO-
BaHbl Karanoru /din, /sbin, /usr/bin, /usr/local/bin, pa3zaeneHusie aBoeTounem. Jlis
aIMUHUCTPATOPA B 3TOM TEPEUHE JOJDKEH OBITh MCKIIIOUEH TEeKYIUW KaTayor, 000-
3HAYaEMbI OTHOM TOYKOM «.», TOCKOJIbKY ATO MOTEHIIMATIBHO OMAaCHO.

[Tonb30Barenb MOXKET YNPaBIsATh CUCTEMOUN B pEKMME KOMAaHHON CTPOKH, U B
ATOM ciiydae OH paboTaer ¢ ogHOM M3 00oJyiouek, uMeronux HasBaHue Born shell
(/bin/sh), C shell (/bin/csh), Korn shell (/bin/ksh), Bash (/bin/bash). I[lonb30Baremnu,
NPUBBIKIIME K ya0OCTBY, mpenmnouyuTaror ¢aiioBeiii  MeHemkep Midnight
Commander. Hakoner|, coBpeMeHHbIE TUCTPUOYTUBBI CUCTEM MOJJIEPKUBAIOT I'pa-
¢uueckue obonouku Tuna Gnom unu KDE.

BBeneHnHast koMaH1a TOJKHA COCTOATh U3 TPEX YaCTeil:
® MEHHU caMOM KOMAaH/bI,

e omnrui wim (aros,
® BXOIHBIX JAHHBIX.

Onuuu onpeaenstoT alfOPUTM BBIMOJIHEHUS MporpaMMbl. OHU MOTYT 3alKChI-
BaThCS B KOPOTKOM WJIM JUTHHHOM Buje. KopoTkue ommmu coctoar u3 aeduca u oau-
HOYHOTO CHMBOJIa B HMXKHEM WJIM BEepXxHEM peructpe. Heckoibko KOPOTKHUX OMIUA
MOTYT 00beIUHATHCS. Tak, HUKENPUBEAECHHBIE KOMAaH/IbI SIBISIOTCS] 9KBUBAJICHTHIMU:

ps —e -1 -f = ps —-elf

Cy1iecTByeT corialieHue OTHOCUTENBHO UMEH onuuii. OHO U3J0KEHO B JIOKY-
mente CNU Coding Standarts u siBisieTcst 00si3aTeNbHBIM AJI IPOTPAMMHCTOB, TH-
mymmx nporpammel g Linux. Tak, o6brdHO cumBoioM «I» (long) o6o3nauarot
JUTMHHBIN (paclIMpEeHHbIN) BBIBOJ JAHHBIX, CUMBOJIOM «a» (all) — oToOpaxkeHue Bcex
00BbekTOB, a cumBosioM “h” (help) — BBIBO/ MOJCKA3KK MO CHHTAKCUCY KOMaH/IbI.

JIMMHHBIE OMIIUU COCTOST U3 JABYX Je(PHUCOB, MOCIE KOTOPHIX CIEAYeT UM U3
CHMBOJIOB HM)KHETO M BEPXHEro PEerucTpoB. Takue OMNIMM Jerdye 3alloMUHATh U YH-
Tarh. IHTEpIpeTaTopsl MOHUMAIOT U JJIMHHBIE, U KOpOoTKHe onumu. Ho 3amyckaemas
mporpaMma TOXe JI0JDKHA TOHUMAaTh OTITUU 000UX BHUJIOB.

B TO xe Bpems CyllecTBYIOT MPOrPaMMbl, HUCHOJb3YIONIME MHOW CHUHTAKCHUC.
Tak, oueHb U3BECTHASI M HEOOBbIYANHO Mosie3Has nporpamMma dd ucnosb3yeT KoMaHd-
HYIO CTPOKY THUIIA:

dd if = /dev/£fd0 of = /mnt/floppy/fda count = 10 skip = 1
conv = noerror, sync
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1€ OIIIMU U BXOOHBIC NAHHBIC YCPCAYIOTCH.

KomaHn bt MOT'YT BBOAHUTBHCS U UCIIOJHATHCA KaK B MHTCPAKTHBHOM, TaK U B (I)O-
HOBOM pPCXKHMaAX. B HHTCPAKTUBHOM PCIKHMC KOMAaHJHbIN HHTCPIPETATOP BBIBOAUT
04YCPCAHOC IPUTTTAICHUE OJIs1 BBOJAA TOJBKO ITOCJIC 3aBCPIICHNA BBIIIOJIHCHUS IIPEAbI-
NyIlIer KoMaHbl. YKa3aB B KOHIIE KOMaHJAHOM CTpoKH cuMBoi & (mocie mpobena),
ITOJIB30BAaTCJIb MOXKCET 3aIllyCTHUTDh q)OHOBLIﬁ Imponecc. HpI/I 9TOM HE3aBHUCHUMO OT BpE-
MCHH BBITIOJJTHCHHUSA KOMAaH/JIbl HHTCPIIPETATOP MI'HOBCHHO BBIBEACT IPUITIAIICHUC IJIA
BBOJa cneay}omeﬁ KoMaHbl. [loap30BaTe b MOKET 3allyCTUTb IPONU3BOJILHOC YHCJIO
TaKUX MPOILECCOB.

B onnou CTPOKC MOKXHO BBCCTH HCCKOJIBKO KOMAH/, pas3aciisiad UX CUMBOJIOM
«3», HAIPpUMEP:

clear; pwd; date

Ecnu pa3nenuTs 1Be KOMaHIbI B OHOM CTpoKe cuMBoiamMu & &, TO BTOpas Ko-
MaH1a Oy/eT BBITOJHEHA TOJBKO MPHU OIaronoaydyHoM (0e30mnO0IHOM) 3aBEpIICHUN
nepBoii. Eciiu aHanm3upoBaTh Ko OMIMOOK, TO YCIIEXOM CUMTAETCSl BO3BpPAT HYJIEBOTO
KOZa, a HeyJauel — Bce OcTalbHbIe 3HAUeHUs. B mpuMepe HuXe, ¢ TOMOIIBI0 KOMaH-
IIbI grep UeT MOUCK YYSTHOH 3alliCH TOJIh30BaTeNsl CHavYana B (aiije maposeil, a mpu
ee 0OHapy>XeHUHU — MOUCK B (paiijie TpyIi:

grep “ivanow” /etc/passwd && grep “ivanow” /etc/group

Paznenutens |l ucnonb3yercs, ecnu HaAO 3alyCTUTh BTOPYIO KOMaHAy MpHU
omrO0YHOM 3aBepiieHun nepoit. Hanpumep:

ls -1 /root || 1ls -1 /home

Ecnu 3Ty cTpoky 3amycTHUT OOBIYHBIA TOJIB30BaTENb, TO OYyIE€T HCIOTHEHA TOJBKO
BTOpas KOMaHJa, T.K. IPaB HA UTEHUE KaTajaora aAMUHUCTPATOPA Y HETO HET.
[Tonb30oBaTento HET HEOOXOAUMOCTH MHOTOKPATHO BBOJAMTH OJIHH U T€ K€ KO-

Manbl. C IOMOIIBIO KJIaBUIIKM T MOKHO BEPHYTHCS K MPEIbIIYIIEeH KOMaHIe, a Ha-
KUMasi €€ MHOTOKPATHO, MOXKHO «IIPOJIUCTATh» CIIMCOK KOMaHJ B OOPaTHYIO CTOPOHY
Ha HY)KHO€ YHCIIO TTO3UIIMH. TO e caMoe MOXKHO clIeiaTh ¢ MOMOIIbI0 KoMaH kI his-
tory — mpu 5TOM BBIBOAMTCS MEPEUYCHb paHEe BBEACHHBIX KOMaH] (M0 YMOJYaHUIO
3anomuHaeTcsa cnucok u3 1000 komanm). DTOT COUCOK XPAHUTCS JJIs KaXKIOTO 3ape-
TUCTPUPOBAHHOTO TIOJH30BATENsI B OTIEIHLHOM TEKCTOBOM (hailyie B €ro JOMAaIrHeM
KaTaJjore.

mc

mount

dd if=/dev/hdaé of=/tmp/bootsect.lnx bs=1 count=512
mc

lilo cnfig

mount /dev/hdal -vfat /mnt/hdal

dd if=/dev/£fd0 of=/tmp/bootsect.lnx bs=1 count=512
umount /mnt/floppy

mc
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passwd
dd if=/dev/£fd0 of=floppyl count=2800 conv=noerror, sync
fdisk -1 /dev/hda6

1ls -1i /

lde -i 131329 /dev/hdaé

mc

lde -b 0x00040203 /dev/hdaé6|more
mc

debugfs /dev/hdaé

cd /home

1ls

cd /etc

ls -1i

debugfs -R stats /dev/hdaé

JIuctunr 4. @parMeHT nepeuHs KOMaH 1 [10JIb30BaTess BBIBEACHHBIX KOMaHA0M history
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3. PAHJIOBBIE CUCTEMBI EXT2FS Y EXT3FS

daiinoBas cuctemMa MpeACTaBIseT COO0ON CIOCOO JOTHYECKOW OpraHu3aiuu
BHEIIIHEN M ONEpPaTUBHOM MaMsITH KoMIlbioTepa. COBpEMEHHBIE MHOT03aJauHbIE OIle-
pPallMOHHBIE CUCTEMbI, PA0OTAIOIIME B 3AIUILEHHOM PEXHUME, a TAKXKE UHTEIICKTY-
aJbHbIE KOHTPOJUIEPHl MArHUTHBIX JIUCKOB HE MO3BOJISIOT paboTarh ¢ MamsThIO HA
¢usnueckoM ypoBHe. [loaTomMy Juisi aAMUHUCTpATOpa OYE€Hb BAXKHO Pa3o0paThCs B
CTPYKTYpe (PailIoBBIX CHCTEM.

@aitnoeie cucreMbl EXT2FS n EXT3FS omMuaroTcst TOJIbKO HAJIUYHEM XKYp-
Halla TpaH3akiui. B ocTaJlbHOM OHM UMEIOT UJEHTUYHYIO CTPYKTYpPy U MOTYT B3a-
MMHO TIpeoOpa3oBbIBATHCS HA 3Tare MOHTHpoBaHus. B daiinosoii cucreme Linux oc-
HOBHBIM JIOTUYECKUM OOBEKTOM siBisieTcst (paitn. Bece 00bekThI, BKIIIOUAsT YCTPOMCTBA
BBO/1a/BbIBO/Ia MH(POPMALIUK U KaHAJIBI MEXIPOIECCHOTO B3aUMOJEHCTBUS, HA3bIBA-
toTcs (aitnamu. Onpeneneno 7 GyHKIMOHATIBHBIX TUTIOB (halsIoB:
0ObIYHBIE (halJIbI,
KaTaJiory,
CUMBOJIMYECKUE CCBUIKH,
MMEHOBAHHbBIE KaHAJIbI,
COKETHI,
(hailJIbl CHMBOJIMYECKUX YCTPOMCTB,
(aiiibl OJOYHBIX YCTPOHCTB.

BuyTpenHsisi cTpykTypa OOBIYHOTO (pailna aisi OnepanroOHHOW CHCTEMBI CO-
BEpILIEHHO Oe3pa3nnyHa, U (aill BOCIPUHUMAETCS €10 KaK CTPYKTYpHUpOBaHHAs MO-
CleIoBaTeNIbHOCTh OalT. Jlyis omeparmonHbix cucteMm cemeiictBa UNIX He mMmeror
saadeHus, npuHAThie B OC Windows* u MS DOS, pacmupenus: (aityios, mo KoTo-
PBIM MOXXHO CymuTh 00 mx Tumne. OmHako omHa W3 yTwinT, uMeHyemas file, ymeer
pasnuyarh JOBOJBHO MHOTO Pa3HOBUIHOCTEHN (haliIoB MO UX «MarMuye€CKUM» YhCIaM
U XapakTepHoMy GopMmary.

JluckoBO€ MPOCTPAHCTBO BbAEIsAETCS (aiiinam 1enbiMu 6iiokamu. biiok siBisieT-
CsA aJpecyeMoil €AMHUIIEH JUCKOBOTO MPOCTPAHCTBA U MOXET UMETh pazmep 1024,
2048 nmm 4096 6aiit. B OC Windows* noxoxxeil BenmuuHoM saBnsercs kinacrep. He-
TPYAHO 3aMETUTh, YTO pazMep OJIOKa KpaTeH pa3Mepy OJAMHOYHOIO CEKTOpa Ha JAUCKE
(512 0Gaiit). HemocpencTBeHHO ¢ cekTopaMu paboTarh B (ailjioBOM cUCTEME HE TIPH-
XOIUTCSI, HO HEKOTOpasi BRIBOJMMAS YTHJINTAMH WH()OPMAITUS MOXKET MOIPa3yMeBaTh
MOJT HA3BaHUEM «OJIOK» M CEKTOp, W JIOTHIECKHi OoK. bonbmioit pasmep 60ka co-
KpaIaeT Yuciio 0OpaleHnid K JUCKY TIPU YTCHUH WM 3anucu ¢aiiia, HO yBeITuInBa-
€T JOJI0 HEpalMOHAJbHO HCMOJIB3yEMOT0 MPOCTPAHCTBA, OCOOCHHO MPHU HATUYUU
0o0b1I0TO YKciaa MalleHbKHX (haiioB. B coBpeMennbix quctpubytuBax OC Linux mo
YMOJTYaHUIO UCTIOIB3yeTcsl pasMep 6ioka B 4 KO, 4To yckopsieT mpoiecchl MOJKauKH
B BUPTYaJIbHOM TTaMSITH (pa3Mep CTpaHUIIbl OJIKauKK Toxke paBeH 4 KO).

Karanoru B (aiinoBeix cucremax Linux pacnpenemnsitorcs Mo BCEMY JMCKY.
@aiinbl, BXOJAIIME B OAUH KATaJOT, TPYNIUPYIOTCS B HEMOCPEICTBEHHON OJIM30CTH
Ipyr ot Apyra. Tak nenmaercs JUisl TOrO, YTOObl MUHUMHU3UPOBATh YKCIIO MepeMelle-

VVVYVYVYYVYYVY
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HUW OJIOKa MAarHUTHBIX TOJIOBOK HAKOIHMTENS HA KECTKUX JUCKaX MPU OOpaIIeHUH K
(aiiaM 0JJHOTO Karajora.

[TpocmarpuBast mHpOpManKuO 00 OCHOBHBIX KaTajorax (aiaoBOW CHCTEMBI
(JIUCTHHT 5), BBIBEJICHHOMN ¢ MOMOIILI0 KoMaH ikl Is —li /, ciienyeT oOpaTuTh BHUMaHUE
Ha TO, KaK CHJILHO Pa3IM4yaroTCs HOMEPa MHIEKCHBIX JECKPHUIITOPOB KAaTalloTOB. ITO
KOCBEHHO YKa3bIBaCT HA TO, UTO KaTAJIOTH PACIPEICIICHbI 10 BCEMY JHUCKY.

131329 drwxr-xr-x 2 root root 4096 Map 18 17:42 bin
328321 drwxr-xr-x 4 root root 4096 Map 18 15:18 boot
196993 drwxr-xr-x 20 root root 118784 Map 30 10:41 dev
164161 drwxr—-xr-x 55 root root 4096 Map 30 10:47 etc
525313 drwxr-xr-x 2 root root 4096 Map 30 11:42 home
541729 drwxr-xr-x 2 root root 4096 Anp 29 2003 initrd
558145 drwxr-xr-x 9 root root 4096 Map 18 17:50 1lib

11 drwx—————- 2 root root 16384 Map 18 17:22 lost+foun
230275 drwxr—-xr-x 2 root root 4096 Anp 29 2003 misc
590977 drwxr-xr-x 5 root root 4096 Map 18 14:06 mnt
607393 drwxr-xr-x 2 root root 4096 Anp 29 2003 opt

1 dr—xr—-xr-x 69 root root 0 Map 30 2004 proc
180577 drwxr-x—--— 17 root root 4096 Map 30 11:25 root
640225 drwxr-xr-x 2 root root 8192 Map 18 17:54 sbin
213409 drwxrwxrwt 9 root root 4096 Map 30 11:24 tmp
229825 drwxr—-xr-x 15 root root 4096 Map 18 17:30 usr
32833 drwxr—-xr-x 17 root root 4096 Map 18 17:36 var

Jluctunr 5. Undopmarius 06 0CHOBHBIX KaTajiorax (aiiaoBoit cucteMsl Linux

Crnenyer oOparuTh BHUMaHHE Ha pa3Mep OOJBIIMHCTBA KaTajoroB. Ero Munu-
MajibHOE 3HaueHue - 4 KO, 4To COOTBETCTBYET pa3Mepy OJHOTO JIOTHYECKOro OJIoKa.
[TockoNbKY KaTtayior 1O CYTH SIBJISIETCS TAONHIICH COOTBETCTBHS MMEH (paliioB M WX
MHJCKCHBIX JE€CKPUIITOPOB, MOJABIISIIONIEEe OOJBIIMHCTBO KaTajJOroB BIIOJIHE BMeEIIa-
IOTCSL B 3TOT 00beM. JIuip /1Ba Karajora UMEIOT OOJBIINE pa3Mephl: sl KaTaiora
/lost+found (moTepsiHHBIE U HaleHHBIE) 3ape3epBupoBaHo 16 K6 — Ha ToT cimyuai,
€cIM MpH MpoBepke (aioBoi cUCTeMbl OyneT 0OHapyXeHO OOJbIIOE KOJIUYECTBO
MCIIOPYEHHBIX (haljIoB, a Kartayuor /sbin comepKUT oueHb OOJIBIIOE KOIUYECTBO YTH-
mut. Karanor /proc, umeromui HyJI€BOM pa3Mmep, SBISAETCS IICEBAOKATAIOIOM, OH
PAaCIOJIOKEH B ONEPAaTMBHOM MaMATH M HA JUCKOBOM IIPOCTPAHCTBE MECTA HE 3aHU-
maeT. bonee nogpoOHO cTpykTypa (aiioBbIX 3alucel B Karajore OyJIeT paccMoTpe-
Ha HUXKE.

3arpy34uk I'pynna 610- | I'pynma 60- | ....... I'pynna 6s10-
(Linux KoB 1 KOB 2 koB N
Loader)

Puc. 1. I'pynmbt 6;10K0B Ha ToruyeckoM pasaene Linux

brnoku oO0beauHAIOTCS B TPYIIIBI 0J10KOB. [ pyniibl 6J10kOB B (hailyioBOM cucTEME
1 OJIOKM BHYTPH TPYyMIBl HyMEPYIOTCS MOCJeI0BaTeIbHO, HAYMHAS ¢ equHUIBL. [lep-
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BBIW OJIOK Ha AWCKEe uMeeT Homep | u mpuHamnexuT rpymme ¢ Homepom 1. [Tocnen-
Hsis Tpynmna OJOKOB MOXKET ObITh HEMoNHOW. Hauano kakoi rpymnmbsl OJJOKOB UMEET
azpec, KOTOPBI MOXKET OBITh MOJIy4eH Kak ((Homep rpymmbl - 1)* (duciio GJI0KOB B
rpy1mne)).

[TepBoie 1024 Gaiit noruueckoro pasaena Linux oTBeneHbI Ha pa3MelieHue 3a-
rpy3unka LILO (Linux Loader), u npu pa3mepe 010ka B 1 kb 3arpy3uuk 3aHumaet
nosHblil O61ok. Kaxkgas rpynmna 6J10KOB MMeeT ofuHakoBoe cTpoeHue. Ee cTpykrypa
IIPE/ICTABIIEHA HA PUC. 2.

Cymnep0Onok

Onwucanue rpynmsl OJI0KOB

buroBas xapra 610K0B

buToBas kapra HHIEKCHBIX JI€CKPUITOPOB
Tabnua MHAEKCHBIX JECKPUITOPOB

O0acTh OJIOKOB JaHHBIX

Puc. 2. Crpykrypa rpymnmbl 0J10KOB

Cynep6mnok sIBIsieTCS HauaJbHOW TOUKOM (pailnoBoil cuctembl. OH UMeeT pas-
Mmep 1024 Gaifta, HO peaslbHON WHGOPMAIIMEH 3arOTHEHBI TOJBLKO mepBbie 80 OalT —
OCTaJIbHAas YacTh CyNnepOsioKa U OCTaBIIeeCs MPOCTPAHCTBO JIOTUYECKOTO OoKa (Mpu
pa3mepe 6moka B 2 win 4 kb) nononustorcs nynsmu. Hanuune xomuit cynepOioka B
KaXXJI0W rpymnmne 0ObsSCHAETCS Ype3BbIUaliHOM BaXKHOCTHIO ATOTO 3JeMeHTa (ailoBoii
cucteMbl. JlyOnukarel cynepOioka MCHOIb3YIOTCSA MPU BOCCTAHOBIEHUU (HAIOBOMA
CUCTEMBI TIocse cOoeB. TeM He MeHee HEKOTOPbIE YTHUIIUTHI (HalpuMep mount — yTH-
JUTAa MOHTUPOBaHUA (DailIOBON CUCTEMBI) MUCIOJIB3YIOT TOJBKO MEPBBIM 3K3EMILISP
cynepOsI0Ka U TIPHU €ro MOBPEKIESHUH COOOIIAa0T 00 OITOKe.

Uudopmarus, xpanumas B cynepOIoKe, UCIOIb3YETCsl JI1 OpraHu3aiiu J10c-
Tyna K OCTaJbHBIM JIaHHBIM Ha AucCKe. B cynepOioke onpenensiercss pazmep ¢aino-
BOI CHCTEMBbI, MaKCHUMaJIbHOE 4YuCIO0 (aioB B pasnene, 00beM CBOOOIHOIO IMpo-
CTPaHCTBA M COAEPKUTCA MH(OpMAIUs O TOM, TJIe MCKaTh He3aHAThIe ydacTku. [lpu
3ammycke OC cynepOIOK CYUTHIBACTCS B IaMATh U BCE M3MEHEHUS (PaiijioBON CHCTEMBI
BHayaJie HaXOAAT OTOOpa)KeHHE B KOMUU CynepOioKa, HaXOSIIeHCs B ONEPaTUBHOM
MaMATH, U 3alUCBIBAIOTCS HA JUCK TOJBKO MEPHOANYECKU. DTO MO3BOJIET NOBBICUTH
IIPOU3BOIUTEIBLHOCTh CUCTEMBI, TaK KAK MHOT'ME IOJIb30BATEIN U MPOLECCHI MOCTO-
SIHHO OOHOBISIOT (pailnibl. [Ipy BBIKITIOUEHHUH CHUCTEMBI CynepOIoK 00s3aTeNIbHO 101
’KEH OBITh 3alMCaH Ha JUCK, YTO HE MO3BOJIIET BBIKIIOUATh KOMIIBIOTEP MPOCTHIM Bbl-
KitoueHreM nutanus. CynepOaoK UMEeT CIICAYIONIYI0 CTPYKTYpY (Tadm. 2.):
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Tab6nuia 2

CrpykTypa cymnepoioka
Pasmep nons | CmeweHue
- N HasHauyeHue
B banTax Gaunt

4 0 Uncno MHOEKCHbIX OeCKpunTopoB B (pannoBoW cucteme
(BO3MOXXHOE YnCno hannos)

4 4h Yuncno 6nokoB B hannoBon cucrteme

4 8h Yucno 6nokoB, 3ape3epBMPOBaHHbIX ANA HYX4 cynep-
nonb3oBarens

4 Ch Yuncno cBoboaHbIX BrnokoBs

4 10h Yuncno cBob6OaHbIX MHOEKCHBIX 4ECKPUMNTOPOB

4 14h Homep nepsoro 6noka, cogepxaiiero gaHHole (0 nnu 1)

4 18h NHankaTtop pa3mepa norndeckoro onoka: 0 = 1 K6;
1 =2K®6; 2 =4 K6.

4 1Ch NHankaTtop pasmepa pparmMeHTOB (ecnu pparmeHTaums
6GnoKoB NpegyCcMOTPEHA)

4 20h Yumcno 6nokoB B Kaxgow rpynne 61okoB

4 24h Yuncno pparmMeHToB B KaXgom rpynne 6:10KkoB

4 28h Y1cno nHOeKCHbIX JeCKPUNTOPOB B Kaxaow rpynne 6rnokos

4 5Ch Bpemsa nocnegHero MOHTUpoBaHUS hannoBon cUcTeMbl (B
cekyHgax ¢ 1 sueapsa 1970 roga)

4 30h Bpems nocrnegHen sanncu B pannosyo cuctemy
Yuncno MmoHTMpoBaHuK hannoBon cuctemsl. Ecnu atot

5 34h CHETUMK JOCTUraeT 3HA4EHMS, Yka3aHHOrO B CriefytoLuem
none, pannoBasa cuctema npu nepesanycke NpoBepseTCs,
a CYETYMK OBHYynseTcs.

2 36h [MpegensHOe YUCIIo MOHTMPOBaHUM (hannoBon CUCTEMDI

> 38h "Maruyeckoe umcno" (0OXxEF53), ykasbiBatowee, 4to dhan-
noBas cuctema npuHagnexut K ex2fs unm ext3fs

> 3Ah dnaru, ykasbiBaloLmne Tekylee CoctositHme (pannoBon cuc-
TEMbI.

5 3Ch dnarn, 3agarowwme npoueaypbl 06paboTkn coobuieHnn ob
owmbkax

2 3Eh 3anonHeHne

4 40h Bpemsa nocnegHen npoBepku pannoBon cuctembl

4 44h MakcumarnbHbIM  Nepuog BpeMeHW Mexay npoBepkamu
dannoBon CUCTEMbI

4 48h yKasaHmev Ha TUN onepaunoHHOW CUCTEMbI, B KOTOPOW CO3-
JaHa dannosas cuctema

4 4Ch Bepcus cannoson cnctemol

944 50h 3anonHenune oo 1024 6ant

B nuctuHre 6 mokasaHo, KaK BBIIJISIAUT CYNEPOIOK MPH BBIBOJIE HUH(GOPMAITUH C
nomoupto pegakropa Linux Disk Editor (cuHTakcuc xomaHj peaakTopa MpUBEICH
JaJiee Mo TEKCTY U B MPUIL. 2).
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01 23 456 7 8 9 ABCUDEF

0x00000400 00 07 OE 00 00 00 1C 00 : 6F 66 01 00 FO 47 13 00 ........ of...G..
0x00000410 D8 31 0OC 00 00 00 00 00 : 02 00 00 00 02 00 00 00 1.
0x00000420 00 80 00 00 OO 80 00 00 : 20 40 00 00 4A FA 68 40 ........ @..J.he
0x00000430 4A FA 68 40 0B 00 27 00 : 53 EF 01 00 01 00 00 00 J.h@..".S.......

0x00000440 73 94 59 40 00 4E ED 00 : 00 00 00 00 01 00 00 00 s.Y@.N..........

Jluctunr 6. Conepxxkumoe nepBbix 80 (50h) 6aitT cynepbiaoka

[TomuepkruBaHUEeM BBIJICIICHBI CJIOBA W IBOWHBIE CIIOBA, TIOMMEHOBAHHBIE B Ta0-
murie. [llecTHamnaTepuynble unciaa B MPUBOAUMBIX 37IECh W Jajiee JaMIlaX MamsiTH
MPECTaBICHHI B IepeBEPHYTOM (hopMaTte (T.€. YUTAIOTCSI B 0OpaTHOM MOPSAKE, Crpa-
Ba HaseBo). Tak, mepBbie yeThipe OaiiTa npeacTtannaioT aAsoitHoe ciaoBo 00 OE 07 00h.
Bocnonbs3oBaBIIKCh JI0OOBIM U3 KalbKYJISATOPOB, TOCTYIMHBIX B KOHCOJIU WK rpadu-
4ecKoil 000J104YKHU (ClieyeT MOPEKOMEHI0BATh KaJIbKYIsATOp bC), moayyaeM AecsAaTuy-
HBIM SKkBUBaJEHT B 919296 daitnos (inode). AHAJIOrMYHBIM TYTEM MPOYTEM HEKOTO-
pbI€ UHbBIE YHCIIA:

» Yucno 6moxoB B (aiimosoit cucteme 00 1C 00 00h = 1835008, T.e. HA KaKIbIi
(aiin 3ape3epBUPOBAHO OKOJIO 2 0sI0KOB WK 8 Kb (4acTh OJIOKOB pacxomyeTcs s
pa3MelieHns Konuil cynepOiI0KoB, onucarenei rpymim 0J10KoB, OUTOBBIX KapT, Tad-
qm1t inode).
Jlnis anmuHUCTpaTopa 3apeszepBupoBano 1666Fh = 91759 6moxoB. I1o okono 10%
BCET0 JIMCKOBOTO MPOCTPAHCTBA.
Ha nucke B manHOM jorudeckom paszaene cBoboano 1347F0Oh = 1263600 61oxoB
i 4935,93 MoOaiir.
Pa3smep noruueckoro 6moxa 1000h = 4096 6aifr.
B xaxmoit rpynme — 8000h = 32768 65okoB u 4020h = 16416 UHAEKCHBIX IECK-
puntopoB. Takum 00pa3oM, ISl KaXAO0W Tpymibl OJ0KOB BblieaeHO 1o 128 MO
JIMCKOBOTO MPOCTPAHCTBA, HA KOTOPOM MOXHO pa3Mmectuth 16416 daitnos. Pe-
3epBHbIC CyNepOIOKH B ClIy4yae MOBPEKACHHUS MEPBOTO MOXHO HalTu B 32768,
65534 1 nocnenyomux JOTHIeCKUx OJI0KaXx.

Bcenen 3a cynep06iokoM, B TIOTHYECKOM OJIOKE CO CIEAYIOIIUM HOMEPOM Pacio-
noxeHo ommcanue Tpymmbl 0okoB (Group Descriptors) pasmepom 32 Gaiita. OHO
MIPENCTABIIIET COOOM MACCHUB CO CIIEIYIOIIEH CTPYKTYpOH:

vV VYV 'V

Tabmauma 3
CrpyKTypa onmcaress Tpynibl OJIOKOB
Pa3mep nons | CmeweHne Ha3Ha4yeHue
B 6anTax caut
4 0 Appec bnoka, cogepxaliero 6utosyto kapTy 6rnokos (block
bitmap) gaHHOW rpynnbl
4 4h Appec bnoka, cogepxaliero 6GUToByo KapTy MHAEKCHbIX
Aeckpuntopos (inode bitmap) gaHHoW rpynnbl
4 8h Anpec .6n0|<a, coflepxaLiero Tabnuuy MHAOEKCHbIX OeCKpwn-
TopoB (inode table) gaHHon rpynnbl
> Ch Yuncno ceBobogHbIX 6r10KOB B AA@HHOW rpynne
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OkoH4aHue Tabn. 3

> Eh Uncno cBOOGOAHBLIX WMHOEKCHBIX [OECKPUMNTOPOB B OaHHOM
rpynne
10n Yncno MHOEKCHbIX 4eCKPMNTOPOB B JAHHOW rpynne, KoTopble
ABNAIOTCA KaTanoramu
14 12h 3anonHeHue

WNudopmarus, XxpaHumasi B OMUCAHUH TPYIIIbI, O3BOJISIET HATH OUTOBBIE Kap-
Thl OJIOKOB U WMHACKCHBIX JECKPHUIITOPOB, a TAKXKE TAOMUILy MHIEKCHBIX IECKPUIITO-
pOB.

0 1 23 45 67 8 9A BCDE F
0x00001000 02 00 00 00 03 00 00 00 : 04 00 00 00 09 1A 14 40 ............... e
0x00001010 02 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 00 .......oueun.n..

Jluctunr 7. Jlamn onucarens Tpyniibl 0JI0KOB

B onucanuu rpymibl 0J10KOB MOKHO HaWTH JI0BOJIBHO MHTEPECHYIO MH(pOpMa-
nuto. Hanpumep (cM. nuctunr 7), OutoBasi kapTa OJOKOB pacrosiaraetbes B 0ioke 2
(00 00 00 02h), a uaaekcHbIX AeckpunTopoB B 6s0ke 3 (00 00 00 03h). Tabnuua uH-
JEKCHBIX JecKpunTopoB HauuHaetcs ¢ Onoka 4 (00 00 00 04h). B mannoii rpymme
nmeercs emie 6665 (1A09h) cBobomgubix 01okoB B 16404 (4014h) cBOOOMHBIX HH-
JIEKCHBIX JIECKPUTITOPOB, KOTOPHIE MOTYT IMO3BOJUTH CO3/IaTh TAKOE YK€ KOJIUYECTBO
¢aiinos. B paccmarpuBaemoit rpymiie, Cyzis 1Mo nNpeAcTaBIeHHONW HH(OPMAIUU, BCETO
2 Karajora.

C momompio oTnagunka ¢ainoBoii cuctemsl debugfs (cripaBka o komaHmax oOT-
JaJyvKa MpUBEJEHA B MPUJL. 2) MOXKHO OJIHOBPEMEHHO BBIBECTH MH(POPMALIUIO O CY-
nepOJioke U TpyIax 0J0koB B Ooisiee ynooHoU ¢dopme. s 3TOro npejiaraercs uc-
M0JIb30BaTh KOMaH]Y:

debugfs —-R stats device

I'ne BmecTo device yka3bIBaeTCsi KOHKPETHbIH (haiisl OJJ0YHOTO YCTPOMCTBA, HAPUMED
/dev/hda7, KOTOPBI COOTBETCTBYET JIOTHYECKOMY pa3JieNly )KECTKOro JucKa ¢ ¢aio-
BOM cUCTEMOM ext2fs

Filesystem volume name: Ural

Last mounted on: <not available>

Filesystem UUID: e21e03£f0-78d6-11d8-8d23-el4d4cf2ed36£3
Filesystem magic number: OxEF53

Filesystem revision #: 1 (dynamic)

Filesystem features: has_journal filetype needs_recovery
sparse_super

Default mount options: (none)

Filesystem state: clean

Errors behavior: Continue

Filesystem OS type: Linux

Inode count: 919296

Block count: 1835008
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Reserved block count:

Free blocks:

Free inodes:

First block:

Block size:

Fragment size:
Blocks per group:
Fragments per group:
Inodes per group:

Inode blocks per group:

Filesystem created:
Last mount time:
Last write time:
Mount count:
Maximum mount count:
Last checked:

Check interval:

Next check after:
Reserved blocks uid:
Reserved blocks gid:
First inode:

Inode size:

Journal UUID:
Journal inode:
Journal device:
First orphan inode:
Directories:

91759

1263777

799179

0

4096

4096

32768

32768

16416

513

Thu Mar 18 17:22:11 2004
Wed Mar 31 10:51:19 2004
Wed Mar 31 10:51:19 2004
12

39 ‘MakcuMMaJIBHOE UYMCJIO MOHTMPOBAHMIA
Thu Mar 18 17:22:11 2004
15552000 (6 months)

Tue Sep 14 18:22:11 2004
0 (user root)

0 (group root)

11

128

<none>

8

0x0000

215730 ‘mnepBHI <OCHUPOTEBUMI» OECKPUIITOP
6542

Group O0: block bitmap at 2, inode bitmap at 3, inode table at 4
6907 free blocks, 16404 free inodes, 2 used directories
Group 1l: block bitmap at 32770, inode bitmap at 32771, inode table at

32772 21539 free blocks, 13804 free inodes, 87 used directories
Group 2: block bitmap at 65536, inode bitmap at 65537, inode table at
65538 23284 free blocks, 14394 free inodes, 158 used directories
Group 3: block bitmap at 98306, inode bitmap at 98307, inode table at
98308 23711 free blocks, 14240 free inodes, 190 used directories
Group 4: block bitmap at 131072, inode bitmap at 131073, inode table at
131074 23287 free blocks, 14918 free inodes, 116 used directories
Group 5: block bitmap at 163842, inode bitmap at 163843, inode table at
163844 22903 free blocks, 14532 free inodes, 84 used directories

Jluctunr 8. dparMeHT IMCTUHTA CYTIepOSIOKa U TPy OJI0KOB,
MOJIY4YE€HHBIN ¢ MOMOIIbI0 oTiiaaunka Debugfs

BriBenennas uHgopmaiys HECOMHEHHO Oofiee HarsiHa. BeposiTHO, 3TO enuH-
CTBEHHBIN Clly4ail, Korja omiagyuk (ailJioBoil CUCTEMBI OKa3bIBaeTcsi Oojee ymoo-
HbIM, yeM penaktop Lde. 13 undopuanum o 1uckoBOM MPOCTPAHCTBE, BbIICIEHHOM
KaXX70 U3 rpyImi OJ0KOB, MOXKHO Y3HATh KOHKPETHBIN TUana3oH HOMEPOB MHIEKC-
HBIX JECKPUNTOPOB U JIOTUYECKUX OJOKOB, YTO MOXKET OBITH HCIOJIB30BAHO IS
JNAJIbHENIIINX OLIEHOK U PAaCUETOB.

butoBas kaprta OnokoB (block bitmap) - 3To cTpykTypa, B KOTOPOUl Ka)KJaoMy
JIOTUYECKOMY OJIOKY COOTBETCTBYEeT OAuH OUT. [lopsaakoBbIii HOMEp OUTa COOTBETCT-
BYeT MOPSAKOBOMY HOMepy Onoka. Ecnu Out paBeH 1, To ONOK 3aHAT KaKUM-ITHOO
daiinom, ecnu paBeH 0 - cBOOOEH. DTa KapTa CIYKUT JJIsl IOMCKA CBOOOJHBIX OJI0-
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KOB B TE€X CITydasx, KOTJa HaJ0 BBIICITUTH MeCTO moa ¢ain. BoT kak Bemsiaut dpar-
MeHT 2-1o Jiorudeckoro 6moka (block bitmap). baiiter FF B nBoMuHOM BHIE — 3TO
1111 1111 (Bce 6moku 3auaThl). Co cmemenns 24CCh HaunmHarOTCs CBOOOIHBIE OJI0-
k. Hanuuue GaittoB, otmmuHbix oT FF, yka3zpiBaer Ha TO, 4TO B (hailyioBOM cucTeme
PUCYTCTBYIOT CBOOO/THBIE OJIOKH, paHee MPUHAIICIKABIINE KaKUM-TO (haiaM.

0x00002460 FF FF FF FF FF FF FF FF : 3F FC 3F FO FF FF FF FF ........ 2.2,
0x00002470 FF FF FF FF FF FF FF FF : FF FF FF FF FF FF FF FF ................
0x00002480 FF FF FF FF FF FF FF FF : FF FF FF FF FF FF FF FF ................
0x00002490 FF FF FF FF FF FF FF FF : FF FF FF FF FF FF FF FF ................
0x000024A0 FF FF FF FF FF FF FF FF : FF FF FF FF FF FF FF FF ................
0x000024B0 FF FF FF FF FF FF FF FF : FF FF FF FF FF FF FF FF ................
0x000024C0 FF FF FF FF FF FF FF FF : FF FF FF OF 00 00 00 00 ................
0x000024D0 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO0 ................
0x000024E0 00 00 00 00 00 00 00 00 : 00 OO0 00 00 00 00 00 OO0 ...........vn.n.
0x000024F0 00 00 00 00 00 00 00 00 : 00 OO0 00 00 00 00 OO0 OO0 ..........cvn.n.
0x00002500 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO0 ................
0x00002510 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO0 ................
0x00002520 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO0 ................
0x00002530 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO ................

JIuctunr 9. @parmeHT OUTOBOM KapThl OJIOKOB

[TpocmarpuBas block bitmap, MOXXHO yBHIIETh HECKOJBKO YEPEIYIOUIUXCS 3a-
HATBIX ¥ CBOOOMHBIX ToJIel 00k0B. [ToCKOMBKY OJIOKM MAYT B JIMHEWHOM IMOPSIKE,
3TO TOBOPHUT O TOM, YTO CHCTEMa paclpeAessieT XpaHUMYyI0 WH(OpMAITHIO 10 BCEMY
JTUCKOBOMY MPOCTpaHCTBY. O TOM, KaKhe KOMaHbI CJIEYyeT UCIIOIB30BaTh JIJIsi BHIBO-
na nHGOpMaIuK 0 CBOOOIHBIX OJ0KaX, OYJIET CKa3aHO HUXKE.

butoBas kapTa HHIEKCHBIX IECKPUMNTOPOB UMEET aHAJOTUYHYIO CTPYKTYPY, HO
MHYIO TPaHYISIPHOCTB: OUH OUT COOTBETCTBYET 128-0aiiTHOMY (parMeHTy B TaOJIu-
e inode. @parMeHT OUTOBOM KapThl MHACKCHBIX JECKPUNTOPOB MPUBEICH B JIMCTHH-
re 10. 3aecy HaOmOMaeTCss MHOM MOPSJIOK, YeM B OMTOBOM KapTe OJIOKOB: BHauase
UIYT CBOOOAHBIC MHACKCHBIE JECKPUIITOPHI, 3aTEM 3aHSTHIC.

0x000037B0 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO ................
0x000037C0 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 OO0 OO0 ................
0x000037D0 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO0 ................
0x000037E0 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO ................
0x000037F0 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO ................
0x00003800 00 00 00 00 FF FF FF FF : FF FF FF FF FF FF FF FF ................
0x00003810 FF FF FF FF FF FF FF FF : FF FF FF FF FF FF FF FF ................
0x00003820 FF FF FF FF FF FF FF FF : FF FF FF FF FF FF FF FF ................
0x00003830 FF FF FF FF FF FF FF FF : FF FF FF FF FF FF FF FF ................
0x00003840 FF FF FF FF FF FF FF FF : FF FF FF FF FF FF FF FF ................
0x00003850 FF FF FF FF FF FF FF FF : FF FF FF FF FF FF FF FF ................

JIuctunr 10. ®parmeHT OMTOBOM KapThl MHAEKCHBIX I€CKPUIITOPOB.

Crenyromast 001acTh B CTPYKTYpE TPYIIIbI OJIOKOB CITY>KUT ISl XpaHEHUs Ta0-
JUITHI MHIEKCHBIX JeCKpUNTOpoB dainoB. Kaxmomy ¢aiiny Ha TUCKE COOTBETCTBYET
OZIMH MHJAEKCHBIN JeCKpUNTOp (haiina, KOTOPbIH HACHTUPUIUPYETCS CBOUM MOPSIIKO-
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BBIM HOMEPOM - MHAEKCOM (aiinia. IHIeKkcHbIe AeCKpUNTOPHI (ailioB AJaHHOUM rpyn-
bl OJIOKOB XPAHSTCS B JIOTUYECKUX OJIOKaX, PACMOJOKEHHBIX CIEAOM 32 OUTOBOM
KapToi MHAEKCHBIX JECKPUNTOPOB. B oiHOM 4-Ku100alTHOM JOTHYECKOM OJIOKE IO-
Mmemaercss 32 Takux 3anuch. Takum oOpaszoMm, 16416 HHACKCHBIX JAECKPUIITOPOB,
NPUXOMSIIMXCS Ha OJHY Tpynmny (CM. JUCTUHT &), 3aiMyT moapsan 513 Joruueckux
omokoB. Takoii pacuer cripaBenuB s (aitnopoit cuctembl EXT2FS, onHako, eciu
Ha JIOTMYECKOM pasfienie cMoHTupoBaHa (aitnopas cuctrema EXT3FS, nndopmanus,
BBIBOMMas omiamunkoM debugfs, Oymetr HeBepHa. B xypHammsupyemon (haiimoBoit
cucteme EXT3FS mexny 6uroBoii kapTod inode u Tabauiel MHIEKCHBIX JECKPHUII-
TOPOB pa3MENIaeTCs KypHaJl TPAH3AKIMN, MOA KOTOPBIH OOBIYHO OTBOAMTCS 8192
omoka. Takum oOpa3om, B MEpBOIl Tpymnme OJIOKOB TAaOIWIAa WHACKCHBIX JECKPHUIITO-

pOB OyzieT HaYMHATHCA HE ¢ 4-10, a ¢ 8195-ro noruueckoro Groka.
WNupexcubiit geckpuntop (aiina umeer oovem 128 OallT U ciemyrolee cTpoe-

HUE:

Tabnuia 4
CTpyKTypa UHAEKCHOTO JecKpunropa (aitia

Pa3smep nons B| CmelleHne

g 9 OnucaHue
Gantax Gant

2 0 Tun dpanna v npasa gocTyna K Hemy
2 2h WpoeHTtndpukatop Bnagensua danna UID
4 4h Pa3mep darnna B 6antax
4 8h Bpemsa nocnegHero obpalleHuns K ganny
4 Ch Bpemsa co3gaHus canna.
4 10h Bpemsa nocnegHen mogndukaunm panna
4 14h Bpemsa yganeHusa canna
2 18h NaeHtndukatop rpynnel GID
2 1Ah CyeTymnk Yncna cBasen («KeCTKUX» CCbINIOK Ha dpann)
4 1Ch Yuncno cektopoB no 512 6ant, 3aHMMaeMbIx hannom
4 20h dnarn panna
4 24h 3apesepsupoBaHo ans OC

15x4 o8h YkasaTtenu Ha 6rioku, B KOTOPbIX coaepXaTtcs AaHHble

darna

4 64h Bepcus canna (ana NFS)
4 68h ACL canna
4 6Ch ACL kartanora
4 70h Anpec pparmeHTa
1 74h Homep cparmeHTa
1 75h Pasmep dparmeHTa
2 76h 3anonHeHne
4x2 78h 3apes3epBnpoBaHO

Tabnuiyy MHAEKCHBIX NECKPUITOPOB MOXHO BBIBECTH MOOJIOYHO C MOMOIIBIO
koMmaHbl lde -b block_ numder device. [Ipon3BoiabHO B3sThIN (hparMeHT U3
JIBYX MHAEKCHBIX JECKPUIITOPOB MPEACTABIEH JJs aHainu3a B juctuHre 11. Pasmep
Kaxj0ro u3 inode cocramisier 128 GaiitT, cienoBaTeabHO, UHTEPBAT MEXKIYy HUMHU —
80h 1 ux Hayana BEIPOBHEHHI IO cMeleHuto 80h.
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0x02003A00 ED 41 00 00 00 10 00 00 : DC 09 69 40 0C 96 59 40 .A........ i..yq
0x02003A10 O0C 96 59 40 00 00 00 00 : 00 00 02 00 08 00 00 OO ..Y@............
0x02003A20 00 00 00 00 00 00 00 00 : 1B 82 06 00 00 00 00 OO ................
0x02003A30 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO0 ................
0x02003A40 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO0 ................
0x02003A50 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO ................

0x02003A60 00 00 00 00 9C 79 17 E5 : 00 00 00 00 00 00 00 OO ..... Yeoooooonnn
0x02003A70 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO ................
0x02003A80 A4 81 00 00 37 00 00 00 : 1A 96 59 40 0C 96 59 40 ....7..... Y@Q..YQ

0x02003A90 12 6E A8 3E 00 00 00 00 : 00 00 01 00 08 00 00 00 .n.>............
0x02003AA0 00 00 00 00 00 00 00 00 : 1C 82 06 00 00 00 00 OO ................
0x02003ABO 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO ................
0x02003ACO0 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO ................
0x02003ADO0 00 00 00 00 00 00 00 00 : 00 00 00 00 00 00 00 OO ................

Jluctunr 11. @parmeHT TaOIUITBI HHACKCHBIX JECKPUTITOPOB

WHekcHbIN 1eCKpUnTOp ONpeaesseT NopI0K JOCTYIa K KOHKPETHOMY (aiiiy,
N03TOMY, MOAUGUIIMPYS 3Ty 3allKMCh, MOXKHO MaHUMYIHPOBATh (pailioM Kak yrojHo.
He o6s3arenbHo penaktupoBaTh inode npsiMo B TaOIHUIE UHACKCHBIX AECKPUIITOPOB —
HY>KHYIO 3al1Ch HEJIETKO UACHTUPUIIMPOBATH C HOMEPOM inode, U 1Jig 3TOro yooHee
MCIIOJIb30BaTh OAHY M3 KOMaH[ oTiaaurka debugfs.

[Tpoussenem pa3zbop 6alTOB B mpeAcTaBieHHbIX (parMeHTax. Mcnonb3ys Bbi-
HIETPUBEACHHYIO0 Tabnuiy inode, momnpoOyem pacmudpoBaTh II€CTHAIIATEPUUHbIC
3aInCH.

[lepBbie nBa OaiiTa HECYT OYCHBb BAXKHYIO HH(POPMAIIHIO O TUTIE (aiijia 1 mpaBax
noctyna k Hemy. Kak yxe 6110 ykazano, B OC UNIX moxeT ObITh 7 TUTIOB (haiiJIoB.
HNudopmarus o ture Qaitna pacnosioxkeHa B crapiieM Hubie (momybaiite) crapiiero
6aiira. Mudopmanuio o Tunax (aityioB MOXKHO CBECTH B TaOI. 5.

Tabnuia 5
O6o03HaueHre PyHKIIMOHAILHBIX TUIIOB (DailioB

Tun ¢aiina O6o3nauenue tuna | lllectHamnarepuynas nud-
(hailyia B IUCTUHTE pa

OObI4HBIN (ailn -

Karanor

CuMBOJIMYECKas CCBIIKA

Coxker

MMeHOBaHHBIN KaHaJI
daiin 6J0YHOTO YCTPOICTBA
@aiin CUMBOJIBHOTO YCTPOMCTBA

O T . |~
N\ = OG0

[IpaBa moctyna k (aiinmy otoOpakarorcs 12 JBOMYHBIMH pa3psaaMH, COCTOS-
muMH 13 4-ex noseit mo 3 paspsna B kaxaoM. [ ymoOcTBa ureHust octaBmuecs 3
HIeCTHAIATEPUIHBIX HU(PHI CIenyeT Mpeodpa3oBaTh B IBOMYHYIO (HOPMY.

JIBonuHbIE pa3psibl cTapuieil TPOUKU 0003HAYAIOT AOMONHUTENbHBIE (APdek-
TUBHBIE) MpaBa Ha (ain. OHU ycinoBHO oO6o3HavaroTcs: SUID — OuT, mo3BoSIIOIINNA
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Tr000MYy 3aITycKaTh HUCTIOMHIEMbIN (paiii ¢ mpaBaMu ero Biajesnblia (IeCcTByeT JUIIb
B OTHOLICHUH OMHApHBIX UCNONHAEMbIX (aitioB), SGID — oueHp penko Hucnonb3ye-
MBI OUT, MO3BOJISIFOIIMK 3aIlyCTUTh MPOLIECC C MPaBaMU I'PYMIbI Biajenbla, Sticky
bit — OWUT, HE MO3BOJAIOLIMI IOJB30BATEN0 YAAIATh U3 Karajora (aiiel, eMy He
pUHaJUIekKaye (yCTaHaBIMBAETCs TOJIBKO I KaTajlora B OTHOIIEHUU I10JIb30BaTe-
JIeH, He ABJISIOLINXCS €r0 BIaJEIbLaMu).

Bce ocraBuecs: Tpoliku MHTEPIPETUPYIOTCS OAMHAKOBO: JIEBBIM OUT — MpaBo
Ha YTEHUE, CPEIHUM — Ha 3aIlUCh, IIPABbIM — HA UCIIOJIHEHUE. JIeBast Tporika — mpasa
BJI/ICNIbLIA, CPEIHSSA TPOWKa — IpaBa €ro IOJIb30BATEJIEHd M3 €ro Ipynibl, MpaBas
TpOIKa — MpaBa JJIsl OCTAIBHBIX 3aPETMCTPUPOBAHHBIX MOJIb30BATENECH.

Tak, B mepBbIX IBYX Oaiftax mepBoro inode B muctunre 11 3amucaHo mecTHa-
anarepuunoe uncio 41 EDh. Tlo crapiueit mudpe 4 Mbl onpenensieM, 4To nepe HaMmu
— katayor. OCTaBIIYIOCS YacTh YHCIa peodpa3yeM B ABOMUHYIO GOpMYy, TSl HATIISA -
HOCTU oTnesss o Tpu paspsaa: 1IEDh = 0001 1110 1101b = 000 111 101 101. ITpu
OIpE/IeJICHHOM HaBBbIKE YMTATh IpaBa JOCTyNa MOXKHO U 0e3 mogo0HOoro npeodpaso-
BaHus. Yuraewm:
3(pPEKTUBHBIX IIPAB TOCTYIIA K KaTaJIOr'y HE YCTaHOBJIEHO.

Biajenel (paiiya MMeeT Ha HEro IOJIHbIE 11paBa,

YJIEHBI TPYNIbI BIa€bla UMEIOT IIPaBa YTEHUSI U UCIIOJTHEHMS,

BCE€ OCTAJIbHBIE 3aPETUCTPUPOBAHHBIE NOJIb30BATEIN TAK)KE€ UMEIOT IIpaBa Ha 4yTe-
HUE€ U UCIIOJIHEHUE (BITOJIHE €CTECTBEHHO JIJIsl KaTajora).

Crenyromiee cia0BO SIBISETCS HACHTU(UKATOpOM Biaaenbia Qaitna Owner
UID. Ha »sTo mosne BbIeneHO 1Ba OaifTa, MOATOMY BCETO IMOJIb30BaTeNeH (BKITIOYAS
MICEBOIO0IIb30BaTeNeit) MokeT ObITh 65536. TonbKO aAMUHUCTPATOP CUCTEMBI UMEET
nyneBor unentudukarop. [lo uncoy 00 00h yOexmaemcs, 4To BiIaaeibleM KaTaiaora
MMEHHO OH U SABJIAETCS.

Crenyromiee ABOMHOE CIOBO CONEPKUT MHPOpPMALIMIO O pazMmepe Qailna B 6ail-
tax. 00 00 10 00h = 4096 GaliT - OOBIUHBIN HpPU JAHHOM pa3MeEPE JTOTUUECKOTo OJ0Ka
o0BbeM KaTajiora.

Yetbipe nosist o 4 OaiiTa B KaX10M 0TOOpa)karoT BPEMEHHbIE OTMETKH (aiina:
» TIOCJIEIHEro 00palieHus,
> CO37aHus,

» TocieqHe MoauQuKaiuy,
» ynajeHusl.

Pa3paboTunku cucTembl, MPeITyCMOTPEB B HMHIEKCHOM JecKkpumntope ¢aiina
BpEMS €ro yAalleHus, Mpearnoiaraiy, 4YTo yaajleHue (aiiia — mporecc JOTHYEeCKui,
MOCJIe COBEPILIEHUSI KOTOPOro inode kakoe-To Bpems OyaeT cyriecTBoBarh. Kak Oyner
MOKa3aHO HWXe, yhajieHue (Qaitna ¢akTHYecKu HEe COMPOBOXKAACTCS HU yHaJCHHEM
inode, HU cTupanueM HHpopMalu B OJ0Kax, BbIIEICHHBIX (ailny. Ynanenue ¢aiina
— 3TO JIMIIb CTUPAHUE €T0 MOCIETHETO UMEHU («KECTKOM» CChUIKH) B KaTayore.

Bce nons, cogepxaline BpeMEHHbIE OTMETKH, COAEpPkAT YUCIO CEKyHH, Mpo-
meqmux ¢ noayHouu 1 sHBapst 1970 rona. YToObl y3HATH 3TO BpeMsi, Hy’KHO BHayaje
peodpazoBaTh YUCIIO B JECATUYHOE, 3aTEM NpeoOpa30oBaTh CEKYHAbI B JaTy U BPEMSL.
VYTunutel s npeoOpa3zoBaHusi B 00OBIYHOE MPEACTABICHUE JaThl U BPEMEHU B IITAT-

VVVY
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HOM WHCTAJUIAINK ONEPAIMOHHON CHCTEMBI HET, HO 3aTO €CTh CUCTEMHas (PyHKIIHS,
KOTOPYIO MOXKHO BbI3BaTh M3 UCIOJIHAEMOro (haiiyia uiau cueHapusi, HalmucaHHOTO Ha
Perl.

[To mopsiaky pacmmdpoBbiBaeM cienyroniye mnoss. MaeHtudukarop rpynmbi
umeeT 3HaueHue pasHoe 00 O0Oh — »To rpynmna root (agmMuHucTparopa). Ha karanor
uMerotcs Be xkectkue cebliku (00 02h). Karanor 3anumaet 8 cektopoB o 512 6ait
Ha JTUCKE, YTO COOTBETCTBYET pazmepy oaHoro Oioka B 4096 Gaiit. JlonosHUTEIbHBIE
nmpaBa nocrtyna (dnaru) He yCTaHABIUBAIUCh. EMMHCTBEHHBIN JIOTHYECKUN OJIOK, B
KOTOPOM XPaHUTCS TaOJHIAa COOTBETCTBUS MEXAy HMeHamMu (ailjioB TaHHOTO KaTa-
JIora U UX UHJIEKCHBIMU JECKPUIITOpAMH, nMeeT nopsiakoBbiid Homep 00 06 82 1Bh.

AHAIOTUYHO OMPENIETTNUM IMapaMeTphl Apyroro (aiiina, mpuBeIeHHBIE B TUCTHH-
re 11. Ilepmas mecHanuarepuynas mudpa cioBa 81A4h yka3piBaeT Ha TO, UTO 3TO
oObruHbIM (aiin, a naBomyHas komOuHaius 1A4h = 0001 1010 0100b =
000 110 100 100 gaet Bcro HEOOXOAMMYHO HH(POPMALIHIO O TIPaBax JOCTYyIIA:

» 2] QeKTUBHBIC MTpaBa IOCTyIa HE YCTAHOBIICHBI,

» Biajenel (aiiaa UMeeT IPaBo YTCHUS U 3aITHCH,

» YJICHBI €0 TPYIIHI U OCTAIBHBIE TOIH30BATEIM UMEIOT IIPABO HAa YTEHUE,
» BianenpiieM (aiina sBIseTcs root — aAMUHUCTPATOP.

daiin umeet pasmep 37h = 55 GaiiT u Tak manee. [lo uadpopmaruu, comepxa-
mieiics B inode, y)xe HETpyAHO HAUTH U UASHTUPUIIUPOBATH (haiill.

B 6onee ymo6nol ms ananm3a popme BeBeCcTH MH(POpPMAIUIO 00 MHIACKCHOM
JIECKPUIITOPE MOKHO, BOCIHOJIB30BABIINCH Il 3TOro komanoil lde. Huxe npusenex
MpUMeEp BBIBOA 3TOM KOMaH/IU JIJIs UHJEKCHOTO JIECKpUIITOpa Kartajora /bin.

lde -i 131329 /dev/hdab

INODE: 131329 (0x00020101)

drwxr—-xr—-x 0 0 4096 Thu Mar 18 17:42:58
2004

TYPE: directory

LINKS: 2

MODEFLAGS .MODE: 004.0755

SIZE: 4096

BLOCK COUNT: 8

UID: 00000

GID: 00000

ACCESS TIME: Tue Mar 30 11:46:37 2004
CREATION TIME: Thu Mar 18 17:42:58 2004
MODIFICATION TIME: Thu Mar 18 17:42:58 2004
DELETION TIME: Thu Jan 1 05:00:00 1970
DIRECT BLOCKS: 0x00040203

INDIRECT BLOCK:
DOUBLE INDIRECT BLOCK:
TRIPLE INDIRECT BLOCK:

Jluctunr 12. Uadopmarus 06 inode karanora /bin, BeiBeieHHast peaakropoM Lde
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Hwxe nns cpaBHEHHS MpUBEIEHA 3alUCh 00 3TOM K€ KaTajore, BhIBEICHHAS
koMaHaoi 1s —ali /bin. YTunura Is 1js BeIBoAa 3TOM MHMOpPMAIIUKA TaKke 00-
paniaercs K TabIuIe HHAESKCHBIX JECKPUIITOPOB.

131329 drwxr—-xr-x 2 root root 4096 Map 18 17:42

Eme pa3 oOparum BHHUMaHHE Ha BpEMEHHbIE OTMETKHU (paiina B nuctuHre 12.
Bpewms ynanenus ¢aiina, natupyemoe 1970 romom, — He BpeMEHHOM Mapaiokc, a eau-
Has TOYKa OTcYeTa BCceX 4 BPEMEHHBIX OTMETOK. EciM OHa He yKa3bIBaeT peaibHOe
BpeMs, 3HAUUT PakT yaajaeHus Qaiisa eie He COCTOSICS.

Cucrema aapecanuu JaHHBIX - 3TO OJIHA U3 CaMbIX CYLIECTBEHHBIX COCTAaBHBIX
yacted (aitnoBoil cuctembl. Beero B inode fyis nieneit agpecanuu 3ape3epBUPOBAHO
15 monewt mo 4 Oaiita. Homepa mepBbix 12 OJOKOB XpaHATCA HEMOCPEACTBEHHO B
inode; ux emie MHOTAA Ha3bIBAIOT OJIokamu ¢ npsmou aapecanuen (direct blocks).
IIpu pasmepe norumyeckoro Omoka 4 KO Takum oOpazoM MOXKHO co3aaBaTh (ailibl
pasmepoM 10 4x12 =48 K6.

[Tpu Gonbiiem oObeme Gaiiia UCIONB3YEeTCsl HEJTMHENHAsl CUCTEMa aJipecaluu
naHHbIX. OuepeHOe ToJIe COACPKUT ajipec (HoMep) OJ0Ka, B KOTOPOM XpaHSTCs HO-
Mepa emie 256 On0koB naHHBIX. Ero Ha3pIBaroT OIOKOM KOCBEHHOM aapecaluu
(indirect block).

Ecnmu ¢aiin Bce xe He momeniaeTcst B mpocTpancTBo 256*4 + 48 = 1072 Ko,
odyepeaHoe mosie inode yka3piBaeT HOMEp OJ0Ka, B KOTOPOM XpaHsATCs 256 HOMEpOB
OJIOKOB KOCBEHHOW ajapecariii. DTOT OJO0K Ha3bIBAIOT OJOKOM JBOMHOW KOCBEHHOM
anpecanuu (double indirect block). Hakonern, eciu u 3Toro nmpocTpaHcTBa sl pas-
MelleHus (aiiia HeJOCTAaTOYHO, MOCIEAHee MoJe aApecyeT HoMep OJIoKa, B KOTOPOM
XpaHsTcs 256 HoMepoB OJOKOB IBOMHOM KOCBEHHOM ajipecanuu. Ero Ha3piBaroT 01o-
KOM TPOMHOM KOCBEHHOM aapecanuu (triply indirect block).

[Ipu normyeckom ynaneHuu (Qaitia U MOCIeyIOUEM UCIOIb30BAaHUU 0CBOOO-
JTUBIIUXCS OJOKOB MPOIIIE BCEro HAWTHU OJO0KHU MpsMOM afpecanuu (pa3yMeeTcs, eCiu
MHIEKCHBIN JECKPUIITOP K 3TOMY BpeMeHHu He nocTpanain). Ho ecnu Oyaer moBTOpHO
UCIIOJIb30BaH OJIMH U3 OJIOKOB KOCBEHHOM aJipecaliiu, TO Bce HoMepa OJOKOB, Ha KO-
TOpbIE OH YKa3bIBajl, OynyT MOTepsHbl. BapuaHThl BOCCTaHOBIEHUS JAHHBIX B JIOTHU-
YEeCKHU yIaJIEeHHBIX HJIM IOBPEXACHHBIX (haiiiax OyayT pacCMOTPEHBI HUXKE.

B muctunre 13 npusenens! inode u ¢pparMeHT OioKa JaHHBIX (aiiina — clieHa-
pusi. s storo Qaitna Opin1 ycranosieH aononHutenbHbiil outr SUID, a Takxe mo-
MOJTHUTENIbHbIE aTpUOYThI, MPEANUCHIBAIONINE OJOKUPOBAHUE TIOOBIX H3MEHEHHI
daiina, ero aBTOMaTHYECKOE CHKATUE M JEKOMITPECCHUIO TPU 3alMCU/YTEHUH, a TaKXKe
rapaHTUPOBAHHOE CTHpaHue OJOKOB JAHHBIX MpU ynajleHuu ¢aina. YcTaHOBKa J10-
MOJIHUTEIBHBIX aTpUOYTOB MPOU3BOINUIACH KOMAHI0M:

chattr +ics file name

OnnHako B pacrieyarke inode JOMOJHUTEIbHBIE aTpuOyThl HE OTOOpaKarOTCH.
WX MOXHO YBHJETH JIMIIb B COOTBETCTBYIOIIMX MOJISX B TAOJIMIIE UHJEKCHBIX JI€CK-
pUnTopoB. B 3TOM HET HUYEro CTPAHHOrO: OINEPALMOHHBIE CUCTEMbl HEMPEPHIBHO
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Pa3BUBAIOTCS ¥ JIOMIOJIHUTENbHBIE aTpuOyThl (HaiJIOB MOSBUIUCH HECKOIBKO ITO3KE
YTHJINT, OTOOpakaronux nHdopMaIiuo o Qaiiax.

INODE: 527744 (0x00080D80)

-rwsr-xr-x O 0
TYPE:

LINKS:

MODEFLAGS .MODE :
SIZE:

BLOCK COUNT:

UID:

GID:

ACCESS TIME:
CREATION TIME:
MODIFICATION TIME:
DELETION TIME:
DIRECT BLOCKS:

INDIRECT BLOCK:
DOUBLE INDIRECT BLOCK:
TRIPLE INDIRECT BLOCK:

regular file

1
010.475
69

8

00000
00000
Sat Apr
Sat Apr
Sat Apr
Thu Jan
0x00102

5

3
3
3
1
9

4F

13:
13:
13:
05:

69 Sat Apr 3

19:39 2004
23:24 2004
19:39 2004
00:00 1970

13:19:39 2004

JIuctunr 13. Uudopmanus o daiine-cueHapuu

0x024F9000 64 64 20 69
0x024F9010 66 3D 2F 68
0x024F9020 20 73 6B 69
0x024F9030 30 30 20 63
0x024F9040 73 79 6E 63
0x024F9050 00 00 00 00
0x024F9060 00 00 00 00
0x024F9070 00 00 00 00
0x024F9080 00 00 00 0O

66
6F
70
6F
(0):%
00
00
00
00

3D
6D
3D
6E
00
00
00
00
00

2F
65
32
76
00
00
00
00
00

64
2F
30
3D
00
00
00
00
00

65
66
20
6E
00
00
00
00
00

76
6C
63
6F
00
00
00
00
00

2F
6F
6F
65
00
00
00
00
00

66
70
75
72
00
00
00
00
00

64
70
6E
72
00
00
00
00
00

30
79
74
6F
00
00
00
00
00

20 6F dd if=/dev/£fd0 o
5F 61 f=/home/floppy_a
3D 31 skip=20 count=1
72 2C 00 conv=noerror,
00 00 sync............
00 00 ................
00 00 ................
00 00 ................
00 00 ................

Jluctunr 14. bnok naHHBIX Qaiina-creHapus

OcTanock paccMOTpeTh, TJE U KaK pa3MeliaeTcss TPeTHii KOMIIOHEHT (aiina —
€ro CUMBOJILHOE M. Y KaXX1oro inode MoOeT ObITh 65536 «KeCTKHMX» CCBUIOK, T.€.
CUMBOJIbHBIX UMEH. ACCOITMATUBHBIE CBS3M MEXKIy MMEHaMU (DailioB ¥ MX MHIECKC-
HBIMH JIECKPUIITOPAMHU YCTAHABIMBAIOTCS C MTOMOIIBIO 3aITUCEN B KaTajaorax, KOTopble
NPEJICTaBISAIOT COOOM pa3sHOBUAHOCTh TEKCTOBBIX (hailjioB. PaccMoTpuM, Kak BBITIIS-
JUT JUCTUHT OJHOTO W3 KartajoroB. B muctunre 15 mpencraBiien ¢parMeHTt pacrie-
YaTKU pacIIMPEHHBIX CBEACHUH O (pailyiax, HaxoAsumxcs B karanore /bin.

131329

2
131559
131542
131509
131333
131510

drwxr-xr-x
drwxr—-xr—-x
—rWXr—Xr—x
lrwxrwxrwx
—rwXr—-xr-x
—rwXr—-xr-x
—rWXr—Xr—x

RRKHEREREON

root
root
root
root
root
root
root

root
root
root
root
root
root
root

4096
4096
4594

4
15643
626028
19812

Map
Anp
Anp
Map
Mamn
Amp
Marit

39

25 2003
18 17:29

26 2003

18 17:42

6 12:53

arch

awk -> gawk
basename
bash

cat

4 2003

4 2003



131334 lrwxXrwxrwx 1 root root 4 Map 18 17:29 sh —-> bash
131512 -rwxr-xr-x 1 root root 23999 Mam 4 2003 chmod
131513 -rwxr-xr-x 1 root root 26124 Mam 4 2003 chown
131514 —-rwxr—-xr—-x 1 root root 57792 Mam 4 2003 cp

131957 —rwxr—-xr—-x 1 root root 63871 Amp 29 2003 cpio
131515 —-rwxr-xr-x 1 root root 26305 Mam 4 2003 cut

131516 -rwxr—-xr-x 1 root root 45838 Mam 4 2003 date
131517 -rwxr-xr-x 1 root root 35496 Mam 4 2003 dd

131518 —-rwxr—-xr-x 1 root root 38648 Mam 4 2003 df

131560 —-rwxr—-xr-x 1 root root 6537 Anp 25 2003 dmesg
131552 lrwxrwxrwx 1 root root 8 Map 18 17:30 dnsdomainname ->

Jluctunr 15. ®parment karanora /bin, oToOpakeHHbIH koMaH0# 1s —ali /bin

B mepBoii cTpoke mpuBeseHa 3amuch 0 caMoM karanore /bin (oH o0o3HaueH
ToyKoM). JIByMs ToukamMu 0003HAYaeTCsl POAUTENBCKHM, B JAHHOM Cllydae KOPHEBOM
karajnor. Pacimpennas nadopmanus CONepKUT WHICKCHBIC TECKPUTITOPHI, TUTT (aii-
JIOB ¥ TIpaBa JOCTYIa K HUM, KOJIMYECTBO KECTKUX CCHUIOK (MMeH) (hailjioB, BIaIeIhb-
1[a ¥ €ro rpymnmy, pasmep ¢aiina, 1aTy U BpeMs €ro Co3JaHus U, HAaKOHEI], CaMO MM
¢aiina. Karamor mo cytu mpeacTtaBisieT coOoil TabmuIly, KaKaash CTpOKa KOTOPOM
MMEET NEPEMEHHYIO JJIMHY U COCTOUT U3 5 MOJEH.

» WHnekcHbli neckpunrop daiina niauHoi 4 OaiiTa.

» JlnuHa 3amucu 2 Oaira.

» Jlivaa nMmenu (aitma 1 OaiT.

» Tun ¢aiina 1 6aiit. B oTyiMune OT COOTBETCTBYIOMIETO OaiiTa B MHICKCHOM JIECK-
punrtope oObIuHBIN (paitn 31ech o003HauaeTcs udpoi 1, karamor -2, CUMBOJIMYE-
CKas ccblIKa — 7.

» WNwms ¢aiina B ASCII-koquposke. IMs aiiia umeeT nepeMeHHYIO JUIHHY, JTOIOJI-
HEHHYIO HYJSIMU /10 4 - OalTHOM IpaHUIIbI.

0x40203000 01 01 02 00 OC 00 01 02 : 2E 00 00 00 02 00 00 OO0 ................
0x40203010 OC 00 02 02 2E 2E 00 00 : 06 01 02 00 OC 00 02 07 ................
0x40203020 73 68 00 00 05 01 02 00 : OC 00 04 01 62 61 73 68 sh.......... bash
0x40203030 B5 01 02 00 18 00 08 01 : 62 61 73 65 6E 61 6D 65 ........ basename
0x40203040 39 39 35 66 34 34 34 00 : 04 01 02 00 10 00 06 01 995f444.........
0x40203050 6D 6B 74 65 6D 70 00 00 : 03 01 02 00 10 00 05 07 mktemp..........
0x40203060 62 61 73 68 32 00 00 00 : B2 01 02 00 10 00 05 01 bash2...........
0x40203070 65 67 72 65 70 00 00 00 : B3 01 02 00 10 00 05 01 egrep...........
0x40203080 66 67 72 65 70 00 00 00 : B4 01 02 00 OC 00 04 01 fgrep...........

0x40203090 67 72 65 70 B7 01 02 00 : 14 00 05 01 63 68 67 72 grep........ chgr
0x402030A0 70 30 35 39 39 35 66 34 : B6 01 02 00 OC 00 03 01 p05995f4........
0x402030BO0 63 61 74 00 EO 01 02 00 : 18 00 OD 07 64 6E 73 64 cat......... dnsd
0x402030C0 6F 6D 61 69 6E 6E 61 6D : 65 66 34 00 B8 01 02 00 omainnamef4.....
0x402030D0 10 00 05 01 63 68 6D 6F : 64 00 00 00 B9 01 02 00 ....chmod.......
0x402030E0 10 00 05 01 63 68 6F 77 : 6E 00 00 00 BA 01 02 00 ....chown.......
0x402030F0 0OC 00 02 01 63 70 00 00 : BB 01 02 00 OC 00 03 01 ....cp..........

Jluctunr 16. Jlamm 650Ka TaHHBIX, COAEpIKAIEro karaaor /bin

B nuctunre 16 npencraried gpparmMeHT 0j0ka AaHHBIX Karanora /bin. [Ipoana-
TU3UpyeM UH(POPMAIIUIO, COIEPKAIILYIOCS B HECKOJIBKUX HaYaIbHbBIX 3aITUCSX.
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[Tepsrie 4 Gaiita 3anucu 1 gatot gucio 00 02 01 01h = 131329, yto coBnamaer
¢ HoMepoM inode karanora /bin. Crnenyroniue na 6aiita 00 OCh = 12 onpenenstor
JUTMHY 3anucy B Oaiitax. TpeTbe mose comepxkut 6ant 01h = 1, yka3siBas Ha TO, 4TO
UMsl KaTajiora COCTOUT M3 OJHOTO CHUMBOJIA. JleHCTBUTEIBHO, UMl KaTanora o0o3Ha-
YEHO OJIHUM CHMBOJIOM - Toukou. YeTBeproe moje — 02h = 2, yka3piBaeT Ha TO, 4TO
3TO — Karayior. Touke, KoTopoit 0003HauUeHO uMs ¢aiina, cooTBeTcTByeT 0aT 2E. Oc-
TaBIIUECS TPU OailTa SBISAIOTCS HYISIMU U MPEACTABISIOT COO0M JOMoMHeHue A0 4-
0alTHOI rpaHUIIbI.

3amuck 2 HaunHaeTca 4-0auTHeIM unciioM 00 00 00 02h = 2, yTo ABIAETCSI HO-
MEpPOM HHJIEKCHOTO JECKPHUIITOPA POAUTEIBCKOIO (KOPHEBOIO) Karanora. /[nuHa ston
3anucu Taoke paBHa 00 OCh = 12 6aiit. Tpetbe none — 6aiiT 02h — naet HaMm ATUHY
MMEHHU KaTayora (MMsi pOIUTEIbCKOrO KaTtajiora — e ToukH). Yerseproe noiue 02h —
tun Qaitna (karanor). Mms ¢aitna — aBe TOYKKM — COOTBETCTBYET AByM Oaiitam 2E
2Eh. Eme nBa 6aiita 3anonnenus 00 00h 3aBepiator 3Ty 3aIuch.

NunexcHsiil neckpunrtop daiina B Tpetheit 3amucu 00 02 01 06h = 131334, uto
COOTBETCTBYET inode CUMBOJIMYECKOM CChUIKM Sh HA KOMaHIHBIM UHTEpHpeTaTop bash
(11 cTpoka cBepxy B nuctunre 15). Ums sToro daitna Toxke KOPOTKOE, U JJTMHA 3aITu-
CH mo-TipexxHeMy coctapiisier 12 6aiiT. Tpetbe mose - 6aiit 02h onpenenser aauHy
uMeHH ¢aiina. Tun daitna (uerBeproe nosie) paBeH 07h, 4To COOTBETCTBYET CUMBO-
nuyecko cceplike. Hakonerr, 6aiiTel 68 73h mocienHero mosisi COOTBETCTBYIOT CUMBO-
nam uMenn ¢aiina - sh. [IpuBeneHHbIX MPUMEPOB BIIOJIHE JOCTATOYHO, YTOOBI MTPOU3-
BeCTH pa30op 1t000ii 3amrcy — XOTh ¢ €€ Hadaja, XOTh C KOHIIA.

Kak yxe yka3pIBaJioCh, OOJBIIMHCTBO KaTaJIOTOB MOMEMIAIOTCS B OJIMH JIOTHYE-
ckuil O1ok. OfHAKO, €ClIM 3TOTO HE XBATAET, CUCTEMa BBIACISIET KaTajlory CTOJBKO
OJIOKOB, CKOJIbKO HeoOxomuMo. OTnenbHas 3aMuch B KaTajlore HE MOXKET MepeceKarhb
rpaHuiry 0J0ka (TO €CTh JOJDKHA OBITh PACIIONIOXKEHA IEIMKOM BHYTPH OIHOTO OJI0-
ka). [loaTomy, ecnu ouepeaHas 3alUCh HE MOMEUIAETCS IEIUKOM B JaHHOM OJIOKE,
OHa MEPEHOCUTCS B CIEAYIOUIMN OJIOK, a MpeabIAyIas 3anuch IpoAoDKaeTCs HyIs-
MU, 4YTOOBI OHU 3aMOJIHUIIU OJIOK /10 KOHIIA.

3.1. BoccTanoBienne yiajeHHbIX (¢aiijioB

MHorue uccienoBared W ONBITHBIE IIOJIB30BATEIN OINEPALMOHHBIX CHUCTEM
xioHa UNIX yTBep»KIarT, YTO OHM BE€CbMa HAACKHBI U yCHEHIIHO IPOTHUBOCTOST
c6osiM B pabote. Tem HEe MeHee, OTACHOCTh MOTepH (PaiiyIoB ¢ LIeHHOW MH(pOopMaIIeit
ABIISIETCSL YIPO30# [l 000 cucTembl. Yalie 3Tu yrpo3bl HCXOAAT HE OT ONepalu-
OHHOM CUCTEMBI, a OT IOJIb30BATEIIEH.

B onepannonnsix cucremax Linux 0ObIYHO HE MPEIyCMAaTPUBAETCS «KOP3UHBI»
IUIA yAaJdeHHbIX (ailioB, U JUisi OOBIYHOTO TOJIB30BATENS, HE UMEIOIIETO J0CTyna K
areMeHTaM (ailyloBOM CHUCTEMbI, BOCCTAHOBJIEHUE YHUUYTOKEHHONW MHpopManuu Oy-
JET HEAOCTYNHO. AAMUHUCTPATOP UMEET IIPABO MCIOJIb30BaTh OTIAA4YMKU U peAak-
TOpbI (paiiyIOBOM CUCTEMBI, HO BOCCTAHOBJICHHE YHAJIEHHBIX (aillioB TpeOyeT Xopo-
KX 3HaHUH 0 (aiIoBoil cucTeME U MOXKET NOTPEOOBAaTh HEMAJIO BPEMEHU.
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Jlornueckoe ynanenue ¢aina B Linux mporcxXoauT Torna, Korjaa u3 COOTBETCT-
BYIOIIIETO KaTajora yfaisieTcs mocieanee ums (xxectkas ceblika) daitna. Kpome yna-
JIEHUs 3allMCU B Karajiore, cucteMa OOHYIJISeT OMTbI, 3aKpEIJICHHBIE 32 ATUM (ailiom
B OMTOBOI KapTe OJIOKOB M MHIEKCHBIX JIECKPUNTOPOB, YBeJIWUYUBas LU(PpPy cBOOOI-
HBIX inode u O6JI0KOB.

VYnanenue 00beKTOB (HalIOBOM CUCTEMBI TPOU3BOJUTCS C MOMOIIBIO YTUIUTHI
rm (remove). BBox komanabl ¢ onmueil —f o3Hadaer Oe3ycioBHOe yaajeHue ¢aiina,
IpU yKa3aHUU -I TMPOUCXOAUT OE3yCIOBHOE PEKypCHBHOE ynajeHue karajora. [Ipu
OOBIYHOM yJaJeHuH (paiiyia CUCTEMa BBIBOJIUT 3allPOC HA yAaJeHHUE, KOTOPbIM HEOOXO0-
MO MOJATBEPAUTH CUMBOJIIOM « Y » (Yes) u «Enter».

AJIMUHHUCTPATOPY CHUCTEMBI MOXHO MOPEKOMEHJI0BATh BOOOINE 3aKPBITh J10C-
TYI K YTUJIUTE M JIJIs1 BCEX MOJIb30BATENEH U OCTABUTD €€ TOJBKO ISl COOCTBEHHOTO
WCIIONb30BaHMUA. B3aMeH pEKOMEHIYETCs HalKCaTh CLIEHAPUM C TaKUM K€ MMEHEM,
KOTOpPBIM MOMeELIAeT yjajasieMble (aiiabl B CHEIUAIbHO CO3JaHHBIM KaTajor — OH U
OyneT nmpooOpa3oM «KOp3UHbI». [[pUBOAUTH MPUMEP TAKOTO CIIEHApHsi HET CMBbICIIA —
ATO OAHO M3 3aJaHui Ay o0yyaembix. OJIHAKO, €CIM O CYIIECTBOBAHUM TaKOTO KaTa-
JIoTa HEHAJOoJITO 3a0bITh, OH MPEBPATUTCS B CBOCOOPA3HYI0 «ABIHMEBY KOHIOIIHIO»
IUIs1 OIEPAIMOHHON CUCTEMBI.

B npaBax goctyna Ha ¢aiii mpaBo Ha €ro yaajgieHue BooOlle He Mmpeaycmar-
puBaercd. Jyig Toro 4ToOBl yaanuTh (pailsi, moap30BaTeNb JOJDKEH MMETh MpaBa Ha
3aMuch W WCTOJHEHWE B TOM KaTajore, Tae yaainseMbli ¢ain Haxomutcs. Ha cam
yAaJseMbId (ailsl moap30BaTeh MOXKET BOOOIIE HE UMETh HUKaKuX mpas. B ¢aiino-
BbIX cucremax UNIX cymiecTByeT equHCTBEHHBIN KAaTAJIOL, B KOTOPBIM MMEET MPABO
3aMmmuchIBaTh WH(POpMAITHIO JTF000 TOJIb30BaTENh — 3TO Karajor /tmp. 1 nro6oii momis-
30BaTeNb NPEKIAE UMEN BO3MOKHOCTh B JIFOOOH MOMEHT YJIajluTh U3 3TOTO Karajora
moObie daibl. {1 mpenoTBpaiieHrs Takoi BO3MOKHOCTH YXKe JaBHO MCTIOIb3YEeTCs
crenuanbHbli Sticky-OuT, ycTaHAaBIMBaEeMbIN Ha 3TOT KaTtajor. Tak, rmpaBa 0CTyma K
KaTaJiory /tmp yCTaHaBJIMBAIOTCS KOMAHAOMU:

chmod 1777 /tmp

rJIe TIepBasi €IMHULIA B MpaBax aoctyna odo3Havaet Sticky-0Our.

[IpaBa moctyna K 3TOMy KaTajiory, oToopakaeMmble KoMaHjao 1s =1, OyayT
oroOpaxarhbcsi Tak: drwxrwxrwt . [lociaenHuii cuMBOIM t Kak pa3 M yKa3bIBaeT Ha
HaJMyue JOMOJHUTENbHBIX NIpaB (MM orpaHnueHuil) nocryna. Ho eciu 3agate npasa
JOCTyTMa K 3TOMY K€ KaTajiory B BuJie KoMaHJibl chmod 1776 /tmp, TOo oTOOpa-
’KaeMble MpaBa 10cTyna OyayT BHIIVISAETh yke Tak: drwxrwxrwT. [IponucHoil cum-
Bosl T yka3piBaeT Ha MPOTHBOpPEYME B MPENOCTaBIECHHBIX MpaBax: Sticky-Out ycra-
HOBJIEH, HO IMPAaB HAa HMCIOJHEHHE (IIOUCK B KATaJIOre) JUIsl BCEX IOJIb30BATENICH HE
IIPEIOCTABIICHO.

VYHuBepcanbHble onepaiuoHHble cuctembl cemercts UNIX u Windows* mo
YMOJYaHUIO HE MperycMaTpuBaroT (pusndeckoro yaanenus ¢ainos. s rapantupo-
BAaHHOTO CTHpaHUs (HaiiIOB MOJIH30BATEISIM PEKOMEHIYETCSI MCTIOIb30BaTh CIIEUAIb-
HbIE YTUJIUTBI, KOTOPbIE UMEHYIOTCA LIpeaepaMu (0T aHnl. shred — kpomcarb, pe3ars).
YTunura ¢ TaKUM Ha3BaHUEM MMEETCA B IITATHOM MHCTAJUIALIMM COBPEMEHHBIX OIle-
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paumoHHbIX cucteM Linux. OHa MHOTOKpaTHO (MO0 YMOJIYaHHUIO 25 pa3) Nnepe3anuchbl-
BaeT 128-0aiiTHBINA QparMeHT inode U KaxAbli U3 BbIJCIECHHBIX (haily OJOKOB JaH-
HbIX. [Ipu ynaneHuu NaHHBIX 3alKMChIBa€Mble KOMOMHAIMM OMT MEHSIOTCS Ciydail-
HBbIM 00pa30oM, 4TOOBI KaXAbli 2JIEMEHTAapHbBIN JOMEH Ha MOBEPXHOCTH JIMCKAa MHOTO-
KpPaTHO IepEMarHu4MBaJICsS IPOTUBOIOJIOKHO HAIPABJICHHBIMU CUJIOBBIMH JINHUAMMU
Mar"uTHOro nojs. CuHTakcuc KoMaHael shred npuBeneH B KPaTKOM CIIPaBOYHUKE I10
komMaH1am Linux B nipui. 1.

BoccranoBnenue ynaneHHbIX (ailioB B (aitioBeix cuctemax Linux 3aTpymaHs-
eTcs psioM oOcTosaTenbeTB. Daiin, Kak U3BECTHO, COCTOUT U3 TPEX YacCTeil: COBOKYII-
HOCTH MMEH — <«JKE€CTKMX» CCBUIOK Ha MHJIEKCHBIA JECKPUITOP OJHOI'O MHIEKCHOIO
JIECKPUNTOpPA, U OMpPEAEICHHOTO KonndyecTBa OnokoB. [Ipu co3manuu ¢aiina cucrem-
HOM (yHKIMH creat mepenaeTcsi CMMBOJIBHOE UMs (aitna B (ailjIoBOM cucteme u yc-
TaHaBJIMBAEMbIE MPaBa JOCTyIa K HeMy. CucTeMa B COOTBETCTBUH C 3aJI0KEHHBIM AJI-
TOPUTMOM BBIJEJSET I 3TOTO UMEHU CBOOOHBIN inode 1 HEOOXOIMMOE KOIUYECTBO
CBOOOIHBIX OJIOKOB.

[TpocnexxuBaercs Jlornyeckas LEMOYKa: KaKI0€ U3 MMEH (DaiijioB COAEPKUT
CCBUIKY Ha HOMEDP MHIEKCHOIO JECKPUITOpPA, a inode B CBOXO OUEpeNb CChUIAECTCS HA
HoMepa Os10KkoB JaHHbIX. HO 0OpaTHOM CBSi3M HE CyIIECTBYET: B OJIOKaX JaHHBIX OT-
CYTCTBYET MH(pOpMaLUs 0 TOM, KakoMy (haidily OHU MPUHAJIEKAT (€CIU TOJIBKO (aili
HE UMEET COOCTBEHHOM CIIO)KHOM CTPYKTYpbl ¢ AyOnupyroiied uHdopmaiueii), a B
inode HeT ynoMuHaHUs 00 uMeHax ¢aiina. Ynanenue (aiiga HaAUMHACTCS C yAaJICHUS
€ro MOCJIEAHEr0 UMEHH, MIO3TOMY UCKaTh yAAJEHHBIN (ailsl Mo ero npexHeMy UMEHU
yacto O0eccMmbiciienHo. [Ipumep 3Toro Oyner npuBeaeH HIKE.

Brigenenue OnOKOB 1OJ JaHHBIE MPOM3BOAUTCS TaKUM 00pa3oM, YTOOBI OHH,
10 BO3MOXXHOCTH, Paciojlarajiuch Mo MopsiAKy ux HomepoB. MHade roBopsi, 00ab1I0-
My (haiiy IpH ero CO3JaHuM WM KOIMPOBAHMM CHUCTEMa HE CTaHET OTBOJUTH paHee
OCBOOOKJICHHbBIE OIMHOUHBIE OJIOKH, pa30pocaHHble 0 AucKy. Ho MHIEeKCHbIE necK-
PUITOPBI BBLAEIAIOTCS 110 OJHOMY Ha (haiisl, I03TOMY, €CIIM HOBBIN (paiin co3naercs B
TOM e IpyMIe KaTajoroB, I7I€ HaXOAWICSA yHaJEeHHBbIA (aiii, cUCTEMa HEMUHYEMO
UCIOJb3YET MEPBbIN MO MOPSAKY cBOOOAHBIN inode. TakuM oOpa3zoM Bcien 3a MO-
CJIEIHUM HMMEHeM (aiiia MCUYE3HET U €ro MHJEKCHBIM neckpuntop. [lostomy, eciu
yAaJeHHbIH (haiin uMeer nmpocTtoi (GopMaTr U peub UAET O BOCCTAHOBIEHUHU CONEp-
JKaBIIeWcs B HEM CMBICIIOBOM MH(oOpMaLuy, Npole OpraHn30BaTb KOHTEKCTHBIH I10-
HCK B €I[€ COXPAHMUBIIUXCA OJOKaX JaHHBIX, €IIe HE 3allOJIHEHHBIX HOBOM MH(pOpMa-
IACH.

[TpoBepum, Kak ouuIiaercs ONOK Mepel ero 3aroJHEHUEM HOBBIMHU JAHHBIMHU.
Jl1s1 3TOro Bocmosib3yeMcsl crenuaibHo HanmucanHoil M.J.IloHoMapeBbIM  yTHIIMTON
fillfile, koTopas co3nmaer ¢ailn HyKHOTO pa3mepa, 3aoNHIET €ro BHIOPAaHHBIMHU CHUM-
BOJIaMU U 0003Ha4yaeT ums ¢aitna TakuMm ke cumBojoM. [Ipumep: komanga £i11-
file 600 b co3nmaer B TekyueM karanore (ain ¢ umeHem b u o6vemom 600
0aifT, KOTOPBIN coaep>kUT oaHU cuMBOJIBI b. C momoipio Takux QailinoB ¢ onpene-
JICHHBIM HANOJHEHHEM BeChMa yIOOHO HaOIOAATh 3a BBIAEICHHWEM JUCKOBOTO MpO-
CTPAaHCTBA.
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. Ilepeiinem B karanor /home u komangoii £il1l1file 3000 a co3gaguM B HEM
¢aiin pazmepom 3000 OaiiT (0koJI0 ¥ pazmMepa JOTUUECKOTO OJI0KA) C UMEHEM «a»,
3aMoJHEHHBIA 3TUMU ke OykBamu. Jlanee ¢ momoinpio komaHabl 1s —li BbIBeemM
CIUCOK (halijIOB TEKYIIEro Karajora, HailieM B CUCKe (aill «a», y10CTOBEPUMCS
B TOM, 4TO ero pasMep cocrtaniseT 3000 6aiiT, u mpounTtaeM ero inode. JomycTum,
ero inode = 234567. C momomipio pemaktopa (aitioBoii cucrempl lde -—i
234567 /dev/hdc3 (B manHom ciyyae /dev/hdc3 — norumdeckuit pasnen
Linux) BeiBeieM HHPOPMAIMIO, CONIEPIKAIILYIOCS B 3TOM UHAEKCHOM J€CKPUIITOPE.
. Haiinem B inode = 234567 npsiMy10 CChUIKY Ha €IUHCTBEHHBIN JJOTMUYECKUM OJIOK,
oTBeicHHBIN (aiiny. Jlomyctum, Homep 3toro 6moka 0x000167A8. 3arisHem ¢
nomoInblo kKoMaH bl 1de -b 0x167A8 /dev/hdc3 B 3TOT 0JIOK U 00HaApY-
»KuM, 4T0 OH OT Hadana o cMmenieHus 3000 Gant (BB8h) 3amonHeH cumBojIamMu
«a».
. Ynanum ¢ momoiibio KoMauabl rm —f a cozmanHbii (aiin. [IpocmarpuBas ero
inode U eIMHCTBEHHBIN agpecyeMblil OJ0K, yOek1aeMcs, UTO HUKAKOTO yIaJeHUs
HE IPOU301LI0. /[Ba M3MEHEHHUsI, TPOU3OUIEAIINE B 3aNUCsAX inode, yKa3pIBalOT Ha
Heucnonbp3dyeMbiii ¢aiinm (NOT USERS B 3aronoBke aecKpunropa W pealbHOE
BpeMsl ynaneHus Qaiina).
. C nomompto yrunutsl fillfile cozganum daitn “b” pasmepom 300 GaldT u 3amon-
HeHHbII cumBosiaMu “b”. IIpocmarpuBas karanor /home ¢ noMomb0 KOMaHab! 1s
—ali /home, MBI MO’XKEM YBUJETH 3TOT (hailJl U MPOYUTATh €r0 UHJICKCHBIN JIECKPHUII-
Top. He BBI3bIBaET 0COOOr0 yAMBIEHMS, YTO CHCTEMa BbIAENINIA HOBOMY (ailimy
HOMeEp, paHee 3aKperieHHbIN 3a cTapbiM (aitniom. Kak BugHO, inode nocne ynae-
Hus (aiisia COXPAHSIOT MPEKHIO WH(DOPMAITUIO HEO0MTO.
. BeiBens st ocmotpa inode (aitna “b”, MOXKHO yOeIUTHCS TaKXKe B TOM, YTO EMY
OTBEJICH JJIsl pa3MeENIeHHUs JaHHBIX OJIOK TOJIBKO YTO yaajeHHoro (aitma “a”. [Ipo-
CMOTp COZIEP)KUMOTO OJIOKA JAHHBIX MO3BOJHII YCTAHOBUTH PA3IMYHbBIE PE3yibTa-
TBI 3TOM 3aIIMCH B PA3JIMYHBIX BEPCUSIX OJHOM U TOM K€ ONEPALMOHHOU CHCTEMBI.
Tak, qyig cuctem ¢ aapom Linux He Bbimie 2.3 OJIOK NpU Mepe3anucu IperBapu-
TeapHOo He oynmaercsa. 300 O0alT oT Hayasisa OJI0Ka 3aHMMAIOT CUMBOJIBI ‘b, 3aTem
cinenytor 212 HyneBbIXx OaMT (JOMOJHEHHE 10 JJIMHBI CEKTOpa), a OCTaBILIAsICS
yacTh Osoka 10 pazmepa 3000 Oaift 3anonHeHa cumBoiaMu “‘a”’. Kak BUIHO, cHC-
TEMbI CTApbIX BEPCUN HE MEPE3anuChIBAIOT MOJHOCTHIO JOTUYECKUNA ONOK, Onaro-
Japsi Y€MYy MOKHO OOHAPYKHUTh «TE€XHOJIOTMYECKUNA MYyCcOp» OT MPEKHUX (ailyioB.
Ho B cucremax ¢ simpom 2.4 u BbIlIe MOJJOOHOTO «MyCOpa» yXe He HaOIogaeTcs:
CUCTEMBbI OUMILIAET BCE JIOTHUYeCcKue OJI0KH, BbIJIEsieMble (ailnam.

MexaHusMm KypHalu3aluM, peaju30BaHHBIM B (ailoBeix cuctemax Linux,

Ype3BbIYANHO 3aTpyAHsIET NoA00HbIEe HaOmoneHus. Co3naHue HOBBIX (paiiioB, ynae-
HUE CYIIECTBYIOUIUX, UCIIOJb30BAaHUE OCBOOOXAECHHBIX inode M JOrm4eckux OJIOKOB
IIPOMCXOUT MHOTNA C 3aMETHOM 3aJE€pPXKKOM, U Y MCCIEHOBATENSI MOXKET CO34AThCs
BIIEYATIICHWE, YTO HUKAKMX U3MEHEHUI B (ailioBoil cucteme He mpoucxonut. [lo-
100HbIE HAOMIONEHNS MOKHO MPOU3BOUTE, MOHTUPYS Jlornyeckue pazaenst EXT3FS
kak EXT2FS (t.e. 0e3 )xypHanu3anun).
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Temepb paccMOTpUM, YTO TPOUCXOIUT C JAHHBIMH KaTajora MpU yAaJeHUHU
¢aitna. Ha muctunre 17 wmzoOpaxeH ¢(parMeHT JIOTHYECKOro OJioka ¢ HOMEpPOM
0x00100203, conepxarero karajgor /home. B nanHom kartanore ObL1 ynayieH daitn ¢
nMmeneM Pr_Linux.doc.

0x00203000 01 04 08 00 OC 00 01 02 : 2E 00 00 00 02 00 00 OO ................

0x00203010 20 00 02 02 2E 2E 00 00 : 65 OD 08 00 14 00 OC 01  ....... e.......
0x00203020 50 72 5F 4C 69 6E 75 78 : 2E 64 6F 63 66 OD 08 00 Pr_ Linux.docf...
0x00203030 14 00 09 01 72 69 73 5F : 66 73 74 61 62 00 00 00 ....ris_fstab...
0x00203040 67 OD 08 00 14 00 OB 01 : 72 69 73 5F 66 64 69 73 g....... ris_fdis
0x00203050 6B 5F 6C 00 68 OD 08 00 : 14 00 OA 01 72 69 73 5F k_l1l.h....... ris_

0x00203060 6C 73 5F 6C 69 31 00 00 : 5A 07 08 00 18 00 OD 01 1s_1il..Z.......
0x00203070 72 69 73 5F 69 6E 6F 64 : 65 5F 62 69 6E 00 00 00 ris_inode_bin...
0x00203080 6A OD 08 00 18 00 OD 01 : 72 69 73 5F 62 6C 6F 63 Jj....... ris_bloc

Jluctunr 17. @parmMeHT gamIia Joruueckoro 0j0ka, cojeprxaiiero karajior /home
(mo ynanenus (aitnopoii 3anucu Pr_Linux.doc)

B nmuctunre 18 mpuBeneH TOT ke ¢pparMeHT JOTHUYECKOTro OJOKa KaTajiora mo-
cie ynanenus (aitnoBoii 3anmucu. HeoOXoqumMo OTMETHUTD, YTO B JKypHAJIU3UPYyeMOn
¢aiinosoit cucreme EXT3FS nns obnoBnenus undopmanmu o6 ymanenuu ¢aiina
MPUILIOCH OKUJATh HECKOJIBKO JIECATKOB MUHYT.

0x00203000 01 04 08 00 0OC 00 01 02 : 2E 00 00 00 02 00 00 OO0 ................

0x00203010 20 00 02 02 2E 2E 00 00 : 7D OD 08 00 14 00 02 01 ....... |
0x00203020 30 30 30 30 30 30 75 78 : 2E 64 6F 63 66 OD 08 00 000000ux.docf...
0x00203030 14 00 09 01 72 69 73 5F : 66 73 74 61 62 00 00 00 ....ris_fstab...
0x00203040 67 OD 08 00 14 00 OB 01 : 72 69 73 5F 66 64 69 73 g....... ris_fdis
0x00203050 6B 5F 6C 00 68 OD 08 00 : 14 00 OA 01 72 69 73 5F k_l1l.h....... ris_

0x00203060 6C 73 5F 6C 69 31 00 00 : 5A 07 08 00 18 00 OD 01 1s_1l1lil..Z.......
0x00203070 72 69 73 5F 69 6E 6F 64 : 65 5F 62 69 6E 00 00 00 ris_inode_bin...
0x00203080 6A OD 08 00 18 00 OD 01 : 72 69 73 5F 62 6C 6F 63 Jj....... ris_bloc

Jluctunr 18. @parMeHT gamria JOrHYECKOro 0JI0Ka, cofepikaiero karaimor /home
(mocne ynanenus (ainosoi 3anucu Pr_Linux.doc)

PaccmoTpum copepkanue (aitnioBoi 3amucu g0 ee yaaneHus (TUCTUHT 17).
Pa36op cTpoku Oymem MPOU3BOAUTHL B OOpAaTHOM IMOPSIKE, HAYWHAs OT HMEHU
Pr_Linux.doc. baiit, crosuuii geBee (0lh), ykaswiBaeT, 4To mepes HaMU OOBIYHBIN
daitn, crosmuit nepen HuMm (0OCh) onpenensier JiuHy uMeHd — 12 GalT (B 3TOM He-
TpyaHO yoeauThbes). JIBa Oaiita, crosmue jgesee (00 14h), Takxke 6€3011MO09HO Ompe-
nenstot aauny 3anucu — 20 Oaiit. Hakonern, 4-6aiitHast nocnenoBarenbHocth 00 08
0D 65h B gecsITUMHOM MPEJICTABICHUU COOTBETCTBYET HOMEPY inode = 527717, koTto-
PBIi OBUT TPUCBOEH JAHHOMY (haiiiTy TIPH €T0 CO3/IaHUU WJTH KOTTMPOBAHUH.

Teneps MOCMOTPUM, UYTO MPOU3OILIO C 3TOM 3aMUCHIO MOCIE JIOTUUYECKOTO ya-
nenus ¢aina (muctuHT 18). 3anmuch MOTHOCTHIO HE MCYE3JIa, OT HEE OCTAIOCh OKOH-
ganue «ux.doc». IlepBas gacTh uMeHu (aita 3aMeHeHa HYJISIMH, WHICKCHBIA JIECK-
punirop nomensicsa Ha 00 08 0D 7Dh = 527741, Ho nmpoBepka MOKa3bIBAET, UYTO TAKOU
inode HM omHOMY (haiy erie He BbAesIcsA. J|rHa 3anmucu U JyiMHA UMEeHM (aiina
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HE COOTBETCTBYIOT APYr Apyry. MOXKHO CAeaTh BBIBOJ, YTO MbI CTJIU CBUAECTEIIIMU
HE 3aMEHbI 3alKceil oqHOro (aiia APyruM, a €ro 3aTUPAHUs IPOU3BOJIbHBIM KOJIOM.
BepostHo, ecniu ums ¢aiina UMeeT KaKyro-TO 3HAYMMOCTb, [0 UMEIOLIEMYCSl OCTaTKy
€r0 MOXKHO IOIBITAThCSI BOCCTAHOBUTH. OJTHAKO CKa3aTh, KAKOMY MHIEKCHOMY J€CK-
PUITOPY ATO UMSI COOTBETCTBOBAJIO U, TEM OoJiee, T/Ie pacloiIararTcs OJIOKU JaHHbBIX
yAaJIEeHHOTO (haiisa, HEBO3MOKHO.

ABTOpBI OfHOM M3 MeToauK [11,12] pekoMEeHAYIOT MpU HAIMYMHU JIOTUYECKHU
yAaJIeHHBIX (DalijIOB BCE K€ MOMBITATHCSI BOCCTAHOBUTH UX IO €IIE CYIIECTBYIOIINM
(He mepe3anucaHHbIM) UHAEKCHBIM JecKpunTopaM. OHU YBEpSIOT, YTO TAaKUM IIyTEM
yaaercs cractu 10 80% uHpopmaIum.

BriBon criucka ynaneHHbIX (DailfloB MPOU3BOAMUTCA C MOMOIIBI0 BHYTPEHHEH
komaH bl Isdel ommagunka debugfs. MoxxHO mpocmarpuBaTrhk 3TOT CIIMCOK B MHTEpaK-
TUBHOM peXHUMeE, T1M00 TepeHanpaBUTh €ro B (aili 1yl PUIBTPALUU U3 HETO HYKHBIX
ceeaenuit. [Ipeanaratorcs cpecTBa «aBTOMaTu3alMu» MPoIecca BOCCTAHOBICHUS 3a
CUET UCMOJIb30BAHNS HECKOJIBKMX KOMaHAHBIX CTPOK.

Bo-nepBrix, B (aitn Tekymero karaiora (HazoBem ero lsdel.out) BeIBOASITCS
HOMeEpa BCeX Y/IaJeHHbIX inode Ha JaHHOM JIOTHYECKOM pa3fele:

Isdel | debugfs /dev/hdc3 > Isdel.out

3arem, mpemnoaras, 9To CIMCOK yajdeHHbIX inode, chopMUPOBAHHBI KOMaH-
noi Isdel, Haxogutcs B datine 1sdel.out, MOXKHO cenaTh Tak:

cut -c1-6 Isdel.out | grep "[0-9]" I tr -d "' " > inodes

Hosggiit daiin ¢ umeneM inodes conepxut Homepa inode, mozIexKaIIUX BOCCTa-
HOBJICHHUIO, TIO OAHOMY B cTpoke. OH NCIONB3YeTCs B CIEAYIOLIEH KOMaHe:

sed 's/".*$/stat <\0>/' inodes | debugfs /dev/hda5 > stats
pe3yNbTUpyronni (aitn stats comepKuT JaHHbIE BCeX KOMaH] stat.

CrienranmcTbl pEeKOMEHAYIOT BO3IEPKUBATHCSA OT MOHTHUPOBAHMS YCTPOMCTBA
(MaIIMHHOTO HOCHUTENS, JIOTHYECKOIO paszena), Ha KOTOPOM HMMEITCS YAAJICHHBIE
¢aiinbl. B mpoTuBHOM ciyyae CUCTeMa MOXKET MPHUBECTH MX B COCTOSIHUE, KOTJa UX
OKaHYaTeJIbHO HENb3s Oy/1eT BOCCTAHOBUTb.

JIns BOCCTAHOBIICHHSI JAaHHBIX HYKHO HAWTHU UX HA YCTPOMCTBE M CHEJIATh TaK,
4TOOBI OHM CHOBA CTaJIM BOCIIPUHUMATHCS OMEPALMOHHON cucTeme. [l aToro cyie-
CTBYET JBa criocoba. IlepBblil - H3MEHUTH CYIIECTBYIOMIYIO (haliIOBYyI0 CUCTEMY TaK,
4TOOBI B yJaJ€HHbIX inode ObUI CHAT (uar ynaneHus (YUCiIO CCbUIOK Ha MHEKCHBIN
JECKPUNTOP U OOHYJEHUE BPEMEHHU ynajieHus (¢aiina), mocie 4ero A0BEPUTHCS YTH-
JUTE aBTOMATUYECKOM MPOBEPKU M BOCCTaHOBIEHUs (haiiinoBoit cuctemsl fsck. [py-
roii coco0, HaMHOTo OoJsiee OE30MaCHbI, HO MEAJICHHBIN, - BBISICHUTD, IJI€ UMEHHO B
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paszene Jexar JaHHbIe, TOCIIe Yero 3alucaTh X B HOBBIN ¢aiin B Apyroit ¢aitnoBoii
CUCTEME.

Jlst peanu3anyiy BOCCTAHOBIICHHUS 10 MEPBOMY BAPUAHTY CIEAYET BOCIOJIb30-
BaTbCsl BO3MOXKHOCTIMM yTUIUTHI fsck (filesystem consistency check — mpoBepka 1ie-
JIOCTHOCTH (DaiJIOBOM CUCTEMBI). DTa YTHIIMTA CIOCOOHA B aBTOMAaTUYE€CKOM PEXUME
pacno3HaTh CJIEIYIOIINE TOBPEKICHUS:

» WHJEKCHBIE JECKPUIITOPHI, HA KOTOPBIE HET CCHUIOK B Karajorax, MO0 colepka-
e 0oapIoe ynuciio (0ojiee COTHU) CCHIIOK,

OJIOKHM JaHHBIX, TOMMEHOBAHHBIE B MHAECKCHBIX JECKPUMNTOPAX, HO 0003HAYCHHbIE
B OMTOBOI1 KapTe OJI0OKOB Kak CBOOOHBIE,

OJIOKM MaHHBIX, 0003HAYCHHBIC B OMTOBOM KapTe OJIOKOB KaK 3aHATHIC, HO HE YHUC-
JSUIUECS HU B OTHOM MHAEKCHOM J€CKPUIITOPE,

OJIOKM TaHHBIX, HA KOTOPbIE UMEIOTCS CChUTKHM B HECKOJIBKHX inode,

KaTajoru, COAEpallhe CChUIKM Ha WHJEKCHBIE NECKPHUMNTOPHI, 3HAYAIIUECS CBO-
OOTHBIMH.

[Tpu obHapyxeHuu ¢aiina, y KOTOpOro HeT UMEHHU (OTCYTCTBYIOT CCBUJIKU B Ka-
Tajorax) yTWjauTa rnomemiaer takou (aitn B karamor /lost+found, mpucBauBas emy
HOBOE€ MMsl, COBIA/IAI0IIEE C UMEHEM MHJIEKCHOTO JECKPHUIITOPA.

[TockonbKy yTHJIUTa HMYETO CaMOCTOSITEIbHO HE UCIPABISIET, €€ MOXHO HC-
MOJIb30BaTh JJII ABTOMATUYECKOTO WJIM PYYHOrO BOCCTaHOBJIEHUS (aitnoB. Ecnu
¢aiinbl ObUTH yaNeHbl MPABUIIBHO, YTUINTA HUYETO HEECTECTBEHHOTO B 3TOM HE 00-
HapyxuT. [ToaToMy HE0OX0IUMO MOUCKATh yAaJeHHbIE (PparMeHThl (ailioB ¢ TOMO-
HIbIO IPYTUX YTHIIUT, BHECTH B HUX U3MEHEHUS, a 3aTeM 3ayCcTUTh fsck ¢ TeM, 4ToObI
OHa OOHapyXuia ocTajbHO€. TakuM CIOCOOOM aTMUHHUCTPATOP MOXKET M30aBHUTH
ceOs OT 3HAYUTENBHOM YaCTH PYTUHHOM PabOTHI.

[IpakTnyeckre peKkOMEHJAUUU MO0 BOCCTAHOBJICHHIO YIAJEHHBIX U MOBPEXKICH-
HBIX (DaiJIOB HA UCCIIEyEeMOM JOTHYECKOM pazjere Linux cBOASTCS K CIEAYIOIIEMY:
1. Jlormyeckuit paznen Linux ¢ mOBpexXACHHBIMU WM JJOTUYECKU YIAICHHBIMU (aii-
JaMU HE CIeAyeT MOHTHUPOBATh K JIEPEBY KaTaJlloroB CBOEH CHCTEMBI JI0 JIMKBUIAIUU
BCEX NOBpeXJeHuil. B kpaiiHeMm ciydae cielyeT OrpaHU4YUTbCS MOHTHPOBAHHEM
«TOJIBKO JIJIS1 YTECHUS».

2. Tlouck ynaneHHBIX (alJIOB MO MX UMEHAM — 3aHATHE OecrepcrneKTUBHOE, TO-
CKOJIbKY UMEHa (haiiyioB 3aTHpaOTCs B IEPBYIO ouepenb. MickaTh ciaenyeT yaaneHHbIe
WHJEKCHBIE JAECKPUIITOPHI, T.€. inode ¢ HYJIEBBIM YHMCIOM CCBUIOK M YCTAHOBJIEHHOM
narod ynaneHud. Inode coxpaHSIOT CBOIO LEHHOCTh A0 T€X MOp, MOKA COAEpIKaT
CCBUJIKM Ha HOMEpa OJIOKOB JaHHBIX.

3. Kaxnapiii HaiiieHHblil ynaneHHbld inode cinenyer moauduuuponats. Monuduxa-
U0 MOXXHO MPOBECTU € MOMOIIbIO oTinaauuka debugfs. Jljist aToro cienyer nociaeno-
BaTEJIbHO BBIMOJIHUTDH CIIEAYIONIME KOMaHbl (0osiee MoaApOOHOE OMUCAaHUE ITUX KO-
MaHJ| COACP>KUTCA B MPUIIOKEHUH):

vV VYV 'V

debugfs

BxonyM B KOMaHIHYIO Cpely OTJaduKa.

open -w /dev/hdc3
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OTKpbIBaEM UCCIEYEMBINA Pa3ea B PEKUME YTCHUS/3AMHUCH.

lsdel

BbIBoMM Ha 3KpaH CIUCOK yAaJeHHBIX inode.
Jlanee BpIOMpaeM OIMH U3 HAWJEHHBIX WHJEKCHBIX JECKPUITOPOB U OCYILECTBIISIEM
JanbHENIIyo paboTy C HUM.

stat <inode>

BriBoguM Tabnuity inode, koTopasi mo3BojIsieT yOSAUTHCS B TOM, YTO B HEM COXpaHU-
JUCH aZipecyeMble OJIOKU TaHHBIX.

dump <inode> out_file
CoxpansieM coep>KUMO€ MHAEKCHOTO JIECKPUIITOpa B (ail.

ncheck inode number

[TerTaemcs HaliT UM (paiiia Mo ero HHIACKCHOMY JI€CKPUTITODY.

seti <inode>

but, coorBeTcTBYIOIIMM JaHHOMY inode B OMTOBOI KapTe MHACKCHBIX JACCKPHUIITOPOB,
yCTaHaBJIMBaeM B «1». TeM caMbIM yKa3bIBaeM CUCTEME, YTO UHJICKCHBIN AECKPUIITOP
BHOBD 3aHAT.

mi <inode>

B BeIBoguMOI nHbOpMaLru MoauGUIIMPYEM JIBE CTPOKH: YCTAHABIUBAEM B €IUHUILY
YHCJIO CChUIOK Ha inode u oOHymsieM BpeMs yaaieHus ¢aina.
3areM Mpolieypa MoBTOPAETCS ISl Ka)XXA0ro HalieHHoTo inode,

close
3akpbIBaeM JIOTHUECKUI pa3aell.
quit
BrixoauMm u3 oTiagumka.

Ecnu ynaneHHbIe WHIEKCHBIE JECKPUTITOPHI HEe ObUTH HAMACHBI, 3TO HE O3HAYa-
€T, 4YTO Ha JAHHOM JIOTUYECKOM Pa3Jesie HeYero cKarb. MIHIEKCHbIE AECKPUIITOPHI U
JIOTHYECKHUE OJIOKM, KaK MPaBWIIO, aIpeCyIOTCsl He3aBUCUMO JPYr OT Jpyra, a inode
yIaJeHHbIX (ailioB 3aTHpPArOTCS HOBBIMU JaHHBIMH B MEPBYIO odepenb. [lorTtomy
CJICIYIOIIMM 3TarioM OYJIeT SIBJIATHCS MOMCK CBOOOJHBIX OJIOKOB JaHHBIX, COJEpKa-
X yTepsHHyo nHpopmanmio. OQHaKO HUKAKUX YTUIIUT, TTO3BOJISIONIMX UCKATh pa-
Hee 0CBOOOXKICHHBIE OJIOKH JIAHHBIX, HE CYILIECTBYET. ITO MOXHO JIeJIaTh TOJBKO T10-
CJIe€ BU3yaJIbHOTO MPOCMOTPAa OMTOBOM KapThl OJOKOB, BBISIBIISAS B HEW OAMThI, OTINY-
ueie ot FF. 3atem, mocienoBareibHO KOMUPYS CBOOOTHBIE OJIOKK U3 HY>KHOTO JTaria-
30Ha HOMEPOB (MMPUHAIIEKAIUX KATaJIOTy, U3 KOTOPOTO MPEAIOI0KUTEILHO MPOU3-

BOJIMJIOCH yaJieHUE), MOXKHO CO37aTh (ailsl, KOTOPBIN 3aTeM MOXXHO IMOCMOTPETh (OH

HaBepHsKa OyleT COCTOSTh M3 CKJIECHHBIX (PparMeHTOB paznuyHbIX (aiinoB). EcTb
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aNbTEpPHATUBA — 3aIlyCTUTh OJHY U3 M3BECTHBIX YTHIUT KOHTEKCTHOTO MOUCKA. DTU
YTWJIUTBI OY€Hb XOPOLIO PabOTaIOT C aHIVIOSI3bIYHBIM TEKCTOM, HO C YTEHHUEM KUPHJI-
JuLbl OyayT mpobiemsl, ocodenHo B koaupoBke UNICODE.

[IpocmoTp oTAENbHBIX OJOKOB (halIOB CO CIIOKHBIM BHYTPEHHHM (OpMaTOM
MOKET OBITh CBA3aH C MpobOieMamu. Jleno B TOM, YTO IITaTHbIE MPUIOKEHUS, TPE-
Ha3HAYEHHbIE JJI11 paOOThl C TaKUMU (daijaMu, MOHUMAIOT TOJIBKO JOKYMEHTHI C He-
MOBPEXKJIEHHON CTPYKTYpoil. OTAenbHbIe PparMeHThl (PailioB MOKHO BOCCTAHOBHTb,
€CJIM OHM COJIEPKaT TEKCT B OJHOM M3 M3BECTHBIX KOAMPOBOK JMOO MHTEPHpPETUPYE-
MBI ITPOTPAMMHBIN KOZ.

JlJia morcKa M3BECTHBIX CUTHATYp M TEKCTOBBIX ()parMEHTOB B OOJBIIMHCTBE
CJIy4aeB MOXHO OTPaHWYHUTHCS HCIOIb30BAHUEM ILITATHBIX YTUJIHUT OIEPallMOHHON
cuctembl. [Ipu moucke aHMIOA3BIYHBIX (PPArMEHTOB, CHUTHATYp BPEIOHOCHBIX MPO-
rpaMM, (GparMeHTOB PUCYHKOB BIOJHE JOCTAaTOYHO OOraThIX BO3MOKHOCTEH YTHIIHT

grep, fgrep u ap.
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4. PABOTA C OBBEKTAMHU ®AMJIOBONH CUCTEMBI
4.1. PaGoTa cucTteMbl ¢ annapaTHbLIMHU YCTPOHCTBAMU

MHoro3agausble ONEpPalMOHHBIE CUCTEMBI HE MO3BOJSIOT NPOrPaMMHBIM MPH-
JIOKEHUSIM HAIPSIMYIO paboTaTh ¢ armnaparHbIMU KOMIIOHEHTaMH KOMITbIOTEPHOM CHC-
TeMbl. EClli HECKOJIBKUM MpOorpaMmaM B OFHO U TO e BpeMsl «3a01aropaccyauTcs»
BBIBECTU JIAHHBIE HA OJMH U TOT € MPUHTEP WIM MOHUTOP, MOCIEACTBUS MOTYT
ObITh HenmpeackazyeMbl. [103ToMy MHCTPYKIIMHU, TO3BOJISIIOIINE HETIOCPEICTBEHHO 00-
pamaThCsa K MopTaM BBOAA/BBIBO/IA B 3ALIUIIEHHOM PEXHUME IIEHTPAJIBLHOIO MPOoLeCc-
COpa, SIBJIAIOTCS NPUBWIETUPOBAHHBIMU. B3auMoAenCTBHE IPOrpaMM C yCTPOWUCTBA-
MH IPOUCXOOUT 4Y€pe3 SIAPO ONEPALMOHHOW CHUCTEMBI MOCPEACTBOM IMPOTPAMMHBIX
MOZYJIEW, UMEHYEMBIX IpaiBEPaAMM.

[Tonb30BarenbCKUil MpolEecc He MOXKET HEMOCPEIACTBEHHO padoTarh C JpaiiBe-
pamu. OHAaKO B CHCTEME MPEAyCMOTPEHBI (Pailiibl CrieluaIbHOTO THUIA, YEpe3 KOTO-
pbI€ MOXXHO YHUTATh UJIU 3alKCHIBATh JAHHBIE HA YCTPONCTBA, KaK B OOBIYHBIC (hailibl,
He o0palllas BHUMaHHe Ha KOHKPETHYIO almaparHylo peain3anuio yecTpoicTs. [lomb-
30BaTelb, UMEIOUIUMN HEOOX0IUMBbIE TTPaBa, a TaK:Ke CO3aHHbIE UM MPOLIECChI, UMEIOT
HEOrpaHUYEHHbIE BOBMOKHOCTH 110 PabOTe ¢ KOMIIBIOTEPHOM anmapaTypoi.

daiinabpl crenuaibHBIX YCTPONCTB BHEIIHE HANOMHHAIOT OObIYHBIC (haitibl. Ux
MOXHO NEPEMEIIATh U3 KaTaJIora B KaTaJior ¢ MOMOIIBIO KOMaHJbl mv (IMove) U yaa-
JTh KOMaHAoW rm (remove). Ho ¢ atumu (alimamu He CBSI3aHBI OJIOKHM JTaHHBIX Ha
MaIMHHOM HOcuTene. J[aHHbIe, momMenaemMbie B Takou Gaii, mepeaaroTcs: ApaBepy
YCTPOMCTBa, a yuTaeMmble U3 (ailna — 3ampamuBaioTcs y apaiiBepa. Konmmpoanue
CHELHAIbHOTO (paiiyia MpUBEAET K YUTEHUIO U3 COOTBETCTBYIOIIETO YCTPOMCTBA.

Paznu4garor cuMBOJIBHBIE U OJIOYHBIE YCTPOWMCTBA, TaK YK€ HA3BIBAIOTCS U COOT-
BETCTBYIOIIME UM crienuaibHbie gaiibl. [Ipu BeiBoge nHbopmanuu o ¢ainax ¢ mno-
MOIIIbIO KOMaHAb! Is —la (haiinsl CHMBOIBHBIX YCTPOMCTB MOKHO PACIO3HATH MO TEp-
BOI OyKBE «C», a 0JlouHbIe — 110 cUMBOITY “‘D”. K CUMBOJIBHBIM OTHOCSTCSI YCTPOMCT-
Ba, YMTAIOUIME W 3aMMCHIBAIOIIME JaHHbIE B BUJE MOTOKA OANTOB (JEHTOYHBIE HAKO-
NUTEN, KIaBUAaTypa, 3ByKOBBIE aJanTephl, YCTPOKWCTBA, NOJKIIOUEHHbIE K MOCIENO0-
BaTEJIbHBIM WJIU NapaJljiesibHBIM opTam). [IpuMepom 0104HOTO yCTpOoHCTBa ABIAETCS
MarHUTHBIA WJIM ONITUYECKUHN TMCK — MH(OpMAIIUS 3aITUChIBACTCS HA HUX U COOTBET-
CTBEHHO CUMTHIBACTCS OJIOKaMU (DPUKCUPOBAHHOTO pa3mepa (CEKTOpammu).

3Has UMs YCTpPOMCTBA, MOXXKHO CO3JaTh JUIsl HETO CIEUUaIbHBIA (aiin. 1o
MIPOU3BOJUTCS C MOMOIIbI0 KomaHAsl MmKnod, ucrnogHeHHe KOTOpOil pa3peliaeTcs
TOJIBKO CyTepIionb3oBareiito. OOBIYHO cO3/1aBaTh (Pailyibl CrieIUadIbHBIX YCTPOMCTB HE
TpeOyeTcsi, MOCKOJIIbKY OHU MPUCYTCTBYIOT B CTAHAAPTHOW WHCTAJUISIINH OTIEPAIMOH-
HOM cuctembl. Pacnonararorcest ¢aiiisl ycTpoicTB B Katanore /dev (device — ycTpoii-
CTBO). Y3HaTh, KAKOMY YCTPOMCTBY COOTBETCTBYET CHELHMATbHBIN (aili, MOXHO MO
XapaKTEPHbIM UMEHAM:

» fd0, fd1 (fd — floppy disk) — cooTBeTCTBEHHO IEepBBIH U BTOPOi quckoBoabI [ M/,
» hdXY (hd — hard disk) — moruueckuii pa3ien *KeCTKOro aucka (MarHUTHOTO WJTH
ontudeckoro) ¢ IDE-kontposmiepom. X — cuMBOJbI a,b,c,d, 0o003HaYaromue mo-
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PSAKOBBIN HOMEp 1Ieiida (a — nepBbli (master) HaKOMUTENIb OCHOBHOTO HuIei]a,
b — BTOpOI1 (slave) HakoTTUTEH OCHOBHOTO Hjiekda u T.1.),

sdXY (sd — SCSI disk) — normdeckuid pasnmen xectkoro aucka co SCSI-
unrepdeiicom,

Ip0, Ip1 (Ip — line port) — mapanseabHbIe TTOPTHI,

tty S0, ttyS1(tty — teletype) — nocienoBareabHble MOPTHI,

tty — repmuHa,

audio — 3BykOBOH ajantep,

ht0, st0) — IDE u SCSI nakonmTenn Ha MarHUTHOM JICHTE.

IDE-yctpoiictBa B OC Linux mpeacTaBieHbl CleAYOMUMU (ailiaMu:

/dev/hda - “master” Ha mepBoM HHTEpPEICHOM KaHaIE,
/dev/hdb - “slave” na nepBoM uHTep(helicHOM KaHaJe,
/dev/hdc - “master” Ha BTOpoM HHTEep(EHCHOM KaHaJe,

/dev/hdd - “slave”na BTopoMm uHTEp(DEiCHOM KaHaJe.

OOpaieHre K pazzienaM Ha JUCKE MPOU3BOJUTCA MO UX HOMEpPAM, YKa3bIBae-
MBIM B KOHIIe UMeHH (aitna aucka. Beero Ha IDE-aucke moxker ObITh afipecoBaHo 32
paznena. [lepBbie 4 HOMepa UCTIONB3YIOTCA JIJIsi 0003HAYEHUS IEPBUYHBIX Pa3/ielioB, a
oCTajbHbIe 28 HOMEPOB — AJi Jornyeckux. Hampumep:

» /dev/hda2 — Bropo¥i IepBUYHBIN pa3aeil JUCKa,
» /dev/hda6 — BTOpo¥i JIOTHYECKUI pa3aen IucKa.

Hanpumep, npu noakimrouennu uccinenyemoro IDE-nucka B kauecTe “master’-
ycTpoiicTBa K ‘“‘secondary” mHTep(hEWCHOMY KaHay, TUCK OyIeT MPEICTaBlieH Kak
¢aiin /dev/hdc.

J171s TOro 4ToOBI BBISICHUTH TPEXMEPHYIO JIOTHYECKYI0 reomeTpuio aucka CHS,
KOJIMYECTBO M TUIBI HAXOJSIIMXCS Ha HEM pa3iesioB, HE0OX0UMO, paboTas B pexu-
Me cyrneprnoib3oBarensi, BemonHuTh komanny fdisk -1 device, rne device — caiin
KOHKPETHOIO YCTPOMCTBA (MCCIIEeyeMOTO TUCKA):

VVVY VVVVY VY

Disk /dev/hdc: 10.2 GB, 10248118272 bytes
16 heads, 63 sectors/track, 19857 cylinders
Units = cylinders of 1008 * 512 = 516096 bytes

Device Boot Start End Blocks Id System
/dev/hdcl * 1 4161 2097112+ c W95 FAT32
(LBA)

/dev/hdc2 4162 4364 102312 83 Linux
/dev/hdc3 4365 19467 7611912 83 Linux
/dev/hdc4 19468 19857 196560 f W95 Ext'd
(LBA)

/dev/hdc5 19468 19857 196528+ 82 Linux swap

JIluctunr 19. Undopmanus, BeiBogumas komanjaoit fdisk -1 /dev/hdc

WNudpopmarnus, npuseneHHas B auctunre 19, BeiBeqeHHas komanaon fdisk -
1 /dev/hdc, TOBOPHUT O CICAYIOIIEM:
» Wccnemyemblid JuckK uMeeT oomyro émkocthb 10,2 ['6aiit (10248118272 Gaiira);
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Jlornueckast reomeTpust gucka: 63 cexropa/16 ronoBok/19857 nunuuapos. Tpex-
MepHas joruudeckas aapecamnusa aucka CHS (cylinders, heads, sectors) He coot-
BETCTBYET peajbHOMY (PU3MUECKOMY Pa3MEICHUIO JIaHHBIX Ha MarHUTHBIX JIHC-
kax. JleCTBUTENbHO, MOXKHO JIM MIPEJICTaBUTh, YTO BHYTPU F€PMETHYHOIO OJIOKa
KECTKOTO JUCKA pa3MellleHbl 16 MarHUTHBIX TOJIOBOK WK 8 quckoB? Yaiie Bcero
B KOpITyCE€ repMOOJIOKa UMEETCSI BCETO JIBa MKECTKHUX AMCKA M, COOTBETCTBEHHO, 4
MarHUTHBIX TOJIOBKH. A KOJMYECTBO I[MJIMHIPOB B COOTBETCTBEHHOE YHUCIO a3
6ompmie (19857*%4=79428). Konr4ecTBO CEKTOPOB TOXKE yKa3aHO HEBEPHO; B pa3-
JUYHBIX TPOCTPAHCTBEHHBIX 30HAX JUCKA OHO B 3aBHCHUMOCTH OT JJIMHBI OKPYK-
HOCTH JOPOXKEK HAXOAUTCS B JUAMa30HE OT HECKOJIBKUX JIECSITKOB JI0 COTEH CEK-
TopoB. HacTosimas ¢usmdeckas reoMeTpusi UCKa M3BECTHA TOJBKO €r0 KOHTPOJI-
nepy. OgHaKo YeNOBEK, HE MMesl IOCTyMa BHYTPh TepMOOJIOKA, BUAUT JAUCKOBOE
MPOCTPAHCTBO TJIa3aMU ONIEPAITMOHHON CUCTEMBI.
Eannuna otoOpaskeHrs pa3MeNIeHus pa3esioB — [IMHJIP; pa3Mep HWJIMHIPA pa-
BeH 516096 Gaitt (63 *16 * 512 — yuciaO CEKTOPOB * YKCIO TOJOBOK * pazmep
cekropa). [TockonbKy KOHTPOJIEP JKECTKOTO JAMCKA CKPBHIBAET UCTUHHYIO T€OMET-
pHUIO TUCKOBOTO MPOCTPAHCTBA, IaHHAs UH(OpMaIusi HE UMEeT OOJIBIIOro 3HaYe-
HUS;
/dev/hdcl — aktuBHBIN nepBuuHbIi paznen Ne 1 ¢ tunom cuctemsl “W95 FAT32
(LBA)” (Id pa3znena paBeH “c” B IECTHAALATEPUYHOM BHJIE), pa3Meniaercs ¢ 1-ro
no 4161-i numuaap u umeet pazmep 2097112 6moxoB o 1024 Gaiita;
/dev/hdc2 — nepBuunblid paszgen Ne 2 ¢ tTunom cucremsl “Linux” (Id pazgena pa-
BeH “83” B 1IeCTHAAATEPUUYHOM BUJE), pazMeiaercs ¢ 4162 no 4364 uunuuip u
umeet pazmep 102312 6noko no 1024 Gaiita;
/dev/hdc3 — nepBuunbiii pazaen Ne 3 ¢ tunom cuctemsl “Linux” (Id pasmena pa-
BeH “83” B IIeCTHAAUATEPUYHOM BHJIE), pazMeiaercs ¢ 4365 no 19467 mununap
u umeet pasmep 7611912 6noko no 1024 Gaiira;
/dev/hdc4 — pacmmpennsiii pazgen Ne 4 ¢ tunom cuctemsl “W95 Ext'd (LBA)”
(Id pazmena paBen “f” B miecTHaALATEpUYHOM BHJE), pazMemtaeTcs ¢ 19468 no
19857 nmnmuaap u umeet pazmep 196560 Giokos mo 1024 Gaiita;
/dev/hdcS —noruueckuit pazaen Ne 5 ¢ tunom cucremsl “Linux swap” (Id pasnena
paBeH “82” B IIECTHAALATEPUYHOM BHUJIE), pazMmeniaercs ¢ 19468 mo 19857 uwu-
TUHAP 1 uMeeT pazmep 196528 Gnokos o 1024 Gaiira.

[Trockr mociie koMyecTBa OJIOKOB B pa3jieiaXx YKa3bIBAIOT HA TO, YTO Pas3zeil He

KpPAaTeH LIeJIOMY YHUCITy LAJINHIPOB.

>
>
>
>
>

SCSI-gucku B OC Linux npencraBieHbl B BUAE CIeAyOMHX (HaiaoB:
/dev/sda — nepBbIil THCK;
/dev/sdb — BTOpOI1 THCK;
/dev/sdc — Tpetunii nuck;

/dev/sdp — miecTHaIATHIN AUCK.
OOpareHre K paszenaM Ha JHCKE, Tak ke, kKak U K IDE-auckam, mpou3BoauT-

Csl 110 UX HOMEpaM, YKa3blBaeMbIM B KOHIIE MMEHHU (aiina aucka. Beero Ha qucke Mo-
KeT ObITh ajpecoBaHo 15 paznenos. IlepBbie 4 HOMepa UCTIONB3YIOTCS JIsi 0003HA-
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YeHUSI TIEPBUYHBIX Pa3/IeoB, a OCTajdbHbIe 11 HOMEpPOB — /Isi 0003HAUEHUS JOTHYE-

ckux. Hanmpumep:

» [dev/sda2 — o60o3Ha"aeT BTOPOW IEPBUYUHBIN pa3esl AUCKa,

» /dev/sda6 — o003HaUaeT BTOPOI JIOTHUECKUI pa3eil JUCKA.

JI1st perieHus HEKOTOPBIX MPAKTUYECKUX 3a]]a4 CUCTEMa COJIEPKUT HECKOJIBKO

BUPTYaJIbHBIX YCTPOUCTB, KOTOPbIE HE HYXKJAIOTCA B alllapaTHbIX KOMIIOHEHTAaX:

¢ /dev/null — cBoeoOpa3Has «uepHas JIblpar», yaajusromias 00N MOTOK JTaHHBIX. B
ATOT (haili MOXKHO TOJBKO 3aNUChiBaTh. Ecnu mepeHanpaBuTh BbIBOM B null, man-
HbIE HE OyIyT OTOOpa)kaThCsl Ha SKpaHe,

¢ /dev/zero — «por n300mHs», (aily, U3 KOTOPOTO MOKHO OECKOHEYHO YWTATh IO-
TOK U3 OJIHUX HYJEH,

¢ /dev/random — yCcTpOHCTBO, FeHEPUPYIOIIEE MOTOK CIYyYaHHBIX YHCE MPU aKTHB-
HOCTH TI0JIb30BaTEIbCKOTO0 BBOJA (ABUKEHUE MBIIIM WU HaXaThe HECKOJIbKHX
KJIABHIII HA KJIABUATYPE BBI3BIBAECT KAKOE-TO YHCIIO CIyYalHBIX OAUT — OT HECKOJIb-
KHUX JI0 HECKOJIBKUX COTEH). DTO BUPTYyalIbHOE YCTPOUCTBO MOXKET OBITh UCIIOIB30-
BaHO M KaK WHIWKATOP MPUCYTCTBHS (aKTUBHOCTH) TIOJIH30BATENs 32 KOMITHIOTE-
pomM,

¢ /dev/loop — ycTpoicTBO 0OpaTHON CBS3H, MO3BOJIAIONIEE UMUTHPOBATh BUPTYalb-
HOE OJIOYHOE YCTPONCTBO (JTUCK).

[Tytem KoMOMHAIIMK JBYX BUPTYaJbHBIX YCTPOMCTB MOXKHO CO3/1aTh MPOILIECC, B
OyKBaJIbLHOM CMBbICJIE TIEPEMBAIOIINA U3 MYyCTOrO0 B MOPOXKHEE. DTO JIOCTUTAETCS C
MOMOIIBIO JIFO00M U3 ABYX KOMaH]I:

od /dev/zero > /dev/null

od < /dev/zero > /dev/null

[Tomo6HBIE «IIPOIIECCH» MOTYT U3PSAIHO HATPY3UTh IEHTPATIBHBIN MPOIECCOop,
¥ MBI BOCTIONTE3YEMCS TAKOW MMHUTAITMEH TP HAOIIOEHNUH 32 TPOIIECCAMH.

4.2. MonTupoBaHue (aiI0BBIX CHCTEM

Toukoli MOHTHpOBaHUs 0053aTENBbHO JODKEH ObITh Karajor. IIpu MoHTHpOBa-
HUM (aiIoOBOIl CUCTEMBI €r0 COAEPKUMOE N00aBIAETCA K CYLIECTBYIOIIEMY JEPEBY
KaTajJoroB B BHJIC JOIOJIHUTEIILHONW BETBH, «PacCTyIICH» M3 TOYKH MOHTHPOBAHMS.
DTO HECKOJILKO HAIIOMUHAET «MUYYPUHCKYIO IPUBUBKY».

Ecnu B ucxonHo# (aiiioBoi cuctemMe U3 TOUKM MOHTHUPOBAHUS BBIXOAWIN JPY-
rMe MNOJKAaTaJIOru U (ailyibl, TO MOCI€ MOHTUPOBAHUS OHU CTAHYT HEBUJUMBI — HX
«3aKpOIOT» BETBH MPUMOHTHUPOBAHHOM (paiiioBoil cuctembl. Crapble JaHHbBIE HE
YHUUTOXKAKOTCA — OHM BHOBb CTAaHYT BUAMMBI MOCJ]I€ pa3MoHTHpoBaHus. [losTomy
TOYKAa MOHTUPOBAHMS TOJKHA MIPEACTABIATH COOOM IMyCTOM KaTaJIor.

MoHTHpOBaHHE — 3TO MPUBHUIIETMPOBAaHHAsA ONEpALMs, pa3peniaeMas TOJIbKO
cyrnepnonb3oBareno. MoHTupoBanue (HaioBBIX CHUCTEM Ha 3Tare 3arpy3Kd MpOou3-
BOJIUTCSI C TTOMOIIBIO HEOONIBIIIOTO TEKCTOBOTO (haiina /etc/fstab. daiin /etc/fstab, co-
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JEP>)KUMOE KOTOPOTO TpHuBEAEHO B ymcTuHTe 20, MPENCTaBIseT co00W Tadnwiy u3
[IIECTHU CTOJIOIIOB.

dev/hdal / ext2 defaults 1 1
dev/hda2 /mnt/ntfs5 ntfs defaults 0 0
dev/hda3 /mnt/fat32 vfat defaults 0 0
dev/hdad  swap swap defaults 0 0
devpts /dev/prs devpts gid=5, mode=620 0 0
/proc /proc proc defaults 0 0
/dev/td0 /mnt/floppy msdos defaults, users, noauto 0 0
/dev/hdc /mtt/cdrom is09660 ro, user, noauto 0 0

[E—

Jluctunr 20. Conepxxkumoe (aitna /etc/fstab

B nepBoM cTonb1ie yka3bIBaeTcsi JUCKOBOe (OJIOYHOE) YCTPOMCTBO, TOUHEE JIOTH-
YEeCKHI paszien AUCKa, Ha KOTOPOM coaepKuTcs (aioBas cuctema, mojiexanas
MOHTHPOBaHUIO. TUIIOBbIE Ha3BaHMSI TUX YCTPOMCTB MEPEUUCISIIUCH B Maparpa-
de 4.1. UckmoueHueM SBISIOTCA JBa ICEBAOYCTpOICTBa: (ailnoBas cucrema
/proc, paccMoTpeHHas B naparpade 2.5, u nceBaorepMunan devpts.

. BTopoii cTonben Tabnuibl yka3biBaeT TOUKY (Karajior) MoHTHpoBaHus. Karanor k

MOMEHTY MOHTHPOBAHUS YK€ JOJDKEH CylIeCTBOBaTh. MIMeHa ToukaM MOHTHUPOBA-
HUS JAIOTCS TaKUM 00pa3oM, 4TOObI OHU aCCOIMHPOBATIUCH C KOHKPETHBIMHU yCT-
poiictBamu (Hanpumep, /mnt/floppy unu /mnt/cdrom). 9T0 B Kakoil-TO CTENEHU
3aMEHSIET TI0J30BATENI0 IPUBLIYHOE OOPAIICHHUE K JIOTHIECKAM JTUCKAM.

Tpetuii cronbern yka3piBaeT Ha THT (aimoBoit cuctembl. Cuctema Linux mo3Boss-
eT paborarh ¢ MHOTUMU (alIoBBIMH cucTeMaMu, B ToM unciie msdos, vfat (FAT-
32), ntfs, ufs, 1509660, proc u 1.1. Cieayer oOpaTuTh BHUMAaHUE HA TO, 4YTO (haii
NOJIKaYKM B cucTteMax Linux pa3Melaercss B OTAEIbHOM JIOTUYECKOM Pa3Jesie Ke-
CTKOTO MAarHUTHOTO JUCKA.

B derBepToM cTosOlie TaONMIIBI YKa3bIBAIOTCS MapaMeTpbl MOHTUPOBAHUS. DTU
napameTpbl B Tabnuiie fstab 1 B KOMaHAHON CTPOKE MHCTPYKIIMK mount yKa3blBa-
I0TCSL Pa3JIUYHBIM CIIOCOOOM.

ro — (read only) — (aitnioBas cuctema MOHTUPYETCSI «TOJIBKO ISl YTEHUS» (0ObIU-
HO 3TO YKa3bIBAETCSI JI MPUBOJIA YTEHUS ONTUYECKUX KOMIAKT-UCKOB),

rw — (paitioBas cucreMa MOHTUPYETCS JJISl YTEHUS U 3aIHCH,

async/sync — oOMEH JTaHHBIMU MEXIYy ONEpPaTUBHOM MaMSThIO U JAHHOU (aiiio-
BOM CUCTEMOMW MPOU3BOIUTCS ACUHXPOHHO/CUHXPOHHO,

exec/noexec — pa3pelInTh WK 3alpPETUTh 3aIyCK HCIOIHSAEMbIX (ailyioB, pacmo-
JIOKEHHBIX B TaHHOU (paiiiioBoi cucteme. Takum oOpa3om, HalpuUMEpP, MOKHO 3a-
MPETUTH 3allyCK MOTEHI[MAIBLHO OMACHBIX MPOTrpaMM C AUCKETHI WM ONTUYECKOTO
JIICKa,

suid/nosuid — npyHUMaTh BO BHUMaHUE WM UTHOPUPOBATH JOMOJHUTEIbHBIE aT-
pubytel SUID/SGID, mno3Bosstoniye 3amycKk HCHOMHSEMbIX (ailjioB U3 JTaHHOM
(aiinoBoii cUCcTeMBbI C MpaBaMH BiaJiebla daiaa Wik ero rpymnibl,
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® nouser/user(s) — 3aIpPETUTh WM PA3PEIINATH IOJH30BATEIIM MOHTUPOBATH JaH-
Hy10 (aitioByro cuctemy. [Tapamerp user ykaspIBaeT, 4TO MOHTHPOBATh (HaliIOBYIO
CUCTEMY B JJaHHYIO TOUKY MOHTUPOBAHUS MOXKET JH0OOH ob30Barens. Eciu Tpe-
OyeTcs yka3aThb KOHKPETHOTO IOJIb30BaTeNs C JAHHBIMU IIpaBaMH, 3TO 3aIIMCHIBA-
eTcs Tak: user=ivanov. OTnyne mapaMeTpoB USEr U USErs 3aKJII0YaeTcsl B IpaBax
Ha pa3MOHTUpOBaHHUE ycTpoicTsa. [TapaMeTp user 03Ha4aeT, 4To Pa3MOHTUPOBATH
YCTPOUWCTBO MOKET TOJBKO TOT, KTO €r0 MOHTHMPOBAJI, a USErs JaeT MpaBa Ha pas-
MOHTHPOBAHHE JTHOOOMY IOJIb30BATEINIO.

e defaults — ncrnonp30BaTh MapamMeTphl MO YMOTYAHUIO, YTO 3aMEHsIET HAOOp mapa-
METPOB 1w, suid, dev, exec, auto, nouser, async. Eciii B ueTBepToM CTONOLE OHO-
BPEMEHHO yKa3aHbl napamerpbl defaults u user(s), ToO 3Ha4€HUs MapaMeTPOB MO
YMOJTYaHUIO U3MEHSIOTCS Ha noexec, nosuid u nodeyv.

S. Ilateiii cronben Tabmuipl MoxkeT coxepxkars O mau 1. Enqununa npennuceiBaet
IIPOU3BOIUTH PE3EPBHOE KONMPOBAaHUE JaHHOH (paioBoii cuctemsl, a ) — HE Mpo-
U3BOJIUTb.

6. Llecroii cTonber ncnonp3yeTcs YTUINTOM npoBepku (aitnossix cuctem fsck (file
system check). Ecnu ykazan «0», To (aitioBast cucrema He mpoBepseTcs (mTaTHas
yrunuta fsck MoxkeT KOppeKTHO MpOBEPHUTH TOJBKO (haljioBbIE CHCTEMBI ext2fs,
ext2fs), mudper «1» umu «2» yKa3pIBatOT 04EPETHOCTH ITPOBEPKH.

DannoByl0 CUCTEMY MOXHO CMOHTHUPOBATh U «BPYYHYIO» C IIOMOIIBIO KOMaH-
Il mount. 9TO JOBOJIBHO CJIO)KHAasi KOMaHJa ¢ pa3HOOOpa3HbIM CUHTaKcucoM. B Hau-
OoJee MPOCTOM BapUaHTE JaHHas KOMaH/1a BBINIIUT CIAEAYIOLIMM 00pa3oM:

mount -t type fs device dir,

HanpuMep: mount -t msdos /dev//hda5 /mnt/floppy

[Ipexxne ueM noakmoyaTh (MOHTUPOBATh) OOJIBIIYIO (ANIOBYIO CUCTEMY, Clle-
AyeT MPOBEPUTh €€ LEeJOCTHOCTh. Ecimu ¢aiinoBas cuctemMa He Obula OTKIIIOUEHA
JOJKHBIM 00pa3oM, MNP MOMBITKE MOAKIIOYUTH €€ 0e3 IPOBEPKHU MOJIb30BaTENIO Oy-
J€T BBIJAHO COOOIIEHHE O HEBO3MOXXHOCTHU BBITTOJHUTH MOAKITIOUEHUE U TPEIJIOKEHO
BOCIIOJIb30BaThCsl YTUIUTONM MPOBEPKM M BOCCTAHOBIEHUS (DAilyIoOBOM CHCTEMBI
e2fsck. Oto cnpasemuBo ans ¢ainoBoit cucremsl EXT2FS, B ciydae e Hamuuus
Ha ucciemxyemom pasaene ¢ainoBoi cuctembl EXT3FS ommbka dhukcupoBarhes He
OyzeT, Tak Kak >KypHanupyemas ¢aiijoBas cucteMa o yMOJTYaHHIO BOCIPUHUMAETCS
HCIIPABHOM.

B cnydae moBpexaeHHs NEPBOrO U MOCIAEAYIOIIMX CynepOnokoB (haiaoBoi
cuctemMbl 3anmyck nporpammbl e2fsck oOsi3areneH.

[Topsanok 3amycka yTHINTBI IPU IPOBEPKE:

e2fsck -f /dev/hdc3

NN
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e2fsck -fy /dev/hdc3

['me f — mpuHYIUTETBHOE BBITOJIHEHUE MPOBEPKH B CiTydae, eciu (haiaoBas CUCTeMa
3TOTO HE TpebyeT, y — paboTa 6e3 3arpoCcoB MOTL30BATEINIO.

JlemoHTHpYIOTCS (DaiiyioBBIE CUCTEMBI C MOMOIIBIO KOMaHAbl umount. OHa 3a-
MUCHIBAETCA B IBYX BapUaHTaX:

umount device

wm umount dir

Ecnu daiinoBas cuctema 3aHsTa (OTKPBITHI €€ KaTajaory, 3alyIeHbl UCIIOTHsIEe-
Mble (paitsibl, OTKPBITHI OOBIYHBIE (DaMIIBI U JIp.), €€ TEMOHTUPOBATh HEJIb3s — CUCTEMA
cooOmuT 06 omuoke. Henb3s n3BiIeKaTh JUCKETY U3 JUCKOBOJIA U ONTHYECKHUM JTUCK
U3 JIOTKA JI0 Pa3MOHTHUPOBAHUS.

4.3. KonupoBanue ¢aiijioB

KomnupoBanue — 310 co3naHue elie 0OAHOTO dK3eMIUIsipa Qaitna. MOXHO CKOMH-
poBath (haii B TOT e KaTajior, I1Ie PacloiIoKeH OpUTrHHAN, HO U3MEHUTh UMsI KOITUH.
MoxHO ckonupoBarh (ailsl ¢ MPeKHUM UMEHEM B Jpyroil karanor. HakoHer, MOXHO
CKOMOMHHMpOBATh 3TH J1Ba BapuaHta. J[ns konupoBaHus (aiiiga HaJ0 UMETh CIEIYI0-
1K€ Mpasa:

» TMpaBo Ha YTeHHe Qaiia-opuruHaa,
» TpaBO Ha YTEHHE U UCIIOJHEHUE KaTajora, B KOTOPOM MCXOIHBIN (aiis XpaHuTcs,
» TpaBo Ha 3aluCh U UCIIOJIHEHHUE B KaTajiore, KyJa MpeACTOUT 3aucaTh KOMHIO.

Ecnn Ha MecTe pacnoioKeH!s! KOIUU YK€ CYILECTBYET (ailll ¢ TAKUM Ke UMe-
HEM, OH OOHyJsieTCsl (TOYHEE, €ro OJIOKU aHHBIX OOBABISAIOTCS CBOOOIHBIMU), & UH-
JEKCHBIN JIECKPUIITOp Mepenaercs co3naBaeMoil konuu. IIpu komupoBaHuu mnpasa
noctyna (koa pexkuma) (aiiina He U3MEHSIOTCS, 3a UCKITIoUeHneM copoca (aros ag-
¢dextuBHbIX uaeHTudukaropos SUID u GUID. CuctemHas pyHKLHSA, 3aMIMCHIBAIOIIAS
Koruio (haiina, oOHymsieT 6uThl 3((HEeKTUBHBIX NPaB AOCTyNa. Branenen konuu u ero
rpylna MEHSAIOTCS — MMHU CTAHOBSTCS MOJIb30BATENb, KOMUPYIOMIUN (aii, U ero
rpynmna. [Tocne konmupoBaHMsI MOJIB30BaTENIb MOXKET ClIETaTh CO CBOUM 3K3EMILISIPOM
¢aiina Bc€, uto emy 3abmaropaccynurcs. OObIYHBIC TOIH30BATEIM UMEIOT MpaBa Ha
yTeHue B Kartajorax /bin, /sbin, /dev u B mpuHIMIIE MOTYT 003aBECTHCH CBOMMH KO-
NUSMU PA3IAYHBIX YTHINT U CIEIHATBHBIX (ailioB.

Camu 1o ce0e KOIIMM YTUJIIUT ONACHOCTH HE BBI3BIBAIOT, BEIb I0JIb30BATEIb
CMOXET 3allyCTUTh UX TOJIBKO CO CBOMMHM NpaBamMu. Ho gerno B TOM, YTO HEKOTOpHIE
3alUTHBIE MEXAHU3MbI BCTPOEHBI B CaMU YTHJINThl. MHOTHE M3 HUX MOTYT BBIIOJ-
HATh MOTEHIMAJIBHO OINACHbIE AEMCTBHSI B 3aBUCUMOCTH OT HCIOJB3YEMbIX OILM.
Tak, Hanpumep, yTuauTa ping MOKET ObITh 3allyllIEHa C LEIbI0 IPOBEPKHU CYILECTBO-
BaHUS CETEBOIO y3ja OT MMEHU JI000ro nojis3oBareis. Ho ornpaBka no onpenenes-
HOMY ceTeBoMy azpecy Oonbmioro uncna nakeroB ICMP (Echo_Request), caenyro-
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IUX C MAKCUMAJIBHON CKOPOCTBIO, 3TO YK€ Pa3HOBUAHOCTH aTaKd Ha OTKa3 B 0OCIy-
KUBAHUH, U 3aIyCK MPOTrpaMMBbl ping ¢ COOTBETCTBYIOIIMMU ONUUAMHU — 3TO MPEPO-
ratuBa agMuHuctpartopa. [Iporpamma, 3amyiieHHas ¢ MOJAOOHBIMH ONACHBIMH OIl-
IIUSIMH (WJIM BBI3BIBAEMBIN €10 OMOIMOTEUHBIN KO/) NobkHaA cama mpoeputh UID w,
€CJIM OH HE paBEH HY/II0, HH(POPMUPOBATH MOJIB30BATENS O HEBO3ZMOKHOCTH BBIMNOJ-
HEHUs1 KOMaH/IbI (JIMOO MPOCTO €€ UTHOPUPOBATH).

Moauduuupys nporpaMMHBIA KOJ, 370YMBIIUIEHHUK MOXET CO3/1aTh 3K3EMII-
JSIPBI YTUJIUT, KOTOPBIE CIIOCOOHBI BHIMIOJMHSATH HEKOTOPHIE OMacHbIe (YHKIIMU HE3a-
BUCHMO OT MPAB 3aIyCTUBIIETO UX JULA (B TOM CIIy4ae, €CJIM MPOBEPKA JOMYCTUMO-
CTH HCHOJIHEHUS HE BO3JIOKEHA HA SIIPO ONEPALUOHHON CUCTEMBI). TaK MOSBISIOTCA
«MHCTPYMEHTBI aAMUHUCTpaTropa» — Root Kit, mo3Bostonre oCymecTBIsTh B3JI0OM
CUCTEMBI C MPUOOPETEHUEM HEJI03BOJICHHBIX ITPaB.

Bropass omacHOCTh HCIONB30BaHUS KOIMHUKM YacTO MCIOIb3YEMbIX YTHIMT 3a-
KJIFo4aeTcs B cienyrouem. [1onb30Barenp-310yMBIIUIEHHUK CO3A€T B CBOEM KaTaJlo-
I'€ BPEIOHOCHYIO MPOrpaMMy, KOTOPOl OH IPUCBAUBAET TAKOE KE UMS, KaK YTUIIUTE.
BpenonocHoi MoxkeT ObITh U MOAU(PUIIUPOBAHHAS KOMIUS YTHUIUTHI. J{J1 BHITOIHEHUS
BPEIOHOCHOTO JEHCTBUS HEO0OXOIMMO, YTOOBI 3Ta mporpaMmma Obula 3amylieHa OT
UMEHU aJIMUHHUCTpaTopa. ATaka MOXKET BBIIISJETh clieAyromum oopa3oM. [lomab3oBa-
TEeJb-3JI0yMBIIUIEHHUK 3BOHUT aJIMUHUCTPATOPY U 00paliaeTcsa K HeMy ¢ »kajno0oi Ha
TO, YTO CUCTEMA MOYEMY-TO HE BBIIIOJHAET OAHY U3 KOMaHJ, HallpuMep KOMaH/y BbI-
BOJ/Ia criMCKa (DaiiyioB 1S. AIMHUHHCTPATOP BXOJUT B KATAJIOT MOJIH30BATEINIS M 3aITyCKa-
€T OTTy/la yKa3aHHYIO KoMaHay. OKa3bIBaeTCsl, OHA JICMCTBUTEIBHO HE 3aMyCKaeTCs —
BEllb 3aIlyLICHHAs HA HCIOJHEHHWE BPENOHOCHAs MPOrpaMma BBIITOIHSAET KAaKUE-TO
WHBIC JICCTBUS, HE CBSA3aHHBIC C BBIBOJIOM CIMCKOB (DaiiyioB, MOCTE YeTO YHUUTOXKAET
WIM TIEPEeMEHOBBIBACT COOCTBEHHBIN (aitn. O3a1a4eHHbI aIMUHUCTPATOP JEaeT
elle OJHY MOMBITKY — U TYT HYXHas KOMaHJa OJaromnojiydyHo 3amyckaeTcs (Temepsb,
pU OTCYTCTBUU (aJbIIMBON YTHUIMTHI 3alyCKAETC YK€ HacTosIIast). AJIMUHUCTpA-
TOPY, Y KOTOPOTO BEYHO HE XBATAET BPEMEHHM, NPOILIE CHUCATh BCE HA OYEPEIHOU
c0oi1 B paboTe CIOKHOM ONEepPallMOHHON CUCTEMBI.

OOBIYHO MPOrpaMMbl 3aIMYCKAIOTCS B KOMaHIAHOW CTPOKE C HCIIOJIb30BAaHUEM
KOPOTKOTO UMeHH (haiina. 3aiaua HailTh 3TOT (Daiilyl Bo3jaraeTcsi Ha KOMaHIHbIN WH-
TEpIPETATOpP, KOTOPBIM HCIOIB3YET Uil MOUCKA CBOK IEPEMEHHYIO OKpPYKECHUS
PATH. Ecnu B 3TOM nepeMeHHOM Ha MepBOM MecTe OyleT 3HAUUThCS TEKYIIUN KaTa-
JIOT, a TOJIBKO TIOTOM — Karasior# /bin u /sbin, HeCOMHEHHO 000JI0YKa MEPBOI HAWIET
M 3aMyCTUT (PajbIIMBYIO YTUIUTY, a TIONCKOM JIPYruXx (ailjioB C TaKUM K€ MMEHEM
yTpyXaarh ceds He ctaHeT. C y4eToM 3TOTO HETUIOXOW MPUBBIYKOW JJI aIMHUHHUCTPA-
TOpa MOXET CTaTh MCIIOJIb30BaHNE A0CONIOTHBIX UMEH (haiiyioB.

[ToaTOMY BBISIBJICHHE KOTIMI CHCTEMHBIX YTUIIUT B pabOUrX KaTajorax IMoJib30-
BaTeJIeH SBISETCA OAHOW M3 QYHKIMN aIMUHUACTpATOpa 0€30MacHOCTH, a UX OOHApY-
KEHHUE JOJDKHO CTaTh MPUYMHON pa3OUpaTesibCTBa, B XOJI€ KOTOPOro OOHapy:KEeHHAs
KOTIHSI IOJKHA OBITh MCCIIEIOBAHA HA HAJIMYME BPEIOHOCHBIX (DYHKIIUH.

OxkazaHue MOMOIIM MOJIB30BATENSIM BXOAUT B 3a1ady aaMuHUCTpaTtopa. Ho B
TaKUX CUTYalUSAX aJMUHHUCTPATOP NOHKEH BHA4YaJl€ BBECTHM KOMAaHAY SU C MMEHEM
MOJIb30BAaTENsl, BElb peajibHbIe 3aTPyJHEHUS MOTYT ObITh BBI3BAHBI U PA3JIMYHUEM B
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ImpaBax AOCTYIIA. ITocne Toro kak AIMUHHUCTPATOP OKAKCTCA HAa MCCTC U C IIpaBaMU
ITOJIB30BAaTCyId, OH CMOXKCT IPOBCPUTH COCTOATCIBHOCTL €TI0 }KaJ'IO6, HC PUCKYs Ha-
BpCIAUTb CUCTEME.

4.4. Ucno/ib30BaAHHE «KECTKHX» U CHMBOJIHYECKHX CCHLIIOK

TpaguuuonHoe onpenenenue (aiina: «Paitn — 3T0O KIMEHOBaHHAas 00JIacTh Ma-
matu» st OC UNIX He coBcem BepHO. Kak yke ObLIO pacCMOTpPEHO paHee, UMEH y
OJTHOTO W TOTO ke (pailla MOXKeT OBITh JOBOIHHO MHOTO — 65536. A BOT HOMEp —
inode, WM UHACKCHBIN AECKPUNTOP, y ¢aitna onuH. CHUMBOJIbHBIE UMEHA SIBISIOTCS
IIPOCTO yKa3aTeasIMU Ha 3TOT YHHUKAJIbHBIM HOMEp, MO3BOJSIOIIUMHU I0JIb30BATEIIIO
WM €T0 MPOLECCY HAWTU (ailsl ¢ U3BECTHBIM UMEHEM B KaTajiore U OTKPBITh €ro IS
YTEHUS, 3alUCH WM UCIOITHEHUA. MHOXXEeCTBO CUMBOJIbHBIX yKa3aTesell Ha OAWH U
TOT € WHJIEKCHBIM JIECKPUITOP HA3bIBAIOTCS <«OKECTKUMHU» CCbUIKaMu. JKecTkue
CCBUIKH CJIEIyeT OTJInYaTh OT konui (daitnos. [Ipu cozganum konuu ¢aiina co3naercs
npyro# (aiin, 3aHUMarONIMI UHbIE OJIOKH Ha JMCKOBOM IPOCTPAHCTBE, U MUMEIOIIMMA
CBOM YHUKAJIbHbIM WHIEKCHBIN AccKpuntop. Dani-Konus MMEET CBOM BPEMEHHBIC
OTMETKH, B YaCTHOCTH, BpeMs co3faHusi. OIMHAKOBBIM i (paiiyia-opuruHaga u ero
KOTIMH SIBJISIETCS TOJIBKO COJIEPKMMOE OJIOKOB JaHHBIX.

CHUMBOJMYECKHUE CCBUIKM — 3TO HE BIOJHE IMOJHOLEHHbIE (ailibl. OHM SBIS-
FOTCS YKa3aTeJIIMU HE Ha MHAEKCHBIM JECKPUITOP, @ HA OJHO M3 MMEH HACTOSLIETO
¢aiina. Ho neiictBue ¢ CHUMBOIMYECKON CCBUTKONM TpaHCHOPMHUPYETCS B AaHAIOTUYHOE
JeiCTBHE MO OTHOLICHHIO K afipecyeMomMy (haitmy. Ha cuMBONIMUYECKYIO CCBHUIKY HEJlb-
351 3a]1aTh IIpaBa JOCTYNA: KAKJIOMY 3apErMCTPUPOBAHHOMY MOJIb30BATEN0 MOKHO IO
OTHOILIEHUIO K CUMBOJIMYECKOMN CCBHUIKE BBIMOJHSITH OMEPAIIMU YTCHUS, 3alUCU U UC-
nonHeHus. Ho mpaBa goctymna npoBepsitoTcst Ipu 0OpallieHny K afpecyeMomy Qailiy.
CchblUIKy Ha HEAOCTYIHBIN (haiisl co37aTh JIETKO, HO 00OpAaTUThCA K HEMY BCE paBHO Oy-
JET HEBO3MOXKHO.

VY G0iBIIMHCTBA CUMBOJIUYECKHUX CCHUIOK HET OJ0KOB AaHHbIX. Ecim anpecye-
MO€ UMs MeHblIE 48 CUMBOJIOB, OHO 3aIlMCHIBAETCS B HOMEPA HEMOCPEACTBEHHO al-
pecyeMbix O0koB: 12 650k0B X 4 Oaiita. [Ipu uccienoBanuu inode cuMBOJIMYECKON
CCBUIKH ClieZlyeT 0OpaTUTh BHUMAHUE Ha TO, YTO HOMEpa aJapecyeMbIX OJOKOB JaH-
HBIX BBIIVISIAST HEECTECTBEHHO M SIBHO BBIXOAST M3 JOIMYCTHMBIX IMAla30HOB HOME-
poB. Ho ecimm ums ¢aiina nouHHee 48 CHMBOJIOB, ISl HETO MPUXOAUTCS BBIIEISATH
OJIMH OJOK JaHHBIX.

CHUMBOJIMYECKHE CCHUIKM MOTYT MCIIOJIb30BaThCS B KAYECTBE UHCTPYMEHTA ISl
¢atinoBoii ataku. OOBEKT aTaku — MporpamMma, KoTopasi B mporiecce paboTsl CO31aeT
BpeMeHHbIe (aiiiIpl ¥ TIOMEIIaeT uX B Karaior /tmp. Hampumep, Takol mporpammoit
MOKET OBITh TEKCTOBBIM PEIAKTOP, KOTOPBI CO3AAa€T pe3epBHBIC KOMUH PEelaKTUpPYye-
MOTO JJOKyMEHTa Ha Cily4ail BHe3amHoro c6osi B pabore. [IpumeuaTenbHOCTh 3TOrO
KaTtajora B TOM, YTO JIFOOOW 3aperucTpUPOBAHHBIN MMOJI30BATENIh MMEET IMpaBa Ha
YTEHUE, 3alUCh U MTOUCK (MCIIOJHEHHUE) B 3TOM KaTaJore.

Bropast 0ocoOEHHOCTh CBsi3aHa C MEXaHU3MOM CO3/laHus HOBBIX (aiinoB. Ecinu
CUCTEMA CO3/Ia€T B KaKOM-JIMOO MecTe HOBbIN (aiii, HO (aiiyl C TAaKUM HUMEHEM YKe
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CYIIECTBYET, TO €ro OJIOKM JaHHBIX OCBOOOXKIAIOTCS, @ MHACKCHBIN AECKPUITOP C U3-
MEHEHHEM BPEMEHHBIX METOK IepenaeTcss HoBoMy (aiiny. Emnne pa3 cienyer Hamom-
HUTh, YTO CUMBOJIMYECKAsl CChUIKA, YKa3bIBaIOIIas HAa MOJHOE UM (paityia AMHON 110
48 cUMBOJIOB, B OJIOKaxX JAHHBIX HE HYXKJIA€TCsl, U COAECPKUT CChUIKY Ha ¢aiii B ca-
MoM inode. Tenepp AOMYCTUM, YTO 3JI0YMBIIIJIEHHUK Y3HAJ WM yrajaajl UMsl BpEMEH-
HOTO (paila B KaTajore /tmp v MpeaBapUTEIbHO YCIIEN 3aIUCaTh B 3TOT KaTaJlIOT CUM-
BOJIMYECKYIO CCBUIKY C TAKUM k€ uMeHeM. Torna nporpamMma Oy/leT 3anuchiBaTh JdaH-
HbI€ Y)K€ HE B CBOW BpPEMEHHBIM (pailll, a yepe3 MOACTABICHHYIO CHMBOJIHYECKYIO
CCBUIKY B TOT (haiiy, KOTOphI OyldeT B HEW ykazaH. YTpo3 KOH(PUACHIIMATHHOCTH
371€Ch HET — €CJIM OBl MOJIb30BaTENI0 HAaJ0 ObLIO MPOYECTh KOH(MUICHIIMAIBHYIO HH-
dbopmaruio u3 BpeMeHHOro (haiiia, OH CKOMUPOBaJ OBl €ro B CBOM KaTalor U MpOYH-
Taj. 3nech Oojee SBHOM SIBISETCA yrposa ueiaoctHoctd. Hampumep, nporpamma, 3a-
IIyIIEHHAas C IIpaBaMM aIMHHHMCTPATOPa, 4Y€PE3 CUMBOIMYECKYIO CCBUIKY B KaTajore
/tmp TNepeHanpaBuT 3aMKcCh B 000N yKa3aHHBIN (ailyi, HarpuMep, B ¢aiia naposein
WK UHOM (aitn xoHdurypanuu. B pesynprare BecbMa OTBETCTBEHHAs] MHGOPMALIHS
OyneT nepe3anucaHa.

Jlns mpoTuBOAEHCTBHS MOJOOHBIM aTakaM BpeMeHHbIE (paiiibl B 000UX CeMei-
CTBaX yHUBEpPCaJbHBIX onepanruoHHbIX cucteM Windows u UNIX co3nmarorest ¢ nces-
JIOCIy4allHBIMM UMEHAMH, U (YHKIMS CO3[aHusl BpEMEHHOTO (pailia Bo3znaraercsi He
Ha MPUIOKEHHE, a Ha ONepalMoHHyto cuctemy. B Linux umerorcs cucremHubie (yHK-
i mkstemp u tmpfile, BEI30B KOTOPBHIX pelIaeT BHIIETEPEUNCICHHBIC TTPOOIEMEI.
Tak, ¢yHkius mkstemp reHepupyeT IeCTUCUMBOJIbHOE UM (paiiyia, monoupas Kax-
Il CUMBOJI ClTydyailHBIM 00pa3zoMm. Yraaarh umsl (paiiia BecbMa TPYIHO, HO TOSBIIS-
eTcsi uHas npoOieMa. BpeMenHbie (ailsibl aBTOMaTHYeCKd HE YAAISIOTCS U, CIyCTs
HEKOTOPOE BPEMS YK€ MPAKTUYECKA HEBO3MOXHO Pa30o0paThCsi, KAKOM MpOrpaMMoi
OHHU OBLTU CO3JIaHBl, COJEPIKAT JIU KOHPHUACHINATbHYIO HH()OPMALIUIO U MOJIEKAT JIN
YIAAJIEHUIO.

4.5. ®aiiabl aynura

WHuTepec g aAMUHHUCTPATOpa MOTYT IPENCTaBIATh (pailyibl IPOTOKOJIOB, a
TaKke (paisbl, KOTOPbIE CO3/1AI0TCS NPUKIAAHBIMU IIPOrPaMMaMHU B IIPOLIECCE CBOETO
(YHKLIMOHUPOBaHUS, HO HE SIBJSIOTCA OOBEKTOM padOThI MOJIb30BATENS WIM MPOTO-
KOJIOM pa0OThl IPUKIATHON IPOTPaAMMBI.

®aiinpl aynuta 0OBIYHO MMEIOT pacuipeHue .log (s cucTeMbl pacIIUpeHUs
MMEH HE TpeOyeTcs, OHO MPEJHA3HAYAETCs IS MOIb30BaTENS UM aIMUHHUCTPATOPA)
U pacroyiararorcs B karajiorax /etc/init.d/, /etc/rc*, /etc/rc.d/, var/log/.

OcHoBHbI€ (haiibl CUCTEMHBIX TPOTOKONIOB (3kypHaibel) OC Linux HaxoasTcs B
katanore /var/log. Undpopmanus o GyHKIIMOHUPOBAHUU CHUCTEMBI U paboTe MOJIB30-
BaTeJieil 3alMChIBACTCSl CUCTEMHBIMHM IIPOrpaMMaMu B ONpeeséHHble (hailabl 3TOro
KaTayiora. bonblei 4acThio )KypHaJbl IPEICTABISAIOT COOO0M TEKCTOBBIE (PAIbl, B KO-
TOpble HMH(OpPMaLMs 3alMChIBAETCS NOCTPOYHO M MocienoBarenbHo. Hekoropele
(dhailsibl pencTaBiIsaloT co00M NBOMYHBIC (DaiIbl ONpPENeIEHHON CTPYKTYpHI, COlep-
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KUMOE KOTOPBIX HEOOXOAUMO MPOCMATPUBATh CUCTEMHBIMH TPOTPaMMaMH, HHTEP-
NPETUPYIOUIUMU COAEPKUMOE 3TUX (PailyioB B yIOOHBIN 11l MPOCMOTPA BH/I.

>

>

Karanor /var/log conepxur cieayroiire OCHOBHbIE (ailyibl ayauTa:
“cron” - TekCTOBBIN (aiin, comepkamuii mHGOpMaIMIO O (PakTax BBIMOJIHEHUS
NEePUOANYECKUX 3aJIJaHUI;
“debug” - TexcToBBIN (haiiy, comeprKaluid OTIaA0YHyI0 UHGOPMAITUIO Sipa CHC-
TEMbI U KaKUX-JIMOO CUCTEMHBIX WJIHA MPUKIAAHBIX MPOrpaMM; B 3ToM (aitne Mo-
KET HaXOAUThbCS MHPOpMAIUs O MOJKIIOUYEHNHU K cepBUCY “pop3” monb3oBarenen
JUTSI TIOJTYYEHUST CBOSH TTOUTHI,
“faillog” - nBonunsbIil (aiin, coaepkanuii HHGOPMAIUIO O HEYJAYHBIX MOIMBITKAX
BXOJla B CHCTEMY, OH TAKXE CIY)KUT JJISI YCTAHOBKM MaKCHUMAJIbHOTO YHCIIa He-
YIAYHBIX MOMBITOK BXO/a B CHUCTEMY JI0 OJOKMPOBAHUS yUETHOM 3aMUCH TOIH30-
Batens (yTuinTa Juis paboTsl ¢ 3TuM (aiiiom - “faillog”);
“lastlog” - nBouuHbId (aiin, comepxkanuii UHGOPMAIIMIO O MOCIEIHUX BXOAaX B
cuctemy (yTunuTa A1 paboTel ¢ 3TuM daiinom - “lastlog”);
“maillog” - TexcToBBIN (aiin, comepkamuii nHGopManuo o paboTe MOYTOBOM
cuctemsl “sendmail+procmail” (haiin cioXeH 171 BU3yaJIbHOTO aHaIN3a, MOKHO
PEJIOKUTH CBOOOAHO PAaCIPOCTPaAHIEMYIO pOrpaMmy “mreport’);
“messages” - TEKCTOBBI OCHOBHOMU (haily, comepkaniuii MpOTOKOJIUPYEMYIO HH-
(dhopmalrio o CUCTeME U IIpoIleccax KaTeropu Beiie “info” u uHuxe “warn’;
“secure’” - TEKCTOBBIN (haili1, copepKamnii THPOPMALIUIO O MOMBITKAX MOTYYCHUS
MOJIB30BATEIISIMU TTOJITHOMOYHH TO0t;
“wtmp” - nBOMYHBIN (aiin, comepKamuii MHGOPMAIUIO O BCEX PETHUCTPALMSIX
MOJIb30BaTesel B cucteMe (YTUauTa A1 pa0boThl ¢ 3TUM (aitiom - “last’).
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JABOPATOPHBIN ITIPAKTUKYM

[Ipennaraemplii LUK 1a0OPATOPHBIX pabOT OXBATHIBAET OOJIBIIYIO YaCTh U3-
JIO’KEHHOT'O TEOPETUYECKOr0 MaTepuaja U HalpaBlieH Ha ero MpakTUYeCKoe 3aKper-
JeHue. Y4eOHbIe UCCIeI0BAaTeIbCKUE 3a7aun, COJepkKaIIecss B KaXI0M u3 nadbopa-
TOPHBIX padOT, AOJKHBI CIOCOOCTBOBATH (DOPMUPOBAHKIO Y 00yHaeMbIX TBOPUYECKO-
ro OTHOUIEHUS K 3all[UTE€ KOMIBIOTEPHON MHpOpMaluu, 0€3 4ero HeBO3MOXKHO pe-
HIEHUE CIIOKHBIX MPAKTUYECKUX 3a/1a4 aIMUHUCTPUPOBAHUS ONEPALIMOHHBIX CUCTEM.

OBIIIUE TPEBOBAHUSA

. JJabopaTtopHbIil TpakTUKyM paccuuTaH Ha 20 4acoB 1a0OPATOPHBIX 3aHSTHIA.

. Ilepen mpoBeneHneM 1abOPATOPHBIX 3aHITHH CTYICHTHI JTOJDKHBI MPOCIYIIAThH
TEOPETHYECKUH KypC B 00BEME HACTOAILIEr0 MOCOoOHs, TMOO OCBOUTH €r0 CaMO-
croaTensHO. HemocpeacTBeHHO nepes; MpoBeAeHUEM Kax a0l paboThl MpernojiaBa-
T€JIb OPraHU3yeT B YCTHOW WJIM MUCbMEHHOU (hOpMe JTOIMYCK CTYACHTOB K BBIIIOJ-
HEHUIO PaboT.

3. Jns mpoBeaeHus 3aHATUH HEOOXOAMM KOMIIBIOTEPHBIM Kilacc M3 pacyeTa OJIMH

NEPCOHAJIbHBINA KOMIIBIOTEP HA OJHOTO CTYJICHTA.

Ha xaxxnom kommbroTepe JobKHA ObITh MHCTATIMPOBAHA OJJHA U3 PaclpocTpa-
HEHHBIX Bepcuil onepannoHHbix cucteM GNU Linux. Jlns mpoBeaenus nmadbopatop-
HBIX padO0T pEKOMEHAYETCS UCIIONb30BaHUE cieayronux auctpuoytuBoB OC Linux:
» RedHat;

» Mandrake;

» ASPLinux;

» Slackware.

KenarenbHO MCIOJIB30BaTh AUCTPUOYTUBBI MOCIEIHUX BEPCUM C MOCIEIHUMU
BEPCUSIMU sI/Ipa ONEPALIMOHHON CHUCTEMBI, 4TO 00ECHEeUuT MOAJEPKKY Haubosee me-
PEI0BOTrO alnapaTHoro ooecrnedyeHnsi KoMIbioTepa. Ecnu nHcTamsuus nporpaMMHO-
ro o0ecreyeHus: Ha KECTKUM TUCK HEBO3MOXHA, PEKOMEH]IYEeTCsl MCIOJIb30BaTh 3a-
rpy’kaemble paboure CUCTEMbI, YCTAHOBICHHBIE Ha KOMITAKT-IHUCKe. MOXKHO MOPEKO-
MeHJIoBaTh Tak Ha3biBaeMbli Live-CD (auck Ne?2) u3 coctaBa auctpuOyTHBa
Slackware Linux 9.1, KOTOpBIil COAEPKUT MOTHOLIEHHYIO KOHCOJIBHYIO BEPCHUIO (KpO-
Me Tpadrueckoi MOJCUCTEMBI U rpadUYeCKUX MPUITOKECHHI).

[lepen BeimonHEHHEM pabOT HA KaXaA0M pabodyeM MecTe TOJKHBI ObITh CO3/1a-
HBI YUETHBIE 3aIMCH TOJIb30BaTENEH, TPEIyCMOTPEHHBIE 331aHUEM Ha J1a00paTOPHYIO
pabory. [Ipu BemoaHEHUU Ta00paTOPHON paboThl 4 00ydaeMblie CO3MAIOT U YAAJISIOT
YUETHBIE 3aIHCH CAMOCTOSITENBHO.

B xozxe 3aHATHII MCTIONB3YIOTCS BCTPOEHHBIE KOMaH/bI MHTEpripeTraropa Bash
(Bourne-Again shell) u mraTHple yTUIUTHI ONEPAMOHHON CUCTEMBIL. [[1s1 BHYTpeH-
HEro McclieoBaHus (paiiioBOM CUCTEMBI IPUMEHSETCSI CBOOOHO pacipocTpaHseMast
yrunuta Lde (Linux Disk Editor). Kpome Toro, B paborax 2 u 4 UCHONB3YIOTCS JBE
YTUINTHI, co31anHbie M.O.IloHOMapeBbIM.

DopMOil KOHTPOJIS ABISETCA MUCbMEHHBIN OTUET U 3aIlUTa PabOTHI.

DN =
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MMAMSTKA OBYYAEMbIM
Bce 3aHsTHS POBOASATCS B CAMOCTOSATEILHOM PEKUME B COOTBETCTBUM C IMyHKTa-
MU 3a7aHusl. 3aaHusi U3JI0KEHBI B JIOTHUYECKON MOCIIE0BATEIbHOCTH U U3MEHSTh
MOPSAJIOK UX BBITIOJIHEHUSI HE peKoMeHayeTcsa. B ciyyae 3aTpyaHeHui oOparurech
K MIPENOoaBaTeNIo.
Bce onepaiuu ¢ daiinamu u katajoramu Mpou3BOAUTE TOJIBKO B PEKUME TEKCTO-
BOI KOHCOJIM WJIM 3MYJSILIUM TEKCTOBOTO TepMuHajia. Vcrnonab3oBaHue 000JIOYKH
Midnight Commander nornyckaeTcsi JIUIllb 3MU30UYHO, €CIIM MOJb30BaTENb HE
MOXKET PeIIuTh 3a7ady 00bIdHBIM criocoOoM. Ilomuute! B pesxcume smynayuu He-
CKOJIbKUX MEPMUHAN08 HA O0OHOM Komnvlomepe ucnonvsoganue Midnight Com-
mander npugooum K HeKOppeKmHOMY Npuobpemenuio npas opy2ux noib3osame-
netl.
[Ipu BeITIONIHEHNH psifia 3aaHUl BaM TpHUIETCS paboTarh C TMOJTHOMOUYUSIMH CY-
neprnojb3oBatens. byasre BHUMAaTeNbHbI MpU BBoJe kKoMmaH . [lomHuTE, 4TO OIE-
panMoHHasi cucTeMa OOoJIbIIEeH YacThbi0 HE KOHTPOJMPYET NEUCTBUI aMUHUCTpa-
TOpa, ¥ Balle OLIMOOYHOE IEUCTBUE MOXET MPUBECTU K Kpaxy cucteMbl. OpueH-
TUPYHTECh Ha XapakTepHylo (opMmy MpuriameHdss K BBoay KomaHn ($ -
TI0JIb30BATENIb, # - AIMUHUCTPATOD).
OOy4aemMbIM MpHU MPOBEICHUU JTAOOPATOPHBIX PAOOT PEKOMEHAYETCS MOOYEPETHO
paboTaTh B HECKOJIBKUX TEKCTOBBIX KOHCONIAX. [lepexitouast KOHCOIb, BBl MOXKETE
MOOYEPETHO paboTaTh ¢ 0OBEKTAMH OMEPAITMOHHONW CHCTEMBI OT UMEHU HECKOJIb-
KX MOJb30BaTeNIe U aIMUHUCTPATOPA CUCTEMBI.
Hexkotopsie 3amanus mpemnoyaBareieM HaAaMEPEHHO yCIOKHEHbl. Hampumep, o0y-
JaeMOMY TpeIaraeTcsl CO37arh, MPOYNTATh WM yIAIUTh (aill U3 Karajaora, Ko-
TOpBIN 11 Hero HemocTyneH. O0ydaeMblil TODKeH 0OHAPYKUTh MPUYHHY OTKa3a
B JIOCTyNE, OTPA3UTh €€ B OTYETE, a 3aTE€M BBINOJIHUTH 3a/JaHUE, U3MEHUB CBOU
npaBa Ha JIOCTYII.
PykoBojacTByHTECh KpaTKUM cCIpaBOYHMKOM 1o kKoMmaHaaMm Linux (mpwi. 1). [Ipu
HE00X0IMMOCTH 00OpalIaiTeCh K 3JIEKTPOHHOMY CIIPABOYHHUKY man.
OTBeThl Ha MOCTABJIEHHBIE BOMPOCHI (C YKa3aHWEM MYyHKTOB 3aJaHusl) 3aHOCUTE B
OTYET, KOTOPBI MOXHO BECTH B MPOU3BOJIILHON (hOpME B PYKOMTMCHOM HJIH DJIEK-
TPOHHOM BHJIE.
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1.

2.

JIABOPATOPHAS PABOTA Ne 1
«HUccaenoBanue GaiiioBbIX 00bEKTOB C IPABAMU MOJIb30BATEJISI»

BoinosiHenne padoThl
3apeructpupyiTech B IepBOi KOHCOIM Kak userl ¢ maposem, kotopslii Bam Oy-
JIET COOOIIIEH MPENoaBaTENIEM.
C nomompto Ctrl+Alt+F2 (Alt+F2) oTtkpoiite BTOpoi TEKCTOBBIA TEpMHUHAN U
3apErUCTPUPYUTECH KAK USer2 ¢ TEM K€ MapoJieM.
AHANIOTMYHO OTKPOMTE TPETUM TEKCTOBBIM TEPMHUHAI U ITOIIPOCUTE MPENOgaBarTe-
JI51 3apErUCTPUPOBATHCS B HEM C ITpaBaMU CYIEpIIOJIb30BaTEIIS.
Haxaruem Ctrl+Alt-F1 (Alt-F1) BepHurecs B nepByro KoHcosb. Temneps, nepe-
KJIF0Yasi KOHCOJIb, BBl MOXKETE padOTaTh ¢ OOBEKTAMU ONEPALMOHHON CHCTEMBI OT
MMEHM JIByX pa3HbIX IMOJIb30BaTeJNel M agMUHHCTparopa cucTeMbl. OCHOBHas
4acTh 3aJ]aHus BBINIOJHAETCS C MpaBaMu OOBIYHOTO Mojb3oBatend. [lepexonure B
TPEThIO KOHCOJIb U UCHOJB3YHUTE MTpaBa root TOIbKO MPU BBIITOJIHEHUU COOTBETCT-
BYIOLIMX IYHKTOB 3aJaHusi. bynpre BHUMAaTENbHbI IpU BBoJAE koMaHa! [loMHuTe,
YTO OINEpPALMOHHAS CUCTEMA HE KOHTPOJIMPYET ACHCTBUI aJMUHUCTPATOPA U Ballle
OIIMOOYHOE ACHCTBUE MOXKET MPUBECTU K Kpaxy cucteMbl. OpueHTUpYHUTEeCh Ha
XapakTepHyto (opMy mpHriamieHus K BBoAy KoMaHs ($ -nonb3oBarens, # - agmu-
HUCTPATOpP).
C mpaBamu userl nompoOyiiTe BoiiTH B Karanor /root. O0bsicHuTe pe3ynprar. C
MOMOIIIbI0 KoMaH bl Is -la / mpocMoTpuTe CIMCOK OCHOBHBIX KaTajJOTOB M YKAXKH-
T€, KAKMX IMPaB JOCTyIla BaM HEJOCTAET JJIs BXOAA B KaXbIi U3 KaTaJIOrOB.

o]

/

home

g -

userl user2 templ temp?2

i S B

qul qu2 qu3 qu4

Uan apr jul oct

feb | may | aug nov

mar jun sep dec

Puc. 1. [logcuenue k 1. 6-7 3aganus
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6. IlepexmtounTech B KOHCOJIb aJIMUHUCTPATOPA U CO3/AATE IBa HOBBIX BPEMEHHBIX
karajora mkdir -m 777 /home/templ u mkdir -m 1777
/home/temp2. IlpoBeppre mnpaBa poctyna k karanoram /home/userl u
/home/user2: oHU JOKHBI OBITH yCTaHOBIEHBI B 755. BepHuTech B KOHCOJb
userl.

7. Tlonmb3ysack komanmor mkdir, co3gaiiTe B JoMalllHEM KaTajore IOJIb30BaTes
/home/userl udetbipe karanora ¢ umenamu: qul, qu2, qu3, qud. [Ipu coznanuu
KaTaJioroB oOBSBUTE CIEAYIONIME TMpaBa aoctyna Kk HuMm: (qul - 777, qu2 - 404,
qu3 - 1333, qu4 - 505. [Ipumep: ed; mkdir -m 777 qul). C moMOIIbIO KO-
MaHbl Is /home/userl yGenutech B TOM, 4UTO Karajorud cosaaHbl. Kakue wus
pe0CTaBIECHHBIX MpaB KaxKyTcsi Bam nuienHsiMu cmbicna? [Touemy?

8. 3amaiite mpaBa moctyma K ¢ainam "mo ymomdyaHuto". J[7s 3TOTO yCcTaHOBHTE
umask 022. [losicauTte, Kakue MpaBa K BHOBb CO3/1aBaeMbIM (ailiaM U Karajo-
ram OyAyT MPEN0CTABIATHCS MOIB30BATEINIO, YJIE€HAM €0 TPYIIIHI U OCTATBHBIM.

9. B kaxmom u3 KaTrajoroB CO3/IaiTe MO TPU TEKCTOBBIX (aiiina ¢ nmeHamu (jan, feb,
mar), (apr, may, jun), (jul, aug, sep), (oct, nov, dec). B xaxxasiii daitn 3anummre
KaJICHIaph Ha OMpe/IeNICHHbIA Mecsll TeKyliero roga. Hanpumep, komanaa cal 1
2004 >jan co3maer B TeKylleMm karajore (aiin jan u 3amuchiBaeT B HETO Ka-
neHaapb Ha ssHBaph 2004 roma. He 3a0miBaiiTe, 4TO MCHOIB30BAHUE OTHOCHUTEh-
HOTO (KOPOTKOT0) UMeHH (aitna TpedyeT, uToObl Bbl HaX0qUIKCh B HY)KHOM KaTa-
nore. B mpoTtuBHOM ciiyyae cieAyeT yKa3blBaTh IMOJHBIM MyTh K CO3/1aBAEMOMY
(aitny. JIJ1si HaBUTaIMK 10 KaTajioraM Ucnojb3yiTe koManabl c¢d u pwd. B kakom
ciyvae co3nanue (paitoB He yaanoch? [louemy?

10. C nomonipto koManabl chmod u3MeHuTe HyXHBIE MpaBa JAOCTyNa B "HEIOCTYII-
HbIe" KaTanoru qu2, qud4 u co3aaiite Tam ykazanHble ¢aiinsl. [Tocne 3Toro BepHu-
T€ KaTajoraM MpeXHHe MpaBa JOCTYyIIA.

11. C nomomnisto koMana ¢d u Is BoanTe B KaXIbli U3 CO3aHHBIX KaTajJoroB U MPO-
CMOTpUTE CIUCOK CO3/IaHHbIX (aiioB. /s mpocMoTpa Karanora HEOOXOAUMO IO-
cienoBaresibHO BBecTH JiBe KoMaHbl: ¢d u Is. [Ipu nmpocMoTpe ucnons3yiite a8a
pexuma: Is 6e3 aprymentoB u Is -1. B xakux cinyuasx He ymajoch BOWTH B KarTa-
jor? B kakux ciiydasx He yaanoch MOCMOTPETh crucok ¢ainos? [louemy?

12. IlpounTaiiTe comep>kumMoe OAHOTO U3 (ailioB B "TeMHOM" KaTayiore (Hampumep,
cd /home/userl/qu3; cat aug). CacmaiTe BEIBOJEBI.

13. IlepeiiauTe BO 2-10 KOHCOJIb U C IIPAaBaMH I10JIb30BATEII USer2 BOMIUTE B KaTaaor
/home/user1l/qul. Co3naiite B karanore /home/user2 HoBbiii aitn quartl mytem
KOHKAaTCHAlUU HECKOJIbKUX UMEIOIIUXCA (cat jan feb mar
>/home/user2/quartl). C nomompto komaHnsl file ompenenure THm cO3-
nanHoro Qaitna. [TonpoOyiiTe BbIBECTH €ro Ha SKpaH komaHmoul cat. Uto mpen-
CTaBJIsIeT COOOM AaHHBIN (haiin?

14. C nomomipto xomaHabl chmod ycranoBute mpaBa aoctyna 077 Ha CO3JaHHBIN
¢aiin quartl. BuoBb nomnpoOyiite npoyects ero. OTBEThTE, MOYEMY BIIaJCIbIly
¢aiina 3anpemaercst JOCTyI, eciau (aitn goctyneH mng Bcex? Yto HeoOxonumo
c/ieiaTh, 4TOObl BEPHYThH BIIAJENbILy MTpaBa Ha JOCTYI?
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15. YeranoBute mis (aiina quatrl mpasa Ha noctyn 4700. Komy u kakue npaBa Bbl
npu 3ToM npenocraBunu? Kak Bocnonbs3oBarbest atumu npaBamu? Kakue 3 npe-
JOCTAaBJICHHBIX ITPaB HE UMEIOT CMbIcIIa?

16. IlepeitauTe B KOHCOJIb IMUHUCTpATOPa U TepeaanTe mpaBo BiaaeHUs Ha (aiiibl
may 1 aug mnosb3oBareao user2 (komanaa chown). IloodyepenHo m3 koHcomen
userl u user2 npoBeprTe, KaK U3MEHUIIUCH MpaBa BiajeHus ¢aiaaMu mocie ero
nepenadd. MoxKeT JIM MOJIb30BaTellb USer2 BOCMOIb30BaThCS MPEI0CTaBICHHBIMU
npaBamu? (ITosmp3oBarenu userl u user2 npu cCo3gaHUM YYETHBIX 3alMCENl OTHE-
CEHBI K OTHOU IPyIIE USers).

17. IlpaBamu nonb3oBatens userl u3 karanoros /home/templ u /home/temp?2 c no-
MOIIbI0 KOMaHAbI In co3naiite nBe "kectkue" ccbuiku Ha (aiin dec ¢ uMeHaMu
dec_hl u dec_h2 (mpumep: 1n /home/userl/qu4/dec
/home/templ/dec_hl). Yem co3maHHbIC CCHUIKHA OTIMYAIOTCS OT MCXOIHOTO
¢aiina? Ha ckonpko 0aliT yMEHBIIMIOCH AUCKOBOE MPOCTPAHCTBO MOCIE CO3JaHUS
ATUX CCHUIOK?

18. C mnomonipto komaHasl In -s co3gaiite w3 karaioroB /home/templ u
/home/temp2 nBe cuMBojMuYecKue cChlIkM Ha (aiin dec ¢ umenamu dec_sl u
dec_s2. UeM oTnnyaroTcsi Co3faHHbIE CCBUIKM OT McxofaHoro ¢aitma? IlombiTaii-
Te€Ch MPOYUTATh COACPKUMOE (aliIoB CHUMBOJIMYECKUX CCBUIOK. UTO OoHM coOOM
MPEACTABIISIOT?

19. [IpaBamMu moJsib30BaTess user2 ¢ MOMOIIBIO KOMaH/Abl CP CO3/1aiiTe B KaTajorax
/home/templ u /home/temp2 no oxHoi konuu (Qaitna dec ¢ aApyruM HMEHEM
(dec_copyl). Uem ominyaroTcsi UCXOAHBINA (ailn u ero xonusi (oOpatuTe BHHUMA-
HUE Ha TO, KTO SIBJISETCS BJIAJIETBIIEM HCXOAHOTO (haitina u ero konuu)? Yem omim-
YaroTcs Mpasa A0CTymna Ha 3Tu (aiinbl? Bepautecs B koHCOb userl.

20. C nmomomipto koMaH bl rm yaanute ¢aitn dec. Yto mpousonuio ¢ ">KeCTKUMU" U
CUMBOJIMYECKUMHU CChUIKAMH Ha JaHHBINA ¢aiin? YTo mpou30muio ¢ ero KonusaMu?
Yto HY)XHO caenarh AJs TOTo, YTOOBI (pailyl mepecrtan CymecTBOBaTh (Ha Joruye-
CKOM ypOBHE)?

21. [IpaBamu userl ynanute ¢aiinel u3 karanoroB /home/templ u /home/temp?2.
Kakue daitnbl He ynanock ynanuth? [louemy? TlonpoOyiiTe yaaauTh OCTaBIIMECS
(aitsiel mpaBaMHu Mojib3oBaresis user2. OObsICHUTE PE3YIIbTAaT.

22. IlonpoOyiiTe ynanuTh ar000# U3 karaioros qul, qu2, qu3, qu4 c TOMOIIBIO KO-
MaH bl rmdir (He yaanss npeaBapuTesbHO U3 HuX (aiisioB). OObSICHUTE pe3yilb-
Tar.

23. BoiiauTe B KOHCOJb aJIMHUHHCTPATOpPa U C MpPaBaMH root, Mojb3ysICh KOMaHIOM
chattr, 3a6noxupyiite ¢aiin feb ot M00bIX U3MeHEHMIA. YCTaHOBUTE MapameTp 3a-
mpeTa JTI0OBIX Omepalnii, KpoMe J00aBIeHUs JaHHBIX Il ¢aiiia mar. Bepautech
B KoHCcoub userl. C momoibio KOMaH/bl 1sattr -1 npoBephTe HAIUYUE JO-
MOJHUTENIbHBIX aTpUOYTOB y (paityios.

24. IlpaBamu momnw3oBatens userl mo6assre oqHy cTpoky finish B koner daiinos feb
1 mar (BOCIIOIB3yHTECH Uil ATOr0 KomaHaoh echo finish >>file name).
Y6enuTech B yCIETHOM 3aBEPIICHUN OTepallu, OObICHUTE PE3yJbTar.
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25. IIpaBamu mosib3oBarens userl ¢ momounipro komanasl rm -rf nociuenoBareiabHO
ylIaJduTe paHee co3ldaHHbIe Karaynoru qu2, qu3, qud Bmecte ¢ ¢aimamu. OObsc-
HUTE pe3yJbTaT.

26. C nmoMo1ibt0 kKOMaH1bl mdSsum BBIYMCIUTE U 3AMUIIATE KOHTPOJBbHYI) CYMMY
U1t ogHoro u3 (aitioB B katajore /home/userl/qul. Jlo6aBsTe OUH CUMBOJ B
3TOT (Qaiin ¢ mnoMmouiplo  koMaHael echo  (Hampumep, echo a
>>/home/userl/qul/jan). BHOBb BHIYHCINTE KOHTPOJBHYIO CyMMY (aiina
U CpaBHUTE JIBa pe3yJbTara.

27. C nomompto komansl cat /dev/fd0 mornpoOyiite mpodyecTs crienuanbHbIA (haii
ycTpoiictBa. O0bsicHUTE pe3ynbTaT? J{is yero ciykar cnenuaibHbie Qaiiib?

28. Bocnonp30BaBIIMCH MPAaBaMU CYTIEPIOIb30BATENs, YIAIUTE BCe co3aHHble Bamu
daiinbl. Cobnrodaiime oCmopo’CHOCMb: ¢ NPABAMU FOOL U C NOMOWBIO YMUIUMbL
rm Buvl mooiceme eviz6ame kpax cucmemut!

29. Ilocne BbIMONHEHUS! paOOTHI IITATHBIMUA KOMaHAaMHU 3aKpoiTe 1-10 U 2-10 KOHCO-
7Y, a U3 TPEThEH KOHCOJIM BHITIOJIHUTE KOMaHIy OCTaHOBa cucTembl halt.

KoHTposibHBIE BONIPOCHI:

» Kakue monosHUTEIbHBIC aTpHOYTHl MOXHO TTPUCBOUTH (paitiry B (paitioBoit cucre-
Me EXT2FS? Kak 3Tu arpuOyThl BIUAIOT Ha o0ecreueHne KOH(PUISHIINAIbHOCTH,
I[EJIOCTHOCTU U JIOCTYITHOCTHU UH(pOpMaruu?

» Kak co3nars (haiin 6e3 moMOoIM TEKCTOBOTO peakropa’?

» B dem pasznmuuue Mexay KonusMu ¢aiia, ero «KEeCTKUMH» U CHMBOJIMYECKUMHU
cchuikaMu? J[J1s1 4ero ucnoab3yroTCsl CAMBOJIUYECKUE CCHUIKU?

» JIns Kakux 1esiel MOTyT UCTIOIhb30BaThCs «TEMHBIE» KaTajlorH?

» Kaxkwue mpasa 1o OTHOIIICHHUIO K (paiiylaM 1 Karajgoram BaM HEOOXOTUMO UMETh JIJIS
kompoBaHus (aitna? Kak m3MEHSFOTCS IPH 3TOM aTpuOyThI KOTTHH ?

» AJIMHHHCTPATOp 10 HEBHUMATEIILHOCTH BBEJI CIICIYIOIIYIO KOMaHTY:

chmod -R 555 / . Uto mocnemyer 3a BHIIOJHEHHEM 3TON KOMaHIbI?
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1.

JJABOPATOPHAS PABOTA Ne 2
«JleranbHoe uccjenopanue aiisioBoi cucrembl EXT2FS»

Perucrpauust B cucreme
3aperucTpupyiTech B IepBOM TECTOBOM TePMHHAIIE ¢ paBamu root. [lapons an-
MUHHCTpaTopa OyZIeT COOOIIEH BaM MPEnoaBaTeeM Wiu BBEACH UM.
C nomompio Ctrl+Alt+F2 (Alt+F2) oTtkpoiite BTopoll TEKCTOBBIM TEpPMHUHAN U
3apeructpupyitech kak userl.

Hccaenosanme pailnoBoii cucremMbl ¢ NOMOIIBIO penakropa lde
C npaBamu root co3gaiite B karanore /mnt noakaraior floppy. Cmontupyiite
MPEAOCTABICHHYIO MPENoiaBaresieM AUCKETYy K YKa3aHHOMY MOJKaTajory c Io-
MOIIIbIO KOMaHIsl mount -t auto /dev/£fd0 /mnt/floppy. Cromupyii-
Te ¢ quckeThl ABa ucnonusembix ¢aiina: fillfile u lde B xaramor /sbin. [Iporpamma
lde mpencrapisieT co6oi OUH U3 PaCIPOCTPAHEHHBIX PEIAKTOPOB (aitIoBOIl CHC-
tembl ext2fs (linux disk editor). C momompio nmporpammsl fillfile Be1 Oynere cos-
naBaTh (aiiibl ¢ MPOU3BOJIBHBIM HamoOJIHEHUEM. Pa3MOHTUPYHTE THUCKETY KOMaH-
1ol umount /mnt/floppy (10 pa3MOHTHPOBAaHUS HE U3BJIEKATh!) U BEpPHUTE
€€ IpernoaaBareto.
C nomomnipto koMauabl 1s —1i / mpocMoTpuTe CMCOK (haidyioB KOPHEBOTO KaTa-
nora. B mepBoM cronOlie yka3aHbl MHAEKCHBIE JecKpunTopsl (aitios (inode). [1o-
yeMy HOMEpa HMHJEKCHBIX JECKPUIITOPOB OCHOBHBIX IMOAKATAIOIOB TaK CHIJIBHO
paznuyatorcsa? MoxeTe M Bbl U3 BBIBEICHHOW Ha 3KpaH HH(OpMAIUU Olpere-
JIUTh pa3Mep JIorudeckoro 6yoka Ha aucke (1, 2 uu 4 K6)?
AHaJIOTHYHBIM 00pa30M MOCMOTPUTE HAYaI0 CIUCKa (DAilIoB OJHOTO M3 KaTayo-
roB (Hampumep, 1s —-1i /bin | more). CpaBaure HOMepa inode (aiiios,
BXOZSIINX B JaHHBINA MogKaTanor. Kakue Bbl MOXKETE CAeNaTh BBIBOIBI 0 STOMY U
MPENBIAYIIEMY ITYHKTaM 3aaHust?
C nomorpio koMauzbl cat mpounTaiite ¢aiin /etc/fstab. 3apukcupyiite B otuere
CMOHTHPOBaHHBIE YCTPOWCTBA M (halJIOBBIE CHUCTEMBI, a TaK)Ke MpaBa Ha MOHTH-
poBaHue. 3allOMHUTE HAMMEHOBAHME JIOTUYECKOIO pa3jiesia *KECTKOro JucKa, Ha
KoTOpoM cMoHTHpoBaHa (QaitnoBas cucrema EXT2FS (manpumep, /dev/hda3). K
ATOMY MMeHHU (aiisia-yCcTpocTBa Bhl Oynaere oOparmarhes, 3anyckas linux disk
editor. Eciu Ha norudeckux pasaenax CMOHTHPOBaHA >KypHanu3upyemas ¢ainio-
Bas cucrema, Hanipumep EXT3FS unu ReiserFS, obparurecs k nmpenonasarento. B
KYpHAJIM3UPyeMOM BapuaHTe (ailyloBOl cHUCTeMbl BaMm, BO3MOXKHO, HE YIACTCS
MOJIHOIIEHHO MPOBECTU HAOMIOIEHHWE 3a JIOTMYECKHUM YIAJCHUEM U CO3JaHUuEM
(aitsos.
ITepeiinute B karanor /home. C nomombto komanael £ill1file file_size
symbol co3paiite ¢aiin, pa3mMep KOTOPOro OoJblie pazMepa OJHOTO CEKTOpa, HO
MEHbIIIe pa3mepa ofgHoro Ojoka. Hampumep, ¢ momompio komanapl £illfile
600 Db BHI co3manuTe B TeKylleM Karajore ¢ain ¢ umenem b oobemom 600 GaiiT,
KOTOPBIN CONEPXKUT OfHU cUMBOJIbI b. C momoipio Takux (aiaioB ¢ OnpeaesieH-
HBIM HaloJHEHHEM BaM OyaeT y1oOHO HaOM0AaTh 3a JUCKOBBIM MPOCTPAHCTBOM.
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8. Komanpoii Is -li npocmotpute cnucok (ailioB B TEKyIIEM Karajore W HauauTe
co3faHHbIi (aitsl. B mepBoM cTO0I1IE CriMcka HaWAUTE W 3alMIIMTE HOMEpP WH-
JIeKCHoro  jaeckpuntopa ¢aina. C  mnomomplo  KoMmaHasl lde -i
inode_number /dev/hdXX BeiBenute Tabnuily inode manHoro daiina. Ilo
pa3Mepy ¢aiija u UHBIM MPU3HAKAM YOEIUTECh B TOM, UYTO BbI ACHCTBUTEIHHO Ha-
OnrofaeTe MHIEKCHBIA JECKPUIITOp JaHHOTO (aiina. [IucbMeHHO OTBEThTE Ha BO-
IPOCHI:

K xakoMy Ty OTHOCUTCSI JaHHBIN (aiin?

KakoBbl mpaBa focTyma Ha JaHHBIA Qaiin y Biajenblia, Ipynbl BIaeabla U mpo-

YUX MOJIb30BaTeNen?

Yro o3Hauvaet yucio Block count?

CKobKO OJIOKOB C HEMOCPEACTBEHHOW aJpecanyiei BhIIeInIa CUCTEMA IO JIaH-

HBIH (aiin?

3anummuTe mecTHAIIATEpUIHBIN HOMep OJI0Ka TaHHBIX 3TOTO (aiina.

C nmomomipio koMaHpl lde -b block number /dev/hdXX | more

BBIBEJIUTE TIOIKPAHHBIA JaMIl OJIoKa AaHHBIX (aina. YOemuTech B TOM, UYTO OH

JIEHCTBUTEIHLHO 3aIOJTHEH OMPEETICHHBIMU MTOBTOPSIOMIUMHUCS CHMBOJIAMHU.

10. Komanyioit rm file name ynanute co3gaHHbId (aiiia. C MOMOIIBIO JUCKOBOTO
pemakTopa BHOBb MOCMOTpUTe Tabnuily inode u OJ0K MaHHBIX JTaHHOTO (aiina.
Yrto ¢ HUMU POU301LIO?

11. C momompto nporpammsl fillfile BHOBL coznaiiTe B Tekyliem karaiore ¢aii c
IpyrMM MMEHEM M 3amnojHeHueM. Pazmep ouepenHoro (aitna gomkeH ObITh He-
MHOT'O MEHBIIIE Tpeapiayiiero (Hanpumep, S00 6aiT).

12. C nomol1pto peakropa mnocMoTpute Tabauiy inode 1 GJIOK JaHHBIX CO3JaHHOTO
¢aiina. Yoenurech B TOM, 4TO 3TO ACHCTBUTENBHO OH. OcTascs iu B OJOKe JaH-
HBIX HH()OPMAITMOHHBIA «MyCcOp» OT mpexHero ¢aiina? [Touemy?

13. BHOBb ymanuTe co3nanHbli Qaitn. Cozmaiite TpeTwil Qailll ¢ UHBIM MMEHEM U
pasMepom Oosee ogHoro Oioka (Hampumep, S000 Oaiit). YoenuTech B HATUYUH U
3armonHeHu ¢aina, 3adUKCUpyTe HOMEp MOCIeaHEero Ojoka JaHHBIX. BHOBB
yaanute ¢dan.

14. Co3znaiite yeTBepTHIi (Paiiil C OTVIMYAIOIIMMCS UMEHEM U Pa3MEPOM MEHEE OITHOTO
6noxa. [locie Toro kak Bel yOEIUTECH B CO3IaHUM OYEPETHOTO (haiiyia, MOCMOTPHU-
T€ COIEPKUMOE TOCIIEHEro OJI0Ka, OCTaBLIErocs OT TpeThero Qaina. Kakue Bbl
MOJKETE C/IeJIaTh BBIBOJIbI?

15. Coznaiite nisateiii daiin ¢ pasmepom 10000 6Gaiit. C momoipio KoMaHapl chattr
+s file_name ycraHoBUTE ISl JaHHOrO (haiiyia JOMOJHUTENbHBIA aTpuOyT,
0003HaYaroOUMil rapaHTUPOBAHHOE CTUpaHUE OJOKOB JaHHBIX MPU yAaleHuu (daii-
na. YOeaurech, UTO WHJEKCHBIE JaHHbIE, BbIBOAMMBIE KoMmaHol lde —i ...., 1o-
MOJIHUTENIBHBIX aTpuOyTOB (hailia HE 0OTOOPAXKAIOT.

16. Ynanute nsaTeiid (aits, mocie yero npoBephsTe paHee 3aHATbe UM inode 1 OJ10KH
nanHbix. Chenaiite BbIBO/IBI M 3aHecuTe WX B oT4eT. ([lommepikka HEKOTOPBIX J0-
MOJTHUTENIbHBIX aTpuOyTOB (haiinoB peann3oBana He BO Bcex Bepcusax OC).

17. C nomoinpio koMannpl 1de -b 0 /dev/hdXX | more 3amycTuUTe AMCKO-
BBIW PEIAKTOP Ha MOAKPAHHBIN BBIBOMI COACPKUMOTO cyrepOioka (6ok Homep 0).
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[TepBeie 1024 Gaiit (mo 400h) Gmoka OTBemEHBI ISl pa3MENICHHs 3arpy3duka
(LILO - linux loader). Cynep6iok HaunHaercs co cmenieHus: 400h u umeer pas-
mep 1024 GaiiT. C moMonibio CrIpaBOYHbIX TaHHbIX O (aitnoBoit cucteme EXT2FS
uccneayire nepseie 80 6alT cynepOioka (ocTaabHble OANTHI HE MCIOJIB3YIOTCS).
OOparuTe BHMMaHHE HA TO, YTO JAMIl MAMSTH BBIBOJUT IIECTHALIATEPUUHbIE
cioBa B oOpaTtHOM mopsnake. B pesynprare uccienoBaHusi mosieil cynepoOiioka
MUCbMEHHO OTBETHTE HA BOIPOCHI:

» Cxonbko (aiisioB MOXKET OBITh CO3/1aHO B JJaHHOH (paiiioBoii cucteme?

» Uemy paBeH pazmep ogHOTO O10Ka?

» Kakoii 00beM qucka 3ape3epBUPOBAH AJIsL HYK]l CYIIepIIOIb30BaTEIs?

» CKoJIbKO OJIOKOB HA MOMEHT MCCIICIOBAHUS 3aHATO?

» CKOJBKO elie pa3 MOKeT ObITh CMOHTHpOBaHa (haiioBas cuctema? Uto mpomn3oni-
JET MOCJIE MOCIEIHETO MOHTUPOBAHHUS ?

» Korma B mocnennmii pa3 mpoBepsutach (aiinmoBasi cucreMa? KakoBbl pe3ysbTaThl
pOBEepKuU?

18. PaccmoTrpute onucarens rpymmnbl 0n1okoB Group Descriptors, koTopblii B 3aBU-
CUMOCTH OT HUCIOJIb3yeMOoro auctpuOytrBa U Bepcur OC MOXET pacroyiararbes
nu60 o cmenieHuto §00h B HyineBom 6i10ke, MO0 B Havase nepBoro Oioka. Haii-
JUTE TIEPBBIE TPU IEMEHTA pa3MepoM Mo 4 OaiiTa (OHM TakKe 3arucaHbl B 00par-
HOM nopsiike). [IpounTaiiTe X v 3aMUIIUTE B OTYET:

» IIeCTHAIIATepUyHbIN anpec OuToBoii kapthl 0110koB (block bitmap),

» ajpec OMTOBOI KapThl MHICKCHBIX JAecKpunTopoB (inode bitmap),

» ajpec TaOIMIBI MHICKCHBIX AecKpUnTopoB (inode table).

19. IlocMoTpHTE HIECTHAALATEPUYHBIA JaMI OJTHOTO M3 MHAEKCHBIX JECKPUIITOPOB B

inode table (3anmucu B 6moke uayT ¢ uHTepBaoM B 80h Gaiit. Heckombko mecsr-

KOB TNEPBBIX inode kenareabHO MpOmycTUuTh). C MOMOUIbIO TaONUIbI, MPUBEIACH-

HOU B CIIPaBOYHBIX JIAHHBIX, OMPENEIUTE U OTPAZUTE B OTUETE:

THII 3TOTO (paiiyia ¥ mpaBa A0CTyNa K HEMY,

UACHTU(UKATOP Bia/elblia (BBISICHUTh, KOMY OH MPUHAJJICKUT),

pasmep (aiina B 6aiTax,

YHCJIO KECTKUX CChUIOK Ha inode,

qucyo 0JI0KOB, 3aHUMAaeMbIX (paitioMm,

HOMepa OJIOKOB JIaHHBIX C HETIOCPEICTBEHHOM U KOCBEHHOM ajipecaliueil.

20. C nomotpto penakropa lde mpocMOTpuTe HECKOIBKO OJOKOB JTAHHBIX HCCIEAye-
Moro (aiina.

21. Ilo umeromuMces y Bac AaHHBIM omnpeaenuTe, inode kakoro ¢aiina Bel paccMaTpu-
BaJii. YKQXHUTE B OTYETE TMOJHBINA MTyTh K 3TOMY (haiy.

22. C momo1Ipi0 peaakTopa NOCMOTPHUTE, YTO MpEACTaBisieT coboit (aiin karanora.
J1y1st 3TOTO, BOCIIONB30BABIIUCH KOMaHa0M 1s —1i /, HailimuTe HOMep inode of-
HOT'O M3 MOAKATaJIOTOB B KOPHEBOM KaTajore, OTKpoiTe ero ¢ nomouisto lde -i ...,
HalUTe HOMEP HEMOCPEACTBEHHO aJ[pecyeMoro 0yoka u uyuure ero. CpaBHUTE
¢ ¢hopMaToM Karasora, IpUBEACHHBIM B TEOPETHUECKON YacTu nocodus. Crenaite
BBIBO/IBI.
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23. AHaJNOTMYHBIM CIIOCOOOM MOCMOTPHUTE, UTO MPEACTABISAET cO00H (haiia CUMBOIH-
yeckoil ccpuiku. OOparuTe BHUMaHUE Ha TO, TA€ U B KakoM BUJE B (haiijie CUMBO-
JMYECKOM CCHUIKM XPAHUTCS MyTh K 1eseBoMy (aitny. CrenaiiTe BBIBOJBI U OTpa-
3UTE UX B OTUETE.

24. C nomoipto koManpl £fdisk -1 /dev/hda (ecnu cucrteMa yCTaHOBJIEHA Ha
JIPYroM JIMCKE, YKaKUTe MHOW ONOYHBIM (Dailyl) mocMoTpuTe, Kakue JOrH4ecKue
paznenbl UMEIOTCS Ha KECTKOM MarHUTHOM JIUCKE U KaKue OIlepalMOHHbIE CUCTe-
MBI Ha HUX ycTaHoOBIIeHbl. OOpa3ell TaHHbIX, BRIBOAUMBIX 10 komaHzae fdisk, npu-
BeJleH Ha JiucTtuHre 19.

25. Co3paiite B (paitioBoi cucteMe HOBBIM MycToil kKatanor mkdir /mnt/abced,
KOTOPBIN OyZIeT CITy>KUTh TOUKON MOHTUpOBaHUs. Vcnonb3ys komanay mount -t
type device dir, rae type — moHTHpyeMas (aitioBas cuctema (ntfs, vfat u
ap.), device — (aiin O6I0YHOTO yCTPOMCTBA, COOTBETCTBYIOIIUNA MOHTHPYEMOMY
JOTHUYECKOMY pazfeny, a dir — co3gaHHas TouKa MOHTHUPOBAHUS, MPUMOHTUPYHTE
K JepeBy karajoroB Linux daitnoByto cuctemy OC Windows*. [locie MmoHTHpO-
BaHus 3amyctute 00010uky Midnight Commander v mocMoTpuTte Karajioru u
(aiibpl IPUMOHTHPOBAHHON CHUCTEMBI.

26. lemonTupyiite ¢aiiiaoryto cucremy Windows* ¢ momoipio KOMaHAbl umount
device unu umount dir. K MOMEHTY MOHTHPOBaHHUS BCE KaTajoru U (anibl
CUCTEMBI JIOJDKHBI OBITh 3aKPBITHI.

27. Co3pnaiiTe B KOpHEBOM KaTajore HOBBIM KaTajor AJis ynaisieMbix (aiioB ¢ uMe-
HeM /erase, IpHUHAANEKAIIMK aAMUHUCTpaTOpy, U npaBamu aoctyna 1703. Cue-
JJauTe KOMaHy rm HEAOCTYIHOM I moJyib30Baresie. Hanummre cienapuu, mno-
3BOJISIFOILIMNA 3aMEHUTH OMACHYIO YTWINTY yaajieHus (ailioB U KaTajoros rm.

28. C nomomnisto koman sl find ¢ npaBamu aAMUHUCTpATOpa HAMIUTE B KOPHEBOM Ka-
Tasiore anb:

» umetonue atpuOytel SUID (£ind / -type £ —-perm -4000);

» (haiisel, KOoTOphIe pazpemieHo Momudumuposath BceMm (find / -type £ -
perm -2);

» (baiinel, He nMerorue Biaaenpia (find / —-nouser);

» OOBSICHHTE, KaKOM MHTEPEC MOTYT MPECTABIATH 71 aIMUHUCTPATOPA YKa3aHHbBIE
Kareropuu Qaiaon?

KonTposbHbIe BONIPOCHI

» Kax daiinoBas cucrema EXT2FS onepanumonnoii cucremsr Linux wcronbs3yert
JMCKOBOE MPOCTPaHCTBO? MOXKHO JIM 110 MHAEKCHBIM JECKpUNTOpaM (haiiyioB U Ka-
TaJIOTOB IMPEICTaBUTh CEOE MX B3aUMHOE PACIOJIOKEHHE Ha KECTKOM JUCKE?

» Kakyro posib B MOHTUPOBAHHM CMEHHBIX HOCUTEIICH M JIOTHYECKUX PA3ENIOB JKe-
CTKOro aucka urpaet ¢aiin fstab? Uem ommuyaroTcst aBTOMaTHUECKOE U «PYIHOE»
MOHTHpPOBaHUE?

» IloueMy nucKeTy HE cienyeT M3BJIEKaTh U3 JUCKOBOAA 10 €€ Pa3MOHTHPOBAHUS?
Yrto npou3oieT B Ciiyyae NpeHEOpEKEHHS 3TUM IPaBUIIOM?
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» B mapamerpax ¢aiina fstab moryt ObITh yKa3aHbl pa3peuieHHs MOHTHPOBAaHUS
CMEHHBIX MAaIllMHHBIX HOCHUTEJIEH IIJIs user u users. YeM OTIMYaroTCs 3TU paspe-
meHus?

» MexaHu3mMbl 00pa30BaHus U yaaleHUsS HHPOPMAIIMOHHOTO «MycOpa» B (PailIOBBIX
cuctemax OC Linux.

» DKOHOMHO JIM HCIoJIb3yeTcss auckoBoe mpoctpanctBo B OC Linux? IIpuBemuTe
JI0Ka3aTesIbCTBA CBOETO OTBETA.

» Tlonp3oBareiah MOXKET YUTATh M 3alMCHIBATh HH(MOPMAIMIO HA CMEHHBIC MallliH-
HbIE HOCHUTEIIU, JaXXe €CII €My 3allpelIeHO UX MOHTHpPOBaTh. Kak MOXHO 3ampe-
TUTh UCIIOJIb30BaHUE cMeHHbIXx MHN?

» Kakyro oImacHOCTb JIJIsi CUCTEMBI MPEACTABISIOT (aiiiibl, He UMEIOIIUeE BiIaiebia?

» Kax MmoxxHO HaiiTi aiin o ero inode?
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JIABOPATOPHAS PABOTA Ne 3
«BoccTaHoB/ieHHe TaHHBIX porpaMMHubIMHU cpeacTBamu OC Linux»

Perucrpauusi B cucreme
3aperucTpupyiiTech B MepBOM TEKCTOBOM TepMHUHalle ¢ mpaBamu root. [lapoinb
aAMUHUCTparopa OyzieT cooOIIeH BaM IpernoAaBaresieM Uil BBEIECH UM.
C nomompto Ctrl+Alt+F2 (Alt+F2) oTkpoiiTe BTOpoil TEKCTOBBI TEPMHUHAT U 3a-
PETUCTPUPYUTECH KaK userl.

Pabora ¢ noBpeka1eHHbIMM THOKUMHY MATHUTHBIMHU JUCKAMU

[TonmyunTte y mpemnomaBatens ABE JUCKETHI: OAHY cOOMHYI0 ¢ nHpOpMaIuei, KoTo-
PYIO HEOOXOIMMO CIacTH, BTOPYIO - 3aBEAOMO HCIIPaBHYIO, HO HE OT(HOpMaTHpO-
BaHHYI0. OTopMaTUPyHTE UCIIPABHYIO NTUCKETY C IMOMOIIBIO KOMaHIbl Super-—
format /dev/£fd0 wm fdformat /dev/£dO.

C momomipto koMauabl dd mOONIOYHO CKONMUPYHTE MOBPEKICHHYIO TUCKETY B
¢aiin /home/userl/floppy. KomndecTtBo konmupyemMbix OJOKOB 3aBUCHUT OT COCTOSI-
HUSL TOBPEXJACHHOW JUCKEThl. [Ipu KOMMpOBAaHWMM HEMOBPEKIACHHOW JIUCKETHI
yKakuTe KoinyecTtBo OnokoB, paBHoe 100. Eciam yacTh JUCKETHI MEXaHMUYECKHU
yAajneHa, BO n30exaHue MoBpexXACHUSI MATHUTHBIX TOJIOBOK M M3HOCA 00pe3aHHO-
ro Kpasl JTUCKEThl orpaHudbTech konmupoBaHuem 10 OigokoB pazmepom 512 Oaidr.
OO0s13aTeNIbHO YKAXUTE MOCJEIHION OMIMI0 KOMaHAbl CONV=NOerror, IM03Bo-
JISFOLYIO MTPOITYCKATh OTCYTCTBYIOLIUE U TTOBPEXKIEHHBIE OJOKH.

C nomomuipio KoMaH/ cat MonbITalTeCh NPOYECTh CO3AaHHBIN (aiin-o0pa3 aucke-
Thl. YOeauTech B TOM, YTO JAMCKETa ObLIa CKOMMPOBAaHA MPABHIIBHO (B MPOTUBHOM
cllydae MOMBITKY co3aaHus (aiia-oopasza mpuaeTcs: MOBTOpUTh). Pa3mep momyueH-
HOTO (haiiia JOJDKEH COOTBETCTBOBATH CyMMapHOMY OObEMY MPaBUIBLHO MPOYH-
TaHHBIX CEKTOPOB JIUCKETHI.

C momomipio KoMaHAbl cat ckomupyiTe (aitii-o6pa3 Ha MpeaBapUTEIHLHO pa3Me-
4yeHHyIo AuckeTy (cat file_name > /dev/£dO0).

[IpuMOHTHpPYITE HCIPAaBHYIO AUCKETYy K TO4Yke MOHTHpoBaHus /mnt/floppy.
MoHTHpOBaHNE 3aBEPIIUTCS YIA9HO, €CITU CITYKEOHBIE 00JACTH AUCKETHI, IO KO-
TOpBIM onpenensercs ¢ainoBas cucreMa, OynyT UCIpaBHbl. B mpoTHBHOM citydae
MOXKHO OTPAaHUYHUTHCS TOJIBKO «CITACEHHBIMU» JTAHHBIMH.

[IpocmotpuTe ¢aitoByr0 cucTeMy Ha JUCKETe, MONnpoOyiTe MpOCMOTPETh OT-
NenabHbIe hanb.

PasmonTupyiite nuckery. CaenaiiTe BbIBOABI B OTHOIIEHUH BO3MOKHOCTEM BOC-
CTAHOBJICHHSI KOMIIBIOTEPHON MH(pOpPMAIIMK HA TOBPEXKIEHHBIX CMEHHBIX HOCUTE-
TSIX.

10. Ucnons3ys yrunuty fillfile, mo metonuke, nznoxxeHHoi B nabopatopHOi padote

Ne 2, cozmaiite B paboueM KaTajore MOJb30BaTeNsl ISITh TEKCTOBBIX (ailioB ¢
umeHamu oT “A” mo “E” pazmepom ot 500 go 10000 6aiit. Yoenurech B X co3ma-
Huu. C moMomipio pemaktopa lde mocMOTpuTe WHICKCHBIA JECKPUIITOP M OJIOK
JAHHBIX OJHOTO M3 HUX.
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11. C nomompto yrunuthl fillfile B paGouem karanore monb3oBaTens co3nalTe J0-
MOJIHUTENBHO TpH (aiina ¢ JIMHHBIME UMeHaMmu (Hanpumep, abedefghijkl).

12. Halimute u mpocMoTpuTe OJOK JIAaHHBIX, BbIJCJIEHHBIN paboyeMy KaTajory Mojib-
3oBaresisa. Haiiiure B HeM U MCClIeyiTe 3amicu O BCEX CO3aHHBIX BamMu (haiiyiax.

13. 3adukcupyiite B oruere HoMepa inode U JOrMYeCKUX OJIOKOB, BBIACICHHBIX KaX-
JIOMY CO3JaHHOMY (Qaily. OTH JaHHBIE Bbl OyJETE MCIIOJIb30BATh MPU aHAIHU3E
(hparMeHTOB yJaJeHHbIX (hansoB.

14. C momotpto KoMaHbl rm —£ ymamuTe Bce CO3aHHbIe BaMu (aiibl. cmomb3ys
KOMaHay 1s -1, mpocMOTpUTE paboumii KaTajor MOJIb30BaTeNs U yOeAUTECh, YTO
JIOTUYECKOE yrnaneHue (HhaisioB COCTOSAIOCH.

15. Co3paiite emie ceMb HOBBIX (PaiiyioB ¢ MPOM3BOIBHBIMU UMeHaMU. [IpocMaTpuBas
COIEP)KUMOE pabodero Karajora IoJb30BaTelis C MOMOIIbI0 KoMaHabl 1s —1i,
HaWIUTE BHOBB CO3JIaHHBIE (DAilyIbl U yCTAHOBUTE, KAKUE U3 WHICKCHBIX JIE€CKPHUII-
TOPOB paHee yIaJleHHbIX (DailioB cucTeMa mepenana HOBBIM OObEKTaM.

16. C momomisio pegaktopa lde mpocmotpute (aitioBbie 3amucu B OJI0KE JaHHBIX pa-
0o4ero Karajora TMOJb30BaTeNIsI W YCTAHOBUTE, Kakue (parMeHTHl yAaJICHHBIX
(aiinoB moyiexxar BocctanopieHno. O6parute oco00e BHUMAaHKUE HA 3aIllUCH y/a-
JIEHHBIX (DAMIIOB C «NIMHHBIMU» UMEHaMH. Pe3ylbrarbl 0cCMOTpa OTpa3uTe B OTYE-
TE.

17. C momompio koMaHbI cat npounTaiite daiin /etc/fstab u onpenenure, kak 0060-
3Ha4yaeTcs (pailyl crenuansbHOrO YCTPOMCTBA, 32 KOTOPBIM 3aKPEIIeH JIOTUYECKUN
pazJien xKecTkoro aucka ¢ dainoroit cuctemont EXT2FS.

18. Komannoii debugfs Boiinute B cpeny oTiiaaunka (aioBoi CUCTEMBI M OTKPONTE
noruyeckuit paznen EXT2FS nns urenus (komanaa open device). Bmecro de-
vice ykaxkute (pailsl crienuaibHOro YCTPOMCTBA C JIOTHUYECKUM paszzenoM Linux.

19. Bons xomanay otrnaauuka Isdel mocmorpute cnmcok inode ynaneHHsx (aiinos.
Haiigure cpenu HUX HOMepa (ailyioB, KOTOpbIE OBUIM CO3AaHbI U YAJICHbI BAMH.
20. BoiGepute onuH U3 00HAPYKEHHBIX WHIEKCHBIX JECKPUIITOPOB yIAICHHBIX BAMH
cpaﬁHOB A C IIOMOIBI0 KOMaHbl stat <inode> yCcTaHOBUTE, YTO 3alIMCAHO B
Ta0JIHIIe U COXPAHUIIKMCH JIU B HEHM CCHUIKM Ha O70KM gaHHBIX. OOpaTuTe BHUMAaHUE

Ha aTpuOyThI, YKa3bIBAIOIIUE HA yajaeHue (aia.

21. Ecnu (aiin mouiexuT BOCCTAHOBJICHHIO, YCTAHOBUTE B «1» OUT COOTBETCTBYIO-
niero inode B OUTOBO KapTe MHACKCHBIX JECKPUNTOPOB. JlenaeTcss 3TO ¢ MoMo-
b0 BHYTPEHHEN KOMaH/bl OTJIauuka seti <inode>.

22. C moMoIIpl0 KOMaHAbl OTJaauMka mi <inode> cOpochkTe BpeMs yAaJCHHS
(haitlyia 1 yCTaHOBUTE B «1» YUCIIO CChUIOK Ha (paii.

23. [lonpITaiiTeCh BOCCTAHOBUTH CUMBOJIbHOE UM yaajeHHOro ¢aiiina. ITo aenaercs
C IOMOIIBIO KOMaHbl oTiIafunka ncheck <inode>.

24. Komango# close 3akpoiite nmornyeckuit paznen EXT2FS Ha x&ecTKoM JucCKe U 3a-
TeM, BBOJIS quit, BEIAIUTE U3 cpenbl oTiaaauuka debugfs.

25. BoiBeuTe TUCTUHT pabouyero Karajiora nojb30BaTelsl U MPOBEPHTE, YAAIOCh JH
BaM BOCCTAHOBUTH yJaJeHHBIN (aitn. CrenaiiTe BEIBOJBI U OTPA3UTE UX B OTYETE.

26. [loBTOpHUTE OMEpaIIMIO BOCCTAHOBICHUS JIJIsl APYTOTO YIaJIEHHOTO (haiiia.
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27. llpennoxkure COOCTBEHHYIO METOAMKY BOCCTAHOBJICHHS IaHHBIX YIAJIEHHOTO

(aiina, eciM ero MHAEKCHBIN IECKPUIITOP YXKE OKa3aJCsl 3aHITHIM.

28. Bocrnonb3oBapmuck yruautoi shred, ymanure oguH u3 (ailyioB, CO3daHHBIX B

vV VWV VYV V¥V

vV YV VYV V¥V

IMOCIICAHIOKO OYCPEIb. HCHOJ’IBBY}I BbIIICU3JIOKCHHYIO MCTOAUKY, MOIIBITANTECH
HAWTHU COCTAaBHBIC YaCTH YAAJICHHOTO (baﬁna. CHCH&ﬁTC BbIBOAbI 1 OTPA3HUTC UX B
OTUYCTC.

KoHnTposbHbIe BONIPOCHI
C xakoro BpeMeHH (hailil MOXKHO CUMTATh JIOTUYECKU ynajaeHHbIM? KakoBel mpu-
3HAKH JIOTUYECKOTO yajaeHus Qaiina?
B kakoli mocienoBarenbHOCTH «UCUE3al0T» KOMIIOHEHTHI JIOTUYECKH YIAJIEHHOTO
(aiina?
Kakne mMeTonuku BOCCTaHOBIICHHUS JIOTHYECKHU ynaleHHbIX ¢aitnoB Bbl 3HaeTe? B
YEeM OHHM 3aKJIFOYAOTCS !
Kakum 00pa3oM MOXHO HaliTU OJOKM JTaHHBIX, paHee NMPUHAJUICKABUINE YIaJICH-
HOMY (ailnty (mpearnonaraeM, 4yTo (aiiia ObUT TEKCTOBBIM M €T0 COJAEpKaHUE MpU-
OIM3UTENBHO U3BECTHO).
Kakum 00pazomM MOKHO «CHaCTH» OCTaTKU YAAJEHHOIo (Qailyia, eciiu ero uHAeKC-
HBIN IECKPUIITOP YK€ 3aHAT?
Kak cxkonupoBarh TaHHBIE C IOBPEKIECHHOTO MAIIMHHOIO HOCUTEIIA?
Kakue TpeGoBaHMs MPEIBSIBISIOTCS K TapaHTUPOBAHHOMY YNAJEHUIO KOH(UICH-
uaIbHON uHbopMaIun?
Kakne nporpammusbie cpencTBa rapaHTUPOBAHHOTO yAAJEHUs JTaHHBIX UMEIOTCS B
omnepalMoHHbIX cuctemMax Linux?
BoccranoBuTe moBpeX1€HHBIN WU JTOTHUECKH YIaJeHHbIN (hailil, MpeanoKeHHbIN
IIPEIIOIABATENIEM.
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1.

JIABOPATOPHAS PABOTA Ne 4
«AIMUHUCTPUPOBAHUE ONIEPANMOHHOM cucTeMbl Linux»

IloaroroBka k padore
3aperucTpupyiTech B CUCTEME B KOHCOJIBHOM peXuMe ¢ mpaBamu root. Ilaposns
aIMUHHUCTpaTopa OyaeT cCOOOIIeH BaM IPEMo/1aBaTeieM.

Pabora ¢ yueTHbIMH 3alIUCAMMU MOJIb30BaTeJIeil

Ucnonp3ys komaHay cat ¢ mpaBamu root, MPOCMOTPHUTE COAEpKUMOe (aiina
letc/passwd. Daiin npeocmasnsem coboii mabauyy, Kaxicoas cmpoxa KOmMopotl
npeocmasisiem omoeibHy0 YYemHyto 3anuch, cocmosuyio uz 7 noneu. Obpamume
BHUMAHUE HA XApaKmepHbvle pazoerumenu noaei (pecucmpayuoHHoe ums, NPusHax
napons, UOeHmMupuKamop nonb308ames, UOEHMUPDUKAMOP 2pYRNbl, OONOJHU-
menvHas un@opmayus, "domawnuil”" kamanoe, ums KOMAHOHO20 Npoyeccopa) 6
suoe 0goemouus. CUMBONL X 6MeCmo Napois YKA3bleaem Ha mo, 4mo XI3UUpOoBaH-
HbLU Napoib Haxooumces 6 opyzom (aiine - /etc/shadow.

AHanoruyHo uzyuure copepxumoe ¢aiina /etc/shadow. On maxowce npeocmagns-
em coboti maoauyy, Kaxcoas cmpoxka Komopou cocmoum us 9 noneii, pazoeneHHvix
0goemouusmMU (pecucmpayuoHHoe ums, XIULUPOBAHHBIU NAPOlb, KOHMPOIbHLIE
CPOKU 8 OHSX, CPeOU KOMOPbIX:
- yucno oueti ¢ 1.01.70 2. 00 Ous nocieoHe20 usmMeHeHus napos,
- MUHUMATbHOE YUCTIO OHell 0eUCmeus naposis co OHsl €20 NOCIe0He20 USMEHEHUs,
- MAaKCUMAIbHOE YUCTIO OHell 0eucmeus napois,
- 3a CKONbKO OHell 00 yCmapesanusi napojisi CUCmemMa Ha4Hem 8vl0asams npeoy-

npesxicoenusl,
- YUCNIO OHell CO 8peMeHU 0053amenbHOU CMeHbl napois 00 OOKUPOBKU YUemHOU
3anucu,

- OeHb OJIOKUPOBKU YUEMHOU 3aNUCl.

HOC]Z@OH@@, oessimoe noie 3ape3epeuposaHo U He UCNO1b3YENCAL.

4.

>

>

>

Bam HeoOXxoauMo co3/1aTh YUETHBIC 3alUCH U OTIPEICIUTh MpaBa JOCTYIIa IS Jie-
catu (10) corpynHukoB: w_gromov, n_kalinina, e_ivanova, r_klinova,
b_rebrov, k_beglov, i_frolov, d_lavrov, m_kruglov, t_uporov, paboraromux B
OJTHOM TO/IPA3/ICJICHUH U 3aHSATHIX CO3JJaHUEM M PEIAKTUPOBAHUEM TEKCTOBBIX JI0-
KYMEHTOB Pa3JINYHOTO YPOBHsI KOH(MUIEHIIMATLHOCTH. Pa3rpannuenue goctymna K
uH(GOpPMAIIUU TOJDKHO OBITH MPOU3BEIEHO Ha OCHOBAHUU CIEAYIOIIUX TpeOoBa-
HUM:

JOMYCK K CEKPETHBIM CBEJICHUSM HMMEIOT YEeThIPE MOJIb30BaTeNss: W_gromov,
n_kalinina, b_rebrov, k_beglov;

Tpu moiab3oBarens: n_kalinina, b_rebrov, k_beglov pabGorator nHan co3zganuem
CEeKPETHBIX JOKYMEHTOB, KaXKIbIil 10 cBoemMy mpoduiro. VX nomaniHue Karajioru
U (paiabl JOJKHBI OBITh MOJTHOCTHIO HEIOCTYNMHBIMU KakK JAPYr JJIs Ipyra, Tak U
JUISL BCEX OCTaJIbHBIX, MCKIIIOUass W_gromov;

Tpu nosb3oBatess: i_frolov, d_lavrov, e_ivanova nMmeror 10omyck K KOH(QUICHIIH-
anpHON MHMOpPMANUU U PabOTAOT HaJ JOKYMEHTaMHU C COOTBETCTBYIOIIUM TPU-
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¢bom. OHM UMEIOT MpaBO 4MUTaTh (Pailfibl ¢ KOHPHUACHUUATIHLHOW HH(POpPMAIIUEH,
CO3/IaHHbIE CBOMMU KOJIJIeraMHu, 0e3 rpaBa ux MoAU(UKALINH;

BCE CEKPETOHOCHUTENIM MMEIOT MPAaBO 3HAKOMUTHCS C KOH(PHUACHIMAIbHBIMU (aii-
JaMU;

Tpu mnonw3oBaress: r_klinova, m_kruglov, t_uporov Morytr paborarh TOJBKO C
OTKpbITOM MHpopManmend. Ux daiabl JoMKHBI ObITh JOCTYIHBI JJI1 YTEHUS KaXK-
JIOMY COTPYAHHKY MojpaseneHus (6e3 npaBa MoAUPUKALINN);

W_gromov SBIISIeTCSl PEJAKTOPOM MOJIPA3/ICTICHUS] U UMEET MPABO YUTATh U MOJIU-
¢bunupoBaTh (ailsibl BCEX COTPYIHUKOB M BCEX YPOBHEW KOH(PHICHIUATIHHOCTH.
3aBepIICHHbIE JTOKYMEHTBHl KOMUPYIOTCS IOJB30BATEIEM W_EGromov B €ro J0-
MAaIllTHUN KaTayor, KOTOPHIH JOJDKEH OBITh HEMOCTYNEH ISl BCEX OCTaJbHBIX CO-
TPYAHUKOB MOAPA3ACIICHUSI.

VYKkaxxkuTe B OTYETe, KaKW€ KOJUITM3WU BBl yCMaTpuBaeTe B CHOpPMYITHPOBAHHBIX
TpeboBanusx? Kak peanu3oBarh yka3aHHbIe TpeOOBaHUS TaKUM 00pa3oM, 4TOObBI
NOJIB30BATENN HE MOIJIM 10 CBOEMY YCMOTPEHHUIO M3MEHSTh YCTAHOBJIECHHBIN I10-
pAnok?

C nomompro koMaHbl groupadd co3naiiTe 4eThIpe MOJIb30BATENBCKUX TPYIIIbL:
alfa, beta, nabla, sigma. ®opmar xkomaHnpl groupadd -g GID
group_name. Unentudukarop rpynnsl GID MoxHO HazHayaTh MPOU3BOJIBHO,
HaunHas ¢ Homepa 100 (Hanpumep, groupadd —g 101 alfa).

Co3paiiTe ydyeTHbIE 3alUCU JJIsl BBIIIEYKA3aHHBIX JECSITH HOBBIX MOJIb30BaTEIICH.
Peructpanmonssie nanHbie (KpoMe MmapoJsield u rpyIin) cBeneHsl B Tadnuiry. [Tapo-
JIM Ha3HayalTe MPOU3BOJIBHO, JUIMHOW HE MEHEE 8 CUMBOJIOB, HE 3a0bIBast (PUKCH-
poBaTh UX B UepHOBUKE oT4eTa. JIjisi mosib3oBaTesneil e_ivanova, r_klinova 3aiaii-
T€ OJJMHAKOBbIEC Mapoiu. Pacnpenenure COTpyIHUKOB MO TPYIIIIaM TaKUM 00pazoMm,
YTOOBI yIOBJIETBOPHUTDH BBIIIETIEPEUNCICHHBIM TpeboBanusM. M3o0pasure B oTye-
T€ CXEMY, MOSICHAIOIILYIO Pa3rpaHUYECHHUE JOCTYIa COTPYAHUKOB MOAPA3IEIEHUS K
KOMITHIOTEPHOU MH(OpMAITHH.

[Iate mepBbIX moJsib3oBaTeneil (w_gromov, n_kalinina, e_ivanova, r_klinova,
b_rebrov) 3apeructpupyiite ¢ nomonisio komanasl useradd. CuHTakcuc KOMaH-
Ipl: useradd -u UID -g group_name -d dir home -m -p pass-—
word -e date_del_ user user_ name. Hamnpumep, useradd -u
501 -g sigma -d /home/n_kalinina -p v5g7K2S4 -e 2004-
01-07 n_kalinina. [lapaMerp -m obecriedynBaeT co3IaHUE JOMAIIIHETO KaTa-
JIOTa TOJIB30BATEINSI, €CIIM OH €llle HE CyllecTByeT. [Ipoune mapamerpbl KOMaHAbI
MOXKHO HE€ YKa3bIBaTh. [lomHume, ums nonvzogameis He OOJHCHO HAYUHAMBCA C
yugpsvl U cooepocamev 3a2NABHLIX U PYCCKUX OVK8, CUuMB01o8 muna *#9....
Hoeumugpuxamopwi nonvsoeameneu UID nasuauaromcs, nauunaa ¢ 500. [ara
yAaJeHUs YYETHOH 3arucH moJib3oBatens BBoauTcs B popmare [TTT-MM-JI 1.
IIaTp mOCHEAHWX TMONB30BATENEH 3aPETUCTPUPYUTE C ITOMOLIBKD KOMAaHIHOTO
¢aiina adduser, KoTopas 3anpalIuBaeT 3HaUCHUSI B HHTEPAKTUBHOM pexume. [Ipu
BBOJI€ IAaHHBIX OPUEHTUPYUTECHh HA MOACKA3KH CHCTEMBI [B KBaJIpaTHBIX CKOOKAX].
Bce mapameTpsl, KpoMe WMEHHU TMOJbH30BATEINsA, €ro HACHTH(PHUKATOpA, UMEHU
TPYIIIIbI, APOJIS U IOMAITHETO KaTajaora MOXKHO UTHOpUpOBaTh. J1Jisi BBOJA mapa-
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MeTpa 1mo ymodanuto BBoauTh Enter. B nexomopwvix oucmpubymusax OC Linux
Komanouwil ¢havin adduser omcymcmeyem, u 8 dMoM ClIyyae pecucmpayuro oc-
MANbHLIX NOAb308aAMeNel cledyem npouzgecmu anarocuyno nyukmy 8. Ilpu uc-
nonv3oeanuu adduser cumeon noduepkueaHus 8 UMeHU NOIbL308ameins He B0CHPU-
Humaemcs. Ecaiu smo max, 3amenume smom cumeon 8 umMeHax noiv3osameneli Ha
cumeon deghuca.

Tab6nuia 1

IMoab3oBa- | UID IIa- | I'pynna | Jlomamuuii ka- | Jlata ynajenus

TeJH poib TAJIOT y4eTHO¥ 3anu-

cH

1_frolov 501 /home/i_frolov T+ 10 qaen
m_kruglov | 502 /home/m_kruglov | T+ 30 guei
b_rebrov 503 /home/b_rebrov T+ 12 nuen
d_lavrov 504 /home/d_lavrov T+ 60 nuen
e_ivanova 505 /home/e_ivanova | T+ 30 maen
t_uporov 506 /home/t_uporov | T+ 15 gueit
k_beglov 507 /home/k_beglov | T+ 45 nueit
n_kalinina 508 /home/n_kalinina | T+ 30 nuei
r_klinova 509 /home/r_klinova | T+ 90 nueit
W_gromov 510 /home/w_gromov | He yIaJsITh

10. Ilepexiroyasicb BO BTOPYIO KOHCOJIb, OTCJIEKUBANUTE N3MEHEHUS, TPOUCXOSIINE B
¢atine /etc/passwd 1o Mepe BBOa HOBBIX YUETHBIX 3aIHACEH.

11. IlonpoOyiiTe ¢ mpaBamMu MOIb30BATENSI TOCMOTPETH (aiin /etc/shadow. TToropu-
T€ MONBITKY IMPOCMOTPA C KOHCOJIM cymnepronb3oBareid. [louemy mois, oTBeneH-
HbIE JUJISl X3LMPOBAaHHBIX MMApOJIEH y Monb3oBareield e_ivanova u r_klinova pas-
nuyarorcs? Obpamume HUMAaHue HA Mo, 4mo 60 Muozux oucmpubymusax OC
ymuauma useradd pabomaem HeKOppeKmMHO U 3anucvléaem napoiu 8 ¢haiil 8 om-
kpvimom eude! I[lockonbKy cucmema 0cnpuHuMaem 5my 3anucb 8 Kauecmee Xoul-
@yHKYyuu naposs, y noav3osamens ¢ HOOOOHOU YYemHOU 3aNUCbio Hem HUKAKUX
wawncos eoumu 6 cucmemy. AOMUHUCMPAMOpPY 8 IMOM Clyuae peKOMeHOYemcs 8
omeem Ha coomeemcmayrowull gonpoc useradd esecmu nycmotul napons (6 gatine
/etc/passwd 6 none npusnaka napons npu 3mom 6yoem cmosims 80CKIUYAMENbHbBIL
3HAK), a 3amem YCMAaHAGUMb NAPOTL NOAL30GAMENIO C NOMOWBIO KOMAHObI
passwd.

12. VI3 nepBOi KOHCOJIM C MTOMOIIBI0O KOMaH/Ibl SU W3MEHUTE MpaBa aJIMUHUCTpaATOpa
Ha Mpasa noJib3oBaTesist w_gromov. [louemy cucrema He 3anpammuBaeT naposb? C
MOMOIIbI0 KOMaH[Ibl eXit BepHUTE cebe MmpaBa aAMHHHCTpaATopa. beun mu 3ampo-
mied napoib? (B pasnuunbix auctpuOyTtuBax Linux BO3BpaT MOJTHOMOYHUHN aJMH-
HUCTpaTOpa OPraHU30BaH PA3IUYHBIM 00pa3oM).

13. 3anycture o6onouky Midnight Commander B pexume penakrupoBanusi (F4)
¢daiina maponeir /etc/passwd u ymanure B YYETHOM 3amMCH MOJIb30BATENsS
n_kalinina cuMBoJ mpu3Haka mapois (MEXay MEpPBbIM M BTOPBIM JIBOETOUHUEM),
BKJTFOUas npooOen. Coxpanute u3MeHeHus B ¢aiine, 3aBepinte ceanc B Midnight
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Commander, ¢ nomompro Ctrl+Alt+F2 (Alt+F2) otkpoiite BTOpoil TEKCTOBBII
TEpPMUHAJI U 3aperucTpupyitech nois3zoBaresneMm n_kalinina, Ho Teneps ¢ «myc-
ThIM» maposieM. CrenaiiTe BBIBOJA OTHOCHTENIBHO OIMACHOCTU MPEI0CTaBICHUS
paB Ha 3aMuch B 3TOT ¢aili. 3aBepuiuTe ceaHc Juis nois3oBarens n_kalinina c
MOMOIIBI0 KOMaH/Ibl exit.

14. ITonb3oBarens d_lavrov yBosieH 3a TUCHUILUIMHAPHBIA TPOCTYyNnoK. C MOMOIIBIO
KOMaHJIbl userdel -r user_name yJaJlHWTe €ro YYETHYIO 3alHChb BMECTE C
JIOMAIlIHUM KaTajioroM. B peanbHbIX yCIOBUAX HEOOXOIMMO BHa4Yalle CKOTUPOBAThH
B JPYTYIO JUPEKTOPUIO (aillibl MOIb30BATENs], MPEACTABISIONINE [IEHHOCTh IS
OpraHU3aLMH.

15. 3apeructpupyiiTe BMECTO YBOJIEHHOIO IIOJIb30BaTElsl HOBOIO COTPYIHHKA
f mironov c npenocraBieHreM €My aHAJIOTHUYHBIX MpaB (MApoib IOKEH OBITH
HOBBIM!).

16. ITonp3oBarens r_klinova yObuta B KOMaHAMPOBKY CPOKOM Ha JBE HEAeH. 3a0Iio-
KHPYITE €€ yY4EeTHYIO 3aIluCh, JJI1 YEro ¢ IpaBaMu aJIMHHHCTPAaTOpa BOMIHUTE B
peXUM penakTupoBaHus ¢aiia mapojeil U BCTaBbTE BO BTOpPOE MoJsie (MEXIY
NEPBBIM U BTOPBIM JIBOETOUHUEM) JIFOOOH CUMBOJI, KOTOPBIM HE pa3pelieHo UCIOJIb-
30BaTh Mg mapods. llombiTaliTech 3aperucTpupoBaThCS BO BTOPOM KOHCOJIU C
npaBamu r_klinova u yéenurech B TOM, 4TO JUIsl 3TOTO IMOJIb30BATENSI CUCTEMA He-
JOCTYITHA.

17. 3apeructpupyiiTech BO BTOPOM KOHCOJIM C IpaBaMu Toibs3oBatens k_beglov, Bbi-
30BUTE€ KOMaHIy passwd M M3MEHHUTE CBOM Mapoiib. B kauecTBe HOBOIO MapoJis
BBEAUTE qwerty.

18. IlepeiiguTe B KOHCOJIb aAMUHUCTpAaropa M Ha3HaubTe mHojb3oBarento K_beglov
HOBBIM Maposib zxcvbnm. 3ateM ¢ momomnisio koManbl chage (change aging -
M3MEHUTh MHPOpMAIMIO 00 yCTapeBaHWHM) YCTAHOBUTE JJIS 3TOTO IOJIb30BaTels
MUHHUMAJIBHOE BpeMsl IEMCTBUS Maposiei, paBHoe S5 nHsIM. C KakoW LIEJbIO yCTa-
HAaBJIMBAETCd MUHUMAJIBHBIN CPOK IEUCTBUS Napoist?

19. [IpocmoTpuTe 3MEKTPOHHYIO cripaBky o (aiiny /etc/sudoers. OTpenakrupyiite
€ro TakuM 00pa3oM, YTOOBI IPEIOCTABUTH CIEIYIOIIUM IOJIb30BATEISM TOMOJIHU-
TeJIbHBIE MPaBa 3a CYET UCIOIB30BaHUs KoMaH bl sudo:

» TIOJB30BATENIO €_ivanova - MpaBo MOHTHPOBATh (DaliJIOBBIE CHCTEMEI,

» nonw3oBarenio b_rebrov - mpaBo u3MeHeHHs Biaaebia Gailios.

OTBeThTE, YEM OTIMYAETCS MPEAOCTABICHHUE MPaB MOJIb30BATENSAM C MOMOIIbIO
sudo ot ucnons3zoBanus 3pPextuBHbIX uaeHTUukatopos SUID?

20. 13 BTOpO#i KOHCONM C mpaBaMu monb3oBarens f mironov cozmaiite ¢daiin cal
2004 > /home/f_mironov/cal2004. C momompl0 KOMaHIBI SU Iepe-
KJIFOUUTE KOHCOJIb Ha MoJib3oBaTessi b_rebrov u ¢ momoiibio BpeMeHHO Tpeaoc-
TaBJICHHBIX €My MPUBWJIETUHN NepenaiiTe mpaBa Ha co3aaHHblil f_mironov ¢aiin
npyromy Bianensily n_kalinina. Kakum emie myTeM MOXHO MPEAOCTAaBUTH IO-
N0OHBIE MpaBa MOJIb30BATENSAM, HE MepeaaBasi UM “‘OMacHBIX” TOJTHOMOYHUHN aIMHU-
Huctparopa?
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21. [IpocmoTpuTe ¢ mMpaBaMu aAMHUHUCTPATOpAa CHCTEMHBIC >KYpPHAJIBl B KaTajore
var/log u yoenurech, 4To cuctema 3aukcupoBana GakTbl IPUCBOCHUS MOJTHOMO-
YU aIMUHUCTpATOpA.

KoHTposibHBIE BONIPOCHI

» Jlocratouno nmu Tpex 0a30BBIX mpaB Aoctyna K (aiimam mis peanusamuu B OC
Linux TpeGyeMoii MOIUTHKN 0€30TTaCHOCTH ?

» Kakue u3bsHBI BBl yCMaTpuUBaeTe B HCIOJIb30BAaHHBIX YTHJIUTAX pPETHCTPAIlAU
YYETHBIX 3aMMCEN Moab30BaTeieii?

» MoxerT JIn MoJIb30BaTeNb 3aKPBITh IS ce0st TOCTyn K coOcTBeHHOMY (haiimy? Ka-
kuM obpazom? [loueMy crucrtema He COOTHOCHUT Biajelnbla (ailia HU C ero TpyI-
IIOM, HA CO BCEMH OCTAJILHBIMU?

» CylIecTBYIOT JIU CIIOCOOBI OTPAHUYCHHS JTOCTyIa CYNEPIIONb30BaTEeNsI K HEKOTO-
pBhIM KOH(UICHIIMATBHBIM (aitiam?

» Kakue nomoiHHUTENbHBIC MpaBa aIMHUHUCTPATOP MOXKET MPEAOCTABUThH IMOJIH30Ba-
TEJISIM C IOMOUIBIO YTHIIUTHI sudo U perucTpaioHHoro ¢aiina /etc/sudoers?
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I.
2.

3.

YV V V VY

JJABOPATOPHAS PABOTA Ne 5
«HMccaenoBanue npoueccoB B OC Linux»

IloaroroBka K padore
3aperucTpupyiTech B IepBOM TEKCTOBOM TEpPMUHAJIE C TIpaBaMu root.
KomOunanueit knaBumn <Ctrl+Alt+F2> (<Alt+F2>) orkpoiite BTOpoi TeKCTO-
BbIIl TEpPMUHAI U 3apETUCTPUPYHTECH Kak userl.
C npaBamu root co3gaiite B karanore /mnt noakaraior floppy. Cmontupyiite
MPEAOCTABICHHYIO MPENo/iaBaresieM AMCKETYy K YKa3aHHOMY IOJKaTajory ¢ Io-
MOIIIbIO KOMaHIel mount -t auto /dev/£fd0 /mnt/floppy. Cromupyii-
T€ C IUCKETHI OJMH UCTIONHIEMBIN (ait ¢ mmeHeM signorer B karasor /bin. Pa3-
MOHTHUPYWTE AMCKETy KOMaHn0oil umount /mnt/floppy (10 pa3MOHTHPOBa-
HUSI HE U3BJIEKaTh!) U BEPHUTE €€ MPENOo1aBaTeIo.

HaoOmaronenue 3a paiinoBoii cucremoii /proc
BriBenuTe Ha 3KpaH comepkumoe GanaoBoii cuctemsl /proc (1s —la /proc).
OOparuTe BHUMaHHWE HA TO, YTO B CTPOKAaX OOJbINEH YacTH TaOIUIbI BHIBOAUTCS
uHpopmanus He o Qailnax, a 00 UCIONHIEMBIX HA JaHHBIA MOMEHT Mpoleccax.
[TosTomy pasmep 3tux “aitioB” paBeH HYJIO, a B MOCJIEIHEM CTOJIOIE TaOIUIIbI
BMECTO UMeHU (aiiyioB yka3zaHbl uaeHTuukaropsl npoueccos PID. [lns kaxmoro
paboTarolero B CUCTEME Mpolecca B Karajore /proc CyuliecTBYET MOIKATaor,
UMs1 KOTOPOTO COBMAJAET C UJIEHTU(PHUKATOPOM ATOTO Ipoliecca.
OTKpoiiTe HECKOJIBKO TaKUX MOJKaTaioroB noapsia. OOpaTuTe BHUMaHHE Ha TO,
YTO BCE MOJIKATAJIOTH COJIEPIKAT OJTHU U T€ ke «paiibl» (cM. Tabm. 1).
[Ipounraiite nHMOPMAIINIO, OTHOCAIIYIOCS K OJHOMY U3 MPOIECCOB (HampHUMep,
cat /proc/103/status). Uem MoxeT ObITh MOJ€3HA Takass WHGOpMAIUSI
TUTSL aIMUHKCTpaTopa 1 noibs3oBatensi? [Ipeacrasnser nu 3ta nHOOpMAITUsS HHTE-
pec it ”HPOPMAITMOHHOTO HAPYIIIATEIs?

N3yuyenune u anaau3 orodpaxxkaemoii HUHpopManuu o mpoueccax
N3 xoHCONM nosib30Barens komaHnaol ps —efl | more BBIBEIUTE PaCIIMPEH-
HBIM IOJKPAHHBIM CIIMCOK MCIIOIHAEMBIX ITPOLECCOB (MEPEYEHb NMapaMeTpOB IS
pacIIMPEeHHOTO BBIBOJIAa HHPOPMALIMM MOYXXHO YTOYHUTH C MOMOIIBIO AJIEKTPOHHO-
ro crpaBoyHHKa man ps). Pa3zdeputech ¢ BbhiBoguMO# nHpopmarmeit. Omnpene-
JIUTE MPOLECCHI:
[0 THUILY: CUCTEMHBIE, IEMOHBI, MOJIb30BATEIbCKUE (THUI MPOLIECCA OMPENEIAECTCS
10 KOCBEHHBIM NPHU3HAKAM, B YACTHOCTH, [10 UMEHH),
110 cocTostHUIO S: (Mcroaustonecs - R mwan O, oxugaromue 3anucy Ha Juck - D,
OKUJIArOIMeE COOBITUM - S, TprocTaHoBIeHHBIE - T, 30MOU - Z U T.11.),
o TexkyueMmy auHamuueckomy npuoputety PRI (HauMmeHsbliiee 3HaueHUE y BBICO-
KOIIPHOPUTETHBIX IIPOLIECCOB),
110 OTHOCUTENBHOMY IpuopuTeTy NI.
KomOunanmeit knasum  <Ctrl+Alt+F3> (<Alt+F3>) oTkpoiite TpeTuii TeKCcTo-
BBI TEPMMHAJ U 3aPETUCTPUPYUTECH B HEM KaK CyIEPIOJIb30BaTeNb. B 3TON KOH-

80



COJIM 3aIlyCTUTE YTWIHTY tOpP I TEKYLIEro KOHTPOJIS MPOLIECCOB. Y THIIMTA TO-
3BOJISIET OTOOPa3UTh HanbOosee aKTUBHBIE MPOUECCHI (CTOJIBKO, CKOJIBKO UX TTOMeE-
IIaeTCs Ha 9KPaH) ¢ I0CTaTOYHO MOJHOW MH(pOpMaLMe 0 HUX (15 MOJIb30BaTeNs
YTUIINTA MPEACTABISIET OTPAHUYEHHBIN HA0OP BHIBOJUMBIX [TapaMETPOB).

9. W3 neproil koHCcoMU co3maiite nporecc od /dev/zero > /dev/null. B
COOTBETCTBHH C BBEICHHOW KOMaHJ0M yTUiIuTa 0d YUTAET U BHIBOAUT HENPEPHIB-
HBIM TIOTOK HYJEBBIX OAUT U3 «pora U300MIKs» B HYJIeBO€ yCTpoicTBo. Ilepekito-
YUBIINCH B TPETHIO KOHCOJIb, C IMOMOLIBIO KOMaHAbl tOP NMPOCMOTPUTE CIUCOK
HambOosee akTHBHBIX TpoueccoB. Haiaure u uneHTUGUUUpPYITE 3amylIEHHBINA
npouecc, Haiaute no uneHtupukaropy PPID ero «poautens», onpeneiaute ero
MIPUOPUTET (BO3MOXKHO 3TO - BEJIMYMHA MEPEMEHHAs), JOJI0 3arpy3KH LIEHTPAJIb-
Horo nporeccopa % CPU u oneparuBHoi mamsata % MEM.

10. IToouepenHo W3 NEPBOM U BTOPOIl KOHCOJEH ¢ MpaBaMu aIMUHUCTPATOPA U MOJb-
30Barensl ¢ MOMolIbplo kKoMauasl od /dev/zero > /dev/null & cospaiite
1o 2-3 oMHaKOBbIX (DOHOBBIX MpolIECca.

I1. ITo Mepe co3naHusi HOBBIX MPOLIECCOB OTCIEKUBANUTE B TPEThEH KOHCOJU HUX Te-
KyIIMH NPUOPUTET, 3arpy3Ky Ipoueccopa u namsatu. MMerorcsa nu pazinuus B
IPUOPUTETE MPOLECCOB, BBINOJIHIEMBIX OT UMEHH aJMUHHUCTPATOPA U IMOJIb30Ba-
Tens?

12. C koHCONU mojb30BaTelis userl u3MeHuTe MPUOPUTET OAHOTO M3 MpHUHAJJIEKA-
X €My IpoLeccoB. [ 3TOro Bocnonap3yiTech kKOMaHAo renice —-10 PID.
N3meHunsics 1M OTHOCUTENBHBIN IPUOPUTET IpoLecca?

13. TloBTOpUTE NMpEABIAYIUIMI IYHKT € IPaBaAMU aAMUHUCTPATOPA.

14. TlepexnrounTech B KOHCOJIb IOJb30BATENSI U U3MEHUTE MNPUOPUTET OJHOTO W3
IIPUHAJIEKAIUX €My IIPOLECCOB KOMaHI0M renice 5 PID. [Ipounsouuio nu
M3MEHEHHUE npuopuTera’

15. TIpokoHTpOIUPYITE U3 TPEThEN KOHCOIU U3MEHEHHUE MPUOPUTETOB 3aAMYIIEHHBIX
IIPOLIECCOB.

16. Ynanure co3zgannsie npoueccsl komanaou kill.

YupagieHue npoueccaMu
17. C npaBamu MoJb30BaTelsl CO3AAWTE B CBOEH IUPEKTOPUU CIIEHAPUA C MMEHEM
abcd. Cuenapuit MOXXHO CO3/71aTh € MIOMOILBIO KOMaH/IbI cat:

cat >abcd

#! /bin/bash

while : rem o6paTuTe BHMMaHME Ha Nnpobes nepexn npeoeTouYMeM!
do

echo HELILO!

done

Ctrl+d

Hcnonb3ys komanay chmod, npucBoiiTe noap30BaTeNto MOJHBIE PAaBa HA YTe-
HUE, 3alliCh U UCIIOJIHEHHE JAHHOTO CLIEHapHs. 3allyCTUTE CUEHAPHIl HA UCIIOTHEHHE
(Ha 3KpaH JOJKHBI HepepbIBHO BhIBOAUTHCS npuBeTcTBUs HELLO!)
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18. TlepeitnuTe B TPEThIO KOHCOJIb, C MOMOIIBIO KOMAaH/bI tOP MPOCMOTPUTE CIIHCOK
IIPOIIECCOB M HAWUTE B HEM «3aBUCIIHI» MPOIECC, 3ayIIEHHBIN MOJIb30BaTeIeM
(Ha caMOM JieJie 3TO TOJIBKO MMHUTALMS 3aBUCAHUSA, KOTOPOE MOJb30BATENb JIETKO
MOXKET MpeKkpaTuThb caM). [Ipounraiite uaentudukarop mporecca PID.

19. Haxxatuem Ctrl+C u3 BTOpoOil kOHCONMM ocTaHoBHUTE Tpolecc. Kak u3MeHuIoch
IIPU 3TOM COCTOSIHHE Tpouecca’?

20. IIoBTOpHO 3aIlyCTUTE U3 BTOPOK KOHCOJIM MPOLECC, NEPEUAUTE B IMEPBYIO KOHCOJIb
Y OTIpaBbTE "3aBHCIIEMY' NPOLIECCY CHUTHAJI HAa OCTaHOB (komaHna kill -15
PID_process).

21. 3anyctute paHee CKOMMPOBaHHYIO B Karasor /bin yrunuty signorer. OtnpaBbre
eil U3 3TOM e KOHCOJM HECKOJBKO MPEPHIBAIOIIUX CUTHAJIOB B BHJI€ KOMOUHAIIUI
knapui (Ctrl-C, Ctrl-\, Ctrl-Z). ITonabmtonaiite 3a peakiueit nmporecca. Kak Bb
I10JIaraeTe, Mo KaKOM MPUYMHE 3TOT MPOLIECC HE YAAETC OCTaHOBUTH?

22. Ilepeitnute B Ipyryto KOHCOJIb U OTIPABBTE «HEMOCTYIIHOMY» MPOLIECCY CUTHAI
kill -20 PID. Kak pearupyer npouecc Ha naHHbli curHan? [locmorpure B
AJIEKTPOHHOM CIPAaBOYHUKE, YTO O3HAYAET IAHHBINA CUTHAIL.

23. C nomompro koMaH bl kill —9 PID oTnpaBbTe 3TOMY NPOLECCY CUTHAJ MPU-
HYAUTENBHOTO 3aBepiieHus. C Apyroil KOHCOJINU MPOKOHTPOJIUPYHTE BBIIOJHEHUE
koMmaH1bl. OctanoBuiics Jin nporecc? Ocrancs Jau OH B cniicke npoueccos? Kakas
IporpaMma Ha caMOM JeJi€ IepeXBaTblBACT U MUCIOJHSAET KoMaHay kill -9
PID?

24. C noMmoiip0 KoMaHIsl echo $PATH IMOOYEPETHO U3 KOHCOJIM aJMUHHUCTpATOpa
U noJib30Barens userl BBIBEIUTE CIUCOK AUPEKTOPHUI, B KOTOPBIX MPOU3BOAUTCS
MOKMCK MCIOJNHSIEMbIX (DailJIoB, 3aJJaHHBIX TOJIKO MO MMEHU. B uem 3akitouyaercs
pasziunuue BbIBeAeHHbIX criuckoB? Ilouemy B cniucke PATH agMunucTparopa ot-
cyrcTByeT Tekymuil katajior (.)? ITlouemy B cnicke PATH monb3oBatens oTcyT-
cTByeT Karayor /sbin? Meer i1 nosib30Bareb BO3MOXKHOCTh U3MEHUTD MOPSIOK
IPOBEPKHU KaTajoroB Ui aIMUHUCTpaTopa?

25. [lonpoOy#iTe 3amyCTUTh HECKOJIBKO YTUIUT U3 BTOPOM KOHCOJM C IIpaBaMu IMOJb-
3oBarens (Hanpumep, renice -10 PID, date -s 0). Kak pearupyer cuc-
TeMa Ha daily monbITKU?

26. [lepeiianuTte B NMEPBYO KOHCOJIb M MOBTOPUTE 3allyCK YTUJIUT C IIpaBaMu CyIep-
10JIb30BATEJIS.

27. Yoenutech B TOM, YTO MOJIB30BATEIIO Pa3pellieH 3alyCK yKa3aHHBIX yTUIUT. O0b-
SCHUTE, MOYEMY MOJIb30BaTEIb HE MOXET 3alyCTUTh YTUJIUTHI C HEKOTOPHIMU
«KpUTHYHBIMU» nlapameTpamu? e, no BameMy MHEHHIO, PACIIONOKEH MEXAHU3M
KOHTPOJIS 32 XOJIOM 3aIycka (B siIpe OMEepallMOHHON CHCTEMBI, B KOMaHIHOU 000-
Jouke, B camoit ytuinte?). OTBET 000CHYMTE.

28. C mpaBaMH MOJIb30BATENsl CKOMUPYITE B CBOM pabOUMil KaTajor OAUH U3 UCHOJ-
HsieMbix ¢ainos ¢ napamerpom SUID karanora /bin (ucnonHsembie ¢Gaiiabl Bbl-
JieJieHbl IBETOM U cuMBoJioM *, a nmapamerp SUID oTMeueH CUMBOJIOM «S» B TIpa-
Bax BJajeliblia Ha UcnonHeHue). Kak u3aMeHuuch npasa JocTyna K Qaiiny mocine
€ro KONMpOoBaHUs?
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29. U3 BTOpOI1 KOHCOJM € MPaBaMHM IOJIb30BATENS CKONUPYHTE B CBOM JOMAIIHUN Ka-

TaJIOT YTHIIUTY, KOTOPYIO Pa3pelIeHo 3amycKaTh TOJIbKO aMUHUCTPATOPY (HAIPH-
mep, chattr). KomupoBanue nmpou3BoauTe ¢ mapameTpamu, rapaHTHPYIOIIMMHU T1e-
PEXO0JT KOIMU BO BIIAJICHHE TOJB30BaTENI0. YOCIUTECh, YTO TOJb30BaTEIh UMEET
Ha CKOTIMPOBAaHHBIN (Daily1 Bce HeoOxoammble mpasa. [lonpoOyiiTe MCIOIB30BaTh
CBOIO KOITMIO YTHUJIMTHI TI0 €€ Ha3HAYCHHIO (B Cllydae KOIHUPOBAHUS YTHIIMTHI
chattr ycraHoBHUTE IOTOJHUTEIBHBIM aTpUOYT +i OAHOMY M3 CBOUX (haljIoB).
CrenaiTe BBIBOJBI.

PabGora ¢ kaHajamu

30. Co3naliTe HEMMEHOBAHHBIN KaHal. /[ 3TOro MO>XHO MCIOIB30BaTh KOMaHAy od

/dev/zero | tr . 1 | more. [lepeiias B Apyryi0 KOHCOJb, C TTIOMOIIBIO
KOMaH/bl top yOeaurTech, 4TO OBLIM CO3MaHBI 3 IMpOIECcca: MPOrpaMMbl BOChMe-
puuHOro nammna od, mporpaMMbl NEPEeKOAMPOBKH W TpaHCIWTEepanuu tr, 3ame-
HSIONICH HYJIM Ha eIWHUIIBI, ¥ IPOTPaMMbI TOIKPAHHOTO BhIBO/Ia more. Bce mpo-
IIECChI 3aITyCKAIOTCS U JEHCTBYIOT OJTHOBPEMEHHO. Pa3nuuarorcs am nmpruopeTeTst
3aIyIIeHHBIX POIIECCOB?

31. OcranoBuTe 3amyIIeHHBIN Mporiecc komOuHaruein kiapum <Ctrl-C>.
32. V3yunte MPUHIKIT CO3MaHus U QYHKIIMOHUPOBAHUS MMEHOBAHHOTO KaHamna. J[is

>

vV VvV VvV 'V A\

A\

\ 74

3TOTO:
npaBamu userl cospaiiTe B Karajore XpaHeHHs BPEMEHHbIX (DaillioB MMEHOBaH-
HbIl kKaHaT mkfifo /tmp/fifo,

yOeauTeCh B €ro CO3aHUM U HAJUYHMK NPAaB HA YTEHUE U3 KaHajla U 3allliCh B HETO
1ls -1 /tmp/fifo,

NEPEKIIFOUUTECH BO BTOPYIO KOHCOJIb U BBEAUTE KOMAaHAy UTEHHUS W3 KaHAJIA CO
CTaHJApTHOTO BBIBOJA (9KpaHa) cat < /tmp/fifo,

MEPEKJIIOUUTECH B TIEPBYIO0 KOHCOJIb U BBEIUTE KOMAHJy 3allMCU B KaHaJ CO CTaH-
JapTHOTO BBOMA (KiaBuarypel) cat > /tmp/fifo,

HabepuTe B MEPBOM KOHCOJM MPOU3BOIbHBIN TEKCT U HaxMuTe <Enter> (Oydepu-
30BaHHBIN BBOJ),

MEPEKIIFOUUTECH BO BTOPYIO KOHCOJIb U ITPOYUTANTE BBEICHHBIN TEKCT. [loBTOpHTE
MPOLEYPY HECKOJIBKO Pas,

W3 TEePBOl KOHCONMW (TI€ TMPOU3BOMMTCS BBOJ B KaHa) KOMOWHAIMEW KIIABUII
<Ctrl+D> BBenure komanay Ha 3akpbithe kaHana FIFO,

ylaaJuTe MIMEHOBaHHBIN KaHa koMaH0i rm /tmp/fifo

KoHTposibHBIE BOIPOCHI:
YeM OTIMYar0TCS CHCTEMHBIE TTPOIIECCHI, «ICMOHBI» U IMOJIb30BATEIBLCKHIE TIPOIIEC-
ChI?
Kakyto nHdopmaiinio MOXKHO U3BJIeUb U3 Kartaiora /proc?
Kak cucrema pacnpenensieT HpoLecCOpHOE BpeMs MEXAY KOHKYPHUPYIOIIUMHU
npoueccamu? Kak Ha 3TO BIMSET MPUOPUTET MPOLECCOB?
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» IlodueMy TOIB30BATENO HE pa3pelIaeTcsl MOBBIIIATH MPUOPHUTET MpoleccoB? Yc-
MaTpUBAETE JIU Bbl KAKyl0-JIMOO ONACHOCTh B BO3MOXKHOCTH IOHMYKEHUS PUOPU-
TeTa MO0JIb30BATEIbCKUX MPOLIECCOB?

» B koHconu, ¢ KOTOpoil Bel paboTaeTe, MPOU30ILLUIO «3aBHUCAHUE», BHI3BAHHOE He-
IPAaBUJIbHBIM MCIIOJIHEHUEM OJJHOTO M3 BalIMX IpoueccoB. KakuM 00pazoM MOXKHO
HOBJIUATH HA BOSHUKIIYIO CUTYalHIO?

» Kaxue yrposbl 6e30MacHOCTH CBS3aHBI C HUCHOJIb30BaHUEM S(PPEKTUBHOTO HICH-
tugukaropa SUID? Ilouemy agMHUHHCTPATOP JOKEH YUYUTHIBATH U KOHTPOIHPO-
BaTh MPOIIECCHI C TAKUM HJIEHTU(UKATOPOM ?

» B uem paznuuue Mexay HMEHOBAHHBIM U HEMMEHOBAaHHBIM KaHanmamu? [l dero
OHH HCIIOIb3YIOTCS ?
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[MPMJIOXEHMUE 1
KPATKHI CIIPABOYHUK 11O KOMAHJIAM LINUX

IIpocmoTtp copepkumoro ¢paiijion
cat [arg] file_name — npocCMOTP COAEPKUMOIO TeKCTOBOrO (haitina. Komanaa
KOPPEKTHO pabOoTaeT JUIIb MPU BbIBOJE ali(haBUTHO-IIU(DPOBBIX CHUMBOJIOB.
od file_name — BBIBOJ BOCBMUPUYHOTO IpeacTaBieHus ¢aiaa. OOBIYHO UCTIONb-
3yeTcs AJid IBOMYHBIX (hailjioB.

“Hapuranust’”’ no ¢aiijioBoi cucreme
cd [dir]- u3MeHeHue TeKyllero karajora. BapuanTtel: cd — nepexos B «JI0Malll-
Huil» Karanor, cd / - mepexo] B KOPHEBOH KaTtayor, cd .. — Mepexoj B POAUTEIb-
ckuil karajor, cd /home/userl — nepexoa B JOMAIIHHM KaTajor MOJb30BATEIS
userl.
pwd (print working directory) — BbIBOJ, UMEHH TEKYIIIETO KaTajaora.
find [dir] [arg] file_name — nowuck (ailyia Mo UMEHW WIM UHBIM Tapa-
MeTpaM (apryMeHTHI IOUCKa: —name wabd/10H - IO UMeHaM (aitioB, —inum inode —
II0 HOMEPY MHAEKCHOIO JECKPUNTOPA, —mtime wucnio — MO YUCIy JHEU 0 MOCIE-
Hero m3MeHeHus (aitna, —type mun_ghaiina — no tumy (aitnoB (oosraHbIC - f, KaTa-
70rH - d, CCBUIKM - 1, COKETHI - S U JIp.), “pPerm pedxcum - N0 YKa3aHHOMY PEKUMY
JOCTYIIA U T.J.).

OO0mue onepanuu Hax gailjiaMu, KATAJIOTaMHU H CCBLIKAMM

mkdir [arg] [dir] - co3manue HOBOro karaiora. ATpuOyT —m mode 3amaer
npaBa qoctyna K karainory. [Ipumep: mkdir -m 1555 /home/userl.
rm [arg] [file_name, dir] — ymameHue (aijioB M KaTaJoroB. ApryMEeHTHI
—f — OesycnoBHOe yhaneHue Qaitna, —d — yaajleHue HEMyCTOro Karajaora, —r —
pPEKypCUBHOE ynajieHue KaTtayuoroB. Ilpu oObruHOM ynaneHuu ¢aiina cucrema BbIBO-
JUT 3aIpoC Ha yAaJeHHEe, KOTOPbI He0OX0QUMO MOATBEPAUTH CUMBOJIOM «Yy» (yes) U
«Enter».
rmdir [dir] - ygajeHue IIyCTOro Karajora.
shred /arg/ file_name — rapanTupoBaHHOE ynajeHHe ¢ailia ¢ MHOTOKpAT-
HBIM (25 pa3) «3aTupaHuem» inode M OJIOKOB aHHBIX MCEBIOCITYYaiiHBIMU KOMOWHA-
IUAMH. APryMEHTBI: —V — IIOKa3bIBaTh MPOILECC, —u — 0€3 ATOro apryMeHra yjase-
HHE HE MPOUCXOAUT, =N pa3 — YUCIIO HOBTOPOB.
cp [arg] filel file2 - co3manue konuu (aijaa ¢ JPYyTUM HMEHEM.
cp [arg] filel [dir] - xommpoBaHHe (paiiyia C MPEKHUM HMEHEM B JAPYrou
KaTaJIOT.
cp [arg] [dirl] [dir2] - xommpoBaHue (aiiyoB katanora |1 B karamor 2
[-a — coxpanenue arpuOyTOB (aiiyia, —=p — COXpaHEHHE pexuMa J0CTyna K ¢aiiry,
€ro MPUHAJUIC)KHOCTH M BPEMEHHBIX OTMETOK (0e3 mapamerpa (aill mepexoauT B
COOCTBEHHOCTH KOMTUPYIOIIETO)].
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mv [arg] filel file2 — u3MeHeHHE UMEHU (aiina.

mv [arg] file_name [dir] - mepemenieHue yka3aHHOTO (aiiyia B Ipyroi Ka-
TaJor.

1n [arg] [file_name] [link] — co3naHue CChUIKK Ha (ailsl (- — CO3/IaHKE
CUMBOJIMYECKON CCBUIKH).

chattr +(-)[arg] file_name — ycTaHOBKa JOINOJHUTEIBHBIX aTpUOyTOB
¢aiina (—i — OnokupoBaHUe JTIOOBIX U3MEHEHUH (aiina, —a — 3anper JObIX ornepa-
Ui, KpoMe J100aBJICHUS JaHHBIX, —C — aBTOMAaTHYECKOE C)KATUE U JEKOMIIPECCHS
IpU 3allMCU/YTEHUHU, —S — FaPAaHTUPOBAHHOE CTUpaHUE OJIOKOB JAaHHBIX MpHU yaaje-
HuM Qaitna. 3HaKk "+" 03Ha4aeT MpPUCBOEHHUE aTpuOyTa, 3HaK "-" - €ro yAalieHue).

1ls [arg] [dir] - BeiBoj cmucka ¢ainoB B aupektopun (-1 — mogpoOuHas uH-
dbopmanusi, —a — Bce (pailyibl U mogKaTanoru, —i - inode).

1ls [arg] -1li - nomydeHue nMoapoOHOU MHGOPMAIUK O KOHKPETHOM daiise.

ls /dev/hd* - nonyuyenue uHbpopmanuu o joruueckux u Qusndeckux IDE-
JIIUCKaXx.

lsattr [arg] [file_name] [dir] - BbIBOJ MH(OPMALIUK O JTOMOJTHHUTEb-
HBIX arpuOyTax (aitna (-oB)

file file_name - nonydenue uHdopmanumu o turne ¢aina. Mudopmanus o
pa3no3HaBaeMbIX CUCTEMO Thnax (aityioB Xxpanutcs B /usr/share/magic.

fdisk -1 device — BbIBOA MH(OPMAIIMHK O JOTUUECKUX pazfeiax Ha puinde-
CKOM JIMCKE.

Henocpencreennasi padoTa ¢ MAIIMHHBIMHM HOCUTEJISIMH
cat /dev/£fd0 > /home/floppy - KONUpOBaHHE BCEH AUCKETHI B (paii.
cat /home/filel > /dev/£d0 - xonupoBanue ¢aiina filel Ha quckery, Ha-
YUHAasl C €€ MEePBOro CEKTopa.
cat /home/file2 >> /dev/£fdO0 - xonupoBanue (Paiina file2 Ha nuckeTy Ha-
YUHAas C IEPBOrO CBOOOJHOTO CEKTOPA.
dd if=/dev/fd0 of=file_name skip=n count=m block=b
conv=noerror - NOOJOYHOE YTEHUE HOCUTENSI C UTHOPUPOBAHUEM OLIMOOK UTe-
Hus (rae if — otkyna, of — Kxyna, n - 4uCIO0 MPOMYIIEHHBIX OJIOKOB, M - YKUCIIO KOMH-
pyembIx 6710k0B, b — pa3mep 610ka B 6aitTax (o ymomuanuto b = 512 Gaiir)).

HN3menenue npas gocryna

chmod mode filename — u3MeHEHHE MTPAB IOCTYMA K OOBEKTY.

BapuanTt 1: chmod wXp file_name

IJI€ BMECTO W TMOACTABIISIETCS W (USEr) - MOJIb30BaTelb, g (group) - rpymnna rnojb30Ba-

Tens, 0 (other) - ocraigbHBIC TOIB30BaTeNH, a (all) - Bce,

» BMecTo X mozacraBisieTcs (+) - MpeaoCcTaBiICHHE MpaBa, (—) - JIMIIESHUE TpaBa, (=)
- YCTaHOBJICHME YKa3aHHBIX [PAaB BMECTO UMEIOLIUXCS,

» BMECTO p - TIOJCTAaBISIETCS CHMBOJ, O0O3HAYAIONIMI COOTBETCTBYIOIIEE Ipa-
BO: I (4TeHue), w (3anuch), X (BermoaHenue), s (out SUID - tonabko miis user), t
(sticky bit - Tonbko mis all). [Ipumep: chmod o -wx /home/userl/filel
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- JJMIICHUE OCTAJbHBIX MOJIb30BATEIICH MTPAB HA 3aMKUCh U WCIOJHEHUE YKA3aHHOTO
(aitna
Bapuant 2: chmod XXXX file_name, 11e X - BOCBMEPUYHOE YHCIIO, TTOPSIOK
3allUCU CJI€Ba HAIpaBoO: JOMOJIHUTENIBHBIE IIpaBa, IpaBa I10JIb30BaTels, IIpaBa Ipyll-
116, IIPaBa OCTAJIbHBIX.
umask XXX (user mask) - U3BMEHEHUE peKUMa JOCTYIA M0 YMOJIYAHUIO JJIsI BHOBb
co3/aBaeMbIX (haiiyioB. Umask 0e3 apryMEHTOB - BbI30B TEKYILIETO 3HAYEHUSI MACKH.
chown [arg] user filename - nepenada npap Ha Gais APyroMy BIaJCbILy.

PaboTa ¢ npoueccamu
ps [arg] (process status)— BbIBOJI MH(POpPMAIIMU O CYIIECTBYIOIIUX Mpolieccax (—a
WIH —e - BCE Npouecchl, — £ - MOJIHBIN JIUCTUHT, —1 - pacCIIMPEHHBINA JIUCTHUHT).
kill [sign] pid - cursan npoieccy ¢ yKa3aHHbIM UJISHTU(PUKATOPOM TIpoliec-
ca pid (sign = 15 - nocnare curHai o 3aBepiieHuu, 9 - "youts" npomnecc). Kill -9
0 - ocTaHOBKA BCEX aKTUBHBIX MPOLECCOB I10JIH30BATES.

Pabora ¢ mosib30BaTeJIAIMU ¥ NAPOJISAMU
groupadd —-g GID group_name — CO3/IJaHHE€ HOBOW IPYyMIIbI MOJIb30BaTENCH.
groupdel group_name — yaaJ€HUE 3apETUCTPUPOBAHHON IPYIIIbI
id (identifier) — BBIBOJ MMEH M YHCJIOBBIX HJICHTHU(PUKATOPOB TEKYILETO
MOJIb30BATEJIs M €r0 TPYMIL.
su (substitute user) - MOACTAaHOBKA MOJIb30BATEIS (C MOCIEAYIOUIAM 3alIPOCOM U BBO-
JIOM TIapoJIs).
Su - MOMbBITKA IPUOOPECTH MOJTHOMOYHS CYIIEPIIOIb30BaTeNs (AAMUHUCTPATOPA).
SuU —user_name - CMEHa I0Jb30BaTEsl CO CMEHOW MOJIb30BATEIBLCKOIO OKpPYXKe-
HUSL.
Su user_name - CMEHA MMOJb30BaTeNsA 0€3 CMEHBI OKPYXeHUs. Eciin KoMaHy BBO-
IUT root, cuctema napoJib He 3alpaliiBacT.
passwd - cmeHa mapouss (OyIeT MpeayioKeHO BBECTH CTapblid, a 3aTeM HOBBIM Ta-
pOJib). AIMUHUCTPATOP MOXKET yKa3aTh KOMaHJy C MMEHEM KOHKPETHOTO MOJIb30Ba-
TeJs U U3MEHUTh €My Mapob.
chage (change aging) — nmomyuenue uin u3MeHeHue nHpopMauu o0 ycTapeBaHUU
apoJisl.
adduser - 1006aBUTH YUYETHYIO 3aITUCh MOIH30BATEINS (OOBIYHO BBOJ JAHHBIX MTPOU3-

BOJUTCS] B HHTEPAKTUBHOM PEXKUME).
useradd -u UID -g group_name -G add_group_name -d

dir home -m -p password —-e date_del_user user_ name - co3aa-
HHE HOBOW YYETHOM 3aIlMCH MOJIb30BaTEIIs.

userdel -r user_name - yJaJ€HHE YYECTHOM 3aIIMCHU MOJIb30BATEIS (10 yaase-
HUSI TI0JIb30BaTENb JOKEH 3aBEPIIUThH ceaHc padoThl. [lpu Hamuuuu aprymeHTa —r
yYeTHasl 3aIUCh yIISIETCS BMECTE ¢ KaTajgoraMu U (haijaMu oJb30BaTes).

MoHTHpOBaHUE U PAa3MOHTUPOBaHUE (PaHJIOBBIX CUCTEM
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mount -t type -o option <ycTpomcTBO> <TOuYKa_ MOHTMPOBa-—
HUST>

type - Tun MOHTHUpYyeMoOU cucteMbl (ext2, ext3, msdos, vfat, ntfs u T.1.). Tun auto -
NPEeIOCTABIIEHUE CUCTEME BO3MOKHOCTH AaBTOMAaTHMYECKW (IO 3amucud B TaOiuile
/etc/fstab) onpenenuth MOHTHUPYEMYIO (PalijIOBYIO CUCTEMY.

option - TOMOJHUTEIbHBIE OMIUU (IO — TOJILKO YT€HUE, YW — UTEHUE U 3aIUCh, U T.J.)
<YCTPOMCTBO> - UM CIIELMaIBLHOTO (aitna ycTpoiicTsa, Harpumep /dev/hda2;
<TOYKA_MOHTHPOBAHMUS> - UMsI KaTajora, K KOTOpoMy OylIeT MOHTHUPOBAThCs (aii-
noBas cuctema (Hanpumep, /mnt/floppy niu /mnt/ntfs).

mount -t auto /dev/fdo /mnt/floppy - MOHTHPOBAHHUE JUCKETHI (TIOCIEC
MOHTHUPOBAHHUSI K IUCKETE HEJIBb3s1 00paIiarbCsi Kak K yCTPOMCTRBY).

umount <ycTpomcTBO> WIH umount <Touka_MOHTMPOBAaHMUSA> - Pa3-
MOHTHpOBaHHE (HaUIOBON CUCTEMBI.

umount /mnt/floppy - pa3MOHTUPOBAHUE TUCKETHI.

"Topsiuue'' KJIABHIIH U 001IMe KOMAH/IbI
Ctrl+Alt+Fn = Alt+Fn - nepexintouenue Ha 1pyroi TepMUHAN.
Ctrl+D unu logout nnu exit - 3aBepinTh paboTy ¢ TEPMUHAIOM.
Tab (mocne Habopa OIHOTO MM HECKOJBKUX MEPBBIX CHMBOJIOB KOMAaH/IbI) - BBIBOJ
CIIMCKAa KOMaHJI, HAYMHAIOIIMNXCSA TaHHBIMA CUMBOJIAMHU.
history - nepeueHp paHee BBEJICHHBIX KOMaH] (10 ymoiayaHuio crnucok u3 1000 xo-
MaH[).
1 - BO3BpAaT K IPEIbIAYIIEH KOMAH/E.
man name_command - BbI30B 3JICKTPOHHOW CIIPaBKU MO HYKHOW KOMaHze. Beixon
U3 3JIEKTPOHHOIO CIIPABOYHUKA T10 (.
command_name --help - BbI30B KPaTKOM CIIPABKU O KOMAaHJE.
shutdown -h +t - monHas ocTaHOBKa 4epes t MUHYT.
shutdown -h 0 win halt wiu Ctrl+Alt+Del - HemenienHas moiHas OCTaHOBKA.
shutdown -r unu reboot - nepesarpy3ka OnepanioOHHON CHCTEMBI.
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[MTPMJIOXEHMUE 2

CITPABKA 110 OTJIAJYUKY DEBUGFS

DebugFS sBnsieTcs camoit ©3BeCTHOM YTUIIMTOM, MpeIHA3HAYECHHOM I pado-
ThI ¢ ¢ainoBeiMu cuctemamMu EXT2FS u EXT3FS. Jlnsa ReiserFS ata yrunura He ro-
TUTCS, U 1711 HE€ B COBPEMEHHBIX AUCTpuOyTHBax Linux mpeaycMoTpeH CBOM OTiIajl-
YUK.

DebugFS saBnsercs mporpammoil HHTEpPaKTHBHOIO PEXWMa, U OCHOBHBIE €€
KOMAaHJIbl PEaTN3yIOTCS TOJIBKO «BHYTPH» OTJIaquuKka. bonbux ynoOCTB B Ij1aHe Ha-
IJISITHOCTH TAKOM PEXUM HE MPENOCTaBIsIeT, TeM Ooliee, YTO MOJIb30BaTelb MPU MHO-
TOKPAaTHOM IOBTOPEHUHN OHUX U TEX KE KOMaHJ JUIIEH BO3MOXHOCTH MCIIOJIb30BaTh
naMsATh KOMaH/IHOM CTPOKH, IpUYEM BBIBOJ MH(pOpMAINK B (Al TOXKE pean3yeTcs
TOJIBKO JIJIS1 OTJIEJIbHBIX KOMAHJI.

OTnagunuK MOXKET OTpaHUYEHHO paboTaTh C OJUHOYHBIMU KOMaHJaMHU WM 3a-
paHee TMOATOTOBICHHBIM MaKeTHbIM (QaitioM. Ho ¢ GONbIIMHCTBOM «BHYTPEHHHX»
KOMaH/I MPUXOAUTCS UCIONb30BaTh HOMEP inode B yIIOBBIX CKOOKax < >, KOTOpbIE
oOonouka Bash BocripuHuMaeT kak KOMaH/bl IIepeHaANpaBIeHHs BBO1a/BbIBO/IA.

B pexumMe BBOJA OAMHOYHBIX KOMAHJ OTIAJYMK MOXHO MCIIOJIb30BaTh TOJIBKO
JUISL OZTHOTO IIPAKTUYECKOTO CIIydast:
debugfs -R stats /dev/hdc3 - BBIBOIUT JOCTATOYHO MOJHYIO HH(DOpMAIIUIO
0 cymepOyioke U Bcex rpymnmax OnokoB ((haiiy ycTpolcTBa yKa3aH JIJIsi KOHKPETHOTO
ciyyasi). @parMeHT, BbIBEICHHbBIN TaKOW KOMaHAO0W, TPUBEAEH B JINCTUHTE 8.

a) B MHTEpaKTHBHOM pEKMME BXOJ B CPEAY OTIIAJUMKA ITPOU3BOAUTCA KOMAH-

hi(0)7 1
debugfs

OnHaKo HUYEro MOJE3HOIO MPHU 3TOM CAENAaTh elle Hesb3s. Ha nonbITky BBOAA
110001 KOMaH/Ibl OTAAAYUK OTBETHT, YTO (haijioBas cucTeMa elle He OTKpbITa. [[is ee
OTKPBITHS CIEAYET 3a1aTh CIECAYIOLIYI0 KOMaHY:
open -w /dev/hdc3 (yka3bIBaeTCsi KOHKPETHBIN JIOTHUECKUN pazfen OJ0YHOro
ycTpoiicTBa). MOXXHO cpa3y BOCHOJb30BarbCsi KoMaHnod debugfs -w
/dev/hdc3.

ATpuOyT —w yKa3bIBaeTCs, €CIIU HYXEH JOCTYI K (DailyIoBOIl cucTeMe B PEeKU-
Me YTeHHs W 3amucu. Bce koMaHapl, MOAM(HUIMPYIONINE, YCTAaHABIMBAIOIIUE WIIH
yAQISIIONIUE YTO-IH00, HYXKIAIOTCS B TaKOM pexume. HenuiiHe npeaynpeanTs, 4To
oIKOKa B PEKUME 3alIMCU MOKET MPUBECTH K MeyaibHbIM nociencTBusm. [locne oT-
KPBITHS JIOTUYECKOTO pasjienia Wik (pU3n4ecKoro yCTpoucTBa CUCTEMa MOXKET U3BEC-
TUTb TIOJIb30BaTENs 00 ycrexe WK NPOCTO MPEMJIOKUTh BBECTH CIIEAYIOLIYI0 KOMaH-
ny. Becero B apceHalie o1aqurMKa HECKOJIBKO JIECATKOB KOMaHJI, HO aJIMUHUCTPATOPy
MOTYT MOHAJO00UTHCS TOJIBKO HEKOTOpbIe U3 HuX. Eciu ectb HE0OXOIMMOCTh B HC-
IIOJIb30BAaHUM JAPYTUX KOMAaHJ, CIEAYET IMO3HAKOMHUTBHCS C DJIEKTPOHHBIM CIPABOYHU-
KoM man (manual — pykoBozcTBO). PaccMoTpuM 3TH KOMaH bl (OHU CTPYIIIHMPOBAHBI
IO BBITIOJHAEMBIM (DYHKIIMSM WM MTOCJIEN0BATENbHOCTH IPUMEHEHN ):
clri filt_name — OYNCTUTH UHACKCHBIN JECKPUITOP YKa3aHHOTO (aiina,
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freeb block_number — xoMaHAa ycTaHaBIUBAEeT B «0» OUT, COOTBETCTBYIOLIUI
JTAHHOMY JIOTHYECKOMY OJIOKY B OMTOBOU KapTe OJOKOB, TEM CaMbIM OOBSIBISIS €TO0
CBOOOIHBIM,
setb block_number — npoTHBOIIOJOKHAA 10 CMBICIY KOMaH/1a YCTAaHABIMBAET
COOTBETCTBYIOIIUN OUT B «1», 0OBABIISISA OJIOK 3aHATHIM. ECiu 3TH yCTaHOBKM IIPOU3-
BeZieHbl HeoOnymaHHO, ytuiuTa fsck, Oynyun aBTOMaTHuYecKW 3amylieHa Mpu ode-
PEAHOM 3arpy3Ke CUCTEMBI, HalWIeT 3TH OJIOKH U MoMecTUT uX B katajior /lost+found,
freei <inode_number> — kxoMmaHaa ycTaHaBiuBaeT B «0» OUT yKa3aHHOTO WH-
JIEKCHOTO JIECKpUNITOpa B OMTOBOM KapTe inode, 00BsBIsAS €ro CBOOOIHBIM,
setb <inode_ number> — kKOMaHJa yCTaHABJIMBACT COOTBETCTBYIOIIUU OWUT B
«1», 00BsBIAsA OJIOK inode 3aHATHIM,
icheck block_number — none3Has KOMaHaa, HO3BOJIAIOIIAS 10 HOMEPY JIOTHYE-
CKOro OJIOKa JaHHBIX HAWTH €ro MHAEKCHBIA JAecKpuntop. TpeOyeT OT HECKOJIbKUX
JIECSITKOB CEKYH]I 0 HECKOJIbKMX MHUHYT MOUCKA Ha Jqucke. He Bcerma MoxeT HaWTH
inode noruvecku ygaieHHoro (aitina,
ncheck inode_number — KoMaH/a, TO3BOJISIONIAS Y3HATH UM (pailia 1o 3aaH-
HOMY HOMEPY HMHJIEKCHOTO JecKpunTopa. Takke HYKJIaeTcsi B HEMPOAOIKUTEIbHOM
BPEMEHU MOUCKA,
stats — JTa KOMaHzaa yxe€ NPUBOAWIACH BbIIIE. B MHTEPAKTHBHOM DPEXUME OHA
Tak)k€ BBIBOAUT MH(POPMALMIO O CyNepOsIoKe W BCeX TpyImax OJIOKOB Ha aHaJIU3U-
PYEMOM JIMCKOBOM MPOCTPAHCTRE,
stat <inode_number> - xoMaHJa MO3BOJISIET BBIBECTH KPATKYIO CIIPABKYy O CO-
JEPKUMOM 33JJaHHOTO MHJAEKCHOTO Jeckpumnropa. [opa3no jiydiie BOCHOJIb30BaThCS
aHaJIOTMYHOW KOMaH0#1 penaktopa Lde,
1sdel — KOMaHJa HE HYXXJAETCs B JIOMOJHUTENbHBIX arpulyTax W BBIBOAUT MeEpe-
YEHb YJAJCHHBIX 1node, KOTOpbIE MCCIECAOBATENI0 MPUAETCS 3allOMHUTH WM 3alld-
catb. J{s BeIBoAa nHGOpMaLMK B (Dailyl pEKOMEHIyeTCsl UCIIOJIb30BaTh KOHCTPYKIIUIO
¢ HeuMeHoBaHHbIM KaHasioM: 1sdel | debugfs /dev/hdc3 > /home/file_lsdel,
mi <inode_number> - oueHb HY)KHas KOMaH/a, TO3BOJISIONIAs MOAUDUIIMPOBATH
KaXX]IyI0 3alliCh B YKa3aHHOM HMHJEKCHOM Aeckpuntope. CTpOKM BBIBOAATCS MOOYE-
penno: Mode, UID, GID, Size, 4 BpeMeHHbIE OTMETKHU U Tak janee. CieBa oT Kypco-
pa BBIBOAUTCS JEHCTBYIOIIEE 3HAYEHUE, B MO3ZUIUIO Kypcopa MOJIb30BAaTENb MOKET
BBECTH, YTO eMy TpeOyeTcs.

debugfs: mi <148003>
Mode [0100644]
User ID [503]
Group ID [100]
Size [6065]
Creation time [833201524]
Modification time [832708049]
Access time [826012887]
Deletion time [833201524] 0
Link count [0] 1
Block count [12]
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File flags [0x0]
Reservedl [0O]

File acl [O]

Directory acl [0]
Fragment address [0]
Fragment number [0]
Fragment size [0]

Direct Block #0 [594810]
Direct Block #1 [594811]
Direct Block #2 [594814]
Direct Block #3 [594815]
Direct Block #4 [594816]
Direct Block #5 [594817
Direct Block #6 [0]
Direct Block #7 [0]
Direct Block #8 [0]
Direct Block #9  [0]
Direct Block #10 [O]
Direct Block #11 [0]
Indirect Block [O]
Double Indirect Block [0]
Triple Indirect Block [0]

help — BBIBOJ CIIPaBKH O KOMaHIaX OTIaaI4KKa,

close — 3aKkpbITh PaillIoBYIO0 CUCTEMY, OTKPBITYIO KOMaHAON open,

quit — BBIATH U3 OTIIATYMKA B PEKUM KOMAHIHON CTPOKU CTaHIAPTHON 00O0JIOUKH.
B HekoTophIx ciydasix ropa3no yaoOHee mois3oBarbes penakropoM Lde nero-

CPEICTBEHHO M3 KOMaHIHOW CTPOKU 000s0ukH. B 00uxoze BMOMHE JOCTATOYHO JIBYX

KOMAaHJ:

lde -i inode_number device — BbIBeCTH MHPOPMAIIHIO, COACPIKALIYIOCST B

128-6aiitHOM (parmenTe inode.

lde -b block_ number device | more - BBIBECTH NO3KPAHHBINA JAMII JIO-

THYECKOTo OJ0Ka ¢ yKa3aHHBIM HOMEpoM. OOBIYHO JIOTHYECKHE OJOKH HyMepy-

IOTCS IIIECTHAANATCPUIHBIMH YUCJIAMH, B 3TOM Cjydae HOMep OJjloKa yKa3bIBaTh B
Buae 0x12345678.
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